Guidance for Evaluating FBI Identification and Criminal History Records Checks
for Allowing Unescorted Access to Certain Radioactive Material

Each Licensee is responsible for determining whether to grant an individual unescorted
access to certain radioactive materials. The Licensee shall allow only trustworthy and
reliable individuals, approved in writing by the Licensee, to have unescorted access to
radioactive material quantities of concern (listed in Table 1 of the Increased Controls
Order) and devices containing that radioactive material. The T&R determination, to
grant an individual unescorted access to certain radioactive materials, is made by the
Licensee’s T&R Official, based on information gathered from all four elements of the
background check and evaluated by the T&R Official. The minimum four background
check elements are: 1) fingerprinting and a Federal Bureau of Investigation (FBI)
identification and criminal history records check, 2) verifying employment history, 3)
verifying education, and 4) personal references. The purpose of this guidance is to
address the fingerprinting component of the T&R determination.

Unescorted access determinations require an evaluation of a person's trustworthiness
and reliability. When a person's life history shows evidence of unreliability or
untrustworthiness, questions arise whether the person can be relied on and trusted to
exercise the responsibility necessary for working with risk-significant radioactive
materials. The purpose of the T&R determination requirement, for unescorted access, is
to provide reasonable assurance that those individuals are trustworthy and reliable, and
do not constitute an unreasonable risk to the public health and safety, including the
potential to commit or aid theft and/or radiological sabotage. This is a Licensee’s
business decision as to what criteria it uses for the bases of the trustworthiness and
reliability determination. Some indicators that Licensees should consider for what may
be a trustworthiness and reliability concern can be found in Increased Control guidance
in Q and A #23 at the following web address: http://www.nrc.gov/reading-rm/doc-
collections/enforcement/security/2005/ml053130233.pdf.

In evaluating the relevance of an individual's conduct, the T&R Official should consider
the following factors:

(1) The nature, extent, and seriousness of the conduct;

(2) the circumstances surrounding the conduct, to include knowledgeable
participation;

(3) the frequency and recency of the conduct;
(4) the individual's age and maturity at the time of the conduct;
(5) the extent to which participation is voluntary;

(6) the presence or absence of rehabilitation and other permanent behavioral
changes;

(7) the motivation for the conduct;

Enclosure 5



(8) the potential for pressure, coercion, exploitation, or duress; and
(9) the likelihood of continuation or recurrence.

Each case must be judged on its own merits, and final determination remains the
responsibility of the Licensee. In every case, the T&R Official should evaluate
trustworthiness and reliability based on an accumulation of information which supports a
positive finding, prior to granting unescorted access. Items to consider include:

1. The T&R Official should evaluate the information collected for consistency
and adequacy.

2. True identity should be evaluated by comparing applicant provided
identification and personal history data to pertinent information from the background
check, and other data sources.

3. The T&R Official should determine whether inconsistencies determined
through review or investigation, are intentional, innocent, or an oversight. Willful or
intentional acts of omission or untruthfulness could be grounds for denial of unescorted
access.

When a Licensee submits fingerprints to the NRC pursuant to an NRC Order, it will
receive a FBI identification and criminal history record since the individual’'s eighteenth
birthday. The Licensee will receive the information from the criminal history check of
those individuals requiring unescorted access to radioactive materials, and the Licensee
T&R Official should evaluate that information using the guidance below.

The Licensee’s T&R Official is required to evaluate all available information in making a
T&R determination for unescorted access to radioactive materials, including the criminal
history records information pertaining to the individual as required by the NRC Order.
The FBI identification and criminal history records check is used in the determination of
whether the individual has a record of criminal activity that indicates that the individual
should not have unescorted access to radioactive materials subject to this Order. Each
determination of T&R for unescorted access to radioactive materials, which includes a
review of criminal history information, must be documented to include the basis for the
decision made.

Licensees shall not make a final determination made solely on the basis of criminal
history checks information involving an arrest more than 1 year old for which there is not
information on the disposition of the case, or an arrest that resulted in dismissal of the
charge or an acquittal.

All information collected is to be considered by the Licensee in making a trustworthiness
or reliability determination for unescorted access. Potentially disqualifying information
obtained from confidential/unnamed sources must be substantiated and documented,
and should not be used as a sole basis to deny access authorization unless
corroborated. Licensees should establish criteria that would disqualify someone from
being granted authorized access. In every case, the Licensee should evaluate
trustworthiness and reliability based on an accumulation of information which supports a
positive finding. Items to evaluate and consider include:



The FBI identification and criminal history records check is used to evaluate whether the
individual has a record of criminal activity that may compromise his or her
trustworthiness and reliability. Identification of a criminal history through the FBI criminal
history records check does not automatically indicate unreliability or lack of
trustworthiness of the employee. The licensee will have to judge the nature of the
criminal activity, length of employment, and recency of the criminal activity. The licensee
can authorize individuals with criminal records for unescorted access to radioactive
materials, based on a documented evaluation of the basis for determining that the
employee was reliable and trustworthy notwithstanding his or her criminal history. Each
evaluation conducted in review of criminal history and other background checks
information, should be documented to include the decision making basis.

At a minimum, the Licensee should consider the following elements when evaluating the
results of the FBI Identification and Criminal History Records check:

1. Committed, attempted to commit, aided, or abetted another who committed or
attempted to commit any act of sabotage, espionage, treason, sedition, or
terrorism.

2. Publicly or privately advocated actions that may be inimical to the interest of the
United States, or publicly or privately advocated the use of force or violence to
overthrow the Government of the United States or the alteration of the form of
government of the United States by unconstitutional means.

3. Knowingly established or continued a sympathetic association with a saboteur,
spy, traitor, seditionist, anarchist, terrorist, or revolutionist, or with an espionage
agent or other secret agent or representative of a foreign nation whose interests
may be inimical to the interests of the United States, or with any person who
advocates the use of force or violence to overthrow the Government of the
United States or the alteration of the form of government of the United States by
unconstitutional means. (Ordinarily, the Licensee should not consider chance or
casual meetings or contacts limited to normal business or Official relations.)

4. Joined or engaged in any activity knowingly in sympathy with or in support of
any foreign or domestic organization, association, movement, group, or
combination of persons which unlawfully advocates or practices the commission
of acts of force or violence to prevent others from exercising their rights under
the Constitution or laws of the United States or any State or any subdivisions
thereof by unlawful means, or which advocate the use of force and violence to
overthrow the Government of the United States or the alteration of the form of
government of the United States by unconstitutional means. (Ordinarily, the
Licensee should not consider chance or casual meetings or contacts limited to
normal business or official relations.)

5. Deliberately misrepresented, falsified or omitted relevant and material facts from
documentation provided to the Licensee.

6. Has been convicted of a crime(s) which, in the T&R Official’s opinion, indicate
poor judgment, unreliability, or untrustworthiness.



These indicators are not meant to be all inclusive nor intended to be disqualifying
factors. Licensees can also consider how recent such indicators occurred and other
extenuating or mitigating factors in their determinations. Section 149.c.(2)(B) of the
AEA requires that the information obtained as a result of fingerprinting be used solely
for the purposes of making a determination as to unescorted access suitability.
Unescorted access suitability is not a hiring decision, and the NRC does not intend
for licensees to use this guidance as such. Because a particular individual may not
be suitable for Unescorted Access does not necessarily mean that he is not suitable
for escorted access or some other position that does not involve NRC-regulated
activities.

Licensees shall notify the NRC’s Headquarters Operations Office at 301-816-5100
within 24 hours if the results from a FBI identification and criminal history records
check indicate that an individual is identified on the FBI’s Terrorist Screening Data
Base.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


