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SECTION B - CONTINUATION BLOCK
B.1 PROJECT TITLE
The title of this project is as follows:

Role-Based Information Technology (IT) Security Training Course Instruction

N

B.2 BRIEF DESCRIPTION OF WORK (MAR 1987)

The contract shall cover the delivery of training courses for Role-Based IT Security.

B.3 DURATION OF CONTRACT PERIOD (MAR 1987) ALTERNATE 4 (JUNY 1988)

The ordering period for this contract shall commence on September 30, 2009 and will expire on September
29, 2009. Any orders issued during this period shall be completed within the time specified in the order, unless
otherwise specified herein. (See 52.216-18 - Ordering.) The term of this contract may be extended at the:
option of the Government for an additional two (2) one-year option. ’

B.4 PRICE/COST SCHEDULE

7 Base Year Pricing
Task : RA

Order
Sub-Task
Mapping
1.1 QUA A RA
Technical Specialist !ll, Instructor $
Technical Analyst Ill, SME- $
Administrative Suppon $ 5 Boilt
OTA OR QUA AS SURA PLA : 2,491 .42
1.2 D AND BUD
Technical Specialist I, Instructor $
Technical Analyst 1il, SME $
Administrative Support $
OTA OR D AND BUD 2,447.90
21 OUR R O OR OQUR
Technical Specialist Ill, Instructor $
Technical Analyst Hi, SME $
Administrative Assistant $
OTA OR COUR R 0 OR OUR : 75,378.78
2.2 PAR PATIO ALUATION PRO
Technical Specialist I}, Instructor $
Technical Analyst Ill, SME $
Administrative Assistant $ IS . 5
OTA OR PAR BATIO ALUATION PRO 1,193.16

Base Year Labor Total $ 81,511.26
Base Year Travel- $ 10,000.00

Base Year Grand Total $ - 91,511.26
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Technical Specialist Ill, Instructor
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Technical Analyst lll, SME

Administrative Support

Technical Specialist Ilf, Instructor

TOTALS FOR QUALITY ASSURANCE PLAN
SCHEDULE AND BUDGET

=

Technical Analyst til, SME

Administrative Support

Technical Speciaiist !Il, Instructor

TOTALS FOR SCHEDULE AND BUDGET
COURSE INSTRUCTION FOR SIX COURSES

ok

1,517.73

e

i

Technical Analyst 1li, SME

Administrative Assistant

TOTALS FOR COURSEi INSTRUCTION FOR SIX COURCES
PARTICIPATIOIN EVALUATION PROCESS

Tk
148,120.2;

LA

Technical Specialist I, Instructor $ - —

Technical Analyst |1l SME -t Y ‘

Administrative Support e _ I B
TOTALS FOR PARTICIPATION EVALUATION PROCESS N

Option Year 1 Labor Total $ 153,758.11
Option Year 1 Travel $ 10,000.00

Option Year 1 Grand Total $ 163,758.11

Option Year 2 Pricing
T rEumRmE

ON! e
Technical Specialist ¥, Instructor $
Technical Analyst Ill, SME 18
Administrative Support $
OTA OR QUA A RA LA - 1,806.82
D AND BUD
Technica! Specialist IIl, Instructor $.
" ITechnical Analyst I1l, SME $
Administrative Suppornt $
OTA OR D AND BUD 1,806.82
OUR R O OR OUR
Technical Specialist Ill, Instructor $
Technical Analyst !ll, SME $
Administrative Assistant $
OTA OR COUR R O OR OUR 96,333.32
PAR PATIO ATION'PRO
Technical Specialist Ill, Instructor $
Technical Analyst ill, SME $
Administrative Suppont $
OTA OR PAR PATIO ALUATION PRO $ 2.690.91'
Option Year 2 Labor Total $ 102,637.87
Option.Year 2 Travel $ 10,000.00

Option Year 2 Grand Total $ 112,637.87

TOTAL ESTIMATED CEILING: $367,907.24
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B.5 CONSIDERATION AND OBLIGATION--DELIVERY ORDERS (JUN 1988)

(a) The total estimated amount of this contract (ceiling) for the products/services ordered, delivered, and
accepted under this contract is $91,511.26 (includes NTE Travel amount of $10,000). The Contracting Officer
may unilaterally increase this amount as necessary for orders to be placed with the contractor during the
contract period provnded such orders are wuthln any maximum ordering limitation prescribed under this
contract.

(b) The amount presently obligated with respect to this contract is $80,000. The Contracting Officer may
issue orders for work up to the amount presently obligated. This obligated amount may be unilaterally
increased from time to time by-the Contracting Officer by written modification to this contract. The obligated
amount shall, at no time, exceed the contract ceiling as specified in paragraph (a) above. When and if the
amount(s) paid and payable to the Contractor hereunder shall equal the obligated amount, the Contractor shall
not be obligated to continue performance of the work unless and until the Contracting Officer shall increase the
amount obligated with respect to this contract. Any work undertaken by the Contractor in excess of the
obligated amount specified above is done so at the Contractor's sole risk.

B.6 52.232-19. AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (APR 1984)

Funds are not presently available for performance under this contract beyond FY 2010. The Government's
obligation for performance of this contract beyond that date is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made. No legal liability on the part of the Government
for any payment may arise for performance under this contract beyond FY 2010, until funds are made available
to the Contracting Officer for performance and until the Contractor receives notice of availability, to be
confirmed in writing by the Contracting Officer.

B.7 PERFORMANCE WORK STATEMENT

U.S. NUCLEAR REGULATORY COMMISSION
“Computer Security Office (CSO)
Performance Work Statement (PWS)
Role-Based Informatlon Technology (IT) Security Training Course Instruction

1. OBJECTIVE

The Contractor shall support the Nuclear Regulatory Commission (NRC) Computer Security Office (CSO) with
the impiementation of instructor-led Information Technology (IT) Security Role-Based Training.

2. SCOPE

The Contractor shall provide the staff to.instruct six (6) IT Security role-based training courses for NRC staff as
follows: ’ '

e T Security for Information Systems Security Officers (ISSOs) of General Support Systems (GSS),
. Major Applications (MA), and Listed Systems.

e IT Security for ISSOs of Stand-Alone Listed Systems and Other Systems



NRC-43-09-892

IT Security for Senior Level Managers and Executives

IT Security for System Administrators of Windows-Based Systems
IT Security for System Administrators of Linux/Unix-Based Systems

IT Security for Senior.-Level IT Managers and System Owners

Section B

‘Table 1 identifies each role along with the estimated number of individuals with that role; the IT security course
title and description; the estimated length of the course; the maximum class size (estimated number of NRC
students); and Number of Classed to be Offered. These values are estimates and may be modified once final
courses are received (e.g., course length). Class size is dependent upon type of course and tools required
(computer access at the Professional Development Center (PDC) or classroom-in-a-box (CIAB)) and will be
coordinated with the Project Officer/PDC. However, NRC must concur with any changes before they are

finalized. The class day cannot start before 8:30 AM and must end by 4:00 PM.

Table 1;: Course Description

polices such as FISMA, NIST Special Publications
(SP) and Federal Information Processing -
Standards (FIPS), CNSS pubilications, and NRC
MD 12.2/12.5/12.6/12.7. Topics include the ISSO
role in relation to other NRC roles and positions,
information technology initiatives; roles and
responsibilities; role separation; procurement;
threats; vuinerabilities; risk management; -

personnel security; operational, management, and :

technical controls; planning and budgeting;
site/system security plans; certification and
accreditation; continuous monitoring, evaluation
and verification; incident reporting; and continuity
of operations.

| Role Course Title and Description Est. Length | Maximum
- of Course Number
Classes
- Offered
ISSOs for GSS, | IT Security for ISSOs of GSSs, MAs, and Listed | 3-4 days 4 courses
MA, and Listed Systems ‘ ' in the base
Systems This course shall provide ISSO responsibility yze.ar' anq 1-
. . . in option
(Estimated 15- - | information relevant to General Support Systems ear 1. 1-2
25 students per | (GSS), Major Applications, and Listed Systems. ¥8 '
. : . in option
class) This must include applicable federal laws and year 2
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Table 1: Course Description

Role Course Title and Description Est. Length | Maximum
of Course Number
Classes
Offered
ISSOs for IT Security for ISSOs of Stand-Alone Listed and | 2-3 days 4 courses
Standalone Other Systems in the base
Listed and Other This course shall provide ISSO responsibility vyea.r, 1-2in
Systems . ) . option year
information relevant to stand-alone listed and other 1
. - X . : ,and 1-2
(Estimated 15- systems. This must include information on L
; . and option
25 students per | applicable federal laws and polices such as ear 2
class) 'FISMA, NIST SP/FIPS, Committee on National y
Security Systems (CNSS) and NRC MD
12.2/12.5/12.6/12.7. Topics include the ISSO role
in relation to other NRC roles and positions,
information technology initiatives; roles and
responsibilities; role separation; procurement;
threats; vulnerabilities; risk management;
personnel security; operational, management, and
technical controls; planning and budgeting;
site/system security plans; certification and
accreditation; continuous monitoring, evaluation
and verification; incident reporting; and continuity
of operations.
This course deals with the processing, storing, and
transmission of information at the Safeguards
Information {SGI) or classified national security
information level.
Sr. Level IT Security for Senior Level Managers and 1-2 hours 3 courses .
Managers and Executives in the base
Execgtwes This course shall provide role respdnsibility year, 1in
' : o : . option year
(Estimated 15- information and include topics such as federal and .
: o . ) 1,and 1in
30 students per NRC policies, guidance, regulations and option year
class) requirements and NRC FISMA results, Office of P o

Inspector General (OIG) audits and other NRC
auditing or inspection reports. Also, an overview of
the certification and accreditation process, threats,

" vulnerabilities, controls, role separation, continuous
monitoring, and risk management. The course
topics must be related to NRC examples and
designed at a high level to help senior level .
managers and executives evaluate the components
of an IT security program with regard to critical
business functions and the NRC's specific IT
requirements as well as understand their role as it

relates to other NRC roles and positions. _

Section B
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Table 1: Course Descripfion

The generic System Administrator portion
discusses security configuration guidelines and
other NRC polices and procedures. Also included
is an overview of certification and accreditation,
vulnerabilities, threats, the importance of controls,
monitoring, and incident response.

The remaining portion of the class is devoted to
hands-on exercises that guide students in
implementing current security configuration
requirements for Linux/Unix servers.

Role Course Title and Description Est. Length | Maximum
' : of Course Number
Classes
Offered
Sr. Level IT IT Security for Senior Level IT Managers and 1-2 hours 3 courses
Managers and System Owners in the base
System Owners This course shall provide role responsibility yet.ar, 1in
(Estimated 15 | information and security information. Topics ap |or:jy1e§r
30 students per include vulnerabilities, threats, and controls; role »an In
] S L option year
class) separation; life-cycle management; risk 5
management; system security plans; continuous
monitoring, the operational aspects associated with
certification and accreditation, to include required
documentation, and continuous monitoring and
maintenance.
System IT Security for Windows System Administrators | 4-5 days 0 courses
Admlnlstrators This course shall provide role responsibility in the ba.se
(Windows) . : ) ) . . X year, 4 in
information and identify relationships with other option year
(Estimated 15- NRC roles and positions, particularly the system 1 and 1-2
| 25 students per ISSO. ) N ,
class) , . _ in option
. The generic System Administrator portion year 2
discusses security configuration guidelines and
other NRC polices and procedures. Also included
is an overview of certification and accreditation,
vulnerabilities, threats, the importance of controls,
monitoring, and incident response.
The remaining portion of the class is devoted to
hands-on exercises that guide students in
implementing current security configuration
requirements for Microsoft Windows servers and
workstations. '
System IT Security for System Linux / Unix System 4-5 days - 0 courses |
Administrators Administrators in the base
§L|nux/Un|x) This course shall provide role responsibility oyet}i?)rﬁ 4eigr
(Estimated 15- information and- identify relationships with other 1p an dy1 2
25 students per | NRC roles_and positions, particularly the system .
in option
class) ISSO. year 2

Section B
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'2.1.  Hours of Operation

The Contractor shall have access to the Government facilities only during scheduled training sessions, i.e.,

- Professional Development Center (PDC) and/or NRC HQ conference rooms: five (5) days per week, Monday
through Friday from 7:00 a.m. to 4:30 p.m., except when the Government facility is closed due to local or
national emergencies, administrative closings, or similar Government directed facility closings.

2.2. Place of Performance

The primary place of performance shall be any NRC Headquarters facility where training will be conducted.
Provide physical classroom space at one of four DC-metro NRC locations. The addresses for these locations
are as follows:

NRC Headquarters: NRC Headquarters:

One White Flint North Two White Flint North
11555 Rockville Pike 11545 Rockville Pike

Rockville, Maryland 20852-2738 Rockuville, Maryland 20852-2738

Executive Blvd Building Center NRC-Professional

6003 Executive Boulevard Development Center

Rockville, Maryland 20852 7201 Wisconsin Avenue, Suite 425
' Bethesda, MD.20814

if travel to other NRC locations is reqUired, NRC will provide classroom space and ensure this space meets the
Contractor requirements. Locations outside of the DC-metro area may include travel to one of NRC's
Regional Offices located in King of Prussia, PA (R-1), Atlanta, GA (R-ll), Lisle, It (R-1ll), or Arlington, TX (R-IV).

2.3.  Travel Requirements

Local travel expenses will not be reimbursed by the NRC and on-site parking is not available.
‘Occasional travel to the NRC Regional locations and remote NRC facilities including State and Local
Government facilities and external commercial and government appllcatlon service providers and application
hosting facilities may be required. :

" Total expenditures for domestic travel (does not include travel to NRC Headquarters) may not exceed
$10,000.00 for each year of the period of performance, without the prior written approval of the contracting
officer.

3. PERSONNEL REQUIREMENTS

This contract requires work with unclassified information and information systems. Contractors will require an
IT-1 access request.

The contractor shall provide a Subject Matter Expert (SME) in the field of Informatlon Security and have '
experience supporting and providing training as stated in Section 1, Objective.

The contractor’s personnel shall have an understanding of the following operating systems: VMware, Linux,
Solaris 10, Microsoft Windows XP Professional, Microsoft Windows 2003 Servers, Microsoft Windows 2000
Servers, and Novell Servers and maintain currency with them as they progress their version changes during
the period of performance. The contractor’s personnel shall have an understanding of the following
applications: GroupWise, Exchange, Microsoft Internet Information Services (1IS), Oracle, Sybase, Citrix, and
Rational. The contractor’s personnel shall have expertise in the following areas: network engineering, network

B-7
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monitoring, Intrusion Detection Systems (IDS), Firewalls, Virtual Private Networking (VPN), Public Key
Infrastructure (PKI), Wireless, Remote Access Systems (RAS), Malware, and Spyware.

The contractor shall have experience with adhering to the following federal regulations, guidelines, and
standards: :

Federal Information Security Management Act of 2002,
E-Government Act of 2002,
Clinger-Cohen Act of 1996,
- Financial Management Improvement Act of 1996,
Financial Management integrity Act of 1982,
Privacy Act of 1974,
Federal Enterprise Architecture (FEA),
OMB memorandums, .
- OMB circulars,
Presidential Directives,
Department of Homeland Security Incident Response Directives,
National Security Directives,
Executive Orders,
Intelligence Reform and Terrorism Prevention Act,
Director of Central Intelligence Directives,
NIST FIPS, °
NIST SP 800 series,
CNSS publications,
Guide for Information Security Program Assessments and System Reportlng Form, and
National Strategy for Secure Cyberspace.

4, SPECIAL PERSONNEL REQUIREMENTS

In the event of an emergency, the Contractor shall provide contact information (e.g., telephone numbers) for
the Project Manager and designated alternate(s) in case these persons need to be contacted outside of normal
duty hours. These personnel shall respond to all inquiries, both during and outside of normal duty hours, within
one (1) hour.

5. GOVERNMENT-FURNISHED INFORMATION

In the event of temporary absences such as, but not limited to, personal time off, illness, and vacation, the
-Contractor shall immediately provide, as interim coverage, a qualified substitute subject to the approval of the
NRC Project Officer. The NRC Project Officer will be notified by email of any personnel change. -All NRC
sites are secure facilities; therefore, all Contractor personnel must be entered into the NRC Visitor Access
Request (VARS) system to receive a badge for entrance to NRC facilities. Any change in contractor personnel
must be received by the NRC Project Officer at least 48 hours prior to allow for required access.

~ The NRC will provide or make available to the Contractor at the site of training Government furnished
classroom space, white board, work desk, and office supplies. Training materials (workbooks, classroom-in-a-
box (CIAB) laptops, etc.) will be provided by the Government, to include personnel who shall provide, operate,
and maintain the classroom equipment (CIAB) needed to conduct the hands-on technical training courses.
NRC will provide the necessary personnel to setup the course equipment at the beginning of the hands-on
technical course and to tear down the course equipment once the course has been completed. NRC will have
personnel available during the course to fix technical issues with the provided equipment.

The Contractor is responsible for its employees (federal and Contrabtor) appropriate use of Government
furnished and contractor provided equipment, services, and access. Contractor personnel are prohibited from -
~using Government/contractor furnished equipment for personal use.

B-8
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All information, regardless of media, provided by the Government and/or generated for the Government in the
performance of this contract are Government property and shall be maintained and disposed of by the
Government. At the time of disposition, the Contractor shall box, label contents, and deliver as directed by the
Contracting Officer.

6. . SPECIFIC TASKS AND DELIVERABLES
The following deliverables shall be provided by the contractor:
TASK 1: QUALITY ASSURANCE PLAN

The Contractor shall develop and implement a project plan to ensure the completion of the tasks identified in
this SOW occur as expected. The Contractor shall be required to develop and maintain an Integrated Security
Activity Project Plan and perform integrated activity scheduling. This deliverable shall be developed at the
individual project level (i.e., each course drafted) and aggregate to the program level. The Project Plan shall:
incorporate all tasks and projects such that the individual projects roll up into an integrated security project
schedule encompassing all NRC security related activities, services, and deliverables. The Project Plan shall
identify resources for each activity and include the Work Breakdown Structure levels. The Project Plan will
include:

1) Level 5 Work Breakdown Structure (WBS)

The WBS shall include a definition of the work to be conducted decomposed into distinct discrete
manageable tasks or groups of tasks (work packages) with decisive outputs and specific
measurable entry and exit criteria. Each work package shall have a short duration, or can be divided
into a series of milestones whose status can be objectively measured. Each work package shall be
assigned a start and finish date,.a budget value, and can be integrated with higher-level schedules.

The project plan shall specify, at the task and task order level, a schedule and budget to accomplish
the work and identify the resources needed to complete the work. Resources include manpower,
hardware, software, equipment, travel, etc. The contractor shall ensure the WBS laid out in the
project plan adequately defines all work necessary to meet the requirements of this contract.

Microsoft Project shall be used to develop and maintain the project plan. The project plan shall be
provided to the NRC Project Officer on a monthly basis and shall be delivered in conjunction with
the Monthly Status Report.

2) Schedule and Budget

The schedule and budget will identify what resources are needed, identify how much effort is

~ required, and when each of the tasks specified in the WBS can be completed. The Contractor shall
allocate a portion of the budget for each work package that comprises the WBS, and ensure that the
WBS adequately defines all work necessary to meet the requirements for the project.

Note: All parties working under this task order will contribute to the development and malntenance of
the integrated schedule. :

TASK 2; INSTRUCTIONAL SUPPORT SERVICES
The Contractor shall provide the following instructional support services:
Subtask 2.1: Course Instruction

The Contractor shall provide course instruction for the following courses: IT Security for ISSOs

of GSSs, MAs, and Listed Systems; IT Security for ISSOs of Stand-Alone Listed Systems and

Other Systems; IT Security for System Administrators of Windows-Based Systems; IT Security

for System Administrators of Linux/Unix-Based Systems; IT Security for Senior Level IT '
. Managers and System Owners; and IT Security for Senior Level Managers and Executives.
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The actions the Contractor shall perform include, but are not limited to, the following:

e The Contractor shall perforrﬁ a review of each course’s instructional materials to draft a
- pretest and post test to provide an evaluation measure for student comprehension of
materials.

o Provide instructors to NRC to teach IT security courses as shown in Table 1.

e Conduct training Monday thru Friday between the hours of 8:30 AM and 4:00 PM,
excluding Federal holidays.

The NRC will perform the following during course instruction:

e During each course, NRC shall provide a subject matter expert (SME) for the entire
class to participate and provide specific NRC answers.

e Work with the Contractor to ensure instructors have access to the NRC building and
appropriate badge and escort as required by NRC policies.

. Provide a briefing to the Contractor’s instructors on NRC physical building security
requirements.

* Reserve the right to inspect, for security reasons, any and all computer equipment that is-
brought into any NRC facility.

o Responsible for the phyS|CaI security of the classroom equipment whiie it is within NRC
facilities.

Subtask 2.2: Participant Evaluation Process Services

The NRC course evaluation form is Attachmerit 2 of this document. NRC may give the
Contractor a new course evaluation form during any of the quarterly meetings.

On the last day of each course, the Contractor will distribute the course evaluation forms to the
students. The evaluation forms shall be filled out and.returned to the instructor. The instructor
shall collect the evaluation forms and provide them to the NRC Project Officer in a sealed
envelope. The evaluation forms must be sent to the NRC Project Officer within three business
days of the conclusion of the course.

~ NRC will analyze the evaluation forms to determine if any changes are needed. Results will be
discussed with the Contractor at the quarterly review meetings.

The format for recommendations will be specified in each applicable task order.

Monthly Progress Reports

Monthly Progress Reports must be submitted to the NRC Project Officer no later than close of business on the
Sth day of the month. Monthly Progress Reports shall cover all contractor activity that occurred during the
previous month. Monthly Progress Reports must be submitted on the prime Contractor’s letterhead and be
accompanied by a copy of that month’s invoice (formal submission-of the invoice will be completed in
accordance with the Billing Instructions). These reports must contain the mformatuon specified in Attachment 1
— MONTHLY PROGRESS REPORT FORMAT.
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6.1. Deliverable Standards
6.1.1. Performance Measures
TASK 1 Performance Measures:

The NRC Project Officer will evaluate the Contractor’s performance based on their ability to meet the schedule
identified in the Integrated Security Activity Project Plan described above.__No more than 10% of required
reports delivered by the contractor to the approprlate NRC Project Officer may y be later than 3 business days.

i. Target: 90% by Agreed Date

ii. Data Source: Integrated Security Activity Project Plan

iii. Responsible Party: Contractor

iv. Frequency: On a monthly basis, delivered in conjunction with the Monthly
Status Report

v. Performance Standard: 100% payment of monthly invoice if 90% of required reports

are delivered by agreed date; 1.5% deduction from monthly
invoice if less than 90% of required reports are delivered by
agreed date. '

TASK 2 Performance Measures:

6.1.1.1. Description

The NRC Project Officer will evaluate the-effectiveness of the instructor’s presentatlon of the course materials
as noted by the participant evaluation form.

+ This will include the instructor’s ability to answer questions and keep the discussion focused on relevant
topics.

o. The instructor’s responsive to the student's learning needs by being receptive to new ideas and other
viewpoints. ’

o The instructor expressing ideas clearly and with continuity such that the students were able to grasp the
key teaching concepts (as demonstrated by the student's questions, and their participation
in/completion of in-class instructional activities)

The results of the evaluations will be collected and reported to the contractor in order to ensure continued
improvement in product quality. The purpose of the evaluations is to help ensure alignment between NRC and
Contractor quality expectations and confirm that the information provided meets or exceeds the quality
performance metric. Compliance will be monitored via NRC Project Officer.

i. Target: Quality Assurance 70%

ii. Data Source: Participant Evaluation

iii. Responsible Party: Contractor

iv. Frequency: " Following performance of a course

V. Performance Standard 100% payment of monthly invoice if quality assurance is 70%;

1.5% deduction from monthly invoice if quality assurance is
less than $70%

6.1.1.2. Description

The NRC Project Officer will evaluate the effectiveness of the instructor’s presentation of the course materials
as noted by scores on the pretest given before training and the post test given at the conclusion of training.
The results of the pre/post tests will be collected by the contractor and reported to the NRC Project Officer in
~order to ensure continued improvement in product quality. The purpose of the pre/post tests is to heip ensure
alignment between NRC and Contractor quality expectations and confirm that the information provided meets -
or exceeds the quality performance metric. Compliance will be monitored via NRC Project Officer.
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i. Target: Class’s averaged passing rate on post test 2 70%

ii. Data Source: Pre/post test

iii. Responsible Party: ~ Contractor

iv. Frequency: Following performance of a course

V. Performance Standard: 100 % payment of monthly invoice if class’s averaged

passing rate on post test 2 70%; 1.5% deduction from

monthly invoice if class’s averaged passing rate on post test
is £ 70%.

6.1.1.3. = Description _
The NRC Project Officer will evaluate the effectiveness of the instructor to lead the class:

e Ability to keep to the course schedule (start and end on time) and use the class time well (such that the
training covered the required content and met the course objectives)

¢ Conducted himself/herself in a professional manner

e Encouraging course participation, involvement and interaction among the students

i. Target: : Quallty Assurance 70%

Ii. Data Source: Participant Evaluatlon NRC SME Observat|on

i, Responsible Party: Contractor

iv. Frequency: Following performance of a course -

V. Performance Standard: 100% payment of monthly invoice if quality assurance is 70%;
1.5% deduction from monthly invoice if quality assurance is
less than 70%

Monthly Progress Reports
7.1.1.1.1 - Description

The NRC Project Officer will evaluate the integrity, currency, and relevance of the information contained in the
Contractor’s deliverables ‘as identified in the Monthly Progress report. The results of the reports will be
collected and reported to the Contractor in. order to ensure continued improvement in product quality. The
purpose of the reports is to help ensure alignment between NRC and Contractor quality expectations and
confirm that the information provided meets or exceeds the quality performance metric.. Compliance will be
monitored via NRC Project Officer final deliverable submission acceptance. No more than 10% of required
reports delivered by the contractor to the appropriate the NRC Project Officer may be later than 3 business.
days.

i. Target: 90% by Agreed Date

ii. Data Source: Monthly Status Report

iiii. Responsible Party: Contractor

iv. Frequency: On a monthly basis

V. Performance Standard: 100% payment of monthly invoice if 90% of required reports

- are-delivered by agreed date; 1.5% deduction from monthly
invoice if less than 90% of required reports are delivered by
agreed date.

6.1.2. Deliverable File Formats

The Contractor shall provide all documentation to the NRC Project Officer electronically via electronic mail in
all the following formats, except as specifically stated herein: Microsoft Word (version 2003), Microsoft Excel ‘
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(version 2003), Microsoft Project (version 2003), and Adobe PDF. All electronic mail shall be transmitted from
the contractor’s NRC electronic mail account. Personal and corporate electronic mail accounts shall not bé
used to transmit sensitive NRC information.

6.1.3. Standard for Grammar and Mechanics

All documentation submitted by the contractor shall conform to the Chicago Manual of Style, as amended by
any applicable NRC format templates and requirements.

6.1.4. Draft and Final Submission

All contract deliverables submltted to the NRC must conform to the standards referenced in this SOW and will
be reviewed by the NRC.

All documentatlon shall be submitted in draft form for comment to the NRC Project Officer. The NRC will be
given five (5) business days to generate comments and submit them to the contractor. Once the contractor
receives NRC’s comments, the contractor shall have three (3) business days to generate the final draft version
of the document. Then, the final draft will be sent to the NRC Project Officer for review and approval. Once
the final draft has been accepted.by the NRC Project Officer, the contractor will be given one (1) business day
to revise the document and publish it in ADAMS. This constitutes a revision cycle.

Any changes required after the first revision cycle shall be completed at no additional cost to the Government.
The first revision cycle for a deliverable shall be acceptable to the Government when the Contractor submits a
revised deliverable incorporating any comments and suggestions made by the NRC Project Officer.

The following provisions also apply to all deliverabies:

. Reporting Requirements: In addition to meeting the delivery schedule in the timely submission of any

* draft and final reports, summaries, data and documents that are created in the performance of this
contract, the Contractor shall comply with the directions of the NRC regarding the contents of the
report, summaries, data and related documents to include correcting, deleting, editing, revising, modify,
formatting, and supplementing any of the information contained therein at no additional cost to the
NRC. Performance under the contract shall not be deemed accepted or completed until the NRC’s
directions are complied with. The reports, summaries, data and related documents shall be considered
draft until approved by the NRC. The Contractor agrees that the direction, determinations, and -
decisions on approval or disapproval of reports, summaries, data and related documents created under
this contract remains solely within the discretion of the NRC.

= Publication of Results: Prior to any dissemination, dlsplay, publlcatron or release of articles, reports
summaries, data or related documents developed under the contract, the Contractor shall submit for
review and approval by the NRC the proposed articles, reports, summaries, data and related
documents that the contractor intends to release, disseminate or publish to other persons, the public or
-any other entities. The contractor shall not release, disseminate, display or publish articles, reports,
summaries, data, and related documents or the contents therein that have not been reviewed and
approved by the NRC for release, display, dissemination or publication. The contractor agrees to
‘conspicuously place any disclaimers, markings or notices directed by the NRC on any articles, reports,
summaries, data and related documents that the contractor intends to release, display, disseminate or
publish to other persons, the public or any other entities. The Contractor agrees and grants a royalty

- free, nonexclusive, irrevocable world-wide license to the government to use, reproduce, modify,

distribute, prepare derivative works, release, display or disclose the articles, reports, summaries, data
and related documents developed under the contract, for any governmental purpose and to have or
authorize others to do so.
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. . ldentification/ Marking of Sensitive and SAFEGUARDS Information: The decision, determination or
direction by the NRC that information constitutes sensitive or SAFEGUARDS information remains
exclusively a matter within the authority of the NRC to make. In performing the contract, the Contractor
shall clearly mark sensitive unclassified non-SAFEGUARDS information (SUNSI), sensitive, and
SAFEGUARDS information to include for example Official Use Only and SAFEGUARDS Information on
any reports, documents, designs, data, materials and written information as directed by the NRC. In
addition to marking the information as directed by the NRC, the Contractor shall use the applicable
NRC cover sheet forms (e.g. NRC Form 461 SAFEGUARDS Information and NRC Form 190B Official
Use Only) in maintaining these records and documents. The Contractor shall ensure that sensitive and
SAFEGUARDS information is handled appropriately, maintained and protected from unauthorized
disclosure. The Contractor shall comply with the requirements to mark, maintain and protect all
information including documents, summaries, reports, data, designs, and materials in accordance with
the provisions of Section 147 of the Atomic Energy Act of 1954 as amended, its implementing
regulations (10 CFR 73.21), and NRC Management Directive and Handbook 12.6.

. Remedies: In addition to any civil, criminal and contractual remedies available under the applicable
laws and regulations, failure to comply with the above provisions and or NRC directions may result in
suspension, withholding or offsetting of any payments invoiced or claimed by the Contractor. If the
Contractor intends to enter into any subcontracts or other agreements to perform this contract, the
Contractor shall include all the above provisions in any subcontract or agreements

Additional written reports may be requnred and negotiated.

6.1.5. Deliverable Reviews

Deliverable Reviews will be heid to provide the contractor with feedback related to improving the quality of
deliverables, including feedback received from Customer Satisfaction Surveys. Such reviews will be
coordinated by the. NRC Project Officer as required to supplement written comments provided on deliverable
submissions. The written minutes of all deliverabie review meetings shall be prepared by the Government.
Should the contractor not concur with the minutes, the contractor shall so state any areas of non-concurrence
_in writing to the NRC Project Officer within ten calendar days of receipt of the minutes. Failure to correct and
identify defects, and integrate the NRC Project Officer's comments into the deliverable may result in the
issuance of a Contract Discrepancy Report (CDR) by the Contracting Officer. Upon issuance of a CDR, a
meeting will be held.

6.1.6. Other Reporting Requirements

The Contractor shall bring problems or potential issues affecting performance to the attention of the NRC
Project Officer and Contracting Officer as soon as possible. Verbal reports shall be followed up with written
reports and meetings.

7. Post Award Meeting

The Government will schedule a kick-off meeting once the contractor’'s key personnel have had their IT-1
Access Requests approved. The NRC Project Officer will provide an agenda prior to the meeting. The
Contractor shall participate in the meeting to establish process, procedures and priority of tasking. The
Contracting Officer, the NRC Project Officer, and the NRC Project Officer’s technical personnel will represent
the Government. The Contractor shall have equivalent representation at the meeting. The contractor will be
responsible for taking the minutes of this meeting. The minutes will be documented using Microsoft Word.

- The contractor must send the minutes to the Project Officer for approval within 3 business days. Foliowing the
kick-off meeting, the Contractor shall meet at least weekly with the NRC Project Officer durlng the first month
of the contract. Subsequent meetings will be scheduled on a regular basis.
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SECTION C - CONTRACT CLAUSES

ADDENDUM TO FAR 52.212-4 CONTRACT TERMS AND CONDITlONS--COMMERCIAL ITEMS

Clauses that are mcorporated by reference (by Citation Number Title, and Date), have the same force and
effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available.

The following clauses are incorporated into 52.212-4 as an addendum to this contract:
C.1 PROJECT OFFICER AUTHORITY ALTERNATE 2 (FEBRUARY 2004)

(a) The contractmg officer's authorized representative hereinafter referred to as the project officer for this
contract is:

Name: . , Judy Petsch
Address: U.S. Nuclear Regulatory Commlssmn
' Mail Stop: T2-C2
Washington, DC 20555

Telephone Number: . (301) 415-5148
Email: Judy.Petsch@nrc.gov

The alternate project officer is:

Name: Bill Dabbs ,

Address: U.S. Nuclear Regulatory Commission
Mait Stop: T2-C2
Washington, DC 20555

Telephone Number: (301) 41 5-0524
Email: Bill. Dabbs@nrc.gov

(b) The project officer shall: ' | ' -

(1) Place delivery orders for items required under this contract up to the amount obligated on the contract
award document.

(2) Monitor contractor performance and recommend changes in requirements to the contracting officer.
(3) Inspect and accept prodUcts/seh/ices provided under the contract.

(4) Review all contractor invoices/vouchers requesting payment for products/services prowded under the
contract and make recommendations for approval, disapproval, or suspension.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a

contractor employee no longer requires access authorization and return of any NRC issued badge to SB/DFS
within three days after their termination.
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(c) The project officer may not make changes to the express terms and conditions of this contract.

C.2 2052.215-70 KEY PERSONNEL (JAN 1993)

(a) The foIIowmg individuals are considered to be essential to the successful performance of the work
hereunder :

‘The contractor agrees that personnel may not be removed from the contract work or replaced without
compliance with paragraphs (b) and (c) of this section.

(b) If one or more of the key personnel, for whatever reason, becomes, or is expected to become,
unavailable for work under this contract for a continuous period exceeding 30 work days, or is expected to
devote substantially less effort to the work than indicated in the proposal.or initially anticipated, the contractor
shall immediately notify the contracting officer and shall, subject to the con-currence of the contracting officer,
promptly replace the personnel with personnel of at least substantially equal ability and qualifications.

(c) Each request for approval of substitutions must be in writing and contain a detailed explanation of the
circumstances necessitating the proposed substitutions. The request must also contain a complete resume for
the proposed substitute and other information requested or needed by the contracting officer to evaluate the
proposed substitution. The contractlng officer and the project officer shall evaluate the contractor's request
and the contracting officer shall promptly notify the contractor of his or her decision in writing.

(d) If the contracting officer determines that suitable and timely replacement of key personnel who have
been reassigned, terminated, or have otherwise become unavailable for the contract work is not reasonably
forthcoming, or that the resultant reduction of productive effort would be so substantial as to impair the
successful completion of the contract or the service order, the contract may be terminated by the contracting
officer for default or for the convenience of the Government, as appropriate. If the contracting officer finds the
contractor at fault for the condition, the contract price or fixed fee may be equitably adjusted downward to
compensate the Government for any resultant delay, loss, or damage.

C.3 52.216-18 ORDERING (OCT 1995) R

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery .
orders or task orders by the individuals or aclivities designated in the Schedule. Such orders may be |ssued
from September 30, 2009 through September 29, 2010.

(b) Al delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
conflict-between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued” when the Government déposits the order in

the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only-if authorized in
the Schedule. '
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c4 ORDERING PROCEDURES (MAY 1991)

'( (a) In addition to the contracting officer, contract administrator, and project officer, the following individuals
are authorized to issue delivery orders under this contract: None

(b) Al delivery orders shall be prepared in accordance with FAR 16.506 and may be issued in wrltlng orally,
or by written telecommunications. s

C.5 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an
amount of less than $80,000, the Government is not obligated to purchase nor is the Contractor obligated to
furnish, those supplies or services under the contract. : :

(b) Maximum order. The Contractor is not obligated to honor--
" (1) Any order for a single item in excess of $95,167.00;
(2) Any order for a combination of items in excess of $95,167.00; or

(3) A series of orders from the same ordering office within 1 days that together call for quanfities exceedihg
the limitation in paragraph (b)(1) or (2) of this section. _

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Reguiation (FARY)), the Government is not required to order a part of any one requirement
from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding

~ the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office
within 5 days after issuance, with written notice stating the Contractor's intent not to ship the item (or items)
called for and the reasons. Upon receiving this notice, the Government may acquxre the supplies or services
from another source.

C.6 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period
stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only
and are not purchased by th|s contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the
‘Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
serVices speCified in the Schedule up to and including the quantity designated in the Schedule as the

"maximum.” The Government shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum."

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit

on the number of orders that may be issued. The Government may issue orders requiring delivery to multiple:
destinations or performance at multiple locations.
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(d) Any order issued during the effective period of this contract and not completed within'that period shall be _
completed by the Contractor within the time specified in the order. The contract shall govern the Contractor's
and Government's rights and obligations with respect to that order to the same extent as if the order were
completed during the contract's effective period; provided, that the Contractor shall not be required to make
any deliveries under this contract after 6 months.

C.7 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may reqwre continued performance of-any services within the limits and at the rates.
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the
option by written notice to the Contractor within 60 days.

C.8 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60
days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be consudered to include this option
clause. .

(¢) The total duratlon of this contract, mcludlng the exercise of any options under this clause, shall not
- exceed five (3) years. :

C.9 ANNUAL AND FINAL CONTRACTOR PERFORMANCE EVALUATIONS

- Annual and final evaluations of contractor performance under this contract will be prepared in accordance
with FAR 42.15, "Contractor Performance Information,” normally at the time the contractor is notified of the
NRC's intent to exercise the contract option. If the multi-year contract does not have option years, then an
annual evaluation will be prepared (state time for annual evaluation). Final evaluations of contractor
performance will be prepared at the expiration of the contract during the contract closeout process.

The Contracting Officer will transmit the NRC Project Officer's annual and final contractor performance
“ evaluations to the contractor's Project Manager, unless otherwise instructed by the contractor. The contractor
will be permitted thirty days to review the document. The contractor may concur without comment, submit
additional information, or request-a meeting to discuss the performance evaluation. The Contracting Officer
may request the contractor's Project Manger to attend a meeting to discuss the performance evaluation.

Where a contractor concurs with, or takes no exception to an annual performance evaluation, the Contracting
Officer will consider such evaluation final and releasable for source selection purposes. Disagreements
between the parties regarding a performance evaluation will be referred to an individual one level above the
Contracting Officer, whose decision will be final.

The Contracting Officer will send a copy of the completed evaluation report, marked "For Official Use Only,"
to the contractor's Project Manager for their recofds as soon as practicable after it has been finalized. The
completed evaluation report also will be used as a tool to improve communications between the NRC and the
contractor and to improve contract performance.
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~ The completed annual performance evaluation will be used to support future award decisions in accordance
with FAR 42.1502(a) and 42.1503(c). During the period the information is being used to provide source
selection information, the completed annual performance evaluation will be released to only two parties - the
Federal government personnel performing the source selection evaluation and the contractor under evaiuation
if the contractor does not have a copy of the report already.

C.10 52.219-11 SPECIAL 8(A) CONTRACT CONDITIONS (FEB 1990)

The Small Business Administration (SBA) agrees to the following:

(@) To furnish the supplies or services set forth in this contract according to the specifications and the terms
and conditions hereof by subcontracting with an eligible concern-pursuant to the provisions of section 8(a) of

the Small Business Act, as amended (15 U.S.C. 637(a)).

(b) Thatin the event SBA does not award a subcontract for all or a part of the work hereunder, this contract
may be terminated either in whole or in part without cost to either party.

(c) Except for novation agreements and advance payments, delegates to the Nuclear Regulatory
Commission the responsibility for administering the subcontract to be awarded hereunder with complete

- authority to take any action on behalf of the Government under the terms and conditions of the subcontract;

provided, however, that the Nuclear Regulatory Commission shall give advance notice to the SBA before it
issues a final notice terminating the right of a subcontractor to proceed with further performance, either in
whole or in part, under the subcontract for default or for the convenience of the Government.

(d) That payments te be made under any subcontract awarded under this contract will be made directly to
the subcontractor by the Nuclear Regulatory Commission. : '

(e) That the subcontractor-awarded a subcontract hereunder shall have the right of appeal from decisions of
the Contracting Officer cognizable under the "Disputes” clause of said subcontract. .

(f) To notify the Nuclear Regulatory Commission Contracting Officer immediately upon notification by the
subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownership or
control of the concern. '

C.11 52.219-12 SPECIAL 8(A) SUBCONTRACT CONDITIONS (FEB 1990)

(a) The Small Business Administration (SBA) has entered into Contract No. NRC-43-09-892 with the Nuclear ,
Regulatory Commission to furnish the supplies or services as described therein. A copy of the contract is
attached hereto and made a part hereof. ~

(b) The RADIUS TECHNOLOGY GROUP INC hereafter referred to as the subcontractor, agrees and
acknowledges as follows:

(1) That it will, for and on behalf of the SBA, fulfill and perform all of the requirements of Contract No. NRC-
43-09-892 for the consideration stated therein and that it has read and is familiar with each and every part of
the contract.

(2) That the SBA has delegated responsibility, except for novation agreements and advance payments, for

the administration of this subcontract to the Nuclear Regulatory Commission with complete authority to take
any -action on behalf of the Government under the terms and conditions of this subcontract.
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. {(3) That it will not subcontract the performance of any of the requirements of this subcontract to ahy lower
tier subcontractor without the prior written approval of the SBA and the designated Contracting Officer of the
Nuclear Regulatory Commission.

(4) Thatiit will notify the Nuclear Regulatory Commission Contracting Officer in writing immediately upon
entering an agreement (either oraI or written) to transfer all or part of its stock or other ownership interest to
any other party.

(c) Payments, including any progress payments under this subcontract, will bé made directly to the
subcontractor by the Nuclear Regulatory Commission.

C.12 52.219-17 SECTION 8(a) AWARD (DEC 1996)
(a) By execution of a contract, the Small Business Administration (SBA) agrees to the following:

(1) To furnish the supplies or services set forth in the contract according to the specifications and the terms
and conditions by subcontracting with the Offeror who has been determined an eligible concern pursuant to the
prowsnons of section 8(a) of the Small Business Act, as amended (15 U.S.C. 637(a)).

(2) Except for novation agreements and advance payments, delegates to the Nuclear Regulatory
“Commission the responsibility for administering the contract with complete authority to take any action on
behalf of the Government under the terms and conditions of the contract; provided, however that the
. contracting agency shall give advance notice to the SBA before it issues a final notice terminating the right of
the subcontractor to proceed with further performance, either in whole or in part, under the contract.

(3) That payments to be made under the contract will be made directly tothe subcontractor by the
contracting activity.

(4) To notify the Nuclear Regulatory Commission Contracting Officer immediately upon notification by the
subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownershlp or
control of the concern.

- (5) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from deC|S|ons of
the cognlzant Contracting Officer under the "Disputes” clause of the subcontract.

(b) The offeror/subcontractor agrees and acknowledges that it will, for’and on behalf of the SBA, fulfill and
perform all of the requirements of the contract.

(c) The offeror/subcontractor-agrees that it will not subcontract the performance of any of the requirements of
this subcontract to any lower tier subcontractor without the prior written approval of the SBA and the cognizant
~ Contracting Officer of the Nuclear Regulatory Commission.

C.13 52.228-5 INSURANCE - WORK ON A GOVERNMENT INSTALLATION (JAN 1997)

(a) The Contractor shall, at its own expense, providé and maintain dUring the entire performance of this

contract, at least the klnds and minimum amounts of insurance requxred in the Schedule or elsewhere in the

contract.

(b) Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing
that the required insurance has been obtained. The policies evidencing required insurance shall contain an
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endorsement to the effect that any cancellation or any material change adversely affecting the Government's
interest shall not be effective--

(1) For such period as the laws of the State in which this contract is to be performed prescribe; or

(2) Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever
period is longer.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in subcontracts
under this contract that require work on a Government installation and shall require subcontractors to provide
and maintain the insurance required in the Schedule or elsewhere in the contract. The Contractor shall
maintain a copy of all subcontractors' proofs of required insurance, and shall make copies available to the
Contracting Officer upon request.

C.14 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a

clause may be accessed electronically at this/these address(es):

http://www.arnet.gov/far

52.245-1A " GOVERNMENT PROPERTY ~ JUN 2007
ALTERNATE | (JUNE 2007) ' ' '

52.245-9 USE AND CHARGES JUN 2007

(End of Addendum to 52.212-4)

C.15 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (MAR 2009)

- (a) Inspection/Acceptance. The Contractor shall only tender for acceptance those items that conform to the
requirements of this contract. The Government reserves the right to inspect or test any supplies or services
that have been tendered for acceptance. The Government may require repair or replacement of nonconforming
supplies-or reperformance of nonconforming services at no increase in contract price. If repair/replacement or
reperformance will not correct the defects or is not possible, the Government may seek an equitable price
reduction or adequate consideration for acceptance of nonconforming supplies or services. The Government -
must exercise its post-acceptance rights- '

(1) Within a reasonable time after the defect was discovered or should have been discovered; and

(2) Before any substantial change occurs in the condition of the item, unless the change is due to the defect
in'the item.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal
- lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). However, when a third
party makes payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may not
assign its rights to receive payment under this contract. ‘

(c) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of
the parties.
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(d) Disputes. This contract is subject to the Contract Disputes Act of 1978, as amended (41 U.S.C. 601-613).
Failure of the parties to this contract to reach agreement on any request for equitable adjustment, claim,
appeal or action arising under or relating to this contract shall be a dispute to be resolved in accordance with
the clause at FAR 52.233-1, Disputes, which is incorporated herein by reference. The Contractor shall proceed
diligently with performance of this contract, pending final resolution of any dispute arising under the contract.

(e) Definitions. The clause at FAR 52.202-1, Definitions, is mcorporated herein by reference.

4 Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an
occurrence beyond the reasonable control of the Contractor and without its fault or negligence such as, acts of
God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods,
epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The
Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the
commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy
such occurrence with all reasonable dispatch, and shall promptly give written notice to the Contracting Officer
of the cessation of such occurrence.

(9) Invoice.

(1 The Contractor shall submit an original invoice and three copies(or electronic invoice, if authorized) to
the address designated in the contract to receive invoices. An invoice must include-

(i) Name and address of the Contractor;
' (ii.) Invoice date and number; |
(iii) Contracf number, éontract line iterh number and, if appli-cable,‘ the order number;
(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;

(v) Shipping number and date of shipment, including the bill of lading number and welght of shipment if
shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective'invoice; and

(ix) Taxpayer ldentification Number (TIN). The Contractor shall include its TIN on the invoice only: if
required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall include EFT banklng information on the invoice only if required elsewhere in this
contract. .

(B) If EFT banking information is not required to be on:the invoice, in order for the invoice to be a proper
invoice, the Contractor shall have submitted correct EFT banking information in accordance with the applicable
solicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer-- Central
Contractor Registration, or 52.232-34, Payment by Electronic Funds Transfer--Other Than Central Contractor
Registration), or applicable agency procedures. :
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(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment Act (31 U.S.C. 3903) and Office of
Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents
against liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to
infringe, any United States or foreign patent, trademark or copyright, arising out of the performance of this
contract, provided the Contractor is reasonably notified of such claims and proceedings.

(iy Payment.-

(1) Items accepted. Payment shall be made for items accepted by the Government that have been
delivered to the delivery destinations set forth in this contract.

(2) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.

(3) Electronic Funds Transfer (EFT). If the Government makes payment by 'EFT, see 52.212-5(b) for the
appropriate EFT .clause.

(4) Discount. In connection with any discount offered for early payment, time shall be computed from the.
date of the invoice. For the purpose of computing the discount earned, payment shall be considered to have
been made on the date which appears on the payment check or the specified payment date if an electronic
funds transfer payment is made.

(5) Overpayments. If the Contractor becomes aware of a duplicate contract financing or invoice payment or
that the Government has otherwise overpaid on a contract financing or invoice payment, the Contractor shall--

(i) Remit the. overpayment amount to.the payment office cited in the contract along with a description of the
overpayment including the-- :

(A) Circumstances of the overpayment (e.g., duplicate payment, erroneous ;Sayment, liquidation errors,
date(s) of overpayment);

(B) Affected contract number and delivery order number, if applicable;
(C) Affected contract line item or subline item, if applicable; and
(D) Contractor point of contact.
(ii) Provide a copy of the remittance and supporting documentation to the Contracting Officer.
(6) Interest.

(i) Al amounts that become payable by the Contréctor to the Government under this contract shall bear
simple interest from the date due until paid unless paid within 30 days of becoming due. The interest rate shall
. be the interest rate established by the Secretary of the Treasury as provided in Section 611 of the Contract
Disputes Act of 1978 (Public Law 95-563), which is applicable to the period in which the amount becomes due,
as provided in (i)(6)(v) of this clause, and then at the rate applicable for each six-month period as fixed by the

Secretary until the amount is paid.

(ii) The Government may lssue a demand for payment to the Contractor upon finding a debt is due under
the contract.
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(iii) Final decisions. The Contracting Officer will issue a final :decisi‘onas required by 33.211 if--

(A) The Contracting Officer and the Contractor are unable to reach agreetne_nt on the existence or
.amount of a debt within 30 days;

V(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the
timeline specified in the demand for payment unless the amounts were not repaid because the Contractor has
requested an installment payment agreement;-or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting
. Officer (see 32.607-2).

(iv) If a demand for payment was preV|ous|y issued for the debt, the demand for payment included in the
final decision shall identify the same due date as the original demand for payment.

(v) Amounts shall be due at the earliest of the following dates:
(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resulting from a
default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved beglnnlng on
the due date and ending on--

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from which an amount otherwise
payable has been withheld as a credit against the contract debt; or

(C) The date on which an amount W|thheld and applied to the contract debt would otherwise have
become payable to the Contractor.

(vii) The.interest charge made under this clause may be reduced under the procedures prescribed in |
32.608-2 of the Federal Acquisition Regulation in effect on the date of this contract.

() Risk of loss. Unless the contract specifically provides otherwise, risk of loss or damage to the supplies
~ provided under this contract shall remain with the Contractor until, and shall pass to the Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin' or

(2) Dellvery of the supplies to the Government at the destlnatlon specmed in the contract if transportatlon is
f.0.b. destination.

(k) Taxes. The contract price includes all applicable Federal, State, and local taxes and duties.

(1) Termination for the Government's convenience. The Government reserves the right to terminate this
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shaII
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid a percentage
of the contract price reflecting the percentage of the work performed prior to the-notice of termination, plus
reasonable charges the Contractor can demonstrate to the satisfaction of the Government using its standard
record keeping system, have resulted from the termination. The Contractor shall not be required to comply with
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the cost accounting standards or contract cost prinbiples for this purpose. This paragraph does not give the
Government any right to audit the Contractor's records. The Contractor shall not be paid for any work
performed or costs incurred which reasonably could have been avoided.

(m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon request, with adequate assurances of future performance.
In the event of termination for cause, the Government shall not be liable to the Contractor for any amount for
supplies or services not accepted, and the Contractor shall be liable to the Government for any and all rights
and remedies provided by law. If it is determined that the Government improperly terminated this contract for
default, such termination shall be deemed a termination for convenience.

~(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to
the Government upon acceptance, regardless of when or where the Government takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and
fit for use for the particular purpose described in this contract.

(p) Limitation of Iiability. Except as otherwise provided by an express warranty, the Contractor will not be
liable to the Government for consequential damages resulting from any defect or deficiencies in accepted
items. '

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws,
executive orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 U.S.C.
1352 relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C.
431 relating to officials not to benefit; 40 U.S.C. 3701, et seq., Contract Work Hours and Safety Standards Act;
41 U.S.C. 51-58, Anti-Kickback Act of 1986; 41 U.S.C. 265 and 10 U.S.C. 2409 relating to whistleblower
protections; Section 1553 of the American Recovery and Reinvestment Act of 2009 relating to whistieblower
protections for contracts funded under that Act; 49 U.S.C. 40118, Fly American; and 41 U.S.C. 423 relating to
procurement integrity. '

(s) Order of precedence. Any inconsistehcies in this solicitation or contract shall be resolved by giving
precedence in the following order:

(1) The schedule of supplies/services.

| (2) The Assignments,vDisputes, Payments, Invoice, Other Compliances, and Compliance with Laws Unigque
to Government Contracts paragraphs of this clause.

(3) The clause at 52.212-5.

(4) Addenda to this solicitation or contract, includiﬁg ahy license agreements for compdter soﬂware.
(5) Solicitation provisions if this is a solicitation. | |

(6) Othe’r paragraphs of this clause. |

(7) The Standard Form 1449.

(8) Other documents, exhibits, and att'a.chments

~ (9) The specification.
Cc-1
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(t) Central Contractor Registration (CCR).

(1) Unless exempted by an addendum to this contract, the Contractor is responsible during performance
and through final payment of any contract for the accuracy and completeness of the data within the CCR
database, and for any fiability resulting from the Government's reliance on inaccurate or incomplete data. To
remain registered in the CCR database after the initial registration, the Contractor is required to review and
update on an annual basis from the date of initial registration or subsequent updates its information in the CCR
database to ensure it is current, accurate and complete. Updating information in the CCR does not alter the
terms and conditions of this contract and is not a substitute for a properly executed contractual document.

(2)(i) If a Contractor has legally changed its business name, "doing business as" name, or division name
(whichever is shown on the contract), or has transferred the assets used in performing the contract, but has not
completed the necessary requirements regarding novation and change-of-name agreements in FAR subpart
42.12; the Contractor shall provide the responsible Contracting Officer a minimum of one business day's
written notification of its intention to (A) change the name in the CCR database; (B) comply with the
requirements of subpart 42.12; and (C) agree in writing to the timeline and procedures specified by the
responsible Contracting Officer. The Contractor must provide with the notification sufﬂment documentation to
support the legally changed name.

(ii) If the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this clause, or fails to
perform the agreement at paragraph (t)(2)(i)(C) of this clause, and, in the absence of a properly executed
novation or change-of-name agreement, the CCR information that shows the Contractor to be other than the
Contractor indicated in the contract will be considered to be incorrect information within the meaning of the
"Suspension of Payment" paragraph of the electronic funds transfer (EFT) clause of this contract.

. (3) The Contractor shali not change the name or address for EFT payments or manual payments, as

~ appropriate, in the CCR record to reflect an assignee for the purpose of assignment of claims (see Subpart
32.8, Assignment of Claims). Assignees shall be separately registered in the CCR database. Information
provided to the Contractor's CCR record that indicates payments, including those made by EFT, to an uitimate

recipient other than that Contractor will be considered to be incorrect information within the meaning of the
"Suspension of payment" paragraph of the EFT clause of this contract.

(4) Offerors and Contractors may obtain information on registration and annual confirmation reqwrements
via the internet at http /iwww.ccr.gov or by calling 1-888-227-2423 or 269-961-5757.

C.16 52.212-5 CONTRACT TERMSFAND 'CONDiTIONS REQUIRED TO IMPLEMENT STATUTES
OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (AUG 2009)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to lmplement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1) 52.222-50, Combatting Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).
Alternate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).
(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)
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(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has -
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

0 (1)52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006) with Alternate | (Oct
1995) (41 U.S.C. 253g and 10 U.S.C. 2402).

0 (2)52.203-13, Contractor Code of Business Ethics and Conduct (DEC 2008)(Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note)). |

0 (3)52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009
(MAR 2009) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009.)

0 (4)52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (MAR 2009) (Pub. L.
111-5). '

[ (5)52.219-3, Notice of Total HUBZone Set-Aside (Jan 1999) (15 U.S.C. 657a).

0 (6) 52:219-4, Notice ef Price Evaluation Preference for HUBZone Small Business Concerns (July 2005)
(if the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

0 @ [Reseryed] ‘
’[X]_ (8“)('i) 52.219-6, Notice ef Total Small Business Set-Aside (June 2003) (15 U.S.C. 644).
0 (ii) Alternate | (Oct 1995) of 52.219-6.
0 (iii) Alternate I‘l (Mar 2004) of 52.219-6. _
I} .(9)(i) 52.219-7, Notice of Partial Small Businéss Set-Aside (June 2003) (15 U.S.C. 644).
0 (i) Aiternate | (Oct 1995) of 52.219-7.
0 (iii) Alternate Il (Mar 2004) of 52.219-7.
- [X] (10)52.219-8, Utilization of Small BUsi_ness Concerns (May 2004) ’(15 U.S.C. 637(d)(2) and (3)).
0 (11)(i) 52.219-9, Small Business éubcontracting Plan (APR 2008) (15 U.S.C. 637(d)(4)).
0 (ii) Alternate | (Oct 2001) of 52.219-9.
[ (iii) Alternate Il (Oct 2001).of 52.219-9.
[X] (12)52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(14)).
0 (13)52.219-16, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

0 (14)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns
(OCT 2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer.)

[ (ii) Alternate | (June 2003) of 52.219-23,
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0 (15) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and
Reporting (APR 2008) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[ (16)52.219-26, Small Disadvantaged Business Participation Program-—lncehtive Subcontracting (Oct
2000) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

0 (17)52.219-27, Notice of Total Service-Disabled Veteran Owned Small Business Set-Aside (May 2004)
(15 U.5.C. 657 ).

[X] (18)52.219-28, Post Award Small Business Program Rerepresentation (APR 2009) (15 U.S.C
632(a)(2)).

[X] (19) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

0 (20)52.222-19, Child Labor--Cooperation with Authorities and Remedies (AUG 2009) (E.O. 13126).
[X] (21) 52.222-21, Prohibitioﬁ of Segregated Facilities (Feb 1999).

X1 (22) 52.222-26, Equal Oppodunity (Mar 20b7) (E.O. 11246).

[X] (23)52.222-35, Equal Opportunlty for Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Ellglble Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (24) 52.222-36, Affirmative Action for Workers with Disabilities (Jun 1998) (29 U.S.C. 793).

. [X] (25) 52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (26) 52.222-39, Notlfxcatlon of Employee Rights Concermng Payment of Union Dues or Fees (Dec
2004) (E.O. 13201)

|] (27) 52.222-54, Employment Eligibility Verification (Jan 2009). (Executive Order 12989). (Not applicable
to the acquisition of commercially avallable off-the-shelf items or certain other types of commercial items as
prescribed in 22.1803.) »

1l (28)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Iltems (May
2008) (42 U.S. C 6962(c)(3)(AXii)). (Not applicable to the acquisition of commercially available off-the-shelf |

- items.)

[ (i) Alternate | (MAY 2008) of 52.223-9 (42 u.s.C. 6962(i)(2)(C)). (Not applicable to the acquis’ition of
commercially available off-the-shelf items.)

0 (29)52.223-15, Energy Efficiency in Energy—Consuming Products (DEC 2007)(42 U.S.C. 8259b).

| (30)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer
Products (DEC 2007) (E.O. 13423). _

0 (ii) Alternate | (DEC 2007) of 52.223-16.
0 (31)52.225-1, Bﬁy American Act--Supplies (FEB 2009) (41 U.S.C. 10a-10d).
0 (32)i) 52.225-3, Buy American Act--Free Trade Agreements-- Israeli Trade Act (JUN 2009) (41 U.S.C.

10a-10d, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C 3805 note, Pub. L. 108-77, 108-78, 108-286,
108-302, 109-53 and 109-169, 109-283, and 110-138).
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0 (i) Alternate | (Jan 2004) of 52.225-3.
0 (i) Alternate I (Jan 2004) of 52.225-3.
0 (33)52.225-5, Trade Agreements (AUG 2009) (19 U.S.C. 2505,_et seq., 19 U.S.C. 3301 note).

[X] (34) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.Q.'s, proclamations, and
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury). -

[l (35)52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

0 (36)52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42
U.S.C. 5150). '

0 (387)52.232-29, Terms for Financing of Purchases of Commercial ltems (Feb 2002) (41 U.S.C. 255(f), 10
U.S.C. 2307(f)).

0 (38)52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C.
2307(f)). ' o

[X] (39)52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (Oct 2003) (31
U.S.C. 3332).

[l (40)52.232-34, Payment by Electronic Funds Transfer--Other than CentralContractor Registration (May
1999) (31 U.S.C. 3332). '

0 (41)52.232-36, Payment by Third Party (May 1999) (31 U.S.C. 3332).
0 (42)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

0 (43)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631).

- [ (i) Alternate | (Apr 2003) of 52.247-64.
~ (c) The Contractor shall comply with the FAR clauses in this paragrapn (c), applicable to commercial
~ services, that the Contracting Officer has indicated as being incorporated in this contract by reference to
lmplement provisions of law or Executwe orders appllcable to acquisitions of commercial items:

- [X] (1)52.222-41, Serwce Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

X] (2)52.222-42, Statement of Equwalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41
U.S.C. 351, etseq)

[X] (3)52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Year and
Option Contracts) (Nov 2006) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

0 (4) 52 222-44, Fair Labor Standards Act and Service Contract Act-—Pnce Adjustment (Feb 2002) (29
U.S.C. 206 and 41 U.S.C. 351, et seq.).

I (5)52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).
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0 (6)52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--
Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

0 ) 52.226- 6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-
247)

0 (8)52.237-11, Aceebting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the S|mpi|f|ed acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records-—Negotiation

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor's directly pertinent records involving
transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or-
for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this
contract. If this contract is completely or partially terminated, the records relating to the work terminated shall
be made available for 3 years after any resulting final termination settlement. Records relating to appeals
under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract
shall be made available until such appeals, litigation, or claims are finally resolved. :

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a
provision of law.

(eX1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and'(d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as
required by the clause--

(i) 52.203-13, Contractor Code of Busmess Ethics and Conduct (DEC 2008) (Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note))

(i) 52.219-8, 'Utilization'of Srnall_ Business Concerns. (May 2004) (1.5 Uu.S.C. 637(d)(2) and (3')), in all
_subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $550,000 ($1,000,000 for construction of any public facility), the subcontractor
must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

{iii) [Reserved]

(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Special Disabled Veterans Veterans of the Vietnam Era, and Other
Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (June 1998) (29 U.S.C. 793).

. (vii) 52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (Dec 2004)
(E.O. 13201). .
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(viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).
Alternate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements "(Nov 2007)" (41 U.S.C. 351;.et seq.).

(xi) 52.222-53, Exemption from Application of the Service Contract Act Ito Contracts for Certain Services-
Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xii) 52;222-54, Employee Eligibility Verification (JAN 2009)

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-
247). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause
52.247-64.

(2) While not required, the contractor may includein its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.

C.17 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (JULY 2006) -

(a) The U.S. Nuclear Regulatory Commission (NRC) contractor and its subcontractor are subject to the
Whistleblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC contractor(s) and
subcontractor(s) shall comply with the requirements of this Whistleblower Employee Protection law, and the
implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures
on Handling Complaints at 29 C.F.R. Part 24 concerning the employer obligations, prohibited acts, DOL .
procedures and the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24. -

(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blacklisting or
other employment discrimination practices with respect to compensation, terms, conditions or privileges of their
employment because the contractor or subcontractor employee(s) has provided notice to the employer,
refused to engage in unlawful practices, assisted in proceedings or testified on activities concerning alleged
violations of the Atomic Energy Act of 1954 (as amended) and the Energy Reorganlzatlon Act of 1974 (as
amended)

(c) The contractor shall insert this or the substance of this clause in any subcontracts invelving work
performed under this contract. *
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C.18 2052.209-72 CONTRACTOR ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 1993)

(a) Purpose. The primary purpose of this clause is to aid in ensuring that the contractor:

(1) Is not placed in a conflicting role because of current or planned interests (financial, contractual,

- organizational, or otherwise) which relate to the work under this contract; and

(2) Does not obtain an unfair competitive advantage over other parties by virtue of its performance of thls
contract R

(b) Scope. The restrictions described apply to performance or participation by the contractor, as defined in
48 CFR 2009.570-2 in the activities covered by this clause.

- (c) Work for others.

(1) Notwithstanding any other provision of this contract, during the term of this contract, the contractor
agrees to forego entering into consulting or other contractual arrangements with any firm or organization the
result of which may give rise to a conflict of interest with respect to the work being performed under this
contract. The contractor shall ensure that all employees under this contract abide by the provision of this
clause. If the contractor has reason to believe, with respect to itself or any employee, that any proposed
consultant or other contractual arrangement with any firm or organization may involve a potential conflict of
interest, the contractor shall obtain the written approval of the contracting officer before the execution of such
contractual arrangement.

(2) The contractormay not represent, assist, or otherwise support an NRC licensee or applicant
undergoing an NRC audit, inspection, or review where the activities that are the subject of the audit, inspection,
or review are the same as or substantially similar to the services within the scope of this contract (or task order
as appropriate) except where the NRC licensee or applicant requires the contractor's support to explain or
defend the contractor's prior work for the utility-or other entity which NRC. questions.

(3) When the contractor performs work for the NRC under.this contract at any NRC licensee or applicant
site, the contractor shall neither solicit nor perform work in the same or similar technical area for that licensee
or applicant organization for a period commencing with the award of the task order or beginning of work on the
site (if not a task order contract) and ending one year after completion of all work under the associated task
order, or last time at the site (if not a task order contract).

(4) When the contractor performs work for the NRC under this contract at any- NRC Ilcensee or applicant
site, . :

(i) The contractor may not solicit work at that site for that Ilcensee or applicant durlng the period of
performance of the task order or the contract, as. appropriate.

(i) The contractor may not perform work at that site for that licensee or applicant during the period of '
performance of the task order or the contract, as appropriate, and for one year thereafter.

(iii) Notwithstanding the foregoing, the contracting officer may authorize the contractor to solicit or perform
this type of work (except work in the same or similar technical area) if the contracting officer determines that
the situation will not pose a potential for technical bias or unfair competitive advantage.

- (d) Disclosure after award.

(1) The contractor warrants that to the best of its knowledge and belief, and except as otherwise set forth in
this contract, that it does not have any organizational conflicts of interest as defined in 48 CFR 2009.570-2.
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(2) The contractor agrees that if, after award, it discovers organizational conflicts of interest with respect to
this contract, it shall make an immediate and full disclosure in writing to the contracting officer. This statement
~ must include a description of the action which the contractor has taken or proposes to take to avoid or mitigate
such conflicts. The NRC may, however, terminate the contract if termination is in the best interest of the
Government.

(3) Itis recognized that the scope of work of a task-order-type contract necessarily encompasses a broad
spectrum of activities. Consequently, if this is a task-order-type contract, the contractor agrees that it will
disclose all proposed new work involving NRC licensees or applicants which comes within the scope of work of
the underlying contract. Further, if this contract involves work at a licensee or applicant site, the contractor
agrees to exercise diligence to discover and disclose any new work at that licensee or applicant site. This
. disclosure must be made before the submission of a bid or proposal to the utility or other regulated entity and
must be received by the NRC at least 15 days before the proposed award date in any event, unless a written
justification demonstrating urgency and due diligence to discover and disclose is provided by the contractor
and approved by the contracting officer. The disclosure must include the statement of work, the dollar value of
the proposed contract, and any other documents that are needed to fully describe the proposed work for the
regulated utility or other regulated entity. NRC may deny approval of the disclosed work only when the NRC
has issued a task order which includes the technical area and, if site-specific, the site, or has plans to issue a
task order which includes the technical area and, if site-specific, the site, or when the work violates paragraphs
(c)(2), (c)(3) or (c)(4) of this section.

(e) Access to and use of information.

(1) Ifin the performance of this contract, the contractor obtains access to information, such as NRC plans,
policies, reports, studies, financial plans, internal data protected by the Privacy Act of 1974 (5 U.S.C. Section
552a (1988)), or the Freedom of Information Act (5 U.S.C. Section 552 (1986)), the contractor agrees not to:

(i) Use this.information for any private purpose until the information has been released to the public;

(ii). Compete for work for the Commission based on the information for a period of six months after either
the completion of this contract or the release of the information to the public, whichever is first;

.. (iii) Submit an unsolicited proposal to the Government based on the mformatnon until one year after the
release of the mformatlon to the public; or

(iv) Release the information without prior written approval by the contractlng officer unless the information
has previously been released to the public by the NRC.

(2) In addition, the contractor agrees that, to the extent it receives or is given access to proprietary data,
data protected by the Privacy Act of 1974 (5 U.S.C. Section 552a (1988)), or the Freedom of Information Act (5
U.S.C. Section 552 (1986)), or other confidential or privileged technical, business, or financial information
under this contract, the contractor shall treat the information in accordance with restrictions placed on use of
the information.

(3) Subject to patent and security provisions of this contract, the contractor .shall have the right to use
technical data it produces under this contract for private purposes provided that all requirements of thls
contract have been met. '

(f) Subcontracts. Except as provided in 48 CFR 2009.570-2, the contractor shall include this-clause,

including this paragraph, in subcontracts of any tier. The terms contract, contractor, and contracting officer,
must be-appropriately modified to preserve the Government's rights. .
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(g) Remedies. For breach of any of the above restrictions, or for intentional nondisclosure or
misrepresentation of any relevant interest required to be disclosed concerning this contract or for such
erroneous representations that necessarily imply bad faith, the Government may terminate the contract for
default, disqualify the contractor from subsequent contractual efforts, and pursue other remedies permitted by
law or this contract.

(h) Waiver. A request for waiver under this clause must be directed in writing to the contracting officer in
accordance with the procedures outlined in 48 CFR 2009.570-9.

(i) Follow-on effort. The contractor shall be ineligibie to participate in NRC contracts, subcontracts, or
proposals therefore (solicited or unsolicited), which stem directly from the contractor's performance of work
under this confract. Furthermore, unless so directed in writing by the contracting officer, the contractor may not
perform any technical consulting or management support services work or evaluation activities under this
contract on any of its products or services or the products or services of another firm if the contractor has been
substantially involved in the development or marketing of the products or services. -

(1) If the contractor, under this contract, prepares a complete or essentially complete statement of work or
specifications, the contractor is not eligible to perform or participate in the initial contractual effort which is
based on the statement of work or specifications. The contractor may not incorporate its products or services
in the statement of work or specifications unless so directed in writing by the contracting officer, in which case
the restrictions in this paragraph do not apply.

(2) Nothing in this paragraph precludes the contractor from offering or selling its standard commerCIal items
to the Government.

C.19 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and
criteria of the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility
Security Program;" MD 12.2, "NRC Classified Information Security Program;" MD 12.3, "NRC Personnel
Security Program;” MD-12.4, "NRC Telecommunications Systems Security Program;" MD 12.5, "NRC
Automated Information Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information
Security Program"), apply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC Form 187 (See
List of Attachments) furnishes the basis for providing security and classification requirements to prlme
- contractors, subcontractors, or others (e.g., bidders) who have or may have an NRC contractual relatlonshlp
. that requires access to classified Restricted Data or National Security information or matter, access to

sensitive unclassified information (e.g., Safeguards), access to sensitive information Technology (IT) systems

or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital

areas of nuclear power plants. .

(b) Itis the contractor's duty to protect National Security Information, Restricied Data, and Formerly
_Restricted Data. The contractor shall, in accordance with the Commission's security regulations and
requirements, -be responsible for protecting National Security Information, Restricted Data, and Formerly
Restricted Data, and for protecting against sabotage, espionage, loss, and theft, the classified documents and
material in the contractor's possession in connection with the performance of work under this contract. Except
as otherwise expressly provided in this contract, the contractor shall,-upon completion or termination of this
contract, transmit to the Commission any classified matter in the possession of the contractor or any person -
under the contractor's control in connection with performance of this contract. If retention by the contractor of
any classified matter is requnred after the completion or termination of the contract and the retention is
approved by the contracting officer, the contractor shall complete a certificate of possession to be furnished to
the Commission specifying the classified matter to be retained. The certification must identify the items and
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types or categories of matter retained, the conditions governing the retention of the matter and their period of
retention, if known. If the retention is approved by the contracting officer, the security provisions of the contract
continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be furnished, or
may develop or acquire, safeguards information, or confidential or privileged technical, business, or financial
information, including Commission plans, policies, reports, financial plans, internal data protected by the
Privacy Act of 1974 (Pub. L. 93.579), or other information which has not been released to the public or has
been determined by the Commission to be btherwise exempt from disclosure to the public. The contractor
shall ensure that information protected from public disclosure is maintained as required by NRC regulations
and policies, as cited in this contract or as otherwise provided by the NRC. The contractor will not directly or
indirectly duplicate, disseminate, or disclose the information in whole or in part to any other person or
organization except as may be necessary to perform the work under this contract. The contractor agrees to
return the information to the Commission or otherwise dispose of it at the direction of the contracting officer.
Failure to comply with this clause is grounds for termination of this contract.

(d) Regulations. The contractor agrees to conform to all security regulations and requirements of the
Commission which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and
the Contracting Officer. These changes will be under the authority of the FAR Changes clause referenced in
this document. .

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1,
NRC Facility Security Program which is incorporated into this contract by reference as though fully set forth
herein. Attention is directed specifically to the section titled "Infractions and Violations," including
"Administrative Actions" and "Reportlng Infractions." :

(e) Definition of National Security Information. The term National Security Information, as used in this clause,
means information that has been determined pursuant to Executive Order 12958 or any predecessor order to
require protection against unauthorized disclosure and that is so designated.

-(f) Definition of Restricted Data. The term Restricted Data, as.used in this clause, means all data concerning
design, manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of
special nuclear material in the production of energy, but does not include data declassified or removed from
the Restricted Data category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as-used in this clause, means
all data removed from the Restrlcted Data category under Section 142-d of the Atomic Energy Act of 1954, as
amended. e _

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the
detailed security measures of a licensee or an applicant for the physical protection of special nuclear material;
or security'measures for the physical protection and location of certain plant equipment vital to the safety of
production of utilization-facilities. Protection of this information is required pursuant to Section 147 of the
Atomic Energy Act of 1954, as amended.

(i) Security CIe_arance. The contractor may not permit any individual to-have access to Restricted Data,
Formerly Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of
1954, as amended, and the Commission's regulations-or requirements applicable to the particular type or
category of classified information to which access is required. The contractor shall also execute a Standard
Form 312, Classified Information Nondisclosure Agreement, when-access to classified information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security information, Restricted Data, and ‘
Formerly Restricted Data relating to the work or services ordered hereunder to any person not entitled to
receive it, or failure to safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter
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that may come to the contractor or any person under the contractor's control in connection with work under this
contract, may subject the contractor, its agents, employees, or subcontractors to criminal liability under the
laws of the United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12958.)

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer,
the contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this
contract.

(I) In performing the contract work, the contractor shall classify all documents, material, and equipment
originated or generated by the contractor in accordance with guidance issued by the Commission. Every
subcontract and purchase order issued hereunder involving the origination or generation of classified
documents, material, and equipment must provide that the subcontractor or supplier assign classification to all
documents, material, and equipment in accordance with guidance furnished by the contractor.

C.20 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)

During the life of this contract, the fights of ingress and egress for contractor personnel must be made ‘
available, as required, provided that the individual has been approved for unescorted access after a favorable
adjudication from the Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall
be clearly identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the
contractor in obtaining badges for the contractor personnel. All contractor personnel must present two forms of
Identity Source Documents (I-9). One of the documents must be a valid picture ID issued by a state or by the
Federal Government. Original -9 documents must be presented in person for certification. A list of acceptable
documents can be found at http://www.usdoj.gov/crt/recruit_employ/i9form.pdf. It is the sole responsibility of
the contractor to ensure that each employee has a proper NRC-issued identification/badge at all times. All
photo-identification badges must be immediately (no later than three days) delivered to SB/DFS for
cancellation or disposition upon the termination of employment of any contractor personnel. Contractor
personnel must display any NRC issued badge in clear view at all times during on site performance under this
contract. It is the contractor's duty to assure that contractor personnel enter only those work areas necessary
for performance of contract work, and to assure the protection of any Government records or data that
contractor personnel may come into contact with. :

C.21SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL IOR LEVEL Il
ACCESS APPROVAL (JUL 2007)

The proposer/Contractor must identify all individuals and propose the level of Information Technology (IT)
approval for each, using the following guidance. The NRC sponsoring office shall make the final determination
of the level, if any, of IT approval required for all individuals working under this contract. The Government shall
have and exercise full and complete control and discretion over granting, denying, withholding, or terminating
IT access approvals for individuals performing work under this contract.

The Contractor shall conduct a preliminary security interview or review for each IT level | or Il access
approval Contractor applicant and submit to the Government only the names-of candidates that have a
reasonable probability of obtaining the level of IT security access for which the candidate has been proposed.
" The Contractor will pre-screen its applicants for the following:
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(a) felony arrest in the last seven years; (b) alcohol related arrest within the last five years; (c) record of
any military courts-martial convictions in the past ten years; (d)  illegal use of narcotics or other controlled
substances possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or
" other controlled substances in the last seven years; (e)  delinquency on any federal debts or bankruptcy in

the last seven years. :

The Contractor shall make a written record of its pre-screening interview or review (including any information
to mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or
review, sign and.date it. Two copies of the signed Contractor's pre-screening record or review will be supplied-
to FSB/DFS with the Contractor employee's completed building access application package.

The Contractor shall further ensure that its employees, any subcontractor employees and consultants
complete all IT access security applications required by this clause within ten business days of notification by
FSB/DFS of initiation of the application process. Timely receipt of properly completed records of the pre-
screening record and IT access security applications (submitted for candidates that have a reasonable
probability of obtaining the level of security assurance necessary for access to NRC's facilities) is a contract
requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis
to cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the
NRC's incurred: costs or delays as a result of inadequate pre-screening by the Contractor. In the event of
cancellation or termination, the NRC may select another firm for contract award. :

SECURITY REQUIREMENTS FORIT LEVEL |

Performance under this contract will involve prime Contractor personnel, subcontractors or others who
perform services requiring direct access to or operate agency sensitive information technology systems or data
(IT Level I). The IT Level | involves responsibility for the planning, direction, and implementation of a computer
security program; major responsibility for the direction, planning, and design of a computer system, including
hardware and software; or the capability to access a computer system during its operation or maintenance in
such a way that could cause or that has a relatively high risk of causing grave damage; or the capability to
realize a significant personal gain from computer access. '

A Contractor employee shall not have access to sensitive information technology systems or data until
he/she is approved by FSB/DFS. Temporary IT access may be approved based on a favorable review or
adjudication of their security forms and checks. Final IT access may be approved based on a favorably review
or adjudication. However, temporary access authorization approval will be revoked and the employee may
subsequently be denied IT access in the event the employee's investigation cannot be favorably adjudicated.
Such an employee will not be authorized to work under any NRC contract requiring IT access without the
. .approval of FSB/DFS. Where temporary access authorization has been revoked or denied, the Contractor is
responsible for assigning another individual to perform the necessary work under this contract without delay to
the contract's performance schedule, or without adverse impact to any other terms or conditions of the
contract. When an individual receives final IT access, the individual will be subject to a reinvestigation every
ten years.

The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the .
individual performing work under this contract. The Contractor shall assure that all forms are accurate,

- complete, and legible. Based on FSB/DFS review of the Contractor applicant's security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive -
information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security,” IT Level | Contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) and SF- 85P which furnishes the basis for providing
security requirements to prime Contractors, subcontractors or others (e.g., bidders) who have or may have an
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NRC contractual relationship which requires access to or operation of agency sensitive information technology
systems or remote development and/or analysis of sensitive information technology systems or data or other .
access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to
NRC buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FORIT LEVEL 1l

Performance under this contract will involve Contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems dr data (IT Level ll).

The IT Level Il involves responsibility for the planning, design, operation, or malntenance of a computer
system and all other computer or IT positions.

A Contractor employee shall not have access to sensitive information technology systems. or data until
he/she is approved by FSB/DFS. Temporary access may be approved based on a favorable review of their
security forms and checks. Final IT access may be approved based on a favorably adjudication. However,
temporary access authorization approval will be revoked and the employee may subsequently be denied IT
access in the event the employee's investigation cannot be favorably adjudicated. Such an employee will not
be authorized to work under any NRC contract requiring IT access without the approval of FSB/DFS. Where
temporary access authorization has been revoked or denied, the Contractor is responsible for assigning
another individual to perform the necessary work under this contract without delay to the contract's
performance schedule, or without adverse impact to any other terms or conditions of the contract. When an
individual receives final IT access, the individual will be subject to a review or reinvestigation every ten years.

The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The Contractor shall assure that all forms are accurate,
complete, and legible. Based on FSB/DFS review of the Contractor applicant's security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive
information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security,” IT Level | Contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments), SF- 85P, and Contractor's record of the pre-screening
which furnishes the basis for providing security requirements to prime Contractors, subcontractors or others
(e.g. bidders) who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems or data; access on a continuing basis
(in excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted
NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

~ When a request for IT access is to be withdrawn or canceled, the Contractor shall immediately notify the PO
by telephone in order that he/she will.immediately contact FSB/DFS so that the access review may be
promptly discontinued. The notification shall contain the full name of the individual, and the date of the
request. Telephone notifications must be promptly confirmed by the Contractor in writing to the PO who will
forward the confirmation via email to FSB/DFS. Additionally, FSB/DFS must be immediately notified in writing
when an individual no longer requires access to NRC sensitive automated information technology systems or
data, including the voluntary or involuntary separation of employment of an individual who has been approved
for or is being processed for |IT access.

(End of Clause)
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

- ATTACHMENT #1 — MONTHLY PROGRESS REPORT FORMAT
ATTACHMENT #2 — EVALUATION FORM FORMAT
ATTACHMENT #3 - BILLING INSTRUCTIONS

~ATTACHMENT #4 - NRC 187
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' MONTHLY PROGRESS REPORT FORMAT

1, WORK PROGRESS STATUS

a. General Inform'ation/Description

. Contract Number

. The NRC Project Officer and telephone number

. The Contractor Project Officer and telephone number
b. . Financial Summary |
«  Total amount of funds obligated
e . The total planned cost incurred for fiscal year to date, and cumulative to date
. The total estimated cost for the fiscal year to date and cumulative to date
. ~ The total actual cost for the fiscal year to date and cumulative to date
. Pefcentage of funds expended against obligated funds

2. SCHEDULE/MILESTONE STATUS

Scheduled Revised | Actual Completion |-
Planned Tasks Compiletion Date Qompletion Date Date Hours | Cost
Task 1 — Description mm/dd/yy - mm/dd/yy mm/dd/yy Hours | - $

e Planned Tasks - Brief summary of the work; include any report or travel.

e Scheduled Completion Date - Date the task is scheduled for completlon or a timeframe |f a date is not
known. :

'« Revised Completion Date - Revised date the task is scheduled for completion based on a change The -
reason for the change must be given in the ° Problem/Resoluhon sec’uon :

e Actual Completion Date - The date the task was actually completed
e Hours - The number of hours spent on the task to date.

e Cost - The amount of money expended on the task to date.

'3, WORK PERFORMED DURING THE PERIOD

A description of the work performed and accomplished during the reporting period. The description
should provide the reader with sufficient explanation of the work to justify the amount of expenditures.

A description of all deliverable deficiencies encountered during the reporting period with associated
corrective actions implemented. A trend analysis of all deﬂcnenmes to date (cumulative) shall also be
included in the report. Any trave! taken during the reporting period should also be summarized in this
section of the report. Each travel summary should identify the persons traveling, the duration of the
travel, the purpose of the travel, and any work/accomplishments not reflected elsewhere
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PROBLEM/RESOLUTION

All problems encountered during the reporting period should be clearly and sufficiently identified and
stated. Then, the resolution or the proposed solution should be briefly described. It should be clearly
evident, from a reading of the description, the personnel responsrble for solving the problem should |t
still exist at the time the report is written. .

Not\Nlthstandrng the status of the problem at the time the Progress Report is written, all problems
should be recorded in the "Problem/ Resolution” section of the Progress Report for
documentation/historical purposes. If the problem still exists in a subsequent month, in whole or in part,
it should be described as it currently exists; otherwise, it should be deleted from the report.

Problems or circumstances that require a change in the level of effort/costs, scope, or travel
requirements are to be described in the Progress Reports for documentation purposes, but are to be
dealt with separately in a letter addressed to the PrOJeot Officer and Contractrng Officer. .

PLANS FOR NEXT PERIOD

Provide a brief description of the work to be performed / accomplished during the next reporting period.
If a milestone is expected to be completed during the next report period, identify this milestone.
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Warkshop # (Tille) - ‘Date:

Name of instruclor:
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OFFICE OF HUMAN RESOURCES
Parlicipant Evalualion

PLEASE_ USE THE FOLLOWING RANKING SCALE TO RATE THE FOLLOWING ITEMS:

Unsalisiactory Below Average Average Very Good : Excellent
1-2 3-4 56 . 7-8 - 9-10
A. - WORKSHOP MATERIALS:
1. How well was the subject matter of Ihis workshop coverad in-the handbook?
2. How well was the maierial organized in the handbooi?
3. How suilable were the instructional malerials tor this workshop? _ - o
4. How elleclive were the workshop malerials? e
B. WORWKSHOP
i. How well were the objectives ol this workshop met?
T2, What did you particutarly like about the workshaop? What were its strengths?
3. What were lhe wealnesses of this workshop? What aspect of this workshop requires improvemen!?
4. Whatis yom' overall rating for the workshop using the above ranking scale? __ _
C. INSTRUCTOR:
1. Ilow eltective was the instruclor in presenting this workshop? ___
2. How was lhe instructor's ability to answer queslions? .
2. How eflective was the instructor in kaeping discussions focused on relevant topics? _____
4. Mow courleous and tactiul was the instructor? e,
5. What were the instiuctors’ strenglhs?
6. Whal were the instiuclors’ wealnesses?
u?u.’ﬁj', ,«I.'
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D, PEASOMAL KMOWLEDGE: ‘
MPlease rate your knowledge and skill level of the subject matler.
1. Before taking the worl\'s‘hop:

1 2 3 45 5 7 8 9 10

(Nane} (Figh)

2. After taking the workshop:

12 -8 4 5 6 7 B9 __ 1D
(Nona} B } _ {High)
3. will SM)u be able to use whal you learned in this workshop to perform you daily
responsibilities? : :
Notatall____  Minimally Somewhal________Mostly______ Completely____

4. Ifnot, why?

ISR RE N
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~ BILLING INSTRUCTIONS FOR |
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

General: Durlng performance and through final payment of this contract the contractor is responsible for the
accuracy and completeness of data within the Central Contractor Registration (CCR) database and for any

- liability resulting from the Government's reliance on inaccurate or incomplete CCR data.
The contractor shall prepare vouchers/invoices as prescribed herein. FAILURE TO SUBMIT \
VOUCHERS/INVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL RESULT IN REJECTION

. OF THE VOUCHER/INVOICE AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/invoice, or on the Government's Standard
Form 1034, "Public Voucher for Purchases and Services Other than Personal," and Standard Form 1035,
"Public Voucher for Purchases Other than Personal--Continuation Sheet."

Number of Copies: A signed-original shall be submitted. If the voucher/invoice includes the purchase of any
property with an initial acquisition cost of $50,000 or more, a copy of the signed original is also required.

esrgnated Agency Billing Office: The preferred method of submitting vouchers/mvorces is electromcally to
the Department of the Interior at NRCPavments@nbc gov

If the voucher/invoice includes the purchase of any property with an, |n|t|al acquusrtlon cost of $50,000 or more,
a copy of the srgned original shall be electronically sent to: Property@nrc.gov

However if you submit a hard- -copy of the voucher/invoice, it shaII be submitted to the following address:
Department of the Interior :
National Business Center }
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

If you submit a hard-copy of the voucher/invoice and it inciudes the purchase of any property with an initial
acquisition cost of $50,000 or more, a copy of the signed original shall be mailed to the following address:

U.S. Nuclear Regulatory Commission . !
NRC Property Management Officer - : ‘ !
Mail Stop: 0-4D15 ' ' ' |
Washington, DC 20555-0001

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED
g ,_‘A‘qency Pavrnent Office: Payment will continue to be made by the office designated in the contract in Block

12 of Standard Form 26, Block 25 of Standard Form 33, or Block 18a of Standard Form 1449 whichever is
applicable.

' ‘Fr’eguency: The contractor shall submit claims for reimbursement once each month, uniess
otherwise authoriied by the Contracting Officer.

~ Format: Claims shall be submitted in the format depicted on the attached sample form entitled
"Voucher/Invoice for Purchases and Services Otherithan Personal” (see Attachment 1). The sample format is
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provided for gui'dance'only. The format is not required for submission of a voucher/invoice. Alternate formats
-are permissible provided all requirements of the billing instructions are addressed. :

Billing of Cost after Expiration of Contract: If costs are incurred during the contract period and claimed
after the contract has expired, you must cite the period during which these costs were incurred. To be
considered a proper expiration voucher/invoice, the contractor shall clearly mark it “EXPIRATION VOUCHER"
or "EXPIRATION INVOICE". _ :

‘ Fihal vouchers/in\)oices shall be marked "FINAL VOUCHER" or "FINAL INVOICE".

Currency: Billings may be expreesed in the currency normally used by the contractor-in maintaining his
accounting records and payments will be made in that currency. However, the U.S. dollar equivalent for all
vouchers/invoices paid under the contract may not exceed the total U.S. dollars authorized in the contract.
Superseesion: These instructions supersede eny previous billing instructions.

INVOICENOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
(SAMPLE FORMAT - COVER SHEET)

1. Official Agency Billing Office

Department of the Interior
. National Business Center

Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2 Voucher Information

a. Payee s DUNS Number or DUNS+4. The Payee shall mclude the Payee’s Data Universal Number (DUNS) -
or DUNS+4 number that identifies the Payee’s name and address. The DUNS+4 number is the DUNS number
. plus a 4-character suffix that may be assigned at the discretion of the Payee to |dent|fy alternative Electronic
Funds Transfer (EFT) accounts for the same parent concern. :

. b. Payee’s Name and Address. Show the name of the Payee as it appears in the contract and its correct
address. [f the Payee assigns the- proceeds of this contract as provided for in the ass:gnment of claims terms
of this contract, the Payee shall require as a condition of any such assignment, that the assignee shall register
separately in the Central Contractor Registration (CCR) database at http://www.ccr.gov and shall be paid by
EFT in accordance with the terms of this contract. See Federal Acquisition Regulation 52.232- 33(g) Payment
by Electronic Funds Transfer - Central Contractor Reglstratton (October 2003). :

c. Contract Number.. Insert the NRC contract number.

d. Voucher/Invoice. The appropriate sequential number of the voucher/invoice, beginning with 001 should be
-designated. Contractors may also include an mdtvndual internal accounting number, if desired, in-addition, to
the 3-digit sequentlal number

e. Date of Voucher/lnvonce. Insert the date the voucher/invoice is prepared.

f_; Billing period. Insert the'beginning and ending dates (day, month, and year) of the period during which costs
were incurred and for which reimbursement is claimed.
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g. Required Attachments (Supporting Documentation). Direct Costs. The contractor shall submitas an
attachment to its invoice/voucher cover sheet a listing of labor categories, hours billed, fixed hourly rates, total
-dollars, and cumulative hours billed to date under each labor category authorized under the contract/purchase
order for each of the activities to be performed under the contract/purchase order. The contractor shall include
~ incurred costs for: (1) travel, (2) materials, including non-capitalized equipment and supplies, (3) capitalized
nonexpendable equipment, (4) materials handling fee, (5) consultants (supporting information must inciude the
name, hourly or daily rate of the consultant, and reference the NRC approval), and (6) subcontracts (include
separate detailed breakdown of all costs paid to approved subcontractors durlng the billing perlod) with the
required supporting documentation, as well as the cumulatlve

total of each cost, billed to date by actlwty

3. Deflnltlons

a. Non-capitalized Equipment, Materials, and Supplies. These are equipment other than that described in
number (4) below, plus consumable materials, supplies. List by category. List items valued at $1,000
or more separately. Provide the item number for each piece of equipment valued at $1,000 or more.

.b. Capitalized Non Expendable Equipment. List each item costing $50,000 or more and having a life
expectancy of more than one year. List only those items of equipment for which reimbursement is
requested. For each such item, list the following (as applicable): (a) the item number for the specific
piece of equipment listed in the property schedule of the contract; or (b) the Contracting Officer's
approval letter if the equipment is not covered by the property schedule. -

c. Material handling costs. When included as part of material'costs, materiallhandling costs shall include
only costs clearly excluded from the labor-hour rate. Material handling costs may include all appropriate’
indirect costs allocated to direct materials in accordance with the contractor's usual accounting

procedures.

Samble Voucher Information (Supporting Documentation must be attached)

This voucher/invoice represents'reimbursable cc_sts for the billihg period
from through

Amount Billed -

- Current Period Cumulative
(a) Direct Qosts; :

A(1) Direct Labor $ $

. (2) Travel $ $
- (3) Matérials $__ $
(4) Eqdipment' $ $

| (‘5)' Materials Héndling Fee $ $
('6). Cohsultants $ $

$ $

(7) Subcontracts .
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Total Costs:  $ $
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NRC FORM 187 U.S. NUCLEAR REGULATORY COMMISSION JAUTHORITY

(7-2008) . The policies, procedures, and criteria of the
,INRCMD 12 . NRC Security Program, NRCMD 12, apply to
performance cf this contract, subcentract or
CONTRACT SECUR'TY AND/OR : ' other aclivity.
CLASSIFICATION REQUIREMENTS : COMPLETE CLASSIFIED ITEMS BY
) SEPARATE CORRESPONDENCE
1. CONTRACTOR NAME AND ADDRESS . 1A CONTRACT NUMBER FOR COMMERCIA
. | CONTRACTS OR JO3 CODE FOR DOE ( 2. TYPE OF SUBMISSION
PROYECTS (Prime contract numbpsr must be shown )
for ali subsontracts.) . o
| '»L\,J A, ORIGINAL

[ —
; " T e i 7 8. REVISED (Suparsedes all
I B. PROJVECTED ‘ C PRDJL(‘TH’ ,} previous submussivns)
START DATE s COMPLETION DATE
[-] C..OTHER (Specily)

| 10012009 | 09/30/2011 |
3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

DATE

A. DOES NOT APPLY 6. CONTRACT NUMBER
~ }
4. PROJECT TITLE AND OTHER IDENTIFYING INFORMATION

CSO Information Assurance Systems (IAS) Installation Opceration and Maintenance (I0&M)

N

5. PERFORMANCE WiLL REQUIRE . ; -
NATIONAL SECURITY TRICTED DATA
A ACCESS TO CLASSIFIED MATTER OR CLASSIFIED INFORMATION NoT - : N __C RESTRICTE o
vrs (I "YES," answer 1-7 balow) B APPLICABLE ‘
SECRET NFIDENT ECRET  CONFIDENTIAL
J Wo  (1"NO procees o 5.C.) SECRCT | 0O -IDEN (£
1. ACCESS TO FOREIGN INTELLIGENCE INFORMATION - ™
™ ' , A/ L] . Ol I
2. RECEIPT, STORAGE, OR OTHER SAFEGUARDING OF - . b In T
CLASSIFIED MATTER, (See 5.8.) Lj @ L EZ] il
Al .o e~ 1
3. “GENERATION OF CLASSIFIED MATTER. . l\’l Lt D D ;_J
4. ACCESS TO CRYPTOGRAPHIC MATERIAL OR OTHER . - . - —
CLASSIFIED COMSEC INFORMATIO [:[ - BZ! [ @ i...]
6 ACCESS TO CLASSIFIED MATTER OR CLASSIFIED | 1 : - - — s
INFORWATION PROCESSED BY ANOTHER AGENCY. [ N | N4 U]
5. CUASSIFIED USE OF AN INFORMATION TECHNOLOGY rj E’ [—*] ;[ P
PROCESSING SYSTEM. . i 4 L] N/ o
oo . y R = ™ -
7. OTHER (Specify) @ D i i o

B. IS FACILITY CLEARANCE REQUIRED? || ves f ND

¢. [ UNESCORTED/ACCESS IS REQUIRED TO NUCLEAR POWER G || REQUIRE OPERATION OF GOVERNMENT VEHICLES OR
© L pLanTs. - - |__| TRANSPORT PASSENGERS FOR THE NRC
o N/ ACCESS 1S REQUIRED TO UNCLASSIFIED SAFEGUARDS Ho WILL OPERATE HAZARDOUS EQUIPMENT AT NRC

N NFormaTION .| FACWLITIES. )

3 ~Jn ACCESS IS REQUIRED TO SENSITIVE IT SYSTEMS AND I i ' ARRY F
e & PATA. [ ] REQUIRED TO CARRY FIREARMS.

¥ UNESCORTED ACCESS TO NRC HEADQUARTERS o ' ' . .

F. BT! SO DING. 4 || FOUND TO USE OR ADMIT TO USE OF ILLEGAL DRUGS.

FOR PROCENURES AND REQUIREMENTS ON PROVIDING TEMPORARY AND FINAL APPRCVAL FOR UNESCORTED ACCESS, REFER TO NRCMD 1?

NOTE IMMED(ATELY NOTIFY DRUG PROGRAM STAFF IF BOX § A, C D,
G H, I, ORJ IS CHECKED ‘

- D-10
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6 INFORMATION PERTAINING TO THESE REQUIREMENTS OR THIS PROJECT, EVEN THOUGH SUCH INFORMATION IS CONSIDERED UNCLASSIFIED,
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY:

NAME AND TITLE nSIGNATURk :DATE

bs i |
s g 1L 4

7. CLASSIFICATION GUIDANCE

NATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLASSIFICATION GUIDES -

The Information Assurance Systems (IAS) will be-used by the U.S. NRC Computer Security Office to monitor,
detect, report, contain and restore the NRC SUNSI computing environment to a trusted posture when attacked
or modified by malicious entities or software, Cyber security threat information, handled by the intelligence
community will be necessary to ensure that the IAS is regularly updated to maintain a viabic and up to date
security posture to protect NRC computing assets. The contractor, in the performance of operating and
maintaining the IAS will require routine access to this information which is classified at the secret level.

<

8. CLASSIFIED REVIEW OF CONTRACTOR / SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS WILL BE
CONDUCTED BY

[ ] AuTHORIZED CLASSIFIER (Name and Tille) : f:_[\ DIVISION OF FACILITIES AND SECURITY

9. REQUIRED DISTRIBUTION OF NRC FORM 187 Check appropriate box(es)

' RJ] SPONSORING NRC OFFICE OR DMISION (item 10A) RJ] CVISION OF CONTRACTS AND PROPERTY MANAGEMENT

E.’J DIVISION OF FACILITIES AND SECURITY (itern <0B) ’—] CONTRACTOR (ltem 1)

[ SECUR)TY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE
(_:l OFFICIALS NAMED IN ITEMS 108 AND 10C BELOW.

10. APPROVALS

SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT Wib> BE APPROVED BY THE OFflClALS NAMED IN
{TEMS 10B AND 10C-BELOW.

- y i £

NAME (Print or type) : . . SIGNATURE.-7 DATE |
A. DIRECTOR, OFFICE OR DIVISION X . G i : :° (DATE
"Patrick Howard - Tone &, 250
B. DIRECTOR, DIVISION OF FACILITIES AND SECURITY DATE/
! ' e & f
Robert Webber . /
-{¢. DIRECTOR, DIVISION OF CONTRACTS AND. PROPERTY MANAGEMENT DATI
(Not appticable to DOE ag ) ; q /ZS/ OC»
Phvllis Bower i ! } :

REMARKS ! .
(_on!ractor(s) will be on site at NRC Headquartcrs. New 8(a) conkract. Scleetion currently not made.
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