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Delivery Order No. NRC-DR-33-08-307 " Task Order No. 3
: ) Page 2 of 2

in accordance with the Section B.3.20, Task Order.Procedures, of the subject delivery order, this
letter hereby definitizes Task Order No. 3. This effort shall be performed in accordance with the
enclosed Statement of Work. Task Order No. 3 shall be in effect from September 28, 2009 through
June, 22, 2010. The term of this task order may be extended at the option of the Government
through June 22, 2011, pursuant with Section C.3, Option to Extend the term of the Contract. The
cost ceiling for Task Order No. 3 is $441,442.27,

Task Order No. 3 obligates funds in the amount of $70,000.00. The obligated amount shall, at no
time, exceed the task order cost ceiling. When and if the amount(s) paid and payable to the
Contractor hereunder shall equal the obligated amount, contractor is not obligated to continue
performance under this task order or otherwise incur costs in excess of the amount obligated, until
the Contracting Officer notifies the contractor in writing that the obligated amount has been
increased. In absence of such notification by the Contractmg Officer, the Govermnment is not
obligated to reimburse the contractor for any costs in excess of the obligated amount specified
herein. Any work undertaken by the Contractor in excess of the obligated amount specn“ ed above is
done so at the Contractor’s risk.

Accounting Data for Task Order No. 3 is as follows:

'B&R No.: 910-15-561-330  Job Code: J1298 APPN No.:  31X0200.910
BOC: 252A Commitment No.: 10970808  OBLG. AMT: $70,000.00

The foltowing individual(s) considered o be essential to the sUééessful performance of the work
hereunder: _

The Contractor agrees that such personnel shall not be removed from the effort under the task order
without compliance with the Key Personnel Clause (2052.215- 70)

Your contacts dunng the course of this task are:
Technical Matters: Roy Choudhury - (301) 41 5-7226
Contractual Matters: Michael Turner - (301) 492-3632
The issuance of this task order does not amend any terms or cdnditions of the subject contract.

Please indicate your acceptance of this task order by having an official who is authorized to bind your
organization, execute three copies of this document in the spaces provides below and

ACCEPTED:

;%ML D, A@44~w-

NAME

srP
TITLE

G_-29-09
DATE




U.S. Nuclear Regulatory Commission (NRC)
Office of Information Services (OIS)

DELIVERY ORDER DR-33-08-307 -
NRC Managed Public Key Infrastructure (MPKI} Digital Certificates for Subscribers

Statement of Work
Task Order No. 3
Title: Logical Access and Single S|gn-0n Implemenhtlon

I. Scope of Work and Deliverables

This Task Order No. 3 identifies the work and deliverables within the scope of Delivery Order No.
NRC-DR-33-08-307, “Managed Public Key Infrastructure (MPKI) Digital Certificates for Subscribers.”
' The following subsections outline the scope of the work and the deliverables required for each item in
the statement of work. The Contractor shall provide the necessary resources and expertise to follow
the agency Project Management Methodology (PMM) for this task order to the extent possible. The .
task order must be approved in writing (i.e. Email) by the Project Officer prior to initiating any
Contractor activity. _

For this task, the scope lnc!udes provxdmg the technical support, subject matter expertise, and project
management support to ensure a Logical Access Control System (LACS) implementation is properly

~ integrated into the MPKI architecture and on schedule. This includes the availability of the Contractor
to attend ad hot meetings where technical and/or subject matter expertise is requested.

The Contractor shall provide technical and subject matter expertise to support the integration of LACS
into the production environment using the Personal ldentity Verification (PIV) smart cards to satisfy
the logical access requirements for Homeland Security Presidential Directive 12 (HSPD-12). These
smart cards contain the MPKI digital certificate which will provide the mechanism to securely
authenticate to NRC computer resources. -The targeted completion date for this task is April 30, 2010,

- at which time, a fully operational Reduced Sign-On infrastructure will be in place and one NRC
apphcatlon (to be determined) will be accessible using the PlV authentication.

Dehyerabtes fer Task__Order 3

1. Reguirements Document. The Contractor shall review the interviews documented in support -
of the January 2006 MPKI Expansion Project to be provided by the NRC Project Officer and
conduct no more than 7 interviews to update and/or validate changes to requirements as
necessary.. The Contractor shall also review existing NRC authentication policies as well as
industry best practices and federal mandates to complete the Requirements Document. The
requirements analysis shall include the following major topics:

a. Application Authentlcatlon Requ:rements The Contractor shall categorize and
document up to 5 NRC applications, as vdenﬂﬁed by the Prolect Ofﬁoer by their
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reduced sign-on authentication capabilities. Application categories mclude the
following:

i. Web enabled applications;
ii. Microsoft Active Directory (AD) aware apphcatlons
ili. Other X. 509 enabled appllcattons

b. Policy and Procedural Requmements. The Contractor shall identify and document
situations and activities for which policies and/or procedures need to be developed in
support of logical access. The Contractor shall provide options and recommendations
based on industry best practices. The Contractor shall develop up to.15 Use Cases
and business work flows to help capture these items. Examples of these items include,
but are not limited to:

.i. How logical access is granted; .

ii. How logical access is revoked;

iii. How logical access is granted if a card is lost or stolen;

iv. How a user logs in who may have more than one role; '

v. How a card is used to access NRC logical resources from a remote location;
vi. How a PIV card is used to unlock an encrypted drive (pre-boot authentication),
vii. User logs and auditing requ:rements

The results of the requirements analysis shall be provuded in a Requirements Document. A
draft requirements document shall be provided by the Contractor to the Project Officer within
75 business days of task order award. The NRC will review and comment on the draft
requurements document within 5 business days from receipt of the document. The Contractor
shall then provide a final requirements document within 2 business days.

2. Project Plan and Schedule. The Contractor shall develop a project plan and detailed
schedule showing how the target date will be met: The project schedule shall clearly detail all
the required activities and include all deliverable dates and resources required for this task
order. The plan and schedule shall be developed in coordination with the HSPD-12 project
schedule currently underway to show dependencies. The Contractor shall begin a Risk
Register as a living document to be maintained throughout the contract period of performance. -
A draft project plan and schedule shall be provided by the Contractor to the Project Officer
within 40 business days of task order award. The NRC will review and comment on the draft -
project plan and schedule within 5 business days from receipt. The Contractor shall then
provide a final and mutually agreed upon project plan within 2 business days. The Contractor
shall provide a weekly up to date project scheduie to the Project Officer. -

3. Product Survey and Recommendation. The Contractor shall recommend a well-
established, mature, flexible and expandable solution suite based on corporate experience
and knowledge, This solution shall be a proven industry product capable of supporting both
Windows and Unix authentication and reduced sign-on within the NRC operating environment.
The Contractor shall provide justification for recommending any product over another. A draft
product recommendation with supporting documentation shall be submitted to the Project
Officer within 60 business days of task order award. The NRC will review and comment on the

- draft recommendation and supporting documentation within 5 business days from receipt. The
Contractor shall then provide a final recommendation wvth any updates to the supportmg
" documentation within 2 business days.
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4. Support Implementation of PIV Workstation Logon. The Contractor shall provide Subject
Matter Expert (SME) and Project Management support to assist the NRC and the NRC ’
infrastructure support contractor personnel with deploying smart card login capabilities using

" the PIV card developed in support of the NRC HSPD-12. This will include assisting with
‘waorkstation, Active Directory, and domain controller MPKI configuration, authentication, and
froubleshooting as needed.

5. Configure, Test and Deploy Reduced Sign-on System. The Confractor shall develop a
» Reduced Sign-on architecture based on the product selected for agency deployment and

integrated with the PIV authentication. The Contractor shall confic igure and test a Reduced

- Sign-on system in the NRC Consolidated Test Facility (CTF). The Contractor shall develop
and follow a test plan and document system configuration settings. The Contractor shall
develop a deployment plan which includes a reduced sign-on pilot application selected from
among the NRC applications identified during the requirements analysis and prepare the
transition of this system into the production environment. This includes supporting the
transition requirements necessary for a successful handoff to Operations. The NRC will be
responsible for ensuring the architecturs is incorporated into the MPK! System Architecture
Document (SAD). ‘

6. Application Authentication Guides. The Contractor shall develop and document processes

. and procedures for providing reduced sign-on capability in a separate guide for each
application category identified during the Requirements Analysis. These guides shall be
specific to the NRC and the reduced sign-on infrastructure selected for deployment. A draft of
these guides shall be submitted to the Project Officer within 15 business days of written
direction to begin work on this deliverable by the Project Officer. The NRC will review and

~ comment on the draft authentication guides within 5 business days from receipt. The
Contractor shall then provide final authentication guides within 2 business days.

7. Provide Subject Mattér Expert (SME) Support. The Contractor shall provide technical

advice as requested by the Project Officer during the period of performance including technical
support toward the development of security policies and procedures. In particular, the
Contractor shall provide SME and technical input for Federal Information Security

- Management Act (FISMA) Certification and Accreditation (C&A) activities. All internal agency
Information Technology systems are required to be accredited to meet the FISMA C&A
requirements. As a result, the Contractor shall be required to provide technical input to assist
the agency with the development of C&A artifacts. These artifacts include the Security Risk.
Assessment (RA), Security Test and Evaluation Plan (ST&E), System Security Pian (SSP) and
the Plan of Action and Milestones (POA&M) documents which require updates throughout the
period of performance as necessary. The responsibility of the Contractor is limited to face-to-
face interviews to expiain system functionality, documenting mitigating controls, and any

- system related changes applicable to LACS and reduced Sign-On. The Contréctor shall
provide any follow up support, clarification or input via telephone, email, or in person.

Acceptance Criteria for Deliverab!es

The documents for deliverables 1, 2 3 5 and 6 shali be accepted when approved by the Project
Officer as meeting the defined requirements.
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Il. Project Management

The Contractor shall provide qualified project management personnel to coordinate and supervise
Contractor activity and performance on all work identified in this task. The project manager or
alternate, and other team members as appropriate, shall attend project status and planning meetmgs
at NRC headquarters and provide oral and written status reports to NRC technical staff and
management. The project manager shall maintain a project plan for LACS development and
deployment which includes dependencies from other MPKI activities in Microsoft Project, in
compliance with the NRC Project Management Methodology (PMM).

The NRC Project Management Methodology (PMM) requires the use of Enterprise Project
Management (EPM) using Microsoft Pro;ect for all NRC project scheduling and resource trackmg
The Contractor shall provide the following in support of Task Order 3:

1. Weekly EPM updates;

2. Weekly status email outlining major accomplishments for the preceding week, Significant
issues requiring attention, and plans or milestones for the week ahead, delivered to the project
officer or alternate. This report shall also include expendltures used against the task order for
the week

3. Follow standard NRC Configuration Management (CM) practices with tools such as IBM
Ratnonal Software.

4, Updated Corrective Action Plan (CAP) for any ltems outside of comphanoe or in danger of not
meeting deliverable dates. The Corrective Action Plan represents a snapshot of the action
items needed to complete work on remaining security risks and vulnerabilities.

. 5. Attend project related meetings as requested by the Project Officer.

lil. Reporting Requirements

The Contractor shall provide a monthly Technical Progress Report in accordanée with the prowszons
of Section B.3 .11 of the Delivery Order Statement of Work. As explained in Section B.3.11, the
Technical Progress Report shall be broken down by each item in this task order. The Report shall be
submitted in electronic form to the Contractmg Officer and Project Officer.

IV. Period and Place of Perfonnance ,

The period of performance of this Task Order is from the date of award through July 22, 2010. The
order may be extended through June 22, 2011, pursuant with Subsection C.3 of the basic contract.
The majority of the work under this task order shall be performed at NRC headquarters in Rockville,
Md. Regular attendance at meetings as requested by the Project Ofﬁcer and hands-on operation of
computer eqmpment in the headquarters data center may be requ;red
V. Appllcable Spec:al Provisions |

The Contractor shall track performance and resources using a project pian in'Microsoft Project. The
NRC Office of Information Services (OIS) uses a standard project template in Microsoft Project format
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for all new IT projects. The Contréctor shall identify dependencies from related MPKI projects (i.e.,
HSPD-12) and incorporate them into a single project plan. .

VI. Technical Skills Required -
The work under this task order requires the following personnel and skills:

1) Skill and expemse in Project Management Methodology (PMM) and Microsoft Project Manager.
These skills include, but are not limited to, risk analysis and mitigation techniques, detailed
scheduling.and reporting, Work Breakdown Structure (WBS) development, capturing minutes
during meetings, and other project management activities as directed by the Project Officer.

2) Expertise in PKI, Workstation PIV Enablement, Identity and Access Management, Reduced Sign-

. on Methodologies, and identity management software and operations, smart card login
configuration for Microsoft Windows XP and Vista computers, directory services integration with
smart card login (Active Directory and eDirectory) integration with Card Management System, data
store connectors, and directory services mtegratlon

Vil. Travel

No travel is anticipated.

VIIL. Level of E%fort

The esﬁhated level of effort is 1984 man-hours. This informatnon is advisory andis nottobe |
considered as the sole basis for the staffing plan or cost proposal. The estimated hours are used for

* cost evaluation purposes only. The NRC shall not be bound by these hours in the resultant task
order. The order will however contain an overall cost ceiling.
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