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SECTION B - CONTINUATION BLOCK
B.1 BRIEF DESCRIPTION OF WORK

U.S. NUCLEAR REGULATORY COMMISSION
Computer Security Office (CSO)
Installation Operation and Maintenance (I0&M) of
Computer Security Office (CSO) Information Systems
Statement of Work (SOW)

1. OBJECTIVE

Contractor will provide technical assistance to NRC staff in developing, installing, operating, and
maintaining Computer Security Office (CSO) information systems. The Contractor will adhere to
the Nuclear Regulatory Commission’s (NRC) Project Management Methodology (PMM), which
is the approved Information System Development Life Cycle (ISDLC) used at the agency and it
has been defined in NRC Management Directive 2.8 (available at http://www.nrc.gov/reading-
rm/doc-collections/management-directives/volumes/vol-2.html). The Contractor will be
responsible for the Information Assurance System (IAS) during the following PMM phases:
~Construction, Transition, and Operations & Maintenance.

IAS will consist of several commercial-off-the-shelf (COTS) products (EnCase Enterprise,
Hailstorm, Nessus, Gideon Secure Fusion, FISMA Reporting Tool, etc.) that will provide the
agency with a real-time cyber situational awareness capability. This capability will initially focus
on the following functions provided via three sub-systems; vulnerability management, web
application testing, and digital forensics. |AS will be used to continually assess, validate and
report on the security posture of the internal Nuclear Regulatory Commission (NRC) information
systems and will be supported through the introduction of new sub-systems as the CSO
expands IAS functionality. This statement of work outlines the tasks needed to ensure this new
system is deployed effectively.

Construction - The Construction Phase reviews and finalizes 1AS functional requirements and
completes system development under a release management approach that traces to the
baseline U.S. NRC Enterprise and Security Architectures. The Construction phase can be
viewed as a manufacturing process, where the emphasis is placed on the appropriate
management of resources and controlling IAS operations to optimize costs, schedules, and
quality. In this sense, a transformation occurs from the development of intellectual property
during Inception and Elaboration, to the development of deployable solutions during
Construction and Transition.

Transition - The Transition phase can span several iterations and includes formal NRC testing
of the system in preparation for release to the Production Operational Environment (POE). At
this point in the life-cycle, user feedback should focus primarily on fine tuning the system,
configuration, installation and usability attributes since all the major structural and requirements
have been addressed in earlier phases of the project life-cycle.

Operations & Maintenance - The Operations & Maintenance (O&M) phase defines the
operations and support of the deployed system, and configuration, change and patch
management is effective in addressing new requirements, system changes and defect
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remediation. User support is also an ongoing activity within this life cycle phase. New users will
require training and existing users will require training as the system capability and operation of
IAS is expanded. A major emphasis of this phase will be to ensure that user's needs are met
and that the system continues to perform as specified in the operational environment. This
phase will continue for the full life of the IAS. '

Note: The Contractor must be independent and may not develop, operate, or maintain a non-
CSO information system at the NRC without prior written approval of the Contracting Officer.

2. SCOPE

The Contractor shall provide all personnel, materials, hardware, software, labor, supplies,
equipment, travel and other direct costs necessary to accomplish the performance of the tasks
described below (other than the Government Furnished Equipment under section 7 of this
Statement of Work).

2.1. Hours of Operation

The Contractor shall have access to Government Facilities twenty-four (24) hours a day, seven
(7) days a week, and three hundred sixty-five (365) days a year. Work outside of normal
business hours will not exceed $19,500.00 in the base year and $20,475.00 in option year 1. In
the base and option year 1, work outside of normal business hours will be listed as Other Direct
Costs (ODCs). _ :

2.2, Place of Perfdrmance

The primary place of performance shall be NRC Headquarters located in Rockville MD. The
NRC shall provide on-site physical space for two (2) Contractor personnel and shall supply
desktops for the individuals’ access to the NRC Local Area Network (LAN).

2.3. Travel Requirements

(a.) Local travel expenses within 25 miles of NRC Headquarters located in Rockville MD will
not be reimbursed by the NRC. On-site parking is not available.

(b.)  Occasional travel to the NRC Regional locations and remote NRC facilities including
State and Local Government facilities and external commercial and government
application service providers and application hosting facilities may be required.

(c.)  Total expenditures for domestic travel (does not include travel to NRC Headquarters)
may not exceed $5,000.00 for each year of the period of performance, without the prior
written approval of the contracting officer. Please note: Profit/fee shall not be added to
any travel. G&A is included in the travel (not to exceed) line items reflected in the
contract. All G&A will be reimbursed in accordance with DCAA approved billing rates.

(d.) The Contractor is encouraged to use Government contract airlines, AMTRAK rail
services, and discount hotel/motel properties in order to reduce the cost of travel under
this contract. The contracting officer shall, upon request, provide each traveler with a
letter of identification which is required in order to participate in this program. The
Federal Travel Directory (FTD) identifies carriers, contract fares, schedules, payment
conditions, and hotel/motel properties which offer their services and rates to Government
‘Contractor personnel traveling on official business under this contract. The FTD, which is
2



(e.)

(f.)

3.

issued monthly, rﬁay be purchased from the U.S. Government Printing Office,
Washington, DC 20402.

The Contractor will be reimbursed for reasonable travel costs incurred directly and
specifically in the performance of this contract. The cost limitations for travel costs are
determined in accordance with the specific travel regulations cited in Federal Acquisition
Regulations (FAR) 31.205-46, as are in effect on the date of the trip. Travel costs for
research and related activities performed at State and nonprofit institutions, in
accordance with section 12 of Public Law 100-679, shall be charged in accordance with
the Contractor's institutional policy to the degree that the limitations of OMB. guidance
are not exceeded. Applicable guidance documents include OMB Circular A-87, Cost
Principles for State and Local Governments; OMB Circular A-122, Cost principles for
Nonprofit Organizations; and OMB Circular A-21, Cost Principles for Educational
Institutions.

When the Government changes the Federal Travel Regulations, or other applicable
regulations, it is the responsibility of the Contractor to notify the contracting officer in
accordance with the Limitations of Cost clause of the GSA contract if the Contractor will
be unable to make all of the approved trips and remain within the travel costs and
limitations of this contract due to the changes.

PERSONNEL REQUIREMENTS

Because the contract requires work with classified and unclassified information, Contractors will
require a “Q” clearance (equivalent to a Top Secret clearance).

The Contractor shall have the professional communication skills required to take the necessary
actions to contact, meet with, discuss, and otherwise obtain information required to accomplish
the items described in this SOW on his/her own initiative without supervision. ' It is expected, the
Contractor will provide a Subject Matter Expert (SME) (full time in the base year and the option
year) and an Intermediate Information Assurance Engineer (half time in the option year) in the
field of Information Security.

The Contractor’s personnel shall have an in depth understanding of the following

Informati'on Assurance Applications: EnCase Enterprise, Hailstorm, Nessus, Core
impact, and Gideon Secure Fusion.

Security Expertise: computer and network forensics, secure baseline configurations,
network engineering, network monitoring, Intrusion Detection Systems (IDS), Firewalls,
Virtual Private Networking (VPN), Wireless, Remote Access Systems (RAS), Malware,
and Spyware.

The Contractor’s personnel shall have an understanding of the following

Operating systems: VMware, Linux, Solaris 10, Microsoft Windows XP Professional,
Microsoft Windows 2003 Servers, Microsoft Windows 2000 Servers, and Novell Servers
and maintain currency with them as they progress their version changes during the
period of performance.



Software Applications: GroupWise, Exchange, Microsoft Internet Information Services
(1IS), Oracle, Sybase, Citrix, and Rational.

The Contractor shall have experience with federal regulations, guidelihes, and standards:

4.

Federal Information Security Management Act of 2002

E-Government Act of 2002 '

Clinger-Cohen Act of 1996

Financial Management Improvement Act of 1996

Financial Management Integrity Act of 1982

Privacy Act of 1974

Federal Enterprise Architecture (FEA)

OMB Memorandums |

OMB Circulars

Presidential Directives

Department of Homeland Security Incident Response Directives
National Security Directives

Executive Orders

Intelligence Reform and Terrorism Prevention Act

Director of Central Intelligence Directives

NIST FIPS

NIST SP 800 series

CNSS publications

Guide for Information Secdrity Program Assessments and System Reporting Form

National Strategy for Secure Cyberspace

SPECIAL PERSONNEL REQUIREMENTS

The Contractor shall provide contact information (e.g., telephone numbers) in case after hours
support needs to be activated.

5.

GOVERNMENT-FURNISHED INFORMATION

The Government shall furnish -available information (e.g. Standard Operational Procedures,
regulations, manuals, texts, briefs and the other materials associated with this project), as well
as access to all the necessary NRC applications maintained on the NRC network infrastructure.
All information, regardiess of media, provided by the Government and/or generated for the
Government in the performance of this contract are Government property and shall be
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maintained and disposed of by the Government. At the time of disposition, the Contractor shall
box, label contents, and deliver as directed by the Contracting Officer.

6. SPECIFIC TASKS AND DELIVERABLES
The Contractor shall provide the following services:

Sub Task 1 - Quality Assurance Plan:

The Contractor shall develop and deliver a Quality Assurance Plan. This Plan must be
accepted by the NRC prior to submission of the first deliverable. The Plan shall address the
following: '

1) inspection System: A description of the inspection system to cover all efforts
described in this SOW. The description shall include specifics as to the areas to
be inspected on both a scheduled or unscheduled basis, frequency of
inspections, and the titles of the individuals who shall perform the inspection and
their organizational placement.

2) Deficiency Prevention: A description of the methods to be used for identifying
and preventing deficiencies and their causes in the quality of service performed
before the level of performance becomes unacceptable.

3) Inspection Files: A description of the records to be maintained to document all
inspections conducted by the Contractor and the necessary corrective or
preventive actions taken. This document and the records of inspections
completed shall be made readily available to the Government, upon request by
the Project Officer and/or Contracting Officer, during the term of the contract.

Sub Task 2 - Project Plan (includes Level 3 WBS):

The Contractor shall develop and maintain a Project Plan using Microsoft Project and
provide electronic copies of the Project Plan to the NRC Project Officer (PO) bi-weekly. The
Project Plan shall be based on a Level 3 Work Breakdown Structure (WBS) and use the
Project Plan template found in PMM. The WBS shall include a definition of the work to be
conducted decomposed into distinct discrete manageable tasks or groups of tasks (Work
Packages) with decisive outputs and specific measurable entry and exit criteria. Each Work
Package shall have a short duration (not to exceed one hundred twenty (120) hours), or can
be divided into a series of milestones whose status can be objectively measured. Each
Work Package shall be assigned a start and finish date, a budget value, and can be
integrated with higher-level schedules.

The Project Plan shall specify a schedule and budget to accomplish the work and identify
the resources needed to complete the work. Resources inciude manpower, hardware,
software, equipment, travel, etc.



Sub Task 3 — PMM Support

The Contractor shall provide the following services to support IAS during the Construction,
Transition, and Operation & Maintenance phases of the PMM:

PMM Construction Support

During the Construction Phase, development of the IAS system will be transitioned
from the CSO design team to the Contractor. The Contractor will be responsible for
completing the construction phase in a timely manner. As defined in PMM, these
tasks include but will not be limited to the following:

(0]

e}

e}

OO O O

O

Develop Final Build of the System
Perform System Tests

Develop System Support Materials

Setup Test Environment

Prepare for Security Testing

Manage Change Requests and Baselines
Manage lterations

e PMM Transition Support

The Contractor will be responsible for transitioning the IAS system from test to
production. As defined in PMM, these tasks include but will not be limited to the
following:

(o]

0
o)
o)

o O O

o

Prepare and Support the System during its Acceptance Test
Fix all Identified Issues '
Prepare the System for Deployment

Provide briefings and demonstrations to NRC staff so an understanding of
how the system can be used and managed is communicated (not to exceed
104 hours per year)

Support Certification and Accreditation (C&A) of the System
Fix Outstanding Plan of Action and Milestone (PO&M) items
Work with the NRC to Deploy the System

Manage Change Requests and Baselines

e PMM Operations and Maintenance Support

The Contractor will be responsible for operations and maintenance of the system.
As defined in PMM, these tasks include but will not be limited to the following: '

0

o O O ©

Support IAS Operations

Support IAS Expansion

Support IAS Continuity of Operations

Support IAS Configuration, Change and Patch Management

Maintain the System (may be required outside of normal business hours)
6



o Periodically Evaluate the System (meeting goals, security posture
unchanged, security controls still effective, system patched and kept up to
date, hardware functioning as expected, etc.)

o Manage Change Requests and Baselines

o Develop and execute Scripts and Automated Processes to make
recommendations to NRC staff with respect to NRC Infrastructure

o Report Cyber Incidents to NRC’'s Computer Security Incident Response
Team

o Provide alternate Information Syétems Security Officer support for IAS
o Provide Specific and/or Ad-hoc System Level Cyber Security Reporting
o Develop Documentation

The Contractor shall develop documentation to support the Construction, Transition,
and the Operations & Maintenance phases of NRC's ISDLC. Aiso, the Contractor
shall develop Standard Operating Procedures, Configuration Guides, and
Engineering Notebooks that describe how the system is built, operated,- and
maintained. The following lists some of the documentation that will be required:

Concept of Operations (CONOPS) -- A high level description of the system'’s
purpose, objective and functionality and how it will impact the role of the CSO in
the NRC. The COPNOPS must include a description of the NRC CSO chain of
command and make reference to already practiced Cyber Incident Response
Procedures at the NRC. The CONOPS should define system user roles and
responsibilities and also include reporting requirements, both internally to the
CSO and external CSO customers. The CONOPS must make a clear distinction
between the system’s information providers and consumers.

Rebuild procedures - A comprehensive document that provides a step by step
process for rebuilding the system from scratch. These procedures will also
reference where all necessary software is stored in case a system rebuild is
needed (such as a COOP event). ’

e Specialized Services
The Contractor will provide the following specialized services:

o Create Management “dashboard” that Reflects Real Time Cyber Security -
Status

"o Develop and Maintain a System Communication Plan for NRC staff
o Develop Ad Hoc Reports.

Note: The Contractor must ensure the IAS system meets federally mandated and NRC |
defined security requirements. Also, the Contractor will use industry best practices
whenever feasible while executing the tasks outlined in this Statement of Work.



6.1.

Deliverable Standards

6.1.1. Performance Measures

The Contractor will be evaluated using the following performance measures:

1. Ability to Construct the System

The NRC Project Officer will evaluate the Contactor's ability to clarify remaining
requirements, complete the development of the system, and to prepare the system for
the Transition Phase of the ISDLC. Compliance will be monitored via the Project Officer
through discussions with NRC staff on the how well remaining requirements have been
addressed, how will the Contractor has prepared the system for transition, and the ability
of the Contractor to meet the milestones established for the Contraction Phase of the
ISLDC.

i. Target: 90% Addressed Remaining Requirements .
90% Contractor met Construction Phase Milestones by
Agreed Date

ii. Déta Source: Project Officer Observations
iii. Respohsible: Contractor

iv. Frequency: As required

Ability to Transition the System

The NRC Project Officer will evaluate the Contactor’s ability to transition the system into
NRC’s production operating environment and prepare the system for certification and
accreditation. Compliance will be monitored via the Project Officer through discussions
with NRC staff on the how well the system has addressed stated requirements; has met
expectations; implemented the necessary controls to meet federally mandated and NRC
defined security requirements; and the ability of the Contractor to meet the milestones
established for the Contraction Phase of the ISLDC.

i. . Target: 90% Addressed Stated Requirements
90% Met expectations
90% Implemented Security Controls to address Federally
Mandated and NRC defined security requirements
90% Contractor met Construction Phase Milestones by
Agreed Date

ii.  Data Source: Project Officer Observations
iif. Responsible: Contractor

iv. Frequency: As required



3. Ability to Operate and Maintain the System

The NRC Project Officer will evaluate the Contractor’s ability to operate and maintain the
system. Compliance will be monitored via the Project Officer through discussions with
NRC staff on the system’s availability and the contactor’s ability to implement changes to
the system (security updates, patches, modifications, etc.) in a timely manner using
NRC’s defined configuration management process specified under PMM. Also, the
Contractor will be evaluated on their ability to ensure the security posture of the system
remains unchanged.

i. Target: 96% System Availability
90% Implement Changes by Agreed Date
90% Security Posture Remains Unchanged

ii. Data Source: Project Officer Observations and Quarterly Scans
iii. Responsible: Contractor

iv. Frequency: ' As required

4. Quality of Deliverables

The NRC Project Officer will evaluate the integrity, currency, and relevance of the
information contained in the Contractor’s deliverables. The results of the evaluations will
be collected and reported to the Contractor in order to ensure continued improvement in
product quality. The purpose of the evaluations is to help ensure alignment between
NRC and -Contractor quality expectations and confirm that the information provided
meets or exceeds the quality performance metric. Compliance will be monitored via NRC
Project Officer final deliverable submission acceptance.

i. Target: 90% Quality Assurance
ii. Data Source: Deliverables and Progress Reports
iii.  Responsible: Contractor

iv. Frequency: Monthly

5. Corrective Action

The NRC Project Officer will evaluate the Contractor based on the number of business
days required to take corrective action on issues identified in a Contract Discrepancy
Report (CDR). Compliance will be monitored via the NRC Project Officer through Draft
Deliverables, Final Deliverables, Project Schedules, Progress Reports, and NRC Project
Officer Review of related NRC Customer Satisfaction Surveys.

i. Target: Three (3) business days of the CDR issuance meeting



ii. Data Source: Draft Deliverables, Final Deliverables, Project Schedules,
Progress Reports, and NRC Project Officer review of related
NRC Customer Satisfaction Surveys

iii. Responsible: Contractor
iv. Frequency: . As needed upon issuance of a CDR
v. Exceptions: The duration will be determined from the time of CDR

issuance meeting. The 3 business day corrective action time
will not include time in which the Contractor is waiting on the
NRC for data necessary to perform the corrective action.

6.1.2. Deliverable File Formats

The Contractor shall provide all documentation to the NRC Project Officer electronically via
electronic mail in all the foliowing formats, except as specifically stated herein: Microsoft Word
(version 2003), Microsoft Excel (version 2003), Microsoft Project (version 2003), and Adobe
PDF. All electronic mail shall be transmitted from the Contractor's NRC electronic mail account.
Personal and corporate electronic mail accounts shall not be used to transmit sensitive NRC
information.

6.1.3. Standard for Grammar and Mechanics

All documentation submitted by the Contractor shall conform to the Chicago Manual of Style, as
amended by any applicable NRC format templates and requirements.

6.1.4. Draft and Final Submission

All contract deliverables submitted to the NRC must conform to the standards referenced in this
SOW and will be reviewed by the NRC.

All documentation shall be submitted in draft form for comment to the NRC Project Officer. The
NRC will be given five (5) business days to generate comments and submit them to the
Contractor. Once the Contractor receives NRC's comments, the Contractor shall have five (5)
business days to generate the final draft version of the document. Then, the final draft will be
sent to the NRC Project Officer for review and approval. Once the final draft has been accepted
by the NRC Project Officer, the Contractor will be given one (1) business day to revise the
document and publish it in ADAMS. This constitutes a revision cycle.

The first revision cycle for a deliverable shall be acceptable to the Government when the
Contractor submits a revised deliverable incorporating any comments and suggestions made by
the NRC Project Officer.

The following provisions also apply to all deliverables:

» Reporting Requirements: In addition to meeting the delivery schedule in the timely
submission of any draft and final reports, summaries, data and documents that are
created in the performance of this contract, the Contractor shall comply with the
directions of the NRC regarding the contents of the report, summaries, data and
related documents to include correcting, deleting, editing, revising, modify,
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formatting, and supplementing any of the information contained therein at no
additional cost to the NRC. Performance under the contract shall not be deemed
accepted or completed until the NRC's directions are complied with. The reports,
summaries, data and related documents shall be considered draft until approved by
the NRC. The Contractor agrees that the direction, determinations, and decisions on
approval or disapproval of reports, summaries, data and related documents created
under this contract remains solely within the discretion of the NRC.

» Publication of Results: Prior to any dissemination, display, publication or release of
articles, reports, summaries, data or related documents developed under the
contract, the Contractor shall submit for review and approval by the NRC the
proposed articles, reports, summaries, data and related documents that the
Contractor intends to release, disseminate or publish to other persons, the public or
any other entities. The Contractor shall not release, disseminate, display or publish
articles, reports, summaries, data, and related documents or the contents therein
that have not been reviewed and approved by the NRC for release, display,
dissemination or publication. The Contractor agrees to conspicuously place any
disclaimers, markings or notices directed by the NRC on any articles, reports,
summaries, data and related documents that the Contractor. intends to release,
display, disseminate or publish to other persons, the public or any other entities. The
Contractor agrees and grants a royalty free, nonexclusive, irrevocable world-wide
license to the government to use, reproduce, modify, distribute, prepare derivative
works, release, display or disclose the articles, reports, summaries, data and related
documents developed under the contract, for any governmental purpose and to have
or authorize others to do so.

= |dentification/ Marking of Sensitive and SAFEGUARDS Information: The decision,
determination or direction by the NRC that information constitutes sensitive or
SAFEGUARDS information remains exclusively a matter within the authority of the
NRC to make. In performing the contract, the Contractor shall clearly mark sensitive
unclassified non-SAFEGUARDS information (SUNSI), sensitive, and SAFEGUARDS
information to include for example Official Use Only and SAFEGUARDS Information
on any reports, documents, designs, data, materials and written information as
directed by the NRC. In addition to marking the information as directed by the NRC,
the Contractor shall use the applicable NRC Cover Sheet Forms (e.g. NRC Form
461 SAFEGUARDS Information and NRC Form 190B Official Use Only) in
maintaining these records and documents. The Contractor shall ensure that
sensitive and SAFEGUARDS information is handled appropriately, maintained and
protected from unauthorized disclosure. The Contractor shall comply with the
requirements to mark, maintain and protect all information including documents,
summaries, reports, data, designs, and materials in accordance with the provisions
of Section 147 of the Atomic Energy Act of 1954 as amended, its implementing
regulations (10 CFR 73.21), and NRC Management Directive and Handbook 12.6.

= Remedies: In addition to any civil, criminal and contractual remedies available under
the applicable laws and reguiations, failure to comply with the above provisions and
or NRC directions may result in suspension, withholding or offsetting of any
payments invoiced or claimed by the Contractor. If the Contractor intends to enter
into any subcontracts or other agreements to perform this contract, the Contractor
shall include all the above provisions in any subcontract or agreements.

Additional written reports may be required and negotiated.
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6.1.5. Deliverable Reviews

Deliverable Reviews will be held to provide the Contractor with feedback related to improving
the quality of deliverables. Such reviews will be coordinated by the NRC Project Officer as
required to supplement written comments provided on deliverable submissions. The written
minutes of all deliverable review meetings shall be prepared by the Government. Should the
Contractor not concur with the minutes, the Contractor shall so state any areas of non-
concurrence in writing to the NRC Project Officer within ten (10) calendar days of receipt of the
minutes.

6.1.6. Bi-Weekly Progress Reports

Bi-Weekly Progress Reports must be submitted every other Tuesday. Bi-Weekly Progress
Reports shall cover all Contractor activity that occurred during the previous two (2) weeks. Bi-
Weekly Progress Reports shall be created using Microsoft Word and submitied to the NRC
Project Officer electronically using the Contractor's NRC electronic mail account. Reports must
contain the information specified in Attachment 1 — Bi-WEEKLY PROGRESS REPORT
FORMAT.

6.1.7. Monthly Progress Reports

Monthly Progress Reports must be submitted to the NRC Project Officer no later than close of
business on the fifth (5™) day of the month. Monthly Progress Reports shall cover all Contractor
activity that occurred during the previous month. Monthly Progress Reports must be submitted
on the prime Contractor’s letterhead and be accompanied by a copy of that month’s invoice
(formal submission of the invoice will be completed in accordance with the Billing Instructions).
These reports must contain the information specified in Attachment 2 - MONTHLY PROGRESS
REPORT FORMAT.

6.1.8. Other Reporting Requirements

The Contractor shall bring problems or potential issues affecting performance to the attention of
the NRC Project Officer and Contracting Officer as soon as possible. Verbal reports shall be
followed up with written reports and meetings.

7. Post Award Meeting

The Government will schedule a kick-off meeting once the Contractor's key personnel have
received their security clearance authorization. The NRC Project Officer will provide an agenda
prior to the meeting. The Contractor shall participate in the meeting to establish process,
procedures and priority of tasking. The Contracting Officer, the NRC Project Officer, and the
NRC Project Officer’s technical personnel will represent the Government. The Contractor shall
have equivalent representation at the meeting. The Contractor will be responsible for taking the
minutes of this meeting. The minutes will be documented using Microsoft Word. The
Contractor must send. the minutes to the Project Officer for approval within three (3) business
days. ’
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Following the kick-off meeting, the Contractor shall meet at least weekly with the NRC Project
Officer during the first month of the contract. Subsequent meetings will be scheduled on a
regular basis.
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ENCLOSURE 1

BI-WEEKLY PROGRESS REPORT FORMAT

Scheduled Actual
Tasks - Completion Date { Completion Date Hours | Spent| Left
Task 1 ~ brief description mm/dd/yy mm/dd/yy Hours $ $

Tasks - Brief sumfnary of the work; include any report or travel.

. Scheduled Completion Date - Date the task is scheduled for completion or a
timeframe if a date is not known.

e Actual Completion Date - The date the task was actually completed.
. Hours - The number of hours spent on the task to date by labor category.
o Spent - The total amount of money expénded on the task to date.
. Left — The amount of funding remaining on the task.

WORK PERFORMED DURING THE PERIOD

A brief description of the work performed and accomplished during the reporting period. Also,
travel taken during the reporting period should be summarized in this section. The travel
summary will identify the total amount of funds expended while on travel, and any
work/accomplishments not reflected elsewhere. '




ENCLOSURE 2

MONTHLY PROGRESS REPORT FORMAT

1. WORK PROGRESS STATUS

a.

General Information/Description
. Contract Number
. The NRC Project Officer and telephone number

. The Contractor Project Officer and telephone number

Financial Summary

) Total amount of funds obligated

. The total planned cost incurred for fiscal year to date and cumulative to
date

. The total estimated cost for the fiscal year to date and cumulative to date

. The total actual cost fof the fiscal year to date and cumulative to date

. Percentage of funds expended against obligated funds |

2. SCHEDULE/MILESTONE STATUS

Scheduled Revised Actual
Tasks Completion Date [Completion Date| Completion Date Hours | Cost
Task 1 — brief description| =~ mm/dd/yy mm/dd/yy mm/dd/yy Hours | '$

Tasks - Brief summary of the work; include any report or travel.

Scheduled Completion Date - Date the task is scheduled for completion or a
timeframe if a date is not known.

Revised Completion Date - Revised date the task is scheduled for completion
based on a change. The reason for the change must be given in the
“Problem/Resolution” section.

Actual Completion Date - The date the task was actually completed.
Hours - The number of hours spent on the task to date.

Cost - The amount of money expended on the task to date.

WORK PERFORMED DURING THE PERIOD

A description of the work performed and accomplished during the reporting period. The
description should provide the reader with sufficient explanation of the work to justify the
amount of expenditures.




A description of all deliverable deficiencies encountered during the reporting period with
associated corrective actions implemented. A trend analysis of all deficiencies to date
(cumulative) shall also be included in the report.

Any travel taken during the reporting period should also be summarized in this section of
the report. Each travel summary should identify the persons traveling, the duration of
the travel, the purpose of the travel, and any work/accomplishments not reflected
elsewhere.

4. PROBLEM/RESOLUTION

All problems encountered during the reporting period should be clearly and sufficiently
identified and stated. Then, the resolution or the proposed solution should be briefly
described. It should be clearly evident, from a reading of the description, the personnel
responsible for solving the problem, should it still exist at the time the report is written.

Notwithstanding the status of the problem at the time the Progress Report is written, all
problems should be recorded in the "Problem/ Resolution” section of the Progress
Report for documentation/historical purposes. If the problem still exists in a subsequent
month, in whole or in part, it should be described as it currently exists; otherwise, it
should be deleted from the report. :

Problems or circumstances that require a change in the level of effort/costs, scope, or
travel requirements are to be described in the Progress Reports for documentation
purposes, but are to be dealt with separately in a letter addressed to the Project Offlcer
and Contracting Officer.

5. PLANS FOR NEXT PERIOD

Provide a brief description of the work to be performed / accomplished during the next
reporting period. If a milestone is expected to be completed during the next report
period, identify this milestone.

REFERENCES

Applicable Documents to be used as reference when reviewing NRC Security documentation to valldate
compliancy can be located at the following: http://csrc.nist.gov/publications/index.html and
http://www.internal.nrc.gov/pmm/Publish-PMM-Security-C&A/index.htm.




B.2 PRICE/COST SCHEDULE

NRC-43-09-891

Section B

CLIN 0001 - BASE PERIOD
Program Manager

Senior Management Consultant
Other Direct Costs

Total Direct Labor

CLIN 0002 - OPTION YEAR ONE
Program Manager

Senior Management Consultant
Systems Engineer Ii

Other Direct Costs

Total Direct Labor

NRCWB

NRC HQ Hours

Offsite Hours
0
0

Offsite Hours
-0
0
0

Total Estimated Cost
s
$
3
$

308,161.74

Total Estimated Cost | -

o |en N AN

423,175.86
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SECTION C - CONTRACT CLAUSES '

C.1 52.216-1 TYPE OF CONTRACT (APR 1984)

This is a Time and Materials, Indefinite Delivery Indefinite Quantity task ordering contract.

C.2 PERIOD OF PERFORMANCE

The period of performance of this contract shall be from November 1, 2009 through October 31, 2010. The
period of performance includes one (1) one-year option.

C.3 52.232-19 AVAILABILITY OF FUNDS FOR THE NEXT FISCAL YEAR (APR 1984)

Funds are not presently available for performance under this contract beyond FY 2009. The Government's
obligation for performance of this contract beyond that date is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made. No legal liability on the part of the Government
for any payment may arise for performance under this contract beyond the obligated amount, until funds are
made available to the Contracting Officer for performance and until the Contractor receives notice of
availability, to be confirmed in writing by the Contracting Officer.

C.4 2052.209-72 CONTRACTOR ORGANIZATIONAL CONFLICTS OF INTEREST (JAN 1993)
(a) Purpose. The primary purpose of this clause is to aid in ensuring that the contractor:

(1) Is not placed in a conflicting role because of current or planned interests (financial, contractual,
organizational, or otherwise) which relate to the work under this contract; and

(2) Does not obtain an unfair competitive advantage over other parties by virtue of its performance of this
contract.

(b) Scope. The restrictions described apply to performance or participation by the contractor, as defined in
48 CFR 2009.570-2 in the activities covered by this clause.

(c) Work for others.

(1) Notwithstanding any other provision of this contract, during the term of this contract, the contractor
agrees to forego entering into consulting or other contractual arrangements with any firm or organization the
result of which may give rise to a conflict of interest with respect to the work being performed under this
contract. The contractor shall ensure that all employees under this contract abide by the provision of this
clause. If the contractor has reason to believe, with respect to itself or any employee, that any proposed
consultant or other contractual arrangement with any firm or organization may involve a potential conflict of
interest, the contractor shall obtain the written approval of the contracting officer before the execution of such
contractual arrangement.

(2) The contractor may not represent, assist, or otherwise support an NRC licensee or applicant
undergoing an NRC audit, inspection, or review where the activities that are the subject of the audit, inspection,
or review are the same as or substantially similar to the services within the scope of this contract (or task order
. as appropriate) except where the NRC licensee or applicant requires the contractor's support to explain or
defend the contractor's prior work for the utility or other entity which NRC questions.
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(3) When the contractor performs work for the NRC under this contract at any NRC licensee or applicant
site, the contractor shall neither solicit nor perform work in the same or similar technical area for that licensee
or applicant organization for a period commencing with the award of the task order or beginning of work on the
site (if not a task order contract) and ending one year after completion of all work under the associated task
order, or last time at the site (if not a task order contract).

(4) When the contractor performs work for the NRC under this contract at any NRC licensee or applicant
site,

(i) The contractor may not solicit work at that site for that licensee or applicant during the period of
performance of the task order or the contract, as appropriate.

(i) The contractor may not perform work at that site for that licensee or applicant during the period of
performance of the task order or the contract, as appropriate, and for one year thereafter.

(iii) Notwithstanding the foregoing, the contracting officer may authorize the contractor to solicit or perform
this type of work (except work in the same or similar technical area) if the contracting officer determines that
the situation will not pose a potential for technical bias or unfair competitive advantage.

(d) Disclosure after award.

(1) The contractor warrants that to the best of its knowledge and belief, and except as otherwise set forth in
this contract, that it does not have any organizational conflicts of interest as defined in 48 CFR 2009.570-2.

(2) The contractor agrees that if, after award, it discovers organizational conflicts of interest with respect to
this contract, it shall make an immediate and full disclosure in writing to the contracting officer. This statement
must include a description of the action which the contractor has taken or proposes to take to avoid or mitigate
such conflicts. The NRC may, however, terminate the contract if termination is in the best interest of the
Government. :

(3) ltis recognized that the scope of work of a task-order-type contract necessarily encompasses a broad
spectrum of activities. Consequently, if this is a task-order-type contract, the contractor agrees that it will
disclose all proposed new work involving NRC licensees or applicants which comes within the scope of work of
the underlying contract. Further, if this contract involves work at a licensee or applicant site, the contractor
agrees to exercise diligence to discover and disclose any new work at that licensee or applicant site. This
disclosure must be made before the submission of a bid or proposal to the utility or other regulated entity and
must be received by the NRC at least 15 days before the proposed award date in any event, unless a written
justification demonstrating urgency and due diligence to discover and disclose is provided by the contractor
and approved by the contracting officer. The disclosure must include the statement of work, the dollar value of
the proposed contract, and any other documents that are needed to fully describe the proposed work for the
regulated utility or other regulated entity. NRC may deny approval of the disclpsed work only when the NRC
has issued a task order which includes the technical area and, if site-specific, the site, or has plans to issue a
task order which includes the technical area and, if site-specific, the site, or when the work violates paragraphs
(c)(2), (c)(3) or (c)(4) of this section. '

(e) Access to and use of information.
(1) If in the performance of this contract, the contractor obtains access to information, such as NRC plans,
policies, reports, studies, financial plans, internal data protected by the Privacy Act of 1974 (5'U.S.C. Section
552a (1988)), or the Freedom of Information Act (5 U.S.C. Section 552 (1986)), the contractor agrees not to:

(i) Use this information for any private purpose until the information has been released to the public;
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(i) Compete for work for the Commission based on the information for a period of six months after either
. the completion of this contract or the release of the information to the public, whichever is first;

(iii) Submit an unsolicited proposal to the Government based on the information until one year after the
release of the information to the public; or

(iv) Release the mformatlon without prior written approval by the contracting officer unless the information
has previously been released to the public by the NRC.

(2) In addition, the contractor agrees that, to the extent it receives or is given access to proprietary data,
data protected by the Privacy Act of 1974 (5 U.S.C. Section 552a (1988)), or the Freedom of Information Act (5
U.S.C. Section 552 (1986)), or other confidential or privileged technical, business, or financial information
under this contract, the contractor shall treat the information in accordance with restrictions placed on use of
the information.

(3) Subject to patent and security provisions of this contract, the contractor shall have the right to use
technical data it produces under this contract for private purposes provided that all requirements of this
_contract have been met.

(f) Subcontracts. Except as provided in 48 CFR 2009.570-2, the contractor shall include this clause,
including this paragraph, in subcontracts of any tier. The terms contract, contractor, and contracting officer,
must be appropriately modified to preserve the Government's rights.

(g) Remedies. For breach of any of the above restrictions, or for intentional nondisclosure or
misrepresentation of any relevant interest required to be disclosed concerning this contract or for such
erroneous representations that necessarily imply bad faith, the Government may terminate the contract for
default, disqualify the contractor from subsequent contractual efforts, and pursue other remedies permitted by
law or this contract.

(h) Waiver. A request for waiver under this clause must be directed in writing to the contracting officer in
accordance with the procedures outlined in 48 CFR 2009.570-9. :

(i) Follow-on effort. The contractor shall be ineligible to participate in NRC contracts, subcontracts, or
proposals therefore (solicited or unsolicited), which stem directly from the contractor's performance of work
under this contract. Furthermore, unless so directed in writing by -the contracting officer, the contractor may not
perform any technical consulting or management support services work or evaluation activities under this
contract on any of its products or services or the products or services of another firm if the contractor has been
substantially involved in the development or marketing of the products or services.

(1) If the contractor, under this contract, prepares a complete or essentially complete statement of work or
specifications, the contractor is not eligible to perform or participate in the initial contractual effort which is
based on the statement of work or specifications. The contractor may not incorporate its products or services
in the statement of work or specifications unless so directed in writing by the contracting officer, in which case
the restrictions in this paragraph do not apply.

(2) Nothing in this paragraph precludes the ‘contractor from offering or selling its standard commercial items
to the Government.

C.5 KEY PERSONNEL
(a) The personnel specified in this clause and/or other attachment are considered to be essential to the work

being performed hereunder. Prior to diverting any of the specified individuals to other programs, the
Contractor shall notify the Contracting Officer reasonably in advance and shall submit justification (including
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proposed substitutions) in sufficient detail to permit evaluation of the impact on the program. No diversion shall
be made by the Contractor without the written consent of the Contracting Officer; provided, that the Contracting
Officer may ratify in writing such diversion and such ratification shall constitute the consent of the Contracting
Officer required by this clause. The contract may be amended from time to time during the course of the
contract to either add or delete personnel, as appropriate.

INDIVIDUAL POSITION/TITLE
TBD Program Manager
TBD Senior Management Consultant

C.6 2052.215-71 PROJECT OFFICER AUTHORITY (NOVEMBER 2006)

(a) The contracting officer's authorized representative (hereinafter referred to as the project officer) for this
contract is: ' ’

Name: Bill Dabbs

Address: U.S. Nuclear Regulatory Commission
11545 Rockville Pike
Mail Stop: T2-C2M
_Rockville, MD 20852

Telephohe Number: (301) 415-0524
Email Address: Bill. Dabbs@nrc.gov

The contracting officer’s authorized alternate representative (hereinafter referred to as the alternate project
officer) for this contract is:

Name: James McCarthy
Address: U.S. Nuclear Regulatbry Commission

11545 Rockville Pike
Mail Stop: T2-C1

Telephone Number: (301) 415-5871
Email Address: James.McCarthy@nrc.gov

(b) Performance of the work under this contract is subject to the technical direction of the NRC project officer.
The term "technical direction” is defined to include the following:

(1) Technical direction to the contractor which shifts work emphasis between areas of work or tasks,
authorizes travel which was unanticipated in the Schedule (i.e., travel not contemplated in the Statement of
Work (SOW) or changes to specific travel identified in the SOW), fills in details, or otherwise serves to
accomplish the contractual SOW.

-(2) Provide advice and guidance to the contractor in the preparation of drawings, specifications, or technical
portions of the work description. '
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(3) Review and, where required by the contract, approval of technical reports, drawings, specifications, and
technical information to be delivered by the contractor to the Government under the contract.
(c) Technical direction must be within the general statement of work stated in the contract. The project officer
does not have the authority to and may not issue any technical direction which:

(1) Constitutes an assignment of work outside the general scope of the contract.
(2) Constitutés a change as defined in the "Changes" clause of this contract.

(3) In any way causes an increase or decrease in the total estimated contract cost, the fixed fee, if any, or
the time required for contract performance.

(4) Changes any of the expressed terms, conditions, or specifications of the contract.

(5) Terminates the contract, settles any claim or dispute arising under the contract, or issues any unilateral
directive whatever. :

(d) All technical directions must be issued in writing by the project officer or must be confirmed by the project
officer in writing within ten (10) working days after verbal issuance. A copy of the written direction must be
furnished to the contracting officer. A copy of NRC Form 445, Request for Approval of Official Foreign Travel,
which has received final approval from the NRC must be furnished to the contracting officer.

(e) The contractor shall proceed promptly with the performance of technical directions duly issued by the
project officer in the manner prescribed by this clause and within the project officer's authority under the
provisions of this clause.

(f) If, in the opinion of the contractor, any instruction or direction issued by the project officer is within one of
the categories as defined in paragraph (c) of this section, the contractor may not proceed but shall notify the
contracting officer in writing within five (5) working days after the receipt of any instruction or direction and shall
request the contracting officer to modify the contract accordingly. Upon receiving the notification from the
contractor, the contracting officer shall issue an appropriate contract modification or advise the contractor in
writing that, in the contracting officer's opinion, the technical direction is within the scope of this article and
does not constitute a change under the "Changes" clause.

(g) Any unauthorized commitment or direction issued by the project officer may result in an unnecessary
delay in the contractor's performance and may even result in the contractor expending funds for unallowable
costs under the contract.

(h) A failure of the parties to agree upon the nature of the instruction or direction or upon the contract action
to be taken with respect thereto is subject to 52.233-1 -Disputes.

(i) In addition to providing technical direction as defined in paragraph (b) of the section, the project officer
shall:

(1) Monitor the contractor's technical progress, including surveillance and assessment of performance, and
recommend io the contracting officer changes in requirements. :

(2) Assist the contractor in the resolution of technical problems encountered during pefformance.

(3) Review all costs requested for reimbursement by the contractor and submit to the contracting officer
-recommendations for approval, disapproval, or suspension of payment for supplies and services required
under this contract.
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(4) Assist the contractor in obtaining the badges for the contractor personnel.

(5) Immediately notify the Security Branch, Division of Facilities and Security (SB/DFS) (via e-mail) when a
contractor employee no longer requires access authorization and return of any NRC issued badge to SB/DFS
within three days after their termination.

(6) Ensure that all contractor employees that require access to classified Restricted Data or National
Security Information or matter, access to sensitive unclassified information (Safeguards, Official Use Only, and
Proprietary information) access to sensitive IT systems or data, unescorted access to NRC controlled
buildings/space, or unescorted access to protected and vital areas of nuclear power plants receive approval of
SB/DFS prior to access in accordance with Management Directive and Handbook 12.3.

(7) For contracts for the design, development, maintenance or operation of Privacy Act Systems of .
Records, obtain from the contractor as part of closeout procedures, written certification that the contractor has
returned to NRC, transferred to the successor contractor, or destroyed at the end of the contract in accordance

with instructions provided by the NRC Systems Manager for Privacy Act Systems of Records, all records
(electronic or paper) which were created, compiled, obtained or maintained under the contract.

C.7 2052.216-72 TASK ORDER PROCEDURES (OCT 1999)
(a) Task order request for proposal. When a requirement within the scope of work for this contract is
_identified, the contracting officer shall transmit to the contractor a Task Order Request for Proposal (TORFP)

which may include the following, as appropriate:

(1) Scope of work/meetings/travel and deliverables;

(2) Reporting requirements;

(3) Period of performance - place of performance;

(4) Applicable special provisions;

(5) Technical skills required; and

(6) Estimated level of effort. _

(b) Task order technical proposal. By the date specified in the TORFP, the contractor shall deliver to the
contracting officer a written or verbal (as specified in the TORFP technical proposal submittal instructions)
technical proposal that provides the technical information required by the TORFP.

(c) Cost proposal. The contractor's cost proposal for each task order must be fully supported by cost and
pricing data adequate to establish the reasonableness of the proposed amounts. When the contractor's
estimated cost for the proposed task order exceeds $100,000 and the period of performance exceeds six

. months, the contractor may be required to submit a Contractor Spending Plan (CSP) as part of its cost

proposal. The TORP indicates if a CSP is required.

(d) Task order award. The contractor shall perform all work described in definitized task orders issued by
the contracting officer. Definitized task orders include the following:

(1) Statement of work/meetings/travel and deliverables;
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(2) Reporting requirements;

(3) Period of performance;
(4) Key personnel,
(5) Applicable special provisions; and

(6) Total task order amount including any fixed fee.

C.8 2052.216-73 ACCELERATED TASK ORDER PROCEDURES (JAN 1993)

(a) The NRC may require the contractor to begin work before receiving a definitized task order from the
contracting officer. Accordingly, when the contracting officer verbally authorizes the work, the contractor shall
proceed with performance of the task order subject to the monetary limitation established for the task order by
the contracting officer.

(b) When this accelerated procedure is employed by the NRC, the contractor agrees to begin promptly
negotiating with the contracting officer the terms of the definitive task order and agrees to submit a cost*
proposal with supporting cost or pricing data. If agreement on a definitized task order is not reached by the
target date mutually agreed upon by the contractor and contracting officer, the contracting officer may
determine a reasonable price and/or fee in accordance with Subpart 15.8 and Part 31 of the FAR, subject to
contractor appeal as provided in 52.233-1, Disputes. In any event, the contractor shall proceed with completion
of the task order, subject only to the monetary limitation established by the contracting officer and the terms
and conditions of the basic contract.

C.9 PLACE OF DELIVERY--REPORTS (JUN 1988)
The items to be furnished hereunder shall be delivered, with all charges paid by the Contractor, to:

(a) Project Officer (1 copy)

(b) Contracting Officer (1 copy)

C.10 52.216-18 ORDERING (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery
orders or task orders by the individuals or activities designated in the Schedule. Such orders may be issued
from date of award through contract expiration.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of
- conflict between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued"' when the Government deposits the order in
the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in
the Schedule.
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C.11 52.216-19 ORDER LIMITATIONS (OCT 1995)

(a) Minimum order. When the Government requires supplies or services covered by this contract in an
amount of less than $124,800, the Government is not obligated to purchase, nor is the Contractor obligated to
furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor--
(1) Any order for a single item in excess of $308,161.74;
(2) Any order for a combination of items in excess of $308,161.74; or

(3) A series of orders from the same ordenng ofﬂce within 30 days that together call for quantities
exceeding the limitation in paragraph (b)(1) or (2) of this section.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the
Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement
from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order exceeding
the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office
within days after issuance, with written notice stating the Contractor's intent not to ship the item (or items)
called for and the reasons. Upon receiving this notice, the Government may acquire the supplies or services
from another source.

C.12 52.216-22 INDEFINITE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period
stated, in the Schedule. The quantities of supplies and services specified in the Schedule are estimates only
and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the
Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the supplies or
services specified in the Schedule up to and including the quantity designated in the Schedule as the
"maximum." The Government shall order at least the quantity of supplies or services designated in the
Schedule as the "minimum."”

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit
on the number of orders that may be issued. The Government may issue orders requiring delivery to multiple
destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be
completed by the Contractor within the time specified in the order. ‘The contract shall govern the Contractor's
and Government's rights and obligations with respect to that order to the same extent as if the order were
completed during the contract's effective period; provided, that the Contractor shall not be required to make
any deliveries under this contract 6 months after the expiration of the contract.
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C.13 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 6 months. The Contractmg Officer may exercise the
option by written notice to the Contractor W|th|n 60 days.

C.14 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days;
provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least
60 days before the contract expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option
clause.

= (c) The total duration of this contract, including the exercise of any options under this clause, shall not
exceed two (2) years.

C.15 ANNUAL AND FINAL CONTRACTOR PERFORMANCE EVALUATIONS.

Annual and final evaluations of contractor performance under this contract will be prepared in accordance
with FAR 42.15, "Contractor Performance Information,” normally at the time the contractor is notified of the
NRC's intent to exercise the contract option. If the multi-year contract does not have option years, then an
annual evaluation will be prepared (state time for annual evaluation). Final evaluations of contractor
performance will be prepared at the expiration of the contract during the contract closeout process.

The Contracting Officer will transmit the NRC Project Officer's annual and final contractor performance
evaluations to the contractor's Project Manager, unless otherwise instructed by the contractor. The contractor
will be permitted thirty days to review the document. The contractor may concur without comment, submit
additional information, or request a meeting to discuss the performance evaluation. The Contracting Officer
may request the contractor's Project Manger to attend a meeting to discuss the performance evaluation.

Where a contractor concurs with, or takes no exception to an annual performance evaluation, the Contracting
Officer will consider such evaluation final and releasable for source selection purposes. Disagreements
between the parties regarding a performance evaluation will be referred to an individual one level above the
Contracting Officer, whose decision will be final.

The Contracting Officer will send a copy of .the completed evaluation report, marked "For Official Use Only,"
to the contractor's Project Manager for their records as soon as practicable after it has been finalized. The
completed evaluation report also will be used as a tool to improve communications between the NRC and the
contractor and to improve contract performance.

The completed annual performance evaluation will be used to support future award decisions in accordance
with FAR 42.1502(a) and 42.1503(c). During the period the information is being used to provide source
selection information, the completed annual performance evaluation will be released to only two parties - the
Federal government personnel performing the source selection evaluation and the contractor under evaluation
if the contractor does not have a copy of the report already.
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C.16 52.219-11 SPECIAL 8(A) CONTRACT CONDITIONS (FEB 1990)
The Small Business Administration (SBA) agrees to the following:

| (a) To furnish the supplies or services set forth in this contract according to the specifications and the terms
and conditions hereof by subcontracting with an eligible concern pursuant to the provisions of section 8(a) of
the Small Business Act, as amended (15 U.S.C. 637(a)).

(b) That in the event SBA does not award a subcontract for all or a part of the work hereunder, this contract
may be terminated either in whole or in part without cost to either party.

(c) Except for novation agreements and advance payments, delegates to the Nuclear Regulatory
Commission the responsibility for administering the subcontract to be awarded hereunder with complete
authority to take any action on behalf of the Government under the terms and conditions of the subcontract;
provided, however, that the Nuclear Regulatory Commission shall give advance notice to the SBA before it
issues a final notice terminating the right of a subcontractor to proceed with further performance, either in
whole or in part, under the subcontract for default or for the convenience of the Government.

(d) That payments to be made under any subcontract awarded under this contract will be made directly to
the subcontractor by the Nuclear Regulatory Commission.

(e) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from decisions of
the Contracting Officer cognizable under the "Disputes” clause oflsai,d subcontract.

(f) To notify the Nuclear Regulatory Commission Contracting Officer immediately upon notification by the
subcontractor that the owner or owners upon whom 8(a) elsglblhty was based plan to relinquish ownership or
control of the concern.

C.17 52.219-17 SECTION 8(a) AWARD (DEC 1996)
(a) By execution of a contract, the Small Business Administration (SBA) agrees to the following:

(1) To furnish the supplies or services set forth in the contract according to the specifications and the terms
and conditions by subcontracting with the Offeror who has been determined an eligible concern pursuant to the
provisions of section 8(a) of the Small Business Act, as amended (15 U.S.C. 637(a)).

(2) Except for novation agreements and advance payments, delegates to the Nuclear Regulatory
Commission the responsibility for administering the contract with complete authority to take any action on
behalf of the Government under the terms and conditions of the contract; provided, however that the
contracting agency shall give advance notice to the SBA before it issues a final notice terminating the right of
the subcontractor to proceed with further performance, either in whole or in part, under the contract.

(3) That payments.to be made under the contract will be made directly to the subcontractor by the
contracting activity.

(4) To notify the Nuclear Regulatory Commission Contracting Officer immediately upon notification by the
subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownership or
control of the concern.

(5) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from decisions of
the cognizant Contracting Officer under the "Disputes” clause of the subcontract.
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(b) The offeror/subcontractor agrees and acknowledges that it will, for and on behalf of the SBA, fulfill and
perform all of the requirements of the contract.

(c) The offeror/subcontractor agrees that it will not subcontract the performance of any of the requirements of

this subcontract to any lower tier subcontractor without the prior written approval of the SBA and the cognizant
Contracting Officer of the Nuclear Regulatory Commission.

C.18 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if they were
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a

clause may be accessed electronically at this/these address(es):

http://www.arnet.gov/far

52.227-14 RIGHTS IN DATA--GENERAL DEC 2007
52.234-4 EARNED VALUE MANAGEMENT SYSTEM JUL 2006
52.245-1 GOVERNMENT PROPERTY JUN 2007
52.245-9 USE AND CHARGES JUN 2007

C.19 52.212-4 CONTRACT TERMS AND CONDITIONS--COMMERCIAL ITEMS (MAR 2009)
ALTERNATE | (OCT 2008) |

(a) Inspection/Acceptance.

(1) The Government has the right to inspect and test all materials furnished and services performed under
this contract, to the extent practicable at all places and times, including the period of performance, and in any
event before acceptance. The Government may also inspect the plant or plants of the Contractor or any
subcontractor engaged in contract performance. The Government will perform inspections and tests in a
manner that will not unduly delay the work.

(2) If the Government performs inspection or tests on the premises of the Contractor or a subcontractor, the
Contractor shall furnish and shall require subcontractors to furnish all reasonable facilities and assistance for
the safe and convenient performance of these duties.

(3) Unless otherwise specified in the contract, the Government will accept or reject services and materials
at the place of delivery as promptly as practicable after delivery, and they will be presumed accepted 60 days
after the date of delivery, unless accepted earlier. _

(4) At any time during contract performance, but not later than 6 months (or such other time as may be
specified in the contract) after acceptance of the services or materials last delivered under this contract, the
- Government may require the Contractor to replace or correct services or materials that at time of delivery failed
to meet contract requirements. Except as otherwise specified in paragraph (a)(6) of this clause, the cost of
replacement or correction shall be determined under paragraph (i) of this clause, but the "hourly rate" for labor
hours incurred in the replacement or correction shall be reduced to exclude that portion of the rate attributable
to profit. Unless otherwise specified below, the portion of the "hourly rate" attributable to profit shall be 10
percent. The Contractor shall not tender for acceptance materials and services required to be replaced or
corrected without disclosing the former requirement for replacement or correction, and, when required, shall
disclose the corrective action taken. [Insert portion of labor rate attributable to profit.]
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(5)(i) If the Contractor fails to proceed with reasonable promptness to perform required replacement or ,
correction, and if the replacement or correction can be performed within the ceiling price (or the ceiling price as
increased by the Government), the Government may--

(A) By.contract or otherwise, perform the replacement or correction, charge to the Contractor any
increased cost, or deduct such increased cost from any amounts paid or due under this contract; or

(B) Terminate this contract for cause.

(i) Failure to agree to the amount of increased cost to be charged to the Contractor shall be a dispute
under the Disputes clause of the contract.

(6) Notwithstanding paragraphs (a)(4) and (5) above, the Government may at any time require the
Contractor to remedy by correction or replacement, without cost to the Government, any failure by the
Contractor to comply with the requirements of this contract, if the failure is due to--

(i) Fraud, lack of good faith, or willful misconduct on the part of the Contractor's managerial personnel; or

(i) The conduct of one or more of the Contractor‘s;:.empldyees selected or retained by the Contractor after
any of the Contractor's managerial personnel has reasonable grounds to believe that the employee is
habitually careless or unqualified.

(7) This clause applies in the same manner and to the same extent to corrected or replacement materials or
services as to materials and services originally delivered under this contract.

(8) The Contractor has no obligation or I'iability under this contract to correct or replace materials and
services that at time of delivery do not meet contract requurements except as provided in this clause or as may
be otherwise specified in the contract.

(9) Unless otherwise specified in the contract, the Contractor's obligation to correct or replace Government-
furnished property shall be governed by the clause pertaining to Government property.

(b) Assignment. The Contractor or its assignee may assign its rights to receive payment due as a result of
performance of this contract to a bank, trust company, or other financing institution, including any Federal
lending agency in accordance with the Assignment of Claims Act (31 U.S.C. 3727). However, when a third
party makes payment (e.g., use of the Governmentwide commercial purchase card), the Contractor may not
assign its rights to receive payment under this contract.

(c) Changes. Changes in the terms and conditions of this contract may be made only by written agreement of
the parties.

(d) Disputes. This contract is subject to the Contract Disputes Act of 1978, as amended (41 U.S.C. 601-613).
Failure of the parties to this contract to reach agreement on any request for equitable adjustment, claim,
appeal or action arising under or relating to this contract shall be a dispute to be resolved in accordance with
the clause at FAR 52.233-1, Disputes, which is incorporated herein by reference. The Contractor shall proceed
diligently with performance of this contract, pending final resolution of any dispute arising under the contract.

(e) Definitions.
(1) The clause at FAR 52.202-1, Definitions, is incorporated herein by reference. As used in this clause--

(i) Direct materials means those materials that enter directly into the end product, or that are used or
consumed directly in connection with the furnishing of the end product or service.
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(ii) Hourly rate means the rate(s) prescribed in the contract for payment for labor that meets the labor
category qualifications of a labor category specified in the contract that are--

- (A) Performed by the contractor;

(B) Performed by the vsubcontractors; or

(C) Transferred between divisions, subsidiaries, or affiliates of the contractor under a common control.
(iity Materials means--

(A) Direct materials, including supplies transferred between divisions, subsidiaries, or affiliates of the
contractor under a common control;

(B) Subcontracts for supplies and incidental services for which there is not a labor category specified in
the contract;

- (C) Other direct costs (e.g., incidental services for WhICh there is not a labor category specified in the
contract, travel, computer usage charges, etc.); o

(D) The following subcontracts for services which are specifically excluded from the hourly rate: [Insert
any subcontracts for services to be excluded from the hourly rates prescribed in the schedule.]; and

(E) Indirect costs specifically provided for in this clause.

(iv) Subcontract means any contract, as defined in FAR Subpart 2.1, entered into with a subcontractor to
furnish supplies or services for performance of the prime contract or a subcontract including transfers between
divisions, subsidiaries, or affiliates of a contractor or subcontractor. It includes, but is not limited to, purchase
orders, and changes and modifications to purchase orders.

(f) Excusable delays. The Contractor shall be liable for default unless nonperformance is caused by an
occurrence beyond the reasonable control of the Contractor and without its fault or negligence such as, acts of
God or the public enemy, acts of the Government in either its sovereign or contractual capacity, fires, floods,
epidemics, quarantine restrictions, strikes, unusually severe weather, and delays of common carriers. The
Contractor shall notify the Contracting Officer in writing as soon as it is reasonably possible after the
commencement of any excusable delay, setting forth the full particulars in connection therewith, shall remedy
such occurrence with all reasonable dispatch, and shall promptly glve written notice to the Contracting Officer
of the cessation of such occurrence.

(9) invoice.

(1) The Contractor shall submit an original invoice and three copies(or electronic invoice, if authorized) to
the address designated in the contract to receive invoices. An invoice must include- ‘

(i) Name and address of the Contractor,
(ii) Invoice date and number;
(iii) Contract number, contract line item number and, if applicable, the order number;

(iv) Description, quantity, unit of measure, unit price and extended price of the items delivered;
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(v) Shipping number and date of shipment, including the bill of lading number and weight of shipment if
shipped on Government bill of lading;

(vi) Terms of any discount for prompt payment offered;
(vii) Name and address of official to whom payment is to be sent;
(viii) Name, title, and phone number of person to notify in event of defective invoice; and

(ix) Taxpayer ldentification Number (TIN). The Contractor shall include its TIN on the invoice only if -
required elsewhere in this contract.

(x) Electronic funds transfer (EFT) banking information.

(A) The Contractor shall inciude EFT banking information on the invoice only if required elsewhere in this
contract.

(B) If EFT banking information is not required to be on the invoice, in order for the invoice to be a proper
invoice, the Contractor shall have submitted correct EFT banking information in accordance with the applicable
isolicitation provision, contract clause (e.g., 52.232-33, Payment by Electronic Funds Transfer-- Central
Contractor Registration, or 52.232-34, Payment by Electronic Funds Transfer--Other Than Central Contractor
Registration), or applicable agency procedures.

(C) EFT banking information is not required if the Government waived the requirement to pay by EFT.

(2) Invoices will be handled in accordance with the Prompt Payment_ Act (31 U.S.C. 3903) and Office of
Management and Budget (OMB) prompt payment regulations at 5 CFR part 1315.

(h) Patent indemnity. The Contractor shall indemnify the Government and its officers, employees and agents
against liability, including costs, for actual or alleged direct or contributory infringement of, or inducement to
infringe, any United States or foreign patent, trademark or copyright, arising out of the performance of this
contract, provided the Contractor is reasonably notified of such claims and proceedings.

(i) Payments.

(1) Services accepted. Payment shall be made for services accepted by the Government that have been
delivered to the delivery destination(s) set forth in this contract. The Government will pay the Contractor as
follows upon the submission of commercial invoices approved by the Contracting Officer:

(i) Hourly rate.

(A) The amounts shall be computed by multiplying the appropriate hourly rates prescribed in the contract
by the number of direct labor hours performed. Fractional parts of an hour shall be payable on a prorated
basis.

(B) The rates shall be paid for all labor performed on the contract that meets the labor qualifications
specified in the contract. Labor hours incurred to perform tasks for which labor qualifications were specified in
the contract will not be paid to the extent the work is performed by individuals that do not meet the
qualifications specified in the contract, unless specifically authorized by the Contracting Officer.

(C) Invoices may be submitted once each month (or at more frequent intervals, if approved by the
Contracting Officer) to the Contracting Officer or the authorized representative.A
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(D) When requested by the Contracting Officer or the authorized representative, the Contractor shall
substantiate invoices (including any subcontractor hours reimbursed at the hourly rate in the scheduie) by
evidence of actual payment, individual daily job timecards, records that verify the employees meet the
qualifications for the labor categories specified in the contract, or other substantiation specified in the contract.

(E) Unless the Schedule prescribes otherwise, the hourly rates in the Schedule shall not be varied by
virtue of the Contractor having performed work on an overtime basis.

(1) If no overtime rates are provided in the Schedule and the Contracting Officer approves overtime
work in advance, overtime rates shall be negotiated.

(2) Failure to agree upon these overtime rates shall be treated as a dispute under the Disputes clause
of this contract.

(3) If the Schedule provides rates for overtime, the premium portion of those rates will be reimbursable
only to the extent the overtime is approved by the Contracting Officer.

(i) Materials.

(A) If the Contractor furnishes materials that meet the definition of a commercial item at FAR 2.101, the
price to be paid for such materials shall be the contractor's established catalog or market price, adjusted to
reflect the--

(1) Quantities being acquired; and
(2) Any modifications necessary because of contract requirements.

(B) Except as provided for in paragraph (i)(1)(ii)(A) and (D)(2) of this clause, the Government will

reimburse the Contractor the actual cost of materials (less any rebates, refunds, or discounts received by the

contractor that are identifiable to the contract) provided the Contractor--

(1) Has made payments for materials in accordance with the terms and conditions of the agreement or
invoice; or

(2) Makes these payments within 30 days of the submission of the Contractor's payment request to the
Government and such payment is in accordance with the terms and conditions of the agreement or invoice.

(C) To the extent able, the Contractor shall--

(1) Obtain materials at the most advantageous prices available with due regard to securing prompt
delivery of satisfactory materials; and

(2) Give credit to the Government for cash and trade discounts, rebates, scrap, commissions, and other
amounts that are identifiable to the contract.

(D) Other Costs. Unless listed below, other direct and indirect costs will not be reimbursed.

(1) Other Direct Costs. The Government will reimburse the Contractor on the basis of actual cost for the
following, provided such costs comply with the requirements in paragraph (i)(1)(ii)(B) of this clause: [Insert
each element of other direct costs (e.g., travel, computer usage charges, etc. insert "None" if no
reimbursement for other direct costs will be provided. If this is an indefinite delivery contract, the Contracting
Officer may insert "Each order must list separately the elements of other direct charge(s) for that order or, if no
reimbursement for other direct costs will be provided, insert 'None".']
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(2) Indirect Costs (Material Handling, Subcontract Administration, etc.). The Government will reimburse
the Contractor for indirect costs on a pro-rata basis over the period of contract performance at the following
fixed price: [Insert a fixed amount for the indirect costs and payment schedule. Insert "$0" if no fixed price
reimbursement for indirect costs will be provided. (if this is an indefinite delivery contract, the Contracting
Officer may insert "Each order must list separately the fixed amount for the indirect costs and payment
schedule or, if no reimbursement for indirect costs, insert 'None')."]

(2) Total cost. It is estimated that the total cost to the Government for the performance of this contract shall
not exceed the ceiling price.set forth in-the Schedule and the Contractor agrees to use its best efforts to
perform the work specified in the Schedule and all obligations under this contract within such ceiling price. If at
any time the Contractor has reason to believe that the hourly rate payments and material costs that will accrue
in performing this contract in the next succeeding 30 days, if added to all other payments and costs previously
accrued, will exceed 85 percent of the ceiling price in the Schedule, the Contractor shall notify the Contracting
Officer giving a revised estimate of the total price to the Government for performing this contract with
supporting reasons and documentation. If at any time during the performance of this contract, the Contractor
has reason to believe that the total price to the Government for performing this contract will be substantially
greater or less than the then stated ceiling price, the Contractor shall so notify the Contracting Officer, giving a
revised estimate of the total price for performing this contract, with supporting reasons and documentation. If at
any time during performance of this contract, the Government has reason to believe that the work to be
required in performing this contract will-be substantially greater or less than the stated ceiling price, the
Contracting Officer will so advise the Contractor, giving the then revised estimate of the total amount of effort to
be required under the contract.

(3) Ceiling price. The Government will not be obligated to pay the Contractor any amount in excess of the
ceiling price in the Schedule, and the Contractor shall not be obligated to continue performance if to do so
would exceed the ceiling price set forth in the Schedule, unless and until the Contracting Officer notifies the
Contractor in writing that the ceiling price has been increased and specifies in the notice a revised ceiling that
shall constitute the ceiling price for performance under this contract. When and to the extent that the ceiling
price set forth in the Schedule has been increased, any hours expended and material costs incurred by the
Contractor in excess of the ceiling price before the increase shall be allowabile to the same extent as if the
hours expended and material costs had been incurred after the increase in the ceiling price.

(4) Access to records. At any time before final payment under this contract, the Contracting Officer (or
authorized representative) will have access to the following (access shall be limited to the listing below unless
otherwise agreed to by the Contractor and the Contracting Officer):

(i) Records that verify that the employees whose time has been included in any invoice meet the
qualifications for the labor categories specified in the contract;

(ii) For labor hours (including any subcontractor hours reimbursed at the hourly rate in the schedule), when'
- timecards are required as substantiation for payment--

(A) The original timecards (paper-based or electronic);
(B) The Contractor's timekeeping procedures;
(C) Contractor records that show the distribution of labor between jobs or contracts; and

(D) Employees whose time has been included in any invoice for the purpose of verifying that these
employees have worked the hours shown on the invoices.

(iif) For material and subcontract costs that are reimbursed on the basis of actual cost--

(A) Any invoices or subcontract agreements substantiating material costs; and
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(B) Any documents supporting payment of those invoices.

(5) Overpayments/Underpayments. Each payment previously made shall be subject to reduction to the
extent of amounts, on preceding invoices, that are found by the Contracting Officer not to have been properly
payable and shall also be subject to reduction for overpayments or to increase for underpayments. The
Contractor shall promptly pay any such reduction within 30 days unless the parties agree otherwise. The
Government within 30 days will pay any such increases, unless the parties agree otherwise. The Contractor's
payment will be made by check. If the Contractor becomes:-aware of a duplicate invoice payment or that the
Government has otherwise overpaid on an invoice payment, the Contractor shall--

‘ (i) Remit the overpayment amount to the payment office cited in the contract along with a description of the
overpayment including the-- '

(A) Circumstances of the overpayment (e.g., duplicaté payment, erroneous payment, liquidation errors,
date(s) of overpayment),

(B) Affected contract number and delivery order number, if applicable;
(C) Affected contract line item or subline item, if applicable; and
(D) Contractor point of contact.
(i) Provide a copy of the remittance and supporting documentation to the Contracting Officer.

(6)(i) Ali amounts that become. payable by the Contractor to the Government under this contract shall bear
simple interest from the date due until paid unless paid within 30 days of becoming due. The interest rate shall
be the interest rate established by the Secretary of the Treasury, as provided in section 611 of the Contract
Disputes Act of 1978 (Public Law 95-563), which is applicable to the period in which the amount becomes due,
and then at the rate applicable for each six month period as established by the Secretary until the amount is
paid.

(i) The Government may issue a demand for payment to the Contractor upon finding a debt is due under
the contract.

(ii) Final Decisions. The Contracting Officer will issue a final decision as required by 33.211 if--

(A) The Contracting Officer and the Contractor are unable to reach agreement on the existence or
amount of a debt in a timely manner;

(B) The Contractor fails to liquidate a debt previously demanded by the Contracting Officer within the
timeline specified in the demand for payment unless the amounts were not repaid because the Contractor has
requested an installment payment agreement; or

(C) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting
Officer (see FAR 32.607-2).

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the
final decision shall identify the same due date as the original demand for payment.

(v) Amounts shall be due at the earliest of the following dates:

(A) The date fixed under this contract.

C-17



NRC-43-09-891 Section C

(B) The date of the first written demand for payment, inciuding any demand for payment resulting from a
default termination.

(vi) The interest charge shall be computed for the actual number of calendar days involved beginning on
the due date and ending on--

(A) The date on which the designated office receives payment from the Contractor;

(B) The date of issuance of a Government check to the Contractor from:which an amount otherwise
payable has been withheld as a credit against the contract debt; or

(C) The date on which an amount withheld and applied to the contract debt would otherwise have
become payable to the Contractor.

(vii) The interest charge made under this clause may be reduced under the procedures prescribed in
32.608-2 of the Federal Acquisition Regulation in effect on the date of this contract.

_ (viii) Upon receipt and approval of the invoice designated by the Contractor as the "completion invoice"
and supporting documentation, and upon compliance by the Contractor with all terms of this contract, any
outstanding balances will be paid within 30 days unless the parties agree otherwise. The completion invoice,
and supporting documentation, shall be submitted by the Contractor as promptly as practicable following
completion of the work under this contract, but in no event later than 1 year (or such longer period as the
Contracting Officer may approve in writing) from the date of completion.

(7) Release of claims. The Contractor, and each assignee under an assignment entered into under this
contract and in effect at the time of final payment under this contract, shall execute and deliver, at the time of
and as a condition precedent to final payment under this contract, a release discharging the Government, its
officers, agents, and employees of and from all liabilities, obligations, and claims arising out of or under this
contract, subject only to the following exceptions.

(i) Specified claims in stated amounts, or in estimated amounts if the amounts are not susceptible to exact
statement by the Contractor. :

(i) Claims, together with reasonable incidental expenses, based upon the liabilities of the Contractor to
third parties arising out of performing this contract, that are not known to the Contractor on the date of the
execution of the release, and of which the Contractor gives notice in writing to the Contracting Officer not more
than 6 years after the date of the release or the date of any notice to the Contractor that the Government is
prepared to make final payment, whichever is earlier.

(iii) Claims for reimbursement of costs (other than expenses of the Contractor by reason of its
indemnification of the Government against patent liability), including reasonable incidental expenses, incurred
by the Contractor under the terms of this contract relating to patents.

(8) Prompt payment. The Government will make payment in accordance with the Prompt Payment Act (31
U.S.C. 3903) and prompt payment regulations at 5 CFR part 1315.

(9) Electronic Funds Transfer (EFT). If the Government makes payment by EFT, see 52.212-5(b) for the
appropriate EFT clause.

(10) Discount. In connection with any discount offered for early payment, time shall be computed from the
date of the invoice. For the purpose of computing the discount earned, payment shall be considered to have
been made on the date that appears on the payment check or the specified payment date if an electronlc funds
transfer payment is made.
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(j) Risk of loss. Uniess the contract specifically provides otherwise, risk of loss or damage to the supplies
provided under this contract shall remain with the Contractor until, and shall pass to the Government upon:

(1) Delivery of the supplies to a carrier, if transportation is f.0.b. origin; or

(2) Delivery of the supplies to the Government at the destination specified in the contract, if transportation is
f.0.b. destination.

(k). Taxes. The contract price includes all applicable Federal, State, and local taxes and duties::

(I) Termination for the Government's convenience. The Government reserves the right to terminate this
contract, or any part hereof, for its sole convenience. In the event of such termination, the Contractor shall
immediately stop all work hereunder and shall immediately cause any and all of its suppliers and
subcontractors to cease work. Subject to the terms of this contract, the Contractor shall be paid an amount for
direct labor hours (as defined in the Schedule of the contract) determined by multiplying the number of direct
labor hours expended before the effective date of termination by the hourly rate(s) in the contract, less any
hourly rate payments already made to the Contractor plus reasonable charges the Contractor can demonstrate
to the satisfaction of the Government using its standard record keeping system that have resulted from the
termination. The Contractor shall not be required to comply with the cost accounting standards or contract cost
principles for this purpose: This paragraph does not give the Government any right to audit the Contractor's
records. The Contractor shall not be paid for any work performed or costs incurred that reasonably could have
been avoided. R '

(m) Termination for cause. The Government may terminate this contract, or any part hereof, for cause in the
event of any default by the Contractor, or if the Contractor fails to comply with any contract terms and
conditions, or fails to provide the Government, upon request, with adequate assurances of future performance.
In the event of termination for cause, the Government shall not be liable to the Contractor for any amount for
supplies or services not accepted, and the Contractor shall be liable to the Government for any and all rights
-and remedies provided by law. If it is determined that the Government improperly terminated this contract for
default, such termination shall be-deemed a termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title to items furnished under this contract shall pass to
the Government upon acceptance, regardless of when or where the Government takes physical possession.

(o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and
fit for use for the particular purpose described in this contract.

(p) Limitation of liability. Except as otherwise provided by an express warranty, the Contractor will not be
liable to the Government for consequential damages resulting from any defect or deficiencies in accepted
items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws,
executive orders, rules and regulations applicable to its performance under this contract.

(r) Compliance with laws unique to Government contracts. The Contractor agrees to comply with 31 U.S.C.
1352 relating to limitations on the use of appropriated funds to influence certain Federal contracts; 18 U.S.C.
431 relating to officials not to benefit; 40 U.S.C. 3701, et seq., Contract Work Hours and Safety Standards Act;
41 U.S.C. 51-58, Anti-Kickback Act of 1986; 41 U.S.C. 265 and 10 U.S.C. 2409 relating to whistieblower
protections; Section 1553 of the American Recovery and Reinvestment Act of 2009 relating to whistleblower
protections for contracts funded under that Act; 49 U.S.C. 40118, Fly American; and 41 U.S.C. 423 relating to
procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving
precedence in the following order:
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(1) The schedule of supplies/services.

(2) The Assignments, Disputes, Payments, Invoice, Other Compliances, and Compliance with Laws Unique
to Government Contracts paragraphs of this clause.

(3) The clause at 52.212-5.
(4) Addenda to thissolicitation or contract, including any license agreements for computer software.
(5) Solicitation provisions if this is a solicitation.
(6) Other paragraphs of this clause.
(7) The Standard Form 1449.
(8) Other décuments, exhibits, and attachments
(9) The specification.
(t) Central Contract:; Regisfration (CCR).

(1) Unless exempted by an addendum to this contract, the Contractor is responsible during performance
and through final payment of any contract for the accuracy and completeness of the data within the CCR
database, and for any liability resulting from the Government's reliance on inaccurate or incomplete data. To
remain registered in the CCR database after the initial registration, the Contractor is required to review and
update on an annual basis from the date of initial registration or subsequent updates its information in the CCR
database to ensure it is current, accurate and complete. Updating information in the CCR does not alter the
terms and conditions of this contract and is not a substitute for a properly executed contractual document.

(2)(i) If a Contractor has legally changed its business name, "doing business as" name, or division name
(whichever is shown on the contract), or has transferred the assets used in performing the contract, but has not
completed the necessary requirements regarding novation and change-of-name agreements in FAR subpart
42.12, the Contractor shall provide the responsible Contracting Officer a minimum of one business day's
written notification of its intention to (A) change the name in the CCR database; (B) comply with the
requirements of subpart 42.12; and (C) agree in writing to the timeline and procedures specified by the
responsible Contracting Officer. The Contractor must provide with the notification sufficient documentation to
support the legally changed name.

(ii) It the Contractor fails to comply with the requirements of paragraph (t)(2)(i) of this clause, or fails to
perform the agreement at paragraph (1)(2)(i)(C) of this clause, and, in the absence of a properly executed
novation or change-of-name agreement, the CCR information that shows the Contractor to be other than the
Contractor indicated in the contract will be considered to be incorrect information within the meaning of the
"Suspension of Payment" paragraph of the electronic funds transfer (EFT) clause of this contract.

(3) The Contractor shall not change the name or address for EFT payments or manual payments, as
appropriate, in the CCR record to reflect an assignee for the purpose of assignment of claims (see Subpart
32.8, Assignment of Claims). Assignees shall be separately registered in the CCR database. Information
provided to the Contractor's CCR record that indicates payments, including those made by EFT, to an ultimate
recipient other than that Contractor will be considered to be incorrect information within the meaning of the
"Suspension of payment" paragraph of the EFT clause of this contract.

(4) Offerors and Contractors may obtain information on registration and annual confirmation requirements
via the internet at http://www.ccr.gov or by calling 1-888-227-2423 or 269-961-5757.
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C.20 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES
OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (AUG 2009)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to
acquisitions of commercial items:

(1) 52.222-50, Combatting Trafflcklng in Persons (FEB 2009) (22 U.S.C. 7104(g)).
Alternate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).
(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).
(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has

indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders

applicabie to acquisitions of commercial items:

0 (1)52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate | (Oct
1995) (41 U.S.C. 253g and 10-U.S.C. 2402).

0 (2)52.203-13, Contractor Code of Business Ethics and Conduct (DEC 2008)(Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note)).

- [0 (3)52.203-15, Whistieblower Protections under the American Recovery and Reinvestment Act of 2009
(MAR 2009) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and
Reinvestment Act of 2009.)

0 (4)52.204-11, American Recovery and Reinvestment Act-Reporting Requiremehts (MAR 2009) (Pub. L.
111-5). .

[ (5)52.219-3, Notice of Total HUBZone Set-Aside (Jan 1999) (15 U.S.C. 657a).

[} (6)52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (July 2005)
(if the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

0 (7)[Reserved]

[ (8)(i) 52.219-6, Notice of Total Small Business Set-Aside (June 2003) (15 U.S.C. 644).
0 (i) AIternéte I (Oct 1995) of 52.219-6. |
0 (iii) Alternate Il (Mar 2004) of 52.219-6.
0 (9)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).
0 (ii) Alternate | (Oct 1995) of 52.219-7.

[ (iii) Alternate Il (Mar 2004) of 52.219-7.
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[X] (10) 52.219-8, Utilization of Small Business Concerns (May 2004) (15 U.S.C. 637(d)(2) and (3)).

0 (11)i) 52.219-9, Small Business Subcontracting Plan (APR 2008) (15 U.S.C. 637(d)(4)).
0 (ii) Alternate | (Oct 2001) of 52.21‘9-9.

0 (iii) Alternate Il (Oct 2001) of 52.219-9.

0 (12)52.219-14, Limitations on Subcontracting (Dec 1996) (15 U.S.C. 637(a)(14)).

0 (13)52.219-16, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

0 (14)i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns
(OCT 2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer.)

[] (ii) Alternate | (June 2003) of 52.219-23.

[1 (15)52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and
Reporting (APR 2008) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[} (16)52.219-26, Small Disadvantaged Business Partici‘:;“)&étion Program--Incentive Subcontracting (Oct
2000) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

0 (17)52.219-27, Notice of Total Service-Disabled Veteran-Owned Small Business Set-Aside (May 2004)
(15 U.S.C. 657 f). .

[X] (18)52.219-28, Post Award Small Business Program Rerepresentation (APR 2009) (15 U.S.C
632(a)(2)). :

X] (19) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[] (20)52.222-19, Child Labor--Cooperation with Authorities and Remedies (AUG 2009) (E.O. 13126).
[X] (21) 52.222-21, Prohibition of Segregated Facilities (Feb 1999).

[X] (22)52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

[X] (23)52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (24)52.222-36, Affirmative Action for Workers with Disabilities (Jun 1998) (29 U.S.C. 793).

[X] (25)52.222-37, Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

[X] (26)52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (Dec
2004) (E.O. 13201).

I (27)52.222-54, Employment Eligibility Verification (Jan 2009). (Executive Order 12989). (Not applicable

to the acquisition of commercially available off-the-shelf items or certain other types of commercial items as
prescribed in 22.1803.)
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[0 (28)i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May
2008) (42 U.S.C.6962(c)(3)(AXii)). (Not applicable to the acquisition of commercially available off-the-shelf
items.)

[ (i) Alternate | (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of
commercually available off-the-shelf items.)

[0 (29)52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b).

[X] (30)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer-
Products (DEC 2007) (E.O. 13423).

[l (ii) Alternate | (DEC 2007) of 52.223-16. -

0 (31)52.225-1, Buy American Act--Supplies (FEB 2009) (41 U.S.C. 10a-10d). -

0 (32)i) 52.225-3, Buy American Act--Free Trade Agreements-- Israeli Trade Act (JUN 2009) (41 U.S.C.
10a-10d, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C 3805 note, Pub. L. 108-77, 108-78, 108-286,
108-302, 109-53 and 109-169, 109-283, and 110-138).

0 (i) Alternate | (Jan 2004) of 52.225-3.

0 (iii) Alternate II (Jan 2004) of 52.225-3.

0 (33)52.225-5, Trade Agreements (AUG 2009) (19 U.S.C. 2501, et séq.,‘19 U.S.C. 3301 note).

[X] (34) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and
statutes administered by the Office of Foreign Assets Control of the Department of the Treasury).

0 (35)52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

0 (36)52.226-5, Restrictions on Subcontractlng Outside Disaster or Emergency Area (Nov 2007) (42
U.S.C. 5150).

0 (37)52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f), 10
Uu.S.C. 2307(f))

[  (38) 52.232-30, Instaliment Payments for Commercial ltems (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C.
2307(f)).

[X] (39)52.232-33, Payment by Eiectronic Funds Transfer--Central Contractor Registration (Oct 2003) (31
U.S.C. 3332).

[0 (40) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May
1999) (31 U.S.C. 3332).

0 (41)52.232-36, Payment by Third Party (May 1999) (31 U.S.C. 3332).
0 (42)52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

[ (43)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631).

[ (i) Alternate | (Apr 2003) of 52.247-64.
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(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commeércial
services, that the Contracting Officer has indicated as being incorporated in this contract by reference to
implement provisions of law or Executive orders applicable to acquisitions of commercial items:

0 (1)52.222-41, Service Contract Act.of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

0 (2)52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41
U.S.C..351, et seq. )

Employee Class Monetary Wage-Fringe Benefits

[ (3)52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Year and
Option Contracts) (Nov 2006) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

0 (4) 52.222-44, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Feb 2002) (29
U.S.C. 206 and 41 U.S.C. 351, et seq.).

0 (5)52.222-51, Exemption from Application of the Service- Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).

0 (6)52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services--
.Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

0 (7)52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-
247) .

0 (8)52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptrolier General Examination of Record. The Contractor shall comply with the provisions of this
paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition
threshold, and does not contain the clause at 52.215-2, Audit and Records--Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller
General, shall have access to and right to examine any of the Contractor's directly pertinent records involving
transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and
other evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or
for any shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this
contract. If this contract is completely or partially terminated, the records relating to the work terminated shall
be made available for 3 years after any resulting final termination settliement. Records relating to appeals
under the disputes clause or to litigation or the settlement of claims arising under or relating to this contract
shall be made available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and
other data, regardless of type and regardless of form. This does not require the Contractor to create or
maintain any record that the Contractor does not maintain in the ordinary course of business or pursuant to a
provision of law.
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(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a
subcontract for commercial items. Unless otherwise indicated below, the extent of the flow down shall be as
required by the clause--

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (DEC 2008) (Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note)).

(i) 52.219- 8 Utlllzatlon of Small Business Concerns (May 2004) (15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small
business concerns) exceeds $550,000 ($1,000,000 for construction of any public facility), the subcontractor
must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(iiif) [Reserved]

(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other
Eligible Veterans (Sept 2006) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (June 1998) (29 U.S.C. 793).

(vii) 52.222-39, Notification of Employee Rights Concerning Payment of Union Dues or Fees (Dec 2004)
(E.O. 13201).

(viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(qg)).
Alternate | (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.).

(xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain Services-
Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xii) 52.222-54, Employee Eligibility Verification (JAN 2009)

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-
247). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 62.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx. 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause
52.247-64. ‘

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal
number of additional clauses necessary to satisfy its contractual obligations.
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C.21 52.228-5 INSURANCE - WORK ON A GOVERNMENT INSTALLATION (JAN 1997)

(a) The Contractor shall, at its own expense, provide and maintain during the entire performance of this
contract, at least the kinds and minimum amounts of insurance required in the Schedule or elsewhere in the
contract.

(b) Before commencing work under this contract, the Contractor shall notify the Contracting Officer in writing
that the required insurance has been obtained. The policies evidencing required insurance shall contain an
endorsement to the effect that any canceliation or any material change adversely affecting the Government's
interest shall not be effective--

(1) For such period as the laws of the State in which this contract is to be performed prescribe; or

(2) Until 30 days after the insurer or the Contractor gives written notice to the Contracting Officer, whichever
period is longer.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in subconfracts
under this contract that require work on a Government installation and shall require subcontractors to provide
and maintain the insurance required in the Schedule or elsewhere in the contract. The Contractor shall
maintain a copy of all subcontractors' proofs-of required insurance, and shall make copies available to the
Contracting Officer upon request.

C.22 52.204-2 SECURITY REQU.REMENTS (AUG 1996)

(a) This clause applies to the extent that this contract involves access to information classified "Confidential,"
"Secret,” or "Top Secret."

(b) The Contractor shall comply with (1) the Security Agreement (DD Form 441), including the National
Industrial Security Program Operating Manual (DOD 5220.22-M), and (2) any revisions to that manual, notice
of which has been furnished to the Contractor.

(c) If, subsequent to the date of this contract, the security classification or security requirements under this
contract are changed by the Government and if the changes cause an increase or decrease in security costs
or otherwise affect any other term or condition of this contract, the contract shall be subject to an equitable
adjustment as if the changes were directed under the Changes clause of this contract.

(d) The Contractor égrees to insert terms that conform substantially to the language of this clause, including
this paragraph (d)but excluding any reference to the Changes clause of this contract, in all subcontracts under
this contract that involve access to classified information.

C.23 2052.204.70 SECURITY (MAR 2004)

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and
criteria of the NRC Security Program, NRC Management Directive (MD) 12 (including MD 12.1, "NRC Facility
Security Program;” MD 12.2, "NRC Classified Information Security Program;" MD 12.3, "NRC Personnel
Security Program;"” MD 12.4, "NRC Telecommunications Systems Security Program;” MD 12.5, "NRC
Automated Information Systems Security Program;" and MD 12.6, "NRC Sensitive Unclassified Information
Security Program”), apply to performance of this contract, subcontract or other activity. This MD is
incorporated into this contract by reference as though fully set forth herein. The attached NRC Form 187 (See
List of Attachments) furnishes the basis for providing security and classification requirements to prime
contractors, subcontractors, or others (e.g., bidders) who have or may have an NRC contractual relationship
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that requires access to classified Restricted Data or National Security Information or matter, access to
sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT) systems
or data, unescorted access to NRC controlled buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) Itis the contractor's duty to protect National Security Information, Restricted Data, and Formerly
Restricted Data. The contractor shall, in accordance with the Commission's security regulations and
requirements, be responsible for protecting National Security Information, Restricted Data, and Formerly
Restricted Data, and for protecting against sabotage, espionage, loss, and theft, the classified documents and
material in the contractor's possession in connection with the performance of work under this contract. Except
as otherwise expressly provided in this contract, the contractor shall, upon completion or termination of this
contract, transmit to the Commission any classified matter in the possession of the contractor or any person
under the contractor's control in connection with performance of this contract. If retention by the contractor of
any classified matter is required after the completion or termination of the contract and the retention is
approved by the contracting officer, the contractor shall complete a certificate of possession to be furnished to
the Commission specifying the classified matter to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing the retention of the matter and their period of
retention, if known. If the retention is approved by the contracting officer, the security provisions of the contract
continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be furnished, or
may develop or acquire, safeguards information, or confidential or privileged technical, business, or financial
information, including Commission plans, policies, reports, financial plans, internal data protected by the
Privacy Act of 1974 (Pub. L. 93.579), or other information which has not been released to the public or has
been determined by the Commission to be otherwise exempt from disclosure to the public. The contractor
shall ensure that information protected from public disclosure is maintained as required by NRC regulations
and policies, as cited in this contract or as otherwise provided by the NRC. The contractor will not directly or
indirectly duplicate, disseminate, or disclose the information in whole or in part to any other person or
organization except as may be necessary to perform the work under this contract. The contractor agrees to
return the information to the Commission or otherwise dispose of it at the direction of the contracting officer.
Failure to comply with this clause is grounds for termination of this contract.

(d) 'Regulations. The contractor agrees to conform to all security regulations and requirements of the
Commission which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and
the Contracting Officer. These changes will be under the authority of the FAR Changes clause referenced in
this document.

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1,
NRC Facility Security Program which is incorporated into this contract by reference as though fully set forth
herein. Attention is directed specifically to the section titled "Infractions and Violations," including
"Administrative Actions" and "Reporting Infractions."

(e) Definition of National Security Information. The term National Security Information, as used in this clause,
means information that has been determined pursuant to Executive Order 12958 or any predecessor order to
require protection against unauthorized disclosure and that is so designated.

(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data concerning
design, manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of
special nuclear material in the production of energy, but does not include data declassified or removed from
the Restricted.Data category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g) Definition of Formerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means
all data removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as
amended. '
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(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the
detailed security measures of a licensee or an applicant for the physical protection of special nuclear material;
or security measures for the physical protection and location of certain plant equipment vital to the safety of
production of utilization facilities. Protection of this information is required pursuant to Section 147 of the
Atomic Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to Restricted Data,
Formerly Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of
1954, as amended, and the Commission's regulations or requirements applicable to the particular type or
category of classified information to which access is required. The contractor shall also execute a Standard
Form 312, Classified Information Nondisclosure Agreement, when access to classified information is required.

(j) Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and
Formerly Restricted Data relating to the work or services ordered hereunder to any person not entitied to .
receive it, or failure to safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter
that may come to the contractor or any person under the contractor's control in connection with work under this
contract, may subject the contractor, its agents, employees, or subcontractors to criminal liability under the
laws of the United States. (See the Atomic Energy Act of 1954, as amended, 42 U S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12958.) :

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer,
the contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this
contract.

(1) In performing the contract work, the contractor shall classify all documents, material, and equipment
originated or generated by the contractor in accordance with guidance issued by the Commission. Every
subcontract and purchase order issued hereunder involving the origination or generation of classified
documents, material, and equipment must provide that the subcontractor or supplier assign classification to all
documents, material, and equipment in accordance with guidance furnished by the contractor.

C.24 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006) ’ '

During the life of this contract, the rights of ingress and egress for contractor personnel must be made
available, as required, provided that the individual has been approved for unescorted access after a favorable
adjudication from the Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall
be clearly identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the
contractor in obtaining badges for the contractor personnel. All contractor personnel must present two forms of
Identity Source Documents (1-9). One of the documents must be a valid picture ID issued by a state or by the
Federal Government. Original I-9 documents must be presented in person for certification. A list of acceptable
documents can be found at http://www.usdoj.gov/cri/recruit_employ/i9form.pdf. It is the sole responsibility of
the contractor to ensure that each employee has a proper NRC-issued identification/badge at all times. Al
photo-identification badges must be immediately (no later than three days) delivered to SB/DFS for
cancellation or disposition upon the termination of employment of any contractor personnel. Contractor
~ personnel must display any NRC issued badge in clear view at all times during on site performance under this
contract. It is the contractor's duty to assure that contractor personnel enter only those work areas necessary
for performance of contract work, and to assure the protection of any Government records or data that
contractor personnel may come into contact with.
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C.25SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL | OR LEVEL lI
ACCESS APPROVAL (JUL 2007)

The proposer/Contractor must identify ali individuals and propose the level of Information Technology (IT)
approval for each, using the following guidance. The NRC sponsoring office shall make the final determination
of the level, if any, of IT approval required for all individuals working under this contract. The Government shall
have and exercise full and complete control and discretion over granting, denying, withholding, or termmatlng
IT access approvals for individuals performing work under this contract.

The Contractor shall conduct a preliminary security interview or review for each IT level | or Il access
approval Contractor applicant and submit to the Government only the names of candidates that have a
reasonable probability of obtaining the level of IT security access for which the candidate has been proposed.
The Contractor will pre-screen its applicants for the following:

(a) felony arrest in the last seven years; (b) alcohol related arrest within the last five years; (c) record of
any military courts-martial convictions in the past ten years; (d) illegal use of narcotics or other controlled
substances possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or
other controlled substances in the last seven years; (e) delinquency on any federal debts or bankruptcy in
the last'seven years. o

The Contractor shall make a written record of its pre-screening interview or review (including any information
to mitigate the responses to items listed in (a) - (€)), and have the applicant verify the pre-screening record or
review, sign and date it. Two copies of the signed Contractor’s pre-screening record or review will be supplied
to FSB/DFS with the Contractor employee's completed building access application package.

The Contractor shali further ensure that its employees, any subcontractor employees and consultants
complete all IT access security applications required by this clause within ten business days of notification by
FSB/DFS of initiation of the application process. Timely receipt of properly completed records of the pre-
screening record and IT access security applications (submitted for candidates that have a reasonable
probability of obtaining the level of security assurance necessary for access to NRC's facilities) is a contract
requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis
to cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the
NRC's incurred costs or delays as a result of inadequate pre-screening by the Contractor. In the event of
cancellation or termination, the NRC may select another firm for contract award.

SECURITY REQUIREMENTS FOR IT LEVEL |

Performance under this contract will involve prime Contractor personnel, subcontractors or others who
perform services requiring direct access to or operate agency sensitive information technology systems or data
(IT Level I). The IT Level | involves responsibility for the planning, direction, and implementation of a computer
security program; major responsibility for the direction, planning, and design of a computer system, including
hardware and software; or the capability to access a computer system during its operation or maintenance in
such a way that could cause or that has a relatively high risk of causing grave damage or the capability to
realize a significant personal gain from computer access.

A Contractor employee shall not have access to sensitive information technology systems or data until
he/she is approved by FSB/DFS. Temporary IT access may be approved based on a favorable review or
adjudication of their security forms and checks. Final IT access may be approved based on a favorably review
or adjudication. However, temporary access authorization approval will be revoked and the employee may
subsequently be denied IT access in the event the employee's investigation cannot be favorably adjudicated.
Such an employee will not be authorized to work under any NRC contract requiring IT access without the
approval of FSB/DFS. Where temporary access authorization has been revoked or denied, the Contractor is
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responsible for assigning another individual to perform the necessary work under this contract without delay to
the contract's performance schedule, or without adverse impact to any other terms or conditions of the
contract. When an individual receives final IT access, the individual will be subject to a reinvestigation every
ten years.

The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The Contractor shall assure that all forms are accurate,
complete, and legible. Based on FSB/DFS review of the Contractor applicant's security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive -
information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security," IT Level | Contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) and SF- 85P which furnishes the basis for providing
security requirements to prime Contractors, subcontractors or others (e.g., bidders) who have or may have an
'NRC contractual relationship which requires access to or operation of agency sensitive information technology
systems or remote development and/or analysis of sensitive information technology systems or data or other
access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to
NRC buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL i

Performance under this contract will involve Contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level II).

The IT Level Il involves responsibility for the planning, design, operation, or maintenance of a computer
system and all other computer or IT positions.

A Contractor employee shall not have access to sensitive information technology systems or data until
he/she is approved by FSB/DFS. Temporary access may be approved based on a favorable review of their
security forms and checks. Final IT access may be approved based on a favorably adjudication. However,
temporary access authorization approval will be revoked and the employee may subsequently be denied IT
access in the event the employee's investigation cannot be favorably adjudicated. Such an employee will not
be authorized to work under any NRC contract requiring IT access without the approval of FSB/DFS. Where
temporary access authorization has been revoked or denied, the Contractor is responsible for assigning
another individual to perform the necessary work under this contract without delay to the contract's
performance schedule, or without adverse impact to any other terms or conditions of the contract. When an
individual receives final IT access, the individual will be subject to a review or reinvestigation every ten years.

The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The Contractor shall assure that all forms are accurate,
complete, and legible. Based on FSB/DFS review of the Contractor applicant’s security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive
information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security," IT Level Il Contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments), SF- 85P, and Contractor's record of the pre-screening
which furnishes the basis for providing security requirements to prime Contractors, subcontractors or others
(e.g. bidders) who have or may have an NRC contractual relationship which requires access to or operation of
‘agency sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems or data; access on a continuing basis
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(in excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted
NRC badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for IT access is to be withdrawn or canceled, the Contractor shall immediately notify the PO
by telephone in order that he/she will immediately contact FSB/DFS so that the access review may be
promptly discontinued. The notification shall contain the full name of the individual, and the date of the
request. Telephone notifications must be promptly confirmed by the Contractor in writing to the PO who will
forward the confirmation via email to FSB/DFS. Additionally, FSB/DFS must be immediately notified in writing
when an individual no longer requires access to NRC sensitive automated information technology systems or
data, including the voluntary or involuntary separation of employment of an individual who has been approved

for or is being processed for IT access.

C.26 APPROPRIATE USE OF GOVERNMENT FURNISHED INFORMATION TECHNOLOGY (IT)
EQUIPMENT AND/ OR IT SERVICES/ ACCESS (MARCH 2002)

As part of contract performance the NRC may provide the contractor with information technology (IT)
equipment and IT services or IT access as identified in the solicitation or subsequently as identified in the
contract or delivery order. Government furnishéd IT equipment, or IT services, or IT access may include but is
not limited to computers, copiers, facsimile machines, printers, pagers, software, phones, Internet access and
use, and email access and use. The contractor (including the contractor's empioyees, consultants and
subcontractors) shall use the government furnished IT equipment, and / or IT provided services, and/ or IT
access solely to perform the necessary efforts required under the contract. The contractor (including the
contractor's employees, consultants and subcontractors) are prohibited from engaging or using the
government IT equipment and government provided IT services or IT access for any personal use, misuse,
abuses or any other unauthorized usage.

The contractor is responsible for monitoring its employees, consultants and subcontractors to ensure that
government furnished IT equipment and/ or IT services, and/ or IT access are not being used for personal use,
misused or abused. The government reserves the right to withdraw or suspend the use of its government
furnished IT equipment, IT services and/ or IT access arising from contractor personal usage, or misuse or
abuse; and/ or to disallow any payments associated with contractor (including the contractor's employees,
consultants and subcontractors) personal usage, misuses or abuses of IT equipment, IT services and/ or IT
- access; and/ or to terminate for cause the contract or delivery order arising from violation of this provision.

C.27 NRC INFORMATION TECHNOLOGY SECURITY TRAINING (AUG 2003)

NRC contractors shall ensure that their employees, consultants, and subcontractors with access to the
agency's information technology (IT) equipment and/or IT services complete NRC's online initial and refresher
IT security training requirements to ensure that their knowledge of IT threats, vulnerabilities, and associated
countermeasures remains current. Both the initial and refresher IT security training courses generally last an
hour or less and can be taken during the employee's regularly scheduled work day.

Contractor employees, consultants, and subcontractors shall complete the NRC's online, "Computer Security
Awareness" course on the same day that they receive access to the agency's IT equipment and/or services, as
their first action using the equipment/service. For those contractor employees, consultants, and subcontractors
who are already working under this contract, the on-line training must be completed in accordance with agency
Network Announcements issued throughout the year 2003 within three weeks of issuance of this modification.

Contractor employees, consultants, and subcontractors who have been granted access to NRC information
technology equipment and/or IT services must continue to take IT security refresher training offered online by
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the NRC throughout the term of the contract. Contractor employees will receive notice of NRC's online IT
security refresher training requirements through agency-wide notices.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC IT equipment and/or
services, and/or take other appropriate contract administrative actions (e.g., disallow costs, terminate for
cause) should the Contractor violate the Contractor's responsibility under this clause.

C.28 SAFETY OF ON-SITE CONTRACTOR PERSONNEL

Ensuring the safety of occupants of Federal buildings is a responsibility shared by the professionals
implementing our security and safety programs and the persons being protected. The NRC's Office of
Administration (ADM) Division of Facilities and Security (DFS) has coordinated an Occupant Emergency Plan
(OEP) for NRC Headquarters buildings with local authorities. The OEP has been approved by the
Montgomery County Fire and Rescue Service. It is designed to improve building occupants' chances of
survival, minimize damage to property, and promptly account for building occupants when necessary.

The contractor's Project Director shall ensure that all personnel working full time on-site at NRC Headquarters
read the NRC's OEP, provided electronically on the NRC Intranet at http://www.internal.nrc.gov/ADM/OEP.pdf
The contractor's Project Director also shall emphasize to each staff member that they are to be familiar with
and guided by the OEP, as well as by instructions given by emergency response personnel in situations which
pose an immediate health or safety threat to building occupants.

The NRC Project Officer shall ensure that the contractor's Project Director has communicated the requirement
for on-site contractor staff to follow the guidance in the OEP. The NRC Project Officer also will assist in
accounting for on-site contract persons in the event of a major emergency (e.g., explosion occurs and
casualties or injuries are suspected) during which a full evacuation will be required, including the assembly and
accountability of occupants. The NRC DFS will conduct drilis periodically to train occupants and assess these
procedures.

C.29 AUTHORITY TO USE GOVERNMENT PROVIDED SPACE AT NRC HEADQUARTERS (JUNE
2006) |

Prior to occupying any government provided space at the NRC Headquarters in Rockville, Maryland, the
Contractor shall obtain written authorization to occupy specifically designated government space via the NRC
Project Officer from the Chief, Space Planning and Property Management Branch, Division of Facilities and
Security. Failure to obtain this prior authorization may result in one or a combination of the following remedles
as deemed appropriate by the Contracting Officer.

1. Rental charge for the space occupied to be deducted from invoice amount due the Contractor
2. Removal from the space occupied

3. Contract Termination

C.30 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (JULY 2006)

(a) The U.S. Nuclear Regulatory Commission (NRC) contractor and its subcontractor are subject to the
Whistleblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC contractor(s) and
subcontractor(s) shall comply with the requirements of this Whistleblower Employee Protection law, and the
implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures
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on Handling Complaints at 29 C.F.R. Part 24 conceérning the employer obligations, prohibited acts, DOL
procedures and the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24.

(b) Under thls Whistleblower Employee Protection law, as implemented by regulations, NRC contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blackiisting or
other employment discrimination practices with respect to compensation, terms, conditions or privileges of their
employment because the contractor or subcontractor employee(s) has provided notice to the employer,
refused to engage in unlawful practices, assisted in proceedings or testified on activities concerning alleged
~ violations of the Atomic Energy Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as
amended).

(c) The contractor shall insert this or the substance of this clause in any subcontracts involving work
performed under this contract.

C.31 DRUG FREE WORKPLACE TESTING: UNESCORTED ACCESS TO NUCLEAR
FACILITIES, ACCESS TO CLASSIFIED INFORMATION OR SAFEGUARDS
INFORMATION, OR PERFORMING IN SPECIALLY SENSITIVE POSITIONS (DEC 2008)

NRC's Headquarters Assistant Drug Program Coordinator (ADPC) shall be responsible for implementing and
managing the collecting and testing portions of the NRC Contractor Drug Testing Program. The Headquarters
ADPC function is carried out by the Drug Program Manager in the Division of Facilities and Security, Office of
Administration. All sample collection, testing, and review of test results shall be conducted by the NRC "drug
testing contractor.” The NRC will reimburse the NRC "drug testing contractor” for these services.

All contractor employees, subcontractor employees, and consultants proposed for performance or performing
under this contract shall be subject to the requirements of the clause if they meet one of the following criteria
stated in the Plan: (1) individuals who require unescorted access to nuclear power plants, (2) individuals who
have access to classified or safeguards information, (3) individuals who are required to carry firearms in
performing security services for the NRC, (4) individuals who are required to operate government vehicles or
transport passengers for the NRC, (5) individuals who are required to operate hazardous equipment at NRC
facilities, or (6) individuals who admit to recent illegal drug use or those who are found through other means to
be using drugs illegally. The Plan includes pre-assignment, random, reasonable suspicion, and post-accident
drug testing. The due process procedures applicable to NRC employees under NRC=s Drug Testing Program
are not applicable to contractors, consultants, subcontractors and their employees. Rather, a contractor's
employees and their subcontractors are subject to the procedures and terms of their employment agreements
with their employer.

The NRC Drug Program Manager will schedule the drug testing for all contractor employees, subcontractor
employees, and consultants who are subject to testing under this clause in-accordance with the Plan. The
NRC will reimburse the NRC "drug testing contractor” for collecting, testing, and reviewing test results. Any
NRC contractor found to be using, selling, or possessing illegal drugs, or any contractor with a verified positive
drug test result under this program while in a duty status will immediately be removed from working under the
NRC contract. The contractor's employer will be notified of the denial or revocation of the individual's
authorization to have access to information and ability to perform under the contract. The individual may not
work on any NRC contract for a period of not less than one year from the date of the failed drug test and will
not be considered for reinstatement unless evidence of rehabilitation, as determined by the NRC "drug testing
contractor's" Medical Review Officer, is provided.

Contractor drug testing records are protected under the NRC Privacy Act Systems of Records, System 35,
"Drug Testing Program Records - NRC" found at: http://www.nrc.gov/reading-rm/foia/privacy-systems.htmi
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'C.32 PROJECT SUPPORT CONTRACTORS

The Government may either award or have award management, engineering, technical, and other professional
support service contracts (hereafter referred to as Project Support Contractors). Project Support Contractors
may require access to proprietary and other data relating to technical matters (including cost and schedule)
concerning this contract to the same degree such access is accorded Government personnel.

The Contractor shall cooperate with Project Support Contractors by engaging in technical discussions with
Project Support Contractors’ personnel, and permitting such personnel access to information and data relating
to technical matters (including cost and schedule) concerning this contract to the same degree such access is
accorded Government personnel.

Project Support Contractors shall agree to protect proprietary information of the Contractor in accordance with
Federal Acquisition Regulation (FAR) 9.505-4, to not engage in production of products (including software),
and to otherwise abide by FAR Subpart 9.5, entitied, “Organizational Conflicts of Interest.” Project Support
Contracts shall be required to directly execute nondisclosure, non-use agreements with the Contractor and
subcontractors if so requested by the Contractor.
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SECTION D - CONTRACT DOCUMENTS, EXHIBITS, OR ATTACHMENTS

ATTACHMENT #1 — BILLING INSTRUCTIONS FOR LABOR HOUR/TIME AND MATERIALS TYPE
CONTRACTS -

ATTACHMENT #2 — NRC 187

D-1



NRC-43-09-891 Section D
ATTACHMENT #1

BILLING INSTRUCTIONS FOR
LABOR HOUR/TIME AND MATERIALS TYPE CONTRACTS (JUNE 2008)

General: During performance and through final payment of this contract, the contractor is responsible for the
accuracy and completeness of data within the Central Contractor Registration (CCR) database and for any
liability resulting from the Government’s reliance on inaccurate or incomplete CCR data.

The contractor shall prepare vouchers/invoices as prescribed herein. FAILURE TO SUBMIT
VOUCHERS/INVOICES IN ACCORDANCE WITH THESE INSTRUCTIONS WILL RESULT IN REJECTION
OF THE VOUCHER/INVOICE AS IMPROPER.

Form: Claims shall be submitted on the payee's letterhead, voucher/invoice, or on the Government's Standard
Form 1034, "Public Voucher for Purchases and Services Other than Personal," and Standard Form 1035,
"Public Voucher for Purchases Other than Personal--Continuation Sheet.”

Number of Copies: A signed original shall be submitted. If the voucher/invoice includes the purchase of any
property with an initial acquisition cost of $50,000 or more, a copy of the signed original is also required.

Designated Agency Billing Office: The preferred method of submitting'vouchers/invoices is electronically to
the Department of the Interior at NRCPayments@nbc.gov

If the voucher/invoice-includes the purchase of any property with an initial acquisition cost of $50,000 or more,
a copy of the signed original shall be electronically sent to: Property@nrc.gov

However, if you submit a hard-copy of the voucher/invoice, it shall be submitted to the following address:
Department of the Interior
National Business Center -
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

If you submit a hard-copy of the voucher/invoice and it includes the purchase of any property with an initial
acquisition cost of $50,000 or more, a copy of the signed original shall be mailed to the following address:

U.S. Nuclear Regulatory Commission
NRC Property Management Ofﬂcer
‘Mail Stop: O-4D15

Washington, DC 20555-0001

HAND-CARRIED SUBMISSIONS WILL NOT BE ACCEPTED
Agency Payment Office: Payment will continue to be made by the office designated in the contract in Block

12 of Standard Form 26, Block 25 of Standard Form 33, or Block 18a. of Standard Form 1449, whlchever is
applicable.

Frequency: The contractor shall submit claims for reimbursement once each month, unless -
otherwise authorized by the Contracting Officer.
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Format: Claims shall be submitted in the format depicted on the attached sample form entitled
"Voucher/Invoice for Purchases and Services Other than Personal” (see Attachment 1). The sample format is
provided for guidance only. The format is not required for submission of a voucher/invoice. Alternate formats
are permissible provided all requirements of the billing instructions are addressed.

Billing of Cost after Expiration of Contract: If costs are incurred during the contract period and claimed
after the contract has expired, you must cite the period during which these costs were incurred. To be
considered a proper expiration voucher/invoice, the contractor shall clearly mark it “EXPIRATION VOUCHER"
or "EXPIRATION INVOICE".

Final vouchers/invoices shall be marked "FINAL VOUCHER" or "FINAL INVOICE".

Currency: Billings may be expressed in the currency normally used by the contractor in maintaining his
accounting records and payments will be made in that currency. However, the U.S. dollar equivalent for all
vouchers/invoices paid under the contract may not exceed the total U.S. dollars authorized in the contract.
Supersession: These instructions supersede any previous billing instructions.

INVOICE/VOUCHER FOR PURCHASES AND SERVICES OTHER THAN PERSONAL
(SAMPLE FORMAT - COVER SHEET)

1. Official Agency Billing Office

Department of the Interior

National Business Center

Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

2. Voucher Information

a. Payee’s DUNS Number or DUNS+4. The Payee shall include the Payee’s Data Universal Number (DUNS)
or DUNS+4 number that identifies the Payee’s name and address. The DUNS+4 number is the DUNS number
plus a 4-character suffix that may be assigned at the discretion of the Payee to identify alternative Electromc
Funds Transfer (EFT) accounts for the same parent concern.

b. Payee’'s Name and Address. Show the name of the Payee as it appears in the contract and its correct’
address. If the Payee assigns the proceeds of this contract as provided for in the assignment of claims terms
of this contract, the Payee shall require as a condition of any such assignment, that the assignee shall register
separately in the Central Contractor Registration (CCR) database at http://www.ccr.gov and shall be paid by
EFT in accordance with the terms of this contract. See Federal Acquisition Regulation 52.232-33(g) Payment
by Electronic Funds Transfer - Central Contractor Registration (October 2003).

c. Contract Number. Insert the NRC contract number.

d. Voucher/Invoice. The appropriate sequential number of the voucher/invoiée beginning with 001 should be
designated. Contractors may also include an |nd|V|duaI internal accounting number, if desired, in addition to
the 3-digit sequential number.

e. Date of Voucher/Invoice. Insert the date the voucher/invoice is prepared.

f. Billing period. Insert the beginning and ending dates (day, month, and year) of the period during which costs
were incurred and for which reimbursement is claimed.
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0. Required Attachments (Supporting Documentation). Direct Costs. The contractor shall submit as an
attachment to its invoice/voucher cover sheet a listing of labor categories, hours billed, fixed hourly rates, total
dollars, and cumulative hours billed to date under each labor category authorized under the contract/purchase
order for each of the activities to be performed under the contract/purchase order. The contractor shall include
incurred costs for: (1) travel, (2) materials, including non-capitalized equipment and supplies, (3) capitalized
nonexpendable equipment, (4) materials handling fee, (5) consuitants (supporting information must include the
name, hourly or daily rate of the consultant, and reference the NRC approval), and (6) subcontracts (include
separate detailed breakdown of all costs paid to approved subcontractors durlng the b|II|ng period) with the
required supporting documentation, as well as the cumulative

total of each cost, billed to date by activity.

3. Definitions

a. Nonécapitalized Equipment, Materials, and Supplies. These are equipment other than that described in
number (4) below, plus consumable materials, supplies. List by category. List items valued at $1,000
or more separately. Provide the item number for each piece of equipment valued at $1,000 or more.

b. Capitalized Non Expendable Equipment. List each item costing $50,000 or more and having a life
expectancy of more than one year. List only those items of equipment for which:reimbursement is
requested. For each such item, list the following (as applicable): (a) the item number for the specific
piece of equipment listed in the property schedule of the contract; or (b) the Contracting Officer's
approval letter if the equipment is not covered by the property schedule.

c. Material handling costs. When included as part of material costs, material handling costs shall include
only costs clearly excluded from the labor-hour rate. Material handling costs may include all appropriate
indirect costs allocated to direct materials in accordance with the contractor's usual accounting
procedures.

Sample Voucher Information (Supporting Documentation must be attached)

This voucher/invoice represents reimbursable costs for the billing period
from through

Amount Billed

Current Period Cumulative
(a) Direct Costs:

(1) Direct Labor $ B
(2) Travel $ $
(3) Materials $ $
(4) Equipment $ $
(5) Materials Handling Fee $
(6) Consultants $ $
(7) Subcontracts $ $

Total Costs:. $ $

D-1
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NRC FORM 187

CONTRACT SECURITY AND/OR

CLASSIFICATION REQUIREMENTS

U.S. NUCLEAR REGULATORY COMMISSION

AUTHORITY

The policies, procedures. and criteria of the
NRC Security Program, NRCMD 12, apply to
performance of this contract, subcontract or
other activity.

COMPLETE CLASSIFIED ITEMS BY
SEPARATE CORRESPONDENCE-

1. CONTRACTOR NAME AND ADDRESS

A. CONTRACT NUMBER FOR COMMERCIAL
CONTRACTS OR JOB CQDE FOR DOE
PROJECTS {Prime contract number must be shown
for all supcontracts.)

2, TYPE OF SUBMISSION

‘m A. ORIGINAL
(&

B. REVISED (Supersedes all

8. PROJECTED
START DATE

C. PROJECTFD
COMPLETION DATE

provicus subnissiuns)

10/01/2009

0902011 | L © O e

3. FOR FOLLOW-ON CONTRACT, ENTER PRECEDING CONTRACT NUMBER AND PROJECTED COMPLETION DATE

A. DOES NOT APPLY

8. CONTRACT NUMBER

Nl

DATE

4, PROJECT TITLE AND OTHER IDENTIFYING INFORMATION
CSO lnformatlon Assurance Systems (IAS) Installatlon Opcration and Maintenance (IO&M)

¥

5. PERFORMANCE WILL REQUIRE
A. ACCESS TO CLASSIFIED-MATTER OR CLASSIFIED INFORMATION

YES

{f "YES," answer 1-7 below)

NO  {f "NO," proceed lo 5.C.)

NOT
APPLICABLE

NATIONAL SECURITY RESTRICTED DATA

SECRET CONFIDENTIAL SECRET - CONFIDENTIAL

1.

ACCESS TO FOREIGN INTELLIGENCE INFORMATION

L]

. RECEIPT, STORAGE, OR OTHER SAFEGUARDING OF

CLASSIFIED MATTER. (See 5.8.)

ol

GENERATION OF CLASSIFIED MATTER,

RO
L

]

ACCESS TO CRYPTOGRAPHIC MATERIAL OR OTHER
CLASSIFIED COMSEC INFORMATION.

ACCESS TO CLASSIFIED MATTER OR CLASSIFIED
INFORMATION PROCESSED BY ANOTHER AGENCY.

CLASSIFIED USEQF AN INFORMATION TECHNOLOGY
PROCESSING SYSTEM.

OTHER (Specity)

AO00E04-E

I
D&RRSE 08D
Lt

UEIE &

B. IS.FACILITY CLEARANCE REQUIRED?

D YCcs @ NO

e ]
Y
e &
SN

UNESCORTED ACCESS 18 REQUIRED TO NUCLEAR POWER
PLANTS.

ACCESS IS REQUIRED TO UNCLASSIFIED SAFEGUARDS
(NFORMATION.

ACCESS 1S REQUIRED TO.SENSITIVE IT SYSTEMS AND |
DATA.

UNESCORTED ACCESS TO NRC HEADQUARTERS
BUILDING.

HENEREN

REQUIRE OPERATION OF GOVERNMENT VEHICLES OR
TRANSPORT. PASSENGERS FOR THE NRC. -

WILL OPERATE HAZARDOUS EQUIPMENT AT NRC
FACILITIES,

REQUIRED TO CARRY FIREARMS.

FOUND TO USE OR ADMIT TO USE OF iLLEGAL DRUGS.

FOR PROCEDURES AND REQUIREMENTS ON PROVIDING TEMPORARY AND FINAL APPROVAL FOR UNESCORTED ACCESS, REFER TO NRCMD 12.

NOTE: IMMEDIATELY NOTIFY DRUG PROGRAM STAFF IF BOX§ A, C, D,

G, H, 1, OR J IS CHECKED.




6. INFORMATION PERTAINING TO THESE REQUIREMENTS OR THIS PROJECT, EVEN THOUGH SUCH INFORMATION IS CONSIDERED UNCLASSIFIED
SHALL NOT BE RELEASED FOR DISSEMINATION EXCEPT AS APPROVED BY:

NAME AND T(TLE |SIGNATURE DATE

s g 7 fl e

7. CLASSIFICATION GUIDANCE

INATURE OF CLASSIFIED GUIDANCE IDENTIFICATION OF CLASSIFICATION GUIDES

The Information Assurance Systems (IAS) will be used by the U.S. NRC Computer Security Office to monitor,
detect, report, contain and restore the NRC SUNSI computing environment to a trusted posture when attacked
or modified by malicious entities or software. Cyber security threat information, handled by the intelligence
community will be necessary to ensure that the IAS is regularly updated to maintain a viable and up to date
security posture to protect NRC computing assets. The contractor, in the performance of operating and
maintaining the IAS will require routine access to this information which is classified at the secret level.

8. CLASSIFIED REVIEW OF CONTRACTOR / SUBCONTRACTOR REPORT(S) AND OTHER DOCUMENTS WILL BE
CONDUCTED BY;

D AUTHORIZED CLASSIFIER (Name and Tille) Eli DIVISION OF FACILITIES AND SECURITY

9. REQUIRED DISTRIBUTION OF NRC FORM 187 Check appropriate box(es)

@ SPONSORING.NRC OFFICE'OR DIVISION (item 10A) @ DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT

Eﬂ DIVISION-OF FACILITIES AND'SECURITY (ltem 108B) D CONTRACTOR (item 1)

D SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTRACT WILL BE APPROVED BY THE
OFFICIALS NAMED IN ITEMS 108-AND 10C BELOW.

10, APPROVALS

| SECURITY/CLASSIFICATION REQUIREMENTS FOR SUBCONTRACTS RESULTING FROM THIS CONTBACT Wit BE APPROVED BY THE OF/E.LCIALS NAMED IN
J ITEMS 108 AND 10C BELOW i ’ 7

“_./

NAME (Print or type) — S‘IGN,ATURE /, DATE

A. DIRECTOR, OFFICE OR DIVISION ,.rSIGNATURE; / - i DATE

N

Patrick Howard )41 vvvvvvv j /' s C"”////!//l Tone A 207

\;\

B. DIRECTOR, DIVISION.OF FACILITIES AND SECURITY

DA7/ ézf

Robert Webber

C. DIRECTOR, DIVISION OF CONTRACTS AND PROPERTY MANAGEMENT DAT!

(Not applicabie to DOE agreements)
Phvllis Bower

Q?fzs/l/ 0>

REMARKS 3 N
Contractor(s) will be on site at NRC Headquarters. New 8(a) contract. Selection currently not made.




