September 29, 2009

MEMORANDUM TO: William F. Burton, Branch Chief
Rulemaking and Guidance Development Branch
Division of New Reactor Licensing
Office of New Reactors

FROM: Sheryl A. Burrows, Project Manager /RA/
Rulemaking and Guidance Development Branch
Division of New Reactor Licensing
Office of New Reactors

SUBJECT: SUMMARY OF AUGUST 14, 2009 CLOSED MEETING WITH
THE INDUSTRY TO DISCUSS INTERIM STAFF GUIDANCE
FOR CYBER SECURITY

On August 14, 2009, the U.S. Nuclear Regulatory Commission (NRC) staff from the

Office of New Reactors (NRO), Office of Nuclear Reactor Regulations (NRR), and Office of
Nuclear Security and Incident Response (NSIR), held a closed meeting with representatives
from the industry to discuss the technical criteria for cyber security in the development of safety
systems, and the format and content of Interim Staff Guidance that the NRC staff is developing
to provide technical guidance in support of cyber security system development activities. The
meeting was closed to the public because the NRC staff had determined that some of the
information to be discussed is security-related information.

NRC staff presented slides that gave an overview of cyber security programmatic and system
design requirements and associated guidance, NRC roles and responsibilities in the review of
cyber security issues, and NRC staff resolution of industry comments on the cyber security
Project Plan. In addition, the NRC staff presented slides providing more detailed information
and examples related to activities performed throughout the secure software development
lifecycle.

Following the presentations and discussions, the industry agreed to identify additional items
requiring clarification or resolution.

Enclosure:
As stated

cc w/encl: See next page
CONTACTS: Sheryl A. Burrows, NRO/DNRL
301-415-6086

Deanna J. Zhang, NRO/DE
301-415-1946
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Closed Meeting with Industry to Discuss
Interim Staff Guidance for Cyber Security
August 14, 2009

Attendance List

NAME NRC NAME INDUSTRY
Tom Bergman NRC James Foro AREVA
William Burton NRC Robert Meacham AREVA
Monika Coflin NRC Pedro Salas AREVA
Jeanne Dion NRC Matthew Bohne GEH
Leroy Hardin NRC Barbara Kakunda GEH
Debra Herrman NRC Jay Amin Luminant Power
Terry Jackson NRC David Rice Monterey Group
lan Jung NRC Hiroshi Shirasana MHI
Bill Kemper NRC William Gross NEI
Eric Lee NRC Bob Hirmanpour NuStart
Tim Mossman NRC Matt Gibson NuStart
Michael Shinn NRC Richard Mervine UniStar
Tung Truong NRC Stephen Batson Westinghouse
Shakur Walker NRC
Deanna Zhang NRC




Hard Copy:
Mr. Jack Roe

Nuclear Energy Institute
1776 | Street, N.W., Suite 400
Washington, DC 20006

Mr. Gordon Clefton

Nuclear Energy Institute

1776 | Street, N.W., Suite 400
Washington, DC 20006

Mr. William Gross

Nuclear Energy Institute

1776 | Street, N.W., Suite 400
Washington, DC 20006

Email:

VWR@NEIl.org (J. Roe)

GAC@NEI.org (G. Clefton)
WRG@NEI.org (W. Gross)
huntonpj@westinghouse.com (P. Hunton)
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jamin1@luminant.com (J. Amin)
bishara.kakunda@ge.com (B. Kakunda)
matt.gibson@pgnmail.com (M. Gibson)
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