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GS35F0229K  DR-33-06-317-T068

DELIVERY ORDER DR-33-06-317
TASK ORDER (71)
Computer Security Office (CSO)
General Support Services

1.0 OBJECTIVE

The Contractor shall support the Nuclear Regulatory Commission (NRC) in its efforts to develop and
implement the orga_nization’s Information Security Program.

2.0 SCOPE OF WORK

The Contractor must ensure NRC's Information Security Program meets federally mandated and NRC defined
security requirements. The Contractor shall provide the following services to the CSO:

e Provide Integrated Project Planning and Activity Scheduling
s Develop Suppbrting Documentation

¢ Provide Communications Support

e Support the Information Security Program

o Provide Security Engineering Support

The Contractor shall provide the necessary security support staff to meet the requireméhts’; specified in this
Statement of Work (SOW).

3.0 PERIOD OF PERFORMANCE
This contract will have a period of performance for one year with a one year option.

Base Year Oct 1, 2009 | Sept 30, 2010 | None

Only Applicable IF Option Year of

Option Year 1 | Oct1, 2010 | Sept 30, 2011 ) ]
Base Contract is Exercised

4.0 FUNDING

(a)  The total estimated amount (ceiling) for the products/services ordered, delivered, @and accepted under
this task order is $1,759,868.06 (includes $20,000 for NTE travel).

(b)  The amount presently obliigated with respect to this task order is $509,705. The Contractor shall not be
obligated to incur costs above this ceiling/obligated amount unless and until the Contracting Officer
shall increase the amount obligated. When and if the amount(s) paid and payable'to the Contractor
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GS35F0229K DR-33-06-317-T068

hereunder shall equa! the obligated amount, the Contractor shall not be obligated to continue
performance of the work unless and until the Contracting Officer shall increase the amount obligated
with respect to this contract. Any work undertaken by the Contractor in excess of thie obligated amount
specified is done so at the Contractor’s sole risk.

5.0 TASKS

The Contractor shall support the organization according to the schedule of supplies, services, and prices found
in the Consolidated Information Security Support Services (CISSS) contract terms Enclosure 6 Section B.

Note: At no time is the Contractor allowed to configure an NRC operational system.

Subtask 1: Provide integrated Project Planning and Activity Scheduling

The project plan shall include an integrated Level 5 Work Breakdown Structure (WBS) across all task orders
that have been defined under the contract. The WBS shall include a definition of the work to be conducted
decomposed into distinct discrete manageable tasks or groups of tasks (work packages) with decisive outputs
and specific measurable entry and exit criteria. Each work package shall be assigned a start and finish date, a
budget value, and is integrated with the project plans from other task orders.

Also,.the project plan shall provide resource utilization information that identifies the budget to accomplish the
work, the resources needed to complete the work, and the effort required in the specified time frame for the
completion of each of the tasks in the WBS. The Contractor shall allocate a portion of the budget for each
work package that comprises the WBS and ensure that the WBS adequately defines all work necessary to
meet the requirements for the project.

Microsoft Project Plan that incorporates all tasks and projects such that the individual projects roll up into an
Integrated Security project schedule encompassing all NRC security related activities, services, and
deliverables. The Microsoft Project Plan shall identify resources for each activity and include the Work
Breakdown Structure levels. )

Subtask 2: Develop Supporting Documentation

The Contractor shall develop documentation that supports the CSO’s efforts to develop and implement a
robust Information Security Program. Documentation will be used to ensure the security program meets -
enacted federal laws (Federal Information Security Management Act (FISMA), Privacy Act, etc.), federally
mandated requirements (Office of Management and Budget (OMB), Code of Federal Regulations (CFR),
Presidential Directives, etc.) and NRC defined security requirements. Also, the contractor shall assist the CSO
in developing procedures, standards, and guidance that supports the organization’s Security Policies.

The following describes some of the documentation the Contractor will have to develop under this subtask:

e New Security Policies (resulting from new technology, new attack methodologies, new federally
mandated requirements, ...)

e New Procedures (Continuous Mohitoring Qtrly Scanning, FISMA Compliance Plans, ...)
e Process Improvement Documentation .
e New Standards (Windows 2003 Hardening Guidelines, Linux Hardening Guidelines, ...)

¢ New Guidance (How the NRC intends to implement a new Presidential Directive, How the NRC intends
to implement new technology, How a new policy should be implemented, ...)
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GS35F0229K DR-33-06-317-T068

Subtask 3: Provide Communications Support

The Contractor shall provide communications support (bbriefings, demonstrations, etc.) when CSO is
communicating with upper management or the user community. These activities will focus on assisting the
CSO0 as it communicates NRC policy, standards, procedures, or security related requirements.

Subtask 4: Support Information Security Program

The Contractor shall support the CSO in the development, implementation, and continuous improvement of the
agency’s Information Security Program and ensure the risks/deficiencies in the program are being addressed
in a timely and effective manner. An Information Security Program includes the following: security policies,
incident handiing, security training, capital planning, information system development life cycle, certification
and accreditation, continuous monitoring, contingency planning, and system inventory.

The following identifies the support the contractor will provide under this subtask:
e The Contractor shall support the NRC'’s efforts to certify and accredit its information systems.

e The Contractor shall support the NRC’s efforts to establish a contingency planning process that
addresses the needs of the agency.

o The Contractof.'shall support the NRC staff in the development and documentation of security controls
and security requirements and associated technical resolutions, risk mitigation, and impiementations.

* The Contractor shall review, verify, and validate all security controls and security requirements and
associated technical resolutions, risk mitigation, and implementations contained within various NRC
security and systems development documentation such that confirmation that the system and
associated controls are operating as intended.

e The Contractor shall perform quarterly analysis, penetration, vuinerability, configuration, systems
integrity, and patch management scans. The Contractor shall identify, analyze, and propose tested
corrective actions that ensure the agency’s security posture is up to date and the security controls are
operating as intended.

e The Contractor shall support the functional alignment of common security control sets and standard
operating procedures consistent with FISMA and NIST SP 800-53 that integrates with the NRC’s
Project Management Methodology.

e Support the NRC in the development of a security line of business program and support the agency in
assessing, documenting, and impiementing common security solutions.

e The Contractor shall provide support to assist the CSO in meeting its FISMA reporiing requirements
and responding to Data Calls by the Office of Inspector General (OIG) and other government agencies.

e The Contractor shall provide technical support services to develop, implement, administer, and
maintain the information systems tools that support the NRC’s Information Security Program.

Subtask 5: Provide Security Engineering Support

The Contractor shall provide Security Engineering support to verify and validate that propased architectures
and implementations are based on sound security engineering principles and practices. The Contractor shall
ensure that all federally mandated and NRC defined security requirements are met.

Note: Total funding for Subtasks two through five will not exceed $100K per month in the base year
and $106K per month in the option year. This Ilmltatlon is to ensure the task’s resources are allocated
and executed as planned.
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GS35F0229K  DR-33-06-31 7-T068

6.0 TRAVEL
Travel may be required for this effort and should not exceed $20K per year.

7.0 MEETINGS

As needed, the Contractor’s Project Manager and technical lead shall attend status meetings at NRC
Headquarters to discuss issues and work being performed under this task order

TASK ORDER TERMS AND CONDITIONS

A1 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30
calendar days; provided that the Government gives the Contractor a preliminary written nctice of its intent to
extend at least 60 calendar days before the contract expires. The preliminary notice does not commit the
Government to an extension.

(b) If the Government exercises this option, the extended contract shall be conS|dered to include this optlon
clause.

(c) The total duration of this contract, including the exercise of any options under this clause, shall not
exceed two years.

A.2 52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates
specified in the task order. These rates may be adjusted only as a result of revisions to prevailing labor rates
provided by the Secretary of Labor. The option provision may be exercised more than once, but the total
extension of performance hereunder shall not exceed 1 year. The Contracting Officer may exercise the option
by written notice to the Contractor within 60 days of the expiration of task order.

Page 6
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DR-33-06-317-T068

DELIVERY ORDER: DR-33-06-317
TASK ORDER: DR-33-06-317-T071
SCHEDULE OF SUPPLIES AND/OR SERVICES AND PRICE

Task Order
Sub-Task  Schedule B
Mapping  Item Number |i

BASE YEAR OPTION YEAR 3 RATES

TO
For reasons provided in
Task Order Response

e HIGHIONLY FETER,

Program Manager

Technical Writer 1l

$
Project Controller $
$
$

Technical Writer |
OTA OR RATED PRO P

8.0 A D ANNUA

Program Manager )

Sr. Financial Analyst

Technical Writer Il

1 B2 K1 B

 Technical Writer |

8.0] R ONTRO A A A A
Project Manager )

QA Manager

Security Specialist IV

Security Specialist Il

Technical Expert |

Documentation Spedialist

Technical Writer Ii

A D B B33 B €2 Bl R

Technical Writer |

OTA OR R ONTRO A A A A
8.0) R O ATIO PRPORT (A a

Project Manager

QA Manager

_JSecurity Specialist IV

Secutity Specialist I

Technical Expert |

Documentation Spedalist

Technical Writer Il

lwlalalelea]e]e

Technical Writer |
oy, OR R 0

8.0 ONTROL VALIDA
Project Manager

QA Manager

Secuiity Speciaiist IV

Secunty Specialist I

Documentation Specialist

Technical Writer I!

2 C Kl A S Ea K

Technical Writer |

Hours Dollars
44,541.90
215476.80
64,915.20

324,933.90

186,264.00
64,915.20

251,179.20

7.989.15
7,743.33
47,320.35
79,891.50
8,795.80
12,983.04
12,839.25
177,562.42

] o] | &

7.989.15

$ 7,743.33
63,093.80
93,206.75
3,518.32
7,789.82
3,423.80
186,764.97

| o] | &

7.989.15
7.743.33
63,093.80
86,549.13 |
8,795.80

o] | | n| ] »

19,474.56
12,839.25
206,485.02
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GS35F0229K

4 5
4 16
5 8

Task Order
Sub-Task  Schedule B
Mapping  Item Number |}
1 1
1 2

DR-33-06-317-T068
8.0] R QUARTER . :
Project Manager $ 7,989.15
QA Manager $ 7,743.33
Security Specialist It $ 26,630.50
Security Specialist | $ -
Technical Writer Il $ 6,491.52
Technical Writer | $ 34,238.00
Network Security Analyst $ -
0T OR o A . QUARTER 83,092.50
8.0 R 0 0 PPOR
Project Manager $ 7,989.15 1
QA Manager $ 7.743.33
Security Specialist IV $ 63,093.80
Security Specialist Il $ 53,261.00
Technical Expert | $ -
Dacumentation Specialist $ 17,591.60
Technical Writer I $ 51,932.16
Technical Writer | 5 34,238.00 |
OTA OR R O ATIO PPORT (A A 235,849.04
8.0] R R .
Project Manager $ 7 989. 15
QA Manager 3 7,743.33
Security Specialist IV $ 47.320.35
Security Specialist 1| $ 133,152.50
Senior INFOSEC Engineer $ N
Subject Matter Expert |1l $ -
Documentation Specialist $ 17,591.60
Technical Writer || $ 25,966.08
Technical Writer | $ 34,238.00
OTA OR R R A A 274,001.01

8.0
Program Manager

. : Wy 1,739,868.06
TRAVEL $ 20,000.00
GRAND TOTAL $ 1,759,868.06

OPTION YEAR 1 OPTION YEAR 4 RATES

s "fO
- For reasons provided in
Task Order Response
S

, Hours Dollars

46,194.30

Project Controller

223,484.80

[Technical Writer Il

67,325.60

Technical Writer [
OTA OR

8.0

Program Manager

337,004.70

t»|njer]e

Sr. Financial Analyst

193,176.00

Technical Writer (I

67,325.60

Technical Writer |

o]

260,501.60
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DR-33-06-317-T071

2

7

16

16

8.0 R
Project Manager

8,285.55 |

QA Manager

8,030.61

Security Specialist IV

Security Specialist Il

Technical Expert |

49,075.95
82,855.50

Documentation Specialist

9,122.20

Technical Writer Il

Technical Writer |

OTA OR
8.0 R O
Project Manager

RS RN E 0 Rl Rl Ko Rog el

13,465.12
13,318.05

8,285.55

QA Manager

8,030.61

Security Specialist IV

65,434.60

Security Specialist Il

Technical Expert |

Documentation Speciatist

96,664.75

3,648.88

Technical Writer 1

8,079.07

Technical Writer |
OTA OR R

8.0 O
Project Manager

21 Rl K2l K Kl Bl Bl Kl

3 e 8,285.55

3,561.48
193,694.94

e

QA Manager

8,030.61 |

Security Specialist IV

65,434.60

|Security Specialist Il

89,760.13

Documentation Specialist

9,122.20

Technical Writer 1)

20,197.68

Technicat Writer |

Project Manager

13,318.05 |
214,1483.82
T
8,285.55

QA Manager

8,030.61

Security Specialist 1t

27,618.50

Security Specialist |

Technical Writer 1l

6,732.56

Technical Writer |

Network Security Analyst

OTA OR
8.0 R 0
Project Manager

QA Manager

35,514.80 |

86,182.02

8,285.55
8,030.61

Security Specialist IV

65,434.60

Security Specialist If

55,237.00

Technical Expert |

Documentation Specialist

Technical Writer Ii-

Technical Writer |
OTA OR R

Project Manager

L3 R0 B0 B2 X Bk R R=cd K]

QA Manager

18,244.40
53,860.48
35,514.80
244,607.44

R
o T 4
8,285.55
8,030.61

Security Specialist IV

fSecurity Specialist Il

[senior INFOSEC Engineer

Isubject Matter Expert Il

Documentation Specialist

Technical Writer Ii

Technical Writer {

o2l Rl K Kl Rl B Kol el o)

49,075.95
138,092.50
18,244.40
26,930.24
35,514.80
284,174.05

LABOR TOTAL $ 1,804,466.55

TRAVEL $ 20,000.00
GRAND TOTAL $ 1,824,466.55
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