July 28, 2009

Kimberly A. Farmer, Contracts Manager
USEPA West

M/C 2831T, Room# 5209B

1301 Constitution Avenue, N.W.
Washington, DC 20004

Dear Ms. Farmer:

This letter is to reaffirm the U.S. Nuclear Regulatory Commission (NRC) Computer Security
Office (CSO) previous emails and conversations with you that the NRC is terminating and not
renewing Interagency Agreement (I1A) # NRC-1A-33-07-416 titled “Automating Security Self
Assessments and Corrective Action Planning Through ASSERT” and accompanying Service
Level Agreement for Fiscal Year (FY) 2010. The IA states “This agreement may be unilaterally
terminated by either party generally upon 30 days’ written notice to the other party” and is
incorporated by reference into the agreement between NRC and the Environmental Protection
Agency (EPA). Accordingly, NRC is terminating the agreement based on this 30 day notice and
any further payments are not authorized.

The ASSERT system does not meet agency Federal Information Security Management Act
quarterly and annual reporting needs, does not capture sufficient security certification and
accreditation data and artifacts, and lacks security document templates. Additionally, the
system does not provide for two factor authentication which is needed in a system using
sensitive data. In conclusion, based on the above deficiencies, NRC is terminating the IA and
accompanying Service Level Agreement.

Please address all questions on this subject to Charles Watkins, Project Officer, at
301-415-6199 or via e-mail at charles.watkins@nrc.gov.

Sincerely,

/RA/

Darren B. Ash
Deputy Executive Director
for Corporate Management
Office of the Executive Director for Operations
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