
June 18, 2009 
 

 
Mr. Robert Sisk, Manager 
Licensing and Customer Interface 
Regulatory Affairs and Standardization 
Westinghouse Electric Company 
P.O. Box 355 
Pittsburg, PA  15230-0355 
 
SUBJECT:  AUDIT REPORT FOR THE REVIEW OF PHASE I AND II PROPRIETARY 

DOCUMENTS RELATED TO THE SOFTWARE LIFECYCLE FOR THE 
PROTECTION AND SAFETY MONITORING SYSTEM FOR THE AP1000 

 
Dear Mr. Sisk: 
 
On April 20 - 22, 2009, the U.S. Nuclear Regulatory Commission (NRC) conducted an audit of 
the proprietary documents related to the software development lifecycle (SLC) for the 
Protection and Safety Monitoring System (PMS).  The PMS serves as the reactor trip and 
Engineering Safety Features Actuation System (ESFAS) as well as the Qualified Data 
Processing System (QDPS) and provides other safety related component control functions for 
the AP1000.  The audit was conducted at the Westinghouse Electric Company (WEC) facility 
located in Cranberry Township, Pennsylvania. 
 
The audit examined various aspects of the programs and documents associated with the 
Conceptual (or Design Requirements) Phase and the System Definition Phase1 of the WEC 
SLC for PMS.  The specific areas of review dealt with the topics of independent verification 
and validation (IV&V), cyber security, requirements traceability to system level requirements, 
safety analysis via the newly revised failure modes and effects analysis (FMEA), and 
configuration management.  The NRC staff reviewed the material presented to them to verify 
compliance with the Commission’s rules and regulations 
 
The attached enclosure provides the staff’s evaluation of the topical areas listed above and 
discusses potential paths to resolution for issues that arose during the review.  At this time, 
the staff could not find the basis for removal of the Conceptual and System Definition Phases 
from Item 11 of Table 2.5.2-8, AP1000 Tier 1 Design Control Document.  As discussed in the  

                                                 
1 The Conceptual and System Definition Phases of the Westinghouse software development lifecycle 
(SLC) correspond to the Planning Activities Phase and Requirements Activities Phase of the branch 
technical position 7-14 SLC phases of development. 
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enclosure, several activities have not been completed adequately for the staff to verify the 
adequacy of the design information for those two phases. 
 
You and your staff are welcome to contact me regarding the audit report. 
 

                        Sincerely, 
 

                            
                             /RA/ 

                                     
                                                    Eileen M. McKenna, Chief 
                                                   AP1000 Projects Branch 2 

                                                                Division of New Reactor Licensing 
                                              Office of New Reactors 
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Audit Summary 
 
 
The NRC conducted an audit of Westinghouse Electric Company’s (WEC) documentation 
related to the Conceptual (or Design Requirements) Phase and the System Definition Phase1 of 
the Protection and Safety Monitoring System (PMS) software development lifecycle (SLC). 
 
The audit began on Monday afternoon, April 20, 2009, and concluded the afternoon of April 22, 
2009.  The NRC staff conducted the entire audit at WEC’s Cranberry Woods facility with a 
smaller contingent of NRC staff visiting the AP1000 simulator at WEC’s Monroeville, 
Pennsylvania, Energy Center. 
 
The regulatory audit examines and evaluates technical, procedural, and process information at 
the applicant’s facility.  The intent is to gain understanding regarding the applicant’s 
implementation of programs and processes which track on-going work or completion of 
development tasks or stages relating to the first two phases of WEC’s PMS SLC.  This audit will 
verify proprietary information dealing with Phase 1 and Phase 2 of the PMS SLC, as well as, 
identify any information which requires docketing to support the basis of the PMS SLC.  In 
particular, the audit will examine the process documentation dealing with the overall testing 
plan, cyber security, and independent verification and validation (IV&V) for Phase 1.  Areas of 
review for Phase 2 of the PMS SLC include the evaluation of requirements documentation for 
the PMS SLC and their relationship to higher level documents, and the review of the revised 
failure modes and effects analysis (FMEA), configuration management and the IV&V summary 
reports for Phase 2. 
 
Based upon the results of the audit, WEC did not demonstrate their documentation satisfies 
NRC requirements to conclude that Phase 1 or Phase 2 of the PMS SLC has been completed.  
Specifically, the NRC staff continues to find that Phase 1 of the PMS SLC documentation is 
incomplete.  This is evidenced by an incomplete testing plan methodology for all components 
within the entire SLC process and the technical adequacy of the overall cyber security plan as it 
relates to safety-related systems.  With regard to Phase 2 of the PMS SLC, the staff found that 
several of the required Phase 2 requirements specification documents were not available to the 
staff during the audit since WEC has not completed them.  Based upon the results of the 
material reviewed, the NRC staff could not conclude that Phase 1 nor Phase 2 of the PMS SLC 
have been completed satisfactorily at this time. 
 

                                                 
1 The Conceptual and System Definition Phases of the Westinghouse SLC correspond to the Planning 
Activities Phase and Requirements Activities Phase of the branch technical position 7-14 SLC phases of 
development. 
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Activity 1 Examination of Phase 1 Documentation 
 
Testing Plan Methodology 
 
The documents relating to the Testing Plan Methodology were reviewed during the audit.  
However, no new information was presented to the staff concerning the overall testing plan for 
the subsystems and components within the protection and safety monitoring system (PMS).  
The primary documents which were examined were: 
 
1. WCAP 16096-NP-A-1A, the Software Program Manual for Common Q Systems, 
 (ML050350234), and; 
 
2. The WEC proprietary document WNA-PT-00058-GEN, “Testing Process for Common Q 
 Safety Systems,” Revision 0.   
 
Based upon the information contained within Section 4.3.2.2, Software Requirements Phase of 
the Software Program Manual (SPM), “… the Common Q specific test plan shall start to be 
developed with [IEEE Std. 829-1998, “IEEE Standard for Software Test Documentation”] to 
identify how test activities will be implemented.”  Per the SPM, the test plans shall include at a 
minimum, identification of test procedures, general test methods, manner by which the results 
will be documented, traceability methods to the software requirements specifications (SRS) and 
software design description (SDD), requirements for testing, testing management, procedures 
for qualification and control of the testing hardware, qualification and use of software tools and 
regression testing requirements for previously qualified software. 
 
After reviewing the two documents listed above the testing process document (#2 above) serves 
as an acceptable process control document detailing what tests will be conducted at what point 
of the hardware and software development process.  However the commitments within the SPM 
describing a testing plan have not been fulfilled by the testing process document.  Specifically, 
although the testing process document discusses a linear process of tests to be conducted, the 
document does not explain the “how” or the “what” the ultimate goal of the testing methodology 
will be and the manner by which it will be achieved, as would be expected in a testing plan.  It 
also provides no discussion pertaining to the acceptance criteria of given tests or when utilizing 
software copying and replication tools or how the software tools which ensure proper operation 
of the safety system software in accordance with the commitments within the SPM.  WEC 
presented the staff with a table whose goal was to compare the SPM requirements relating to a 
test plan to text contained within the testing process document.  The evaluation of that material 
will be conducted once the staff receives the updated response to RAI-SRP7.1-ICE-05, of which 
the table is supposed to be a part.  The SPM also discusses identification of test procedures in 
the test plan mentioned in Section 4.3.2.2 of the SPM.  While the actual availability of the test 
procedures is not expected at this stage of the design process, a complete test plan document 
is expected and has not been presented to the NRC for review. 
 
Beyond the generic testing methodology for the overall PMS SLC, the testing approach dealing 
with the Component Interface Module (CIM) has not been reviewed by the staff, as no 
documentation for this activity has been presented to the staff.  Therefore, no staff opinion with 
regard to the planning documents for the CIM can be made at this time. 
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Independent Verification and Validation Methodology 
 
The staff attempted to locate additional information concerning the proposed changes WEC’s 
IV&V process beyond the two primary documents previously presented to the staff in the 
following forms: 
 

1. WCAP 15927, “Design Process for AP1000 Common Q Safety Systems,”  
Revision 1; and  

 
2. WNA-PV-00009-GEN, “Verification and Validation Process for Common Q Safety 

Systems,” Revision 3 
 
WCAP 15927 is a Tier 2* document, and thus any changes, must receive NRC approval.  The 
changes incorporated into Revision 3 of the WEC generic Common Q IV&V proprietary 
document removed the previously audited content of earlier revisions of the document, which 
followed the guidance within Institute of Electrical and Electronics Engineers (IEEE) Standard 
1012-1998, “IEEE Standard for Software Verification and Validation.”  IEEE Std. 1012 states the 
IV&V organization is responsible for requirements traceability analysis (RTA).  In Revision 3 of 
the document, released in August 2008, the guidance to follow IEEE Std. 1012-1998 is relaxed.  
At issue was the removal of the commitment of IV&V organizational responsibilities by WEC in 
both of the newly revised documents and referring the reader to the generic Common Q SPM 
for guidance, which allowed a more liberal approach to requirements ownership.  Namely, the 
line organization (design group) would also be responsible for requirements traceability and the 
IV&V group were delegated to serve as reviewers rather than having an active role in the overall 
IV&V process.  This change gave question to the overall value of the IV&V team as it appeared 
they would serve as more of a quality assurance process role rather than as an active IV&V 
process group. 
 
WEC’s revised approach to requirements traceability deals with their current use of a 
requirements traceability software program, DOORS®, which WEC states aids them in 
controlling and managing the system’s requirements.  Due to the capabilities of the tool, WEC 
proposed that the requirements traceability could now be conducted effectively by the design 
organization rather than the IV&V organization. 
 
During a smaller meeting held with a portion of the NRC audit team members, the WEC PMS 
software design team and the IV&V staff lead, WEC presented a newer version of a page of the 
WCAP 15927 document which is expected to be provided to the NRC as a supplemental 
response to SRP-RAI-7.1-ICE-10.  In the modified figure presented to the staff, WEC added a 
level of responsibility into each phase of the design process for the IV&V team.  In the picture, 
requirements traceability comprised two categories, the requirements traceability matrix (RTM) 
produced as an output of the requirements traceability software, and the RTA.  The RTM would 
be owned and controlled by the design organization and the RTA would be owned and 
managed by the IV&V team. This approach appears to be a solution path set forth to continue to 
satisfy previous IV&V commitments as they relate to AP1000-specific application of the 
Common Q platform.  The picture and text describing the responsibilities of the two 
organizations should be included in WCAP 15927. 
 
Cyber Security Planning Documents 
 
During the audit of the AP1000 software planning documents, the staff reviewed the following 
documents related to cyber security: 
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1. WNA-PD-00029, “RRAS Standard I&C Cyber Security Strategy and Plan,”  

Revision 0, 
 
2. WNA-DS-01150, “RRAS Standard General Requirements for Cyber Security,” 

Revision 0. 

The staff originally reviewed these documents in the January 2009 audit at the WEC Twinbrook 
facility located in Rockville, MD.  New versions of these documents were not available during 
the Cranberry Township, PA audit.  The staff found these documents provided high level design 
criteria for cyber security of general systems, and were not specific to the AP1000 planning 
documents for cyber security.  The staff finds the cyber security plan needs to address the 
specific cyber security activities and outputs of each phase of the development process.  The 
staff communicated to WEC these documents were not sufficient in scope or content to 
demonstrate to the staff that the planning phase for the PMS development process was 
complete.  Specifically, the lack of scope and content involved the lack of incorporation of cyber 
security into the PMS development process.  The staff provided a list of the elements of a cyber 
security plan that the staff would expect to be available for review, as documented in 
Attachment D. 
 
The staff also reviewed APP-GW-E1-006, “AP1000 Cyber Security Implementation,” Revision A 
(draft), which contains specific elements that provide the basis for WCAP 16791-P, “AP1000 
Cyber Security Implementation,” Revision 1.  The staff discussed the review of this document 
with WEC and NuStart.  The staff communicated that these documents discuss the high level 
cyber security strategy for the AP1000 systems, including the Level  4 I&C systems (PMS, PLS, 
DDS, and DAS2 ), the Fire Protection System, Plant Security System, protected access control, 
intrusion and video systems), and the Level 3 voice communication systems, the emergency 
preparedness functions (e.g. ERDS). 
 
However, the staff finds this document only provides high level design acceptance criteria, and 
does not constitute all the necessary components of cyber security programmatic and planning 
documents.  The staff communicated to WEC that design criteria should only be generated after 
completing a cyber security assessment in accordance with NUREG/CR-6847.  The staff finds 
that without the actual security assessment, specifically a threat vector analysis, the security 
mitigation strategies presented in this document are incomplete as an analysis.  The analysis 
has not been completed to ensure specific threats and vulnerabilities are addressed.  This 
document states communication from other security levels to systems within Security Level 4 
may be allowed as an exception where adequate engineering justification exists, provided it 
does not compromise the defense-in-depth strategy (e.g. for wired and/or wireless connections 
for sending discrete digital signals, with no computer data communications). 
 
The staff finds this exception needs to be extensively analyzed to prevent the compromising of 
the systems in Security Level 4.  In addition, some of the design criteria belong to COL  
applicants, as they are programmatic in nature.  For example, Section 3.3.1, “Level Cyber 
Security Design Criteria,” states, “Software objects from systems and components that have an 
indirect connection to operational Level 4 equipment will be screened as part of the transfer 
process….”  Therefore, it would be more appropriate to remove these programmatic portions 
from the design criteria.  The staff finds Figure 2 (Four-level Network Overview), within APP-

                                                 
2 PMS = Protection and Safety Monitoring System; PLS = Plant Control System; DDS = Data and Display 
Processing System; DAS = Diverse Actuation System 
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GW-E1-006, “AP1000 Cyber Security Implementation,” is inconsistent with the text in the 
document.  For example, in the text, the cut-wire gateway from Level 4 to Level 3 depicts other 
similar technologies can be used, without specifying the restrictions on these technologies.  In 
addition, the safety system to the Level 4 root system shows one way cut wire, which is not 
always the case as specified in the AP1000 final safety analysis report and its referenced 
documents. 
 
To address the staff’s request for cyber security planning documents, WEC provided WNA-PD-
00090-WAPP, “RRAS AP1000 I&C Programs:  AP1000 I&C Cyber Security Plan,” Revision 0.  
This document states that the AP1000 I&C Cyber Security Program will encompass five stages 
of cyber security activities.  Stage 1 provides general requirements that will be used in Stage 2 
to develop the cyber security assessment process.  Stages 3 and 4 require a pre-briefing and 
formation of a cyber security team and the performance of a cyber security assessment in 
accordance with the output of Stage 2, and requires security requirements be developed to 
address vulnerabilities.  This document states the project manager will ensure the requirements 
get incorporated into the particular system’s design requirements.  Stage 5 requires Stages 3 
and 4 to be completed for the conceptual, design, and implementation phase of the 
development process.  The staff finds the five stages described in this document do not 
adequately describe how cyber security will be incorporated into each phase of the development 
process.  Particularly, this document does not describe how each stage can be applied to each 
phase of the SLC to adequately ensure cyber security vulnerabilities are addressed through 
design features and security controls.   
 
This cyber security plan references the following two documents.  These documents are the 
outputs of Phase 2. 
 

1. WNA-PS-00019-GEN, “RRAS Instrumentation and Control Cyber Security 
Assessment Process,” Revision 0 

 
2. WNA-PS-00020-GEN, “RRAS Instrumentation and Control Development 

Environment Evaluation,” Revision 0 
 
The staff finds the first document follows very closely to NUREG/CR-6847.  However, it does 
not provide sufficient description at the end of the cyber security assessment process to ensure 
that adequate measures will be developed to address each of the vulnerabilities found.  The 
staff requested WEC revise this document to add this description. 
 
The second document is an assessment process for the development environment.  The staff 
found this document does not contain the procedures and documents (or references to them) to 
secure the development environment.  Therefore, this document is considered not to be of 
adequate quality. 
 
WEC commits to revise the Software Development Plan (WNA-PD-00042-WAPP) to point to the 
AP1000 Cyber Security Plan (WNA-PD-00029-GEN).  The AP1000 Cyber Security Plan will 
point to the policies and procedures, strategies, and general requirements that will be revised 
(and also those that relate to the design process).  WEC stated they would revise the AP1000 
Cyber Security Plan and the associated assessment documents to address how security 
requirements will be developed.  WEC plans to provide additional information for the information 
security program at the development environment and not just the evaluation process of the 
development environment. 
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Activity 2 Examination of Phase 2 Documentation 
 
System Requirements Specification Traceability 
 
The staff reviewed and evaluated the following WEC proprietary documents for determining the 
readiness for considering the second phase of the PMS SLC complete: 
 

1. APP-GW-J1-010, “AP1000 I&C System Requirements Specification,” Revision 0 

2. APP-GW-J0R-001, “AP1000 Standard Passive Plant I&C Configuration Baseline 1.1 
Report,” Revision 3 

3. APP-GW-J4-001, “AP1000 I&C System Design Specification,” Revision 0 

4. APP-PMS-J4-020, “AP-1000 System Design Specification for PMS,” Revision B 

5. APP-PMS-J1-001, “AP-1000 PMS Functional Requirements,” Revision C 

The scope of the AP1000 PMS SLC Phase 2 is to establish all functional and technical 
requirements for the PMS and develop a requirements traceability matrix, which is to be used 
during the entire lifecycle process. 
 
In general, WEC has not finalized and formally documented all of the PMS requirements.  All of 
the requirements documented in the AP1000 I&C System Requirement Specification have 
been exported from DOORS® (a requirements management database tool).  The PMS system 
functional requirements and design specification documents (documents 4 and 5 referenced 
above) are still preliminary and in a draft format and contain open items stating that all 
requirements in these documents will be uploaded to DOORS®. 
 
Although WEC uses DOORS® to manage all of the AP1000 I&C system requirements, the 
quality assurance records for these requirements would only be maintained in hard copy 
format, such as the documents listed above.  Since some of these documents will be solely 
based on DOORS® exported data, WEC should verify the correctness and completeness of 
these documents. 
 
Since a number of PMS documents are preliminary and/or have not been created, WEC was 
asked to provide their requirements documentation process for PMS.  In response, the 
following information was provided: 
 
 Requirements flow from source documents to the PMS Subsystem (see Figure 1) 

 Requirements flow within PMS Subsystem (see Figure 1) 

 Interrelationship of PMS Subsystem documents (see Figure 2) 
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DCD 
Commitments

Contract
Codes and 
Standards

System Requirements 
Specification

(SyRS)

System Design 
Specification

(SyDS)

PMS Filter

PMS Subsystem Requirements Specification (SSyRS)

PMS Functional 
Design 

Specifications

PMS System 
Design 

Specification

Software Requirements 
Specification

Hardware Design 
Specification

Westinghouse 
Requirements,

Calc. Notes / SSDs, 
Selected URD 
“Requirements

Requirements tracked in 
the DOORS Requirements 
Management software tool 

to ensure traceability.

Subsystem allocation will publish 
to EDMS within the SyDS

Indicates no document yet exists for this requirement / specification

Indicates a preliminary document exists for this requirement / specification 
however it has not been verified to a higher level document  

 
Figure 1:  Flowchart derived from Westinghouse Handout detailing 
   “Requirements Flow from Source Documents to the PMS Subsystem” 
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Based on the WEC presentation of above information, the following issue was identified.  The 
key source of information documented in the PMS functional requirements and system design 
specification documents would be the PMS Subsystem Requirements Specification (SSyRS), 
which is not yet available.  This raises a question on how the lower tier documents are created 
without the key source document.  In response, WEC stated the lower tier documents are all in 
preliminary or draft state created by the design team.  WEC believes due to the level of the 
staff’s experience with these types of systems, a draft PMS design specification may be 
created at this point in the development process without the benefit of higher level design 
documents.  WEC stated that at some later point, these documents will be reconciled with the 
higher level inter-related documents, including the PMS SSyRS, prior to being finalized. 

 
As a result of the document review the staff was unable to audit the completeness and 
correctness of the PMS requirements documents (a part of the SLC Phase 2).  A follow up audit 
would need to be conducted at a later date in order to verify the level of correctness and 
completeness for all finalized system requirements and specification documents.  WEC stated 
that they do not expect to complete the PMS requirements and specification documents until 
December 2009. 
 
Evaluation of Failure Modes and Effects Analysis, Revision 2 
 
An evaluation of the new material presented within Revision 2 of the Failure Modes and Effects 
Analysis of AP1000 Protection and Safety Monitoring System revealed no new issues with 
regard to the content within the report.  However, further review of the report will be conducted 
at the NRC office. 
 
During Wednesday morning’s full team conference meeting, WEC demonstrated the PMS’s 
ability to provide single failure protection for safety-related valves and other components within 
AP1000 safety-related systems.  The primary method of the demonstration utilized an electronic 
display of several of the current versions of piping and instrumentation drawings (P&IDs) to 
ensure single failure protection in accordance with 10 CFR 50 Appendix A, General Design 
Criteria (GDC) and IEEE Std. 603-1991, “IEEE Standard Criteria for Safety Systems for Nuclear 
Power Generating Stations,” which is incorporated by reference in 10 CFR 50.55a(h).  GDC 21, 
“Protection System Testability and Reliability,” requires protection systems be designed to fully 
operational in the presence of one channel or division in test while simultaneously experiencing 
a single fault.  GDC 23, “Protection System Failure Modes,” requires that should a component 
within a protective system fail, its failure will be to a safe state and one that will not impede the 
remainder of the system from completing its safety function.  IEEE Std. 603-1991, Clause 5.1, 
“Single Failure Criterion,” requires that the safety system shall perform all safety functions in the 
presence of (1) any single detectable failure within the safety systems concurrent with all 
identifiable but non-detectable failures; (2) all failures caused by the single failure; (3) all failures 
and spurious system actions that cause or are caused by the design basis event requiring 
safety functions. 
 
Based upon the sampling of the complementary components chosen as a test set, the staff was 
unable to locate any scenarios where, in the presence of a division or channel under test, a 
given component or set of complementary component(s) was unable to complete the given 
postulated safety function. 
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Phase 2 Verification and Validation Summary Report 
 
Prior to the audit, WEC communicated they were complete with regard to Phase 2 PMS SLC 
documentation.  After the team’s arrival at the Cranberry Woods facility, the staff was informed 
by WEC that several documents within Phase 2 SLC were not complete.  As such, the 
Verification and Validation Summary Report for this phase of the PMS SLC, has not been 
completed.  WEC proposed the removal of part of the ITAAC contained in Table 2.5.2-8 of the 
AP1000 Tier 1 Design Control Document.  Specifically, WEC desires to remove the System 
Definition Phase (Phase 2 of the PMS SLC).  The staff will not be able to approve the removal 
of the System Definition Phase until WEC completes the necessary PMS requirements 
specifications, performs the necessary verification and validation, and the staff has the 
opportunity to verify such activities.   
 
Configuration Management 
 
A review of the design and IV&V organization’s training records was conducted to ensure the 
training commitments within the Common Q SPM were being followed.  Specifically, in Section 
3.3.6 of the SPM Software Safety Program Records, it states line management (of the given 
organization) would be responsible for the maintenance of training records for the group and 
one’s individual training record would be prepared by each employee per Item 29 of Table 1 
Document Requirements in the SPM.  Further, within Section 3.5.1 of the SPM it states that 
WEC personnel assigned to work on any activity in the PMS SLC process must complete 
training on the SPM. 
 
Based upon the review of the training database it was determined one individual within the 
design organization did not have his (her) training records updated or validated since his (her) 
arrival at WEC some six months prior to the date of the training qualification report, although the 
individual’s supervisor, indicated this individual had previously been assigned work on the PMS 
SLC.  Deficiencies within the training record showed the individual had not been trained in the 
following areas: 
 

1. Common Q Software Program Manual  
2. Verification and Validation Process for Common Q Safety Systems 
3. USNRC Branch Technical Position HICB-14 
4. Common Q Platform Overview 
5. Common Q Platform Topical Report 
6. Coding Standards and Guidelines for Common Q Systems 
7. Design Process for Common Q Systems 
8. Common Q Software Configuration Management Guidelines 
9. Testing Process for Common Q Systems 

 
The nine items listed above required the trainee to be trained in the subject matter listed above 
via self-study versus a formal classroom training environment.  After reviewing the above 
training record, an evaluation was performed to determine if the lack of a training record was an 
individual occurrence or a more systemic issue.  Based upon the evaluation of the other 
individual’s training records within the design organization working on the PMS SLC, no other 
individuals were determined to have similar training deficiencies.  This issue appears to be a 
singular event, rather than an organizational pattern, but should potentially be monitored during 
future audits. 
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Attachment A - NRC Staff Who Comprised Audit Team 
 
 

Terry Jackson, NRO/DE/ICE1  Branch Chief 

William Roggenbrodt, NRO/DE/ICE1  Electronics Engineer, Digital I&C, Team Leader 

Lisa Castelli, Region II,    Electronics Engineer 

Calvin Cheung, NRO/DE/ICE1  Electrical Engineer 

Wendell Morton, NRO/DE/ICE1  Electronics Engineer, Digital I&C 

Dinesh Teneja, NRO/DE/ICE2  Electronics Engineer, Digital I&C 

Deanna (Jing) Zhang, NRO/DE/ICE1  Electronics Engineer 

Jack Zhao, NRO/DE/ICE2   Electronics Engineer, Digital I&C 
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Attachment B - Key Westinghouse Personnel Who Interfaced with Audit Team 
 
 
Attendees:  
 
Westinghouse Licensing / RRAS 
 
Rob Sisk  Manager, NPP Licensing 
Bob Seelman  Project Manager, NPP Licensing 
Mark Stofko  Principal Engineer, RRAS Licensing 
Francis Scapellato Program Manager, RRAS 
John Strong  Program Manager, NuStart/DOE Finalization / NPP  
 
Westinghouse Subject Matter Experts 
 
Jen Drylie   PMS Design Engineer, RRAS 
Paul Hunton   Program Manager - I&C and Human Factors, NPP 
Dallas Martin   Senior Engineer, RRAS 
Steve Batson (via phone) Consultant, RRAS 
Warren Odess-Gillett  PMS Software Lead, RRAS 
Dan Stiffler   PMS DAS Design Engineering Lead, RRAS 
Kyra Durinsky   DAS Project Manager, RRAS 
Tom Tweedle   CIM Design and Development Lead, RRAS 
Al Crew   Consulting Engineer, RRAS 
Bernard Metro  Principal Engineer, RRAS 
Murat Uzman   Manager Independent V&V, RRAS 
John Faulkner  Independent V&V Engineer, RRAS 
Tom Hayes   Fellow Engineer, RRAS 
Bruce Cook   Consulting Engineer, RRAS 
Stephanie Smith  PMS Project Manager, RRAS 
Terry Schulz   Manager - Nuclear Systems, NPP 
 



Attachment C - Audit Plan 
 
 
Purpose 
 
The regulatory audit examines and evaluates technical, procedural, and process information at 
the applicant’s facility.  The intent is to gain understanding regarding the applicant’s 
implementation of programs and processes which track on-going work or completion of 
development tasks or stages relating to Westinghouse Electric Company’s (WEC) Protection 
and Safety Monitoring System (PMS) Software Lifecycle (SLC).  The audit will verify proprietary 
information, as well as, identify any information which requires docketing to support the basis of 
the PMS SLC. 
 
Regulatory Audit Basis 
 
An audit is required to verify information presented by WEC to serve as proof of phase 
completion for the PMS SLC and to verify the associated documentation is being retained in 
accordance with 10 CFR 50.71. 
 
The presented documentation must demonstrate compliance with 10 CFR 50.55a(a)(1),  
10 CFR 50.55a(h) which incorporates by reference IEEE Standard 603 – 1991, “IEEE Standard 
Criteria for Safety Systems for Nuclear Power Generating Stations”, and 10 CFR 50 Appendix 
B, “Quality Assurance Criteria for Nuclear Power Plants and Fuel Reprocessing Plants”, thus 
providing evidence to demonstrate the structures, systems or components (SSCs) were 
designed and tested to the quality standards required commensurate with the safety function to 
be performed. 
 
Regulatory Audit Scope 
 
The NRC requests WEC provides information and supportive documentation at their WEC 
Energy Center located in Monroeville, PA office to facilitate a timely review of the documentation 
related to the first two phases of the PMS SLC, namely the Design Requirements (Planning 
Activities phase per Branch Technical Position (BTP) 7-14 within Chapter 7 of NUREG 0800 
Standard Review Plan) and System Definitions (Requirements Activities phase per BTP 7-14) 
phases of the PMS SLC. 
 
Regulatory Audit Team 
 

Terry Jackson, NRO/DE/ICE1  Branch Chief 

William Roggenbrodt, NRO/DE/ICE1  Electronics Engineer, Digital I&C, Team Leader 

Lisa Castelli, Region II,    Electronics Engineer 

Calvin Cheung, NRO/DE/ICE1  Electrical Engineer 

Wendell Morton, NRO/DE/ICE1  Electronics Engineer, Digital I&C 

Dinesh Teneja, NRO/DE/ICE2  Electronics Engineer, Digital I&C 

Deanna (Jing) Zhang, NRO/DE/ICE1  Electronics Engineer 

Jack Zhao, NRO/DE/ICE2   Electronics Engineer, Digital I&C 
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Location / Dates 

Westinghouse Cranberry Woods Facility, Cranberry, PA/April 20 – 22, 2009 

 
Information and Other Material Necessary for the Regulatory Audit 
 
Documentation Requirements 
 
At a minimum the audit team requires the current revisions of the documentation listed in 
Attachment 1 to be present in the designated review area for the NRC Staff members.  
Additionally, if the documents listed have been revised since their original issue, the staff 
requires the previous revisions of the revised documents.   
 
The team requests the information for the currently revised documents be available in the 
following formats: 

• One (1) electronic copy housed on a CD or other portable storage medium, and, 

• Two (2) paper copies of each of the following documents (or their descendent 
documents) 

For previous revisions of given documents, one paper copy of the given document will be 
sufficient. 
 
Personnel Requirements 
 
The following WEC personnel are required to be available, in person, to answer the Staff’s 
questions during the audit.  It is hoped these individuals will be available during both the 
documentation review periods on Monday, April 20th and Tuesday, April 21st, 2009 and, if 
requested by the NRC Staff, they will attend the NRC-WEC interface meetings on Wednesday, 
April 22nd (and Thursday, April 23, 2009 if required). 
 
The following subject matter experts are required to be available during the audit period 
 
Protection and Safety Monitoring System Designer/Design Team Leader 
 
Plant Control System    Designer/Design Team Leader 
 
PMS/Plant System Interface Expert  Designer/Design Team Leader 
 
Cyber Security    Designer/Design Team Leader 
 
The following personnel are not required to be present, however their presence during the 
interface meetings may be helpful: 
 
Diverse Actuation System   Designer/Design Team Leader 
 
Component Interface Module (CIM)   Designer/Design Team Leader 
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Room Requirements 
 
The NRC Staff request the use of a climate controlled, well-lit conference room, or other suitable 
room, of sufficient size to accommodate 14 NRC personnel and the review of all requested 
documentation.  (See Attachment 1) 
 
Regulatory Audit Activities and Assignments 
 
Pre-Trip Activities 
 
Team members located at headquarters will travel to WEC’s Twinbrook office to review 
proprietary documentation to determine if sufficient information exists to warrant an audit team 
visit to the Cranberry Township, PA facility. 
 
The local visit will be coordinated with the local WEC office based upon team member and local 
WEC facility availability. Expected trip dates are during the week of April 6th or 13th, 2009 
 
Trip Activities 
 
1. Evaluate provided documentation to determine if sufficient information exists to close out  

Design Requirements phase, or Phase 1 (planning activities phase per BTP 7-14) of the 
WEC SLC. 

 
1a. Verify required information is presented in Testing Plan for the AP1000 SLC 

documents is consistent with the guidance of BTP 7-14, NUREG/CR 6101 and 
commitments made in the Common Q Software Program Manual (SPM).   
(Roggenbrodt) 

 
1b. Evaluate the acceptability of the proposed changes made by WEC to their 

independent verification and validation (IV&V) organization based upon the 
commitments made within the Common Q SPM, WCAP-15927 Revision 0, (both 
are Tier 2* documents) and the guidance within IEEE 1012.  (Roggenbrodt) 

 
1c. Evaluate cyber security documentation to determine the level of adequacy 

appropriate for the planning and system requirements phases of the WEC SLC. 
(Zhang/Zhao) 

 
2. Evaluate WEC proprietary information to determine sufficiency of provided 

documentation in order to be able to close out the second phase of the WEC SLC. 
 

2a. Evaluate AP1000 I&C System Requirements Specification for traceability back 
to plant requirements documentation and the commitments made in the 
Common Q SPM.  Additionally, evaluate the I&C System Requirements 
Specification to verify it satisfies the guidance of BTP 7-14.  
(Requirements traceability to system level requirements) (Morton/ Taneja) 

 
2b. Trace AP1000 I&C System Design Specification back to the I&C System 

Requirements Specification and the commitments made in the Common Q 
SPM.  Additionally, evaluate the I&C System Design Specification to verify it 
satisfies the guidance of BTP 7-14.  (Requirements traceability to system level 
requirements) (Morton/Taneja ) 
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 2c. Verify the AP1000 FMEA satisfies the single failure analysis, which would 

organize the results of the FMEA into a documented argument supporting the 
fact that the AP1000 PMS meets the single failure criterion.  In the FMEA’s 
current form (Revision 1), it does not provide a singular analysis 
demonstrating compliance with the single failure criterion.  (Safety analysis) 
(Castelli/Cheung) 

 
2d. Verify the Verification and Validation Summary Report for the System 

Definition phase of the WEC SLC for the PMS has been created, updated and 
the identified issues have been resolved prior to the closeout of the System 
Requirements phase of the WEC SLC.  Further, verify the IV&V organization 
owns and conducts the requirements traceability analysis in accordance with 
commitments made in WEC WCAP-15927, Revision 0 which endorses the 
IV&V methodology contained within IEEE Std.1012.  (V&V of Requirements) 
(Roggenbrodt) 

 
2e. Verify design changes, alterations, additions and deletions are conducted in 

accordance with the appropriate WEC documents including the WEC Quality 
Management System, Revision 5 document which the Staff previously 
determined meets the requirements of 10 CFR 50 - Appendix B, the AP1000 
Nuclear Power Plants Programs Operating Procedures, the WEC Electronic 
Data Management System (EDMS) and other applicable documents. 
(Configuration Management)  (Castelli/Cheung) 

 
2f. Verify the software requirements specification has been completed and 

complies with regulations 10 CFR 50.55a(a)(1), 10 CFR 50.55a(h), IEEE Std. 
603 – 1991. and 10 CFR 50 Appendix A and satisfies the commitments made 
in the WEC Common Q SPM, WCAP 15927, Revision 0 and WNA-PD-00042-
WAPP and other relevant documents.  (Requirements specification should at 
a minimum comply with the regulations, the software program manual, and 
software plans/procedures)  (Zhang/Zhao) 
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Attachment D 
Cyber Security Elements for the AP1000 Development Process 

 
Planning: 
 
Documents to address cyber security program plan for the AP1000 PMS system.  Elements 
should include plans for incorporating cyber security into each phase of the development 
process.  Plans should also address information security at the development facility.   
 
Development process: 
 
Elements should include: 
 
1. Concept phase: Vulnerability assessment of components within the PMS system 
 
2. Requirements phase:  List of requirements to address each vulnerability identified in the 

 concept phase. 
 
3. Design phase: Security requirements identified in the requirements phase are translated into 
specific design configuration items in the design description.  These items should address 
control over (1) physical and logical access to the system functions, (2) use of critical system 
services, and (3) data communication with other systems. Design configuration items 
incorporating pre-developed software should address security vulnerabilities.  
 

• Check for potential design flaws:  a new vulnerability assessment should be 
performed to ensure that these newly designed features did not add additional 
vulnerabilities (the Requirements Phase should be revisited if new vulnerabilities are 
discovered) 

 

4. Describe “implementation phase” with respect to Cyber Security: in the implementation 
phase, the system design is transformed into code, database structures, and related machine 
executable representations.  The implementation activity addresses hardware configuration and 
setup; software coding and testing; and communication configuration and setup.  

• Implementation of security controls to minimize and mitigate tampering with the 
developed system.  Implementation of security controls to limit unauthorized access 
to the developed system. 

5. Describe “testing phase” with respect to Cyber Security:  the objective of testing security 
functions is to ensure that the system security requirements are validated by execution of 
integration, system, and acceptance tests where practical and necessary; and to ensure the 
integrity of the system by eliminating the presence of hidden/malicious code. 

• Detail acceptable mechanisms for testing, with emphasis on ensuring that hidden 
and/or malicious code is not present  

• Testing includes system hardware configuration (including all external connectivity), 
software integration testing, software qualification testing, system integration testing, 
system qualification testing, and system factory acceptance testing. 

Depending on the implemented protective measures, perform penetration testing to validate the 
adequacy of the protective measures (typically intended to test access control measures) 
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6. Describe “Installation phase” with respect to Cyber Security:  the objective of this phase is to 
verify and validate the correctness of the physical and logical system security features 
associated with the critical system in its target environment. 

• Development of a site acceptance test (SAT) plan for the safety system 

• Development of SAT procedures to verify and validate safety system features  

• Conduct SAT V&V tests to ensure that the security requirements have been 
incorporated into the system appropriately  

• Ensure that the installed system is the exact same system as the one successfully 
tested during the testing phase  

• Conduct a detailed cyber security assessment on the installed critical system  

 

Information security of development environment: 

Protection of development process 

Purpose:  Security controls should be used during the development process to ensure that the 
developed and implemented hardware and software is free from undocumented code.  
Elements should include:  

1) policies and implementing procedures 

2) personnel security 

3) physical security 

4) system and services acquisition 

5) system hardening 

6) configuration management 

7) system and communication protection 

8) media protection 

9) security awareness and training 

10) incident response 

11) system and information integrity 

12) access control, audit and accountability 

13) risk management and assessment. 
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