
 
 

May 18, 2009 
 
MEMORANDUM TO: Chairman Jaczko 
 Commissioner Lyons  
 Commissioner Klein  
 Commissioner Svinicki 
 
FROM: Roy P. Zimmerman, Director     /RA/ 
 Office of Nuclear Security and Incident Response 
 
SUBJECT: ISSUES RELATED TO FINAL SAFEGUARDS INFORMATION RULE 

AND POST SEPTEMBER 11, 2001, SECURITY ORDERS 
 
 
This memorandum provides the staff’s response to the Commission Staff Requirements 
Memorandum (SRM) issued on March 31, 2009.  The SRM directed the staff to report on 
whether there are “discrepancies between the Final Rule on Protection of Safeguards 
Information (SGI) and the requirements imposed by the post September 11, 2001, security 
orders, that will require licensees to adhere to a combination of the rule and the orders until the 
rule is revised again.”  Enclosure 1 lists the discrepancies and provides a brief description. 
 
In the aftermath of the September 11, 2001, terrorist attacks, the Commission issued orders to 
licensees, new reactor vendors and other entities enhancing the protection of SGI.  Additionally, 
in an SRM dated June 18, 2004, the Office of the General Counsel (OGC) was tasked with 
writing a new rule, on an expedited basis, addressing the protection of SGI “consistent with the 
practices of the Commission in various orders and advisories issued since September 11, 
2001.”  The Office of Nuclear Security and Incident Response (NSIR) provided technical 
assistance for this rulemaking.  The proposed rule incorporated the security requirements 
relating to SGI contained in the orders issued as of the June 2004 SRM.  As noted in a 
December 12, 2004, memorandum from the General Counsel to the Commission, the new rule 
did not seek to impose new requirements on licensees beyond those included in the orders 
issued at the time of the June 2004 SRM. 
     
A proposed rule was published in the Federal Register on February 11, 2005.  It was re-noticed 
and published again as a proposed rule on October 31, 2006, to incorporate a change required 
as a result of the Energy Policy Act (EPAct) of 2005 for all classes of licensees.  The EPAct 
mandated the submission of fingerprints to the Nuclear Regulatory Commission (NRC) as a  
pre-condition for access to SGI.  On October 24, 2008, the NRC published the final rule in the 
Federal Register.  Throughout the course of the rulemaking process, the Commission issued 
additional orders to licensees and others governing the protection and handling of SGI.  These 
additional security orders included several requirements which were not included in the new 
rule.  Incorporating these additional requirements into the new SGI rule would have required 
that the rule be again re-noticed and published in the Federal Register.   
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Furthermore, during the course of the rulemaking process, the staff identified several potential 
policy issues regarding the handling of SGI that had not been addressed by either the 
Commission’s orders or the draft rule (Enclosure 2).  In SECY-07-0131 (August 7, 2007), which 
transmitted the final SGI rule to the Commission, the Commission was informed that the staff 
had identified additional SGI issues that were outside the scope of both the new rule and the 
Commission’s previously-issued orders.  Until these issues are addressed and codified in NRC 
regulations, it is possible that new orders may be necessary.  Examples would be sharing SGI 
with another reactor vendor or a new manufacturer and distributor licensee. 
 
To facilitate implementation of the new rule, the staff has issued several guidance documents 
(such as an SGI Designation Guide and Marking Guide) which are complete and posted to the 
NRC public website.  A Regulatory Guide is expected to be issued for public comment within the 
next 30 days and a Regulatory Issue Summary has been issued for public comment and is 
expected to be finalized within the next 30 days.  These guidance documents will better facilitate 
understanding of the requirements of the rule.  In January 2009, the staff was advised by OGC 
that certain security orders should remain in effect, if such orders contained provisions that were 
more restrictive than the new rule.  This information was relayed to affected licensees during the 
February 5th and 6th,, 2009 webinars hosted by NSIR and OGC in advance of the final rule 
implementation.  The staff also posted Questions and Answers, on the NRC public website, 
which resulted from the SGI webinars held in February 2009.       
  
NSIR and OGC are discussing the appropriate long-term approach to resolving this situation.  
The staff will analyze each of these discrepancies and additional issues as well as evaluate 
lessons learned from industry’s implementation of the rule and inspections of those entities with 
SGI programs.  This analysis will enable the staff to develop a path forward by June 2010. 
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IDENTIFIED DISCREPANCIES BETWEEN ISSUED SECURITY ORDERS  
AND NEW SGI REGULATION 

Security Orders                                                          New SGI Regulation  

Several orders (e.g., Research and Test Reactors (RTRs), 
manufacturers and distributors; large panoramic and 
underwater irradiators) required that access to safeguards 
information (SGI) determinations be made by a Reviewing 
Official who was required to have access to SGI (or 
unescorted access) and be fingerprinted.  The Federal 
Bureau of Investigation’s (FBI’s) criminal history records are 
reviewed and adjudicated by the Nuclear Regulatory 
Commission (NRC).  The orders for Reviewing Officials to be 
fingerprinted resulted from the EPAct and occurred after the 
rule was published for public comment.  A decision was made 
not to revise the proposed rule.  The NRC is currently seeking 
legislation to broaden our authority to fingerprint and check all 
Reviewing Officials but has not yet received such authority.  
There are other new reactor vendors, yet to establish an SGI 
program, that would not be under this requirement unless an 
order is issued.  The Reviewing Official requirement is 
considered more restrictive than the regulation. 

No requirement for Reviewing 
Official.  Power reactors have 
never had a requirement for a 
reviewing official.  Other 
licensees such as RTRs, fuel 
cycle and spent fuel facilities 
received SGI from the NRC 
and did not have reviewing 
officials prior to receipt of 
orders.       

Orders to new reactor vendors required prior approval from 
the Commission of additional procedures prior to foreign 
nationals and other individuals, whose fingerprint results 
would not be expected to yield substantive results, receiving 
certain types of SGI (i.e., aircraft related).  This requirement 
resulted from an order issued September 12, 2007, which 
was after the new rule was issued for public comment.  This 
order was associated with organizations that were neither 
licensees nor applicants and would not normally be subject to 
NRC or agreement state inspections.  There are other new 
reactor vendors, yet to establish an SGI program, that would 
not be under this requirement unless an order is issued.  This 
provision of the order is considered more restrictive than 
the regulation. 

No provision for additional 
procedures for access to SGI 
by foreign nationals that meet 
access requirements 
(fingerprint, need to know, and 
additional background check).   

Non-licensees/applicants not covered by previous rules 
received orders prior to receiving SGI from the NRC.  The 
NRC’s validation and inspection of their SGI program was 
required by those orders.  Other entities in this category will 
receive SGI but will not be under this requirement unless an 
order is issued.  This provision of the order is considered 
more restrictive than the regulation. 

No requirement for NRC 
validation or inspection of the 
program prior to receiving SGI 
from another entity that 
possesses SGI. 
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ISSUES TO BE CONSIDERED IN THE NEXT RULEMAKING 
 

The Office of Nuclear Security and Incident Response, in coordination with the Office of General 
Counsel (OGC) recognize that the following issues are not “discrepancies” between the orders 
and the new rule.  However, both the staff and OGC believe that the Commission should be 
made aware of these issues as well as the discrepancies if the Commission is to have a 
complete understanding of the remaining safeguards information (SGI) issues that should be 
considered in an additional SGI rulemaking.   
 
These issues include the following:  (1) policy and procedures governing removal of SGI from 
the United States; (2) the procedures needed to provide access to SGI in non-Nuclear 
Regulatory Commission (NRC) litigation, i.e., Federal and State court litigation; (3) the need for 
periodic reinvestigations of individuals granted access to SGI and the procedures to implement 
such reinvestigations if determined to be necessary; (4) consideration of the need to expand the 
categories of exemptions set forth in Title 10 of the Code of Federal Regulations Section 73.59 
(i.e., presiding judges in civil and criminal cases in Federal and State courts); (5) whether and 
how the NRC should review and approve non-licensee SGI programs, i.e., Nuclear Energy 
Institute; (6) issues surrounding foreign national access to SGI not previously considered in the 
orders; and (7) whether recognition of a Federal security clearance should be considered to 
satisfy the requirement for fingerprinting and an FBI criminal history records check. 
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