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Physical Attack:
Initial Notification to NRC

e Licensee required to give accelerated notification
(<15 min) to NRC

« Authentication Code verified by NRC
o Key detalls provided by caller/licensee
 Facility
 Classification of Emergency Class
* Nature of attack (armed assault, vehicle bomb)
« Attack status (Imminent, in-progress, repelled)
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Licensee does not maintain an open line

HOO HERO
Federal Agencies Internal
 DHS National Operations Center  HQ’s and All Region’s
» FBI Strategic Information and Information Assessment
Operations Center Teams

 DHS National Infrastructure
Coordination Center

External
Internal e Reactor and Fuel Cycle
* NSIR Office Director Facilities (Blast dial)
* All RA/DRAs « Request increase security
* NRR, NMSS, FSME Office Director posture

and Deputy
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« The NRC has received an authenticated report from [Name of
facility] that they are under attack.

 [The HOO will provide the mode of the attack if known at the
time].

 We request that you direct your site security and emergency
preparedness personnel to immediately implement NRC Security
Level V protective measures as described in your site security and
emergency response procedures.

 These are response actions associated with a Severe Threat
Condition as defined in the Homeland Security Advisory System.
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Headquarters Emergency Response Officer
 Defense Red Switch Telephone with Department of Defense

 Passes Track of Interest (TOI) information to Headquarters
Operations Officer

Headquarters Operations Officer

* Conference Call
 Licensees Control Rooms (100 mile radius)
 First Imminent Security Treat Authority (ISTA)
Manager

Role of ISTA
 Ensure licensee carries out Imminent Aircraft Attack procedures, if

appropriate
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William Gott
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