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Task Order No. 042
Modification No. 003
Page 2 of 2

The purpose of this modification is to:
1. Extend the period of performance of this task order to allow the contractor to.complete
the deliverables at no additional cost to the Government: and
2. Incorporate the revised Statement of Work (SOW) not included in Modification No. 002
which increased the level of effort to perform the C&A of the Budget Formulation System
(BFS). The omission of the revised SOW in Modification No. 002 was due to an
administrative oversight.
~ Accordingly, the following changes are hereby made:

1. Section 4.0 - PERIOD OF PERFORMANCE is revised to read as follows:

“The period of performance of thls task order will be from April 3, 2008 through
- September 30, 2009.”

2. The revised SOW is incorporated into the task order (see attached SOW).

" This modification does not obligate funds. All other terms and conditions remain unchanged..



DELIVERY ORDER DR-33-06-317
TASK ORDER (42 )
OCFO Certification and Accreditation Support

10  OBJECTIVE

The contractor shall support the Computer Security Office (CSO) i in the certification and accreditation of the
following Office of the Chief Financial Officer (OCFO) Automated Information Systems (AIS)

¢ HRMS - Human Resource Management System — Major Application —Sensmwty. Confidentiality
(Moderate), Integrity (Moderate), and Availability (Moderate).

e FEES - License Fee Reporting System Major Application — Sensitivity: Confldentlallty (Moderate)
Integrity (Moderate), and Availability (Moderate).

e BFS - Listed System with a Moderate Sensitivity

2.0 BACKGROUND
The following summarizes the systems that the contractor will be working with:

HRMS

Human Resources Management System (HRMS) is a customized commercial off the-shelf (COTS) product
from PeopleSoft (PS). In November 2001, the Nuclear Regulatory Commission (NRC) implemented four
PeopleSoft HRMS modules: the Human Resource (HR) system, Time and Labor (T&L), Payroll, and Training
Administration (TA). In November 2003, the NRC converted its HR and Payroll systems to the Department of
the Interior/National Business Center’s (DOI/NBC) Federal Personnel/Payroll System (FPPS) located in
Denver, Colorado. The conversion was part of a Government project to streamline common Federal systems
and processes referred to as e-Payroll. Historical HR and Payroll information was not fully converted to the
FPPS. Historical HR and Payroll information reside in the current PS HRMS system.

An interface of limited HR data from FPPS to the PS HR module is used to support the daily operations of the
PS T&L module. All HR processing is performed using the FPPS data. The PS application for Payroll is not
updated. Approved and verified T&L data is sent to the FPPS for payroll production. A final data validation is
performed by the FPPS and the employee verifies the data upon receipt of an earnings and leave statement
produced by FPPS. Any discrepancies or problems with incoming data from T&L to FPPS are resolved by the
NRC or DOI offices. . '

The T&L system-interfaces with the agency’s enterprise project management system, Reactor Program

- System (RPS), that provides data on projects assigned to employees. The data is accepted as accurate from
known sources and the employee verifies the data while entering time in T&L against assigned projects or by
viewing reports produced by RPS. Any discrepancies in time reporting can be resolved by the-employee or the
employees supervisor, timekeeper, or office T&L coordinator. _

The T&L system interfaces with the agency’s financial Cost Accounting System (CAS). Also, an indirect
interface is established with the licerise fee billing systems (FEES). The data is accepted by both CAS and
FEES as accurate. Any discrepancies are resolved by the system. admmlstrator of each system and the office
administrative personnel.

This system is presently in operation.



FEES

The NRC is required to recover a major portion of its annual budget, and assesses fees to accomplish this as
authorized by the Omnibus Budget Reconciliation Act of 1990, as amended, and the Independent Offices
Appropriation Act of 1952. The NRC's fee recovery methodology and rates are published in the Code of
Federal Regulations, specifically 10 CFR, Part 170 and Part 171. The Office of the Chief Financial Officer
(OCFO), Division of Financial Management, License Fee Team administers some components of the License
Fee Management Program through the use of automated processes. The Fees System is a term used to refer
to a group of applications that share data from various sources throughout the NRC. The group of applications
is considered one system for the purposes of FISMA reporting. The term “system” may be used throughout
this report to refer to the “Fees System.”

The primary function of these applications is to calculate amounts due and generate invoices to licensees for

. annual fees and fees for various services, including new licensing approvals, licensing amendments, topical
reports, and inspections. Additional functionality includes the tracking of new small-materials licensing
application fee payments. Two of the Fees System applications reside on a mainframe located at the National
Institutes of Health (NIH) in Bethesda, Maryland. The remaining applications reside on the NRC local area
network. : ‘

As previously mentioned, the Fees System is a group of applications. There are nine applications that carry
out the functions of the system. The Fees System is divided into two primary physical layouts:

e The License Fee Reports System (FEES) and Material Annual Fee System (MATANN) are based on
data stored on a mainframe at NiH; and '

* The remainder of the system components, described as follows, resides on the NRC LAN and is
accessed through NRC user workstations. :

o FACFEES stores data and generates invoices pertaining to Part 50 facility inspections;

o FEESFTP transfers billing and address data to the host-based accounts receivable system,
FFS;

o FEESLBS generates invoices for fuel cycle facility inspections and power reactor licensing
actions, as well as the staff/project manager hours and contract costs expended on a task-by-
task basis;

o MATREV tracks revenue based on the payments received for new application fees;
o MATSYS generates fee bills for small materials inspections and licensing;

o PC/MATANN stores quarterly and annual invoices for the material license fees which are
downloaded from the MATANN system.

o FACANN generates invoices for Part 171 reactor annuals.

This system is presently in dperation.

BFS

The Budget Formulation System is a web-based system for simplifying and improving the formulation,
development, operation, and maintenance of the agency’'s budget formulation process. This system will assist
staff that are involved in the budget formulation effort to:

e Reduce the administrative burden (e.g., eliminate excessive staff time and the duplication of data entry
of budget information into multiple systems);

.o Improve quality, timeliness, and confidence in the budget outcomé;

e Increase credibility by producing accurate and concise budget data;

2



3.0

Produce "what if" scenarios;

Reduce large amount of pabper used to produce the budget control reports;

Enable the end-users to access the budget information electronically; and

Improve security of the system by enabling electronic authentication and authorizations to read, write,'

view, etc.

SCOPE OF WORK

The contractor must ensure the system has been installed, configured, and maintained according to federally
mandated and Nuclear Regulatory Commission (NRC) defined security requirements. The contractor will
identify any operational risks found that may affect the system’s ability to perform its mission and protect its
data (stored and transmitted). The contractor shall perform the following:

Tasks

HRMS

FEES

BFS

Subtask 2 - E-Authentication Risk
Assessment

Shall review and if
necessary update the
E-Authentication Risk
Assessment

Shall review and if
necessary update the E-
Authentication Risk
Assessment

N/A

Subtask 3 - Security Categorization
Package

‘o Security Categorization Document
o Security Categorization Memo
o Privacy Impact Assessment

o Records Management Form 637

Shall review and if
necessary update the
Security Categorization
Package

Shall review and if
necessary update the
Security Categorization
Package

Shall review and assist
the system owner in
updating the Security
Categorization.

Subtask 4 - Security Risk Assessment
(SRA)

Shall review and if
necessary update the .
SRA B

Shall review and if
necessary update the
SRA

Shall review and assist
the system ownerin
updating the SRA.

Subtask 5 - System Security Plan (SSP)

Shall review and if
necessary update the

Shall review and if
necessary update the

Shall review and assist -
the system owner in

SSP SSP updating the SSP
Subtask 6 - Preliminary System Testing NA NA N/A.
Subtask 7 - Standard Test and Evaluation Shall develop ST&E Plan | N/A.

Shall develop ST&E
Pian :

(ST&E) Plan
Subtask 8 - System Testing
e ST&E Report _
¢ Vulnerability Assessment Report

e  Corrective Action Plan

Shall perform system

testing

Shall perform system
testing

Shall perform VAR
testing on all system
components.

Subtask 9 - Authority To Operate (ATO)
Package

*  Approval to Operate Memo

+ Package Includes Named
Deliverables

Shall put together an
ATO Package for
system owner

Shall put together an
ATO Package for system
owner

Shall draft the ATO
request memo and put
together the ATO
package for the system.
As specified in NIST 800-
37, this includes a draft
SAR.

This ATO Package must
be delivered to the
system owner by
1/16/2009.




The contractor shall ensure that the steps, templates, and reports outlining certification and accreditation in
NRC'’s Project Management Methodology are utilized and followed.

The contractor shall provide the necessary security support staff to develop the assocnated documentation to
support the tasks specified in SOW ENCLOSURE 6 of Delivery Order DR-33-06-317 “C&A PROCESS AND
DELIVERABLES?" for unclassified systems.

4.0 SCHEDULE

The contractor shall provide security documentation and reports for each system consistent with the NRC-
approved integrated project plan (Subtask 1).

50 TASKS

The contractor shall support the Certification and Accreditation of OCFO systems according to SOW Enclosure
6 and Section B “Schedule of Supplies or Services and Prices”. '

Subtask 1: Integrated Security Activity Project Plan

The contractor shall develop and implement a project plan to ensure the completion of the tasks identified in
this SOW occurs as expected. The contractor shall be required to develop and maintain an Integrated Security
Activity Project Plan and perform Integrated Activity Scheduling. These deliverables shall be developed at the
individual project level (i.e., each system for which a certification and accreditation- effort will be undertaken)
and aggregate to the program level. The Project Plan shall incorporate all tasks and projects such that the -
individual projects roll up into an Integrated Security project schedule encompassing all NRC security related
activities, services, and deliverables. The Project Plan shall identify resources for each activity and include the
Work Breakdown Structure levels. The Project Plan will include: '

e Level 5 Work Breakdown Structure (WBS)

The WBS shall include a definition of the work to be conducted decomposed into distinct discrete
manageable tasks or groups of tasks (work packages) with decisive outputs and specific measurable
entry and exit criteria. Each work package shall have a short duration, or can be divided into a series of
milestones whose status can be objectively measured. Each work package shall be assigned a start
and finish date, a budget value, and can be integrated with higher-level schedules.

¢ Schedule and Budget

The schedule and budget will identify what resources are needed, identify how much effort is reqwred o
and when each of the tasks specified in the WBS can be completed. The contractor shall allocate a
portion of the budget for each work package that comprises the WBS, and ensure that the WBS
adequately defines all work necessary to meet the requirements for the project.

Subtask 2: E-Authentication Risk Assessment
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work”.

Electronic authentication (e-authentication) is the process of establishing confidence in user identities
electronically presented to an information system. The focus is on remote authentication of individual people
~over a network, for the purpose of electronic government or commerce. The OMB M-04-04 memorandum
guidance applies to systems that have remote authentication of users of Federal agency information
technology systems for the purposes of conducting Government business electronically (or e-government).
The guidance does not apply to internal only systems or the authentication of servers, or other machines and
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network devices. NRC's policy is to only require separate E- authehtication Risk Assessments on systems
where.it is required.  E-Authentication Risk Assessments shall be consistent wuth OMB M04 04, NIST SP 800-30, .
NIST SP 800-60A, and NIST. SP 800-63. . o -

Subtask 3: Security Categorization Package
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work™.

Security categorization standards for information and information systems provide a common framework and
understanding for expressing security that, for the federal government, promotes: (i) effective management and
oversight of information security programs; (ii) consistent reporting to the Office of Management and Budget
(OMB) and Congress on the adequacy and effectiveness of information security policies, procedures, and
practices. NRC's Security Categorization Package contains the following deliverables: Security
Categorization Memo, Security Categorization Document, Privacy Impact Assessment, and Records
Management Form 637. S

A Security Categorization Package shall be completed for each new major appllcatlon/general support system, |
listed system, contractor system, and those owned by other Federal agencies.

Subtask 4: Security Risk Assessment
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work”.

This Assessment is an important activity in an agency’s information security program that directly supports
security accreditation and is required by the FISMA and OMB Circular A-130, Appendix {ll. This assessment
influences the development of the security controls for an-information system and generates much of the
information needed for the system’s security plan.

The assessment shall characterize the information processed by using FIPS 199, Standards for Security
Categorization of Federal Information and Information Systems and NIST SP 800-60, Guide for Mapping
Types of Information and Information Systems to Security Categories. The risk assessment shali follow NIST
SP 800-37 Guide for the Security Certification and Accredltatlon of Federal Information Systems, and include -
the following: - '

e lIdentification of user types and associated roles and responsibilities;
 Identification of risk assessment team members and their associations;

e A description of the risk assessment approach and techniqUes, where the techniques include
documentation review, interviews, observation, and system configuration assessments, security scans.
and penetration tests;

. A description of the risk scale used, including at a minimum, the potential impact as defined in FIPS
199, and likelihood as defined in NIST SP 800-30, Risk Management Guide for Information Technology
Systems;

» A list of potential system vulnerabilities;

o Alistof poteritial threat-sources applicable to the system, including natural, human, and environmental
threat-sources; '

e A table of vulnerability and threat-source pairs and observations about each;

e Detailed findings for each vulnerability and threat-source pair discussing the possible outcome if the
pair is exploited; existing controls to mitigate the pair; the likelihood determination as high, moderate, or
low; the impact determination expressed as high, moderate, or low; the overall risk rating based upon -
the risk scale; and the recommended controls to mitigate the risk; and,

e A summary that includes the number of high, moderate, and low flndlngs and prowdes a list of

5



prioritized action items based upon the findings.

The assessment shall be documented in a report that foliows the NRC Template for the Risk Assessment
Report. The report shall be delivered in draft form and then in final form after NRC comments are '
incorporated.

Any residual risk is tracked in the Plan of Action and Milestones (POA&M) Report. The POA&M Report
documents the results of this process. POA&Ms include documenting the risk number, a description of each
risk, the type of risk (i.e., impacting the confidentiality, integrity, or availability), the level of risk (i.e., low,
moderate; or high), the associated controls, and the action(s) required or actually performed to eliminate or
minimize each risk. The goal is to remediate all high and moderate security findings, and track the remaining
security findings using the system’s POA&M.Report.

Subtask 5: Systems Security Pian
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work”.

The SSP shall be developed in accordance with NIST SP 800-53 Recommended Security Controls for Federal
Information Systems, NIST SP 800-37 Guide for the Security Certification and Accreditation of Federal Information
Systems, and the NRC IT Security Plan Template. The SSP identifies the necessary security controls that are
required, citing the security controls that are in place, those that are planned those that are not planned, and those
that are not applicable.

Where a system relies upon a control that is provided by another system (e.g. the NRC LAN/WAN), the specific
control being relied upon shall be noted along with the name of the system providing that control. The Contractor
shall trace the security controls to specific documented guidance, NRC pohcy (e.g., Management Directives),
infrastructure policy or procedures.

The SSP shall be documented in a report that follows the NRC Template. The report shall be dellvered in draft form
and then in pre-system ST&E form after NRC comments are incorporated. The SSP shall be updated after
completion of the ST&E test report to reflect validated in-place and planned controls.

Subtask 6: Preliminary Testing

The contractor shall perform a preliminary assessment of the system to ensure the system is compliant with
federally mandated and NRC defined security requirements. The contractor shall identify any operational risks
found that may affect the system’s ability to perform its mission and protect its data (stored and transmitted).
The contractor shall obtain from the system owner a list of deviations that have been approved by the
Designated Approving-Authorities (DAAs), so these risks can be factored in during testing. Accepted I’ISkS are
still reported evaluated, and documented.

This subtask includes the automated and manual testing of the different system platforms to ensure they have
been configured, operated, and maintained correctly. Also, the contractor must ensure the entire system is
tested including those components not identified in this SOW. This testing specifically excludes any
Development/Test Environment. '

Thc following is a list of some of the standards that must be checked:

e National Institute of Standards and Technology (NIST) Federal Information Processing (FIPS) 140-2.
When checking NIST FIPS 140-2, the contractor must ensure that all cryptography used in the system
has been validated, has a current FIPS 140-2 certificate, and the configuration of that cryptography
complies with the security policy specified by the certificate for the cryptographic module.

» NIST 800-53 Rev 2 or later standard. The contractor must ensure the system complies with the
technical, managerial, and procedural controls found in this standard.



-« NRC Hardening Standards. The contractor must ensure the system meets all the NRC hardening
standards. For a complete list of Hardenmg standards please see http //lwww.internal.nrc. qov/ors/lt-
security/guidance.html”.

The CSO has purchased a Center for Internet Securlty License for the NRC giving the orgamzatron the
ability to access CIS Benchmarks; to distribute CIS Benchmark documents and tools; and to use CIS
Benchmarks for commercial purposes.

Note: When a federally mandated configuration or NRC hardening standard have not been specified,
the contractor will test that component using the vendor’s suggested best security practices.

The contractor shall document the results and observations of this process. This shall.include documenting the
risk number, a description of each risk, the type of risk (i.e., impacting the confidentiality, integrity, or
availability), the level of risk (i.e., low, moderate, or high), the associated controls, and the action(s) required or
actually performed to eliminate or minimize each risk. The goal is for the system owner to remediate all
‘high/moderate security findings/risks and track those risks using a Plan of Action and Milestone (POA&M)
Report.

The contractor shall be responsible for coordinating and executing all appllcable site access and non-
disclosure agreements and authority to scan forms with parties other than the Nuclear Regulatory Commission
prior to commencement of the above mentioned activities, ensuring that project schedules are not impacted.

Subtask 7: ST&E Plan ,
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work™.

The ST&E plan exercises the system’s security controls and security requirements and associated technical
resolutions, risk mitigation, and implementations such that confirmation that the system and associated
controls are operating as intended and in accordance with:

e NIST SP 800-53A Guide for accessing the Security Controls in Federal Information Systems

. NIST' SP 800-53 Recommended Security Controls for Federal Information Systems

» NIST SP 800-37 Guide for the Security Certification and Accreditation of Federal Information Systems
e NRC System Security Test and Evaluatlon Plan Template '

The ST&E plan provides detailed test procedures to ensure all federally mandated and NRC defined securrty
requirements are fully tested. These procedures contain sufficient detail that a technically trained individual not
familiar with the system can successfully follow the procedures.

The ST&E plan identifies all testing assumptions, constraints, and dependencies and includes a proposed

schedule that identifies which personnel, hardware, software, and other requirements that must be met for

each portion of the schedule to accomplish full system security testing of ali system security functional and

assurance requirements where the requirements are not stated as being fulfilled by another system. Also, the

contractor shall ensure testing identifies any operational risks found that may affect the system’s ability to

- perform its mission and protect its data (stored and transmitted). Additionally, the contractor must ensure the
ST&E Pian inciudes the entire system. ‘

The following test methods shall be used:

e Analysis - The "analysis" verification method shall be used to appraise a process, procedure, or
document to ensure properly documented actions (e.g. risk assessments, audit logs, organization level
policies, etc.) are in compliance with established requirements. An example of "analysis" as an
evaluation technique would be to review documented physical security policies and procedures to
ensure compliance with established requirements. This verification method is often called a ’
documentation review.



» Demonstration - The contractor will observe random individuals to verify that activities on the system’
follow the documented procedure or process as the activity is performed. For example, observe visitors
upon computer room entry in order to verify that all visitation procedures are followed.

) Intervnew The contractor will interview personnel to verify the security policies and procedures are
“understood as implemented and prescribed by governing policies and regulatlons

e Inspection - The contractor will ensure security controls have b&en properly implemented and
maintained. For example, the contractor shall verify that the visitor's name, signature, organization,
reason of visit, arrival and departure date, time, and the escort's name, |n|t|als or signature are
included on the log sheets.

e Technical Test - The Technical Test verification method shall be used to verify that each implemented
control is functioning as intended. For example, the contractor will attempt to access the system by
logging on to the system from an end user workstation (or other device) using an incorrect password to
see if the system responds with an error message stating an incorrect password has been entered or
denies access after exceeding the maximum threshold for logon attempts.

Testing requirements that are stated as being fulfilled by another system (provider) shall be accompllshed by
verifying that the provider system security plan in-place controls meet the requirement.

Subtask 8: System Testing
The contractor shall perform this task as identified in the table found in section 3 “Scope of Work”.

The system shall be independently reviewed, verified, and validated using the system’s security test plans and
procedures to ensure the accuracy and adequacy of documented test procedures for all system security
controls and security requirements and associated technical resolutions, risk mitigation, and implementations
contained within various NRC security and systems development documentation or the Rational Suite
Enterprise such that confirmation that the system and associated controls are operating as intended. Once
testing has been completed, the ST&E Report, the Vulnerability Assessment Report, and the Corrective Action
Plan shall be developed to document the results of the system’s testing. Finally, the ST&E Plan is updated to
reflect validated information.

Subtask 9: ATO Package o
- The contractor shall perform this task as |dent|f|ed in the table found in section 3 “Scope of Work™.

The ATO package documents the results of the system certification and provides the authorizing official with
the essential information needed to make a credible risk-based decision on whether to authorize operation of
the information system. :

The ATO Package contains the following deliverables plus a corresponding CD that contains all supporting
documentation: Security Categorization Document, SRA, SSP, ST&E Plan, ST&E Report, Vulnerability
Assessment Report, Corrective Action Plan, and an Approval to Operate Request Memo.

Ali documentation must be provided to the CSO in both hard copy and electronically in MS Word. The SSP
must be current (within 2 months). The SRA, ST&E Plan, ST&E Report, and VAR must be current (within 2
months). ‘

6.0 PERIOD OF PERFORMANCE - ‘
The period of performance of this task order will be from April 3, 2008 through September 30, 2009.



7.0 TRAVEL

The following travel is requiréd to support this effort:
¢ HRMS — Travel is' required to Region 1
e FEES - Travel is required to Region 1

e BFS - Travel is not required.

8.0 MEETINGS

The contractor's technical representative shall attend monthly status meetings at NRC Headquarters to discuss
work being done under this task order. ‘



