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May 21, 2009 SECY-09-0077
FOR: The Commissioners
FROM: R. W. Borchardt
Executive Director for Operations
SUBJECT: INFORMATION SECURITY STRATEGIC PLAN
PURPOSE:

The purpose of this paper is to inform the Commission of the U.S. Nuclear Regulatory
Commission (NRC) staff’'s development of the enclosed draft Information Security Strategic Plan
(ISSP) and the intent to distribute the document for comment to external stakeholders.

BACKGROUND:

On November 14, 2007, the Commission directed the staff to develop a comprehensive
information security (I1S) strategy in Staff Requirements Memorandum (SRM) S07-0181,
“Proposed Establishment of the Computer Security Office.” IS relates to the protection of data
in all forms (including both electronic and physical) from unauthorized access, use, disclosure,
destruction, modification, or disruption. Most offices within the NRC have some level of IS
responsibility, either from an internal agency perspective or from an external (i.e., regulatory)
perspective, or both.

In response to the November 2007 SRM, and at the direction of the Deputy Executive Director
for Corporate Management (DEDCM), in January 2008 an NRC staff working group sponsored
by the Computer Security Office (CSO) began developing the ISSP, including how the
strategies in the ISSP interface with strategies in other NRC offices.
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During the early stages of the CSO working group activities, several questions involving
potential cyber security controls at nuclear power plants were raised. In the past, these types of
questions or issues would be addressed in a somewhat “ad hoc” fashion, in part because of the
small number and dispersed staff within the agency who possessed the necessary information
technology security (i.e., cyber security) expertise. Recognizing the need to address these
issues in a more planned and consistent manner, in May 2008 senior agency management
established the Information Security Steering Committee (ISSC) (Agencywide Documents
Access and Management System (ADAMS) Accession No. ML081080511) to oversee the
development of the agencywide ISSP. In addition, the ISSC initiated the establishment of a
formal agency process to efficiently and effectively assess and assist the agency in resolving
emergent cyber security-related issues and incidents affecting nuclear facilities.

The ISSC is comprised of senior managers from NRC program offices that have IS oversight
responsibilities. The DEDCM and the Deputy Executive Director for Reactor and Emergency
Preparedness Programs co-chair the steering committee. The committee charter established
working groups for the preparation of the ISSP and response to emergent cyber security issues
(ADAMS Accession No. ML082750461). This paper focuses on the ISSP. The staff provided a
separate memorandum (ADAMS Accession No. ML090070209) on April 9, 2009, to address
ISSC development of the Cyber Issue Assessment Process and the establishment of a Cyber
Assessment Team.

DISCUSSION:

Over the past year, members of the ISSP working group met frequently to discuss the existing
agency IS activities, as well as any recognized areas for improvement, including whether
additional resources and/or activities would be necessary to effectively address these areas.
The group also had detailed discussions on proposed changes to improve the effectiveness of
the IS program and specific program office roles and responsibilities. One key area of
discussion included whether to maintain the agency’s current decentralized approach, in which
many NRC offices have IS responsibilities, or to propose a change to add a centralized IS
activity management to integrate the separate IS functions. The ISSC concluded that
centralized oversight was not necessary, but some efforts to integrate the various office IS
activities, such as through the ISSC would have merit.

The group prioritized the identified areas for improvement according to their potential impact on
achieving the NRC'’s strategic objectives. The enclosed draft NRC Fiscal Year 2010-2015
ISSP, modeled after the Information Technology/Information Management Strategic Plan, lists
the high-priority areas for improvement that the steering committee determined the NRC should
address in the relatively near term (i.e., next 5 years). The ISSC acknowledged that the staff
has several activities already underway (or recently completed) to address many of the high-
priority areas for improvement. Examples of these activities include the power reactor security
rulemaking (and new cyber security requirements under Title 10 of the Code of Federal
Regulations Section 73.54, “Protection of Digital Computer and Communication Systems and
Networks”) and the associated regulatory guidance document, as well as the update of
Management Directive 12.5, “NRC Automated Information Security Program.” Should any new,
emergent areas for improvement be identified, the ISSC intends to re-assess these high-priority
items to ensure that the agency addresses the most critical IS areas first.
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The IS program goals are as follows:

e IS Requirements, Standards, and Guidance—Ensure that IS requirements, standards, and
guidance are clear, concise, appropriate, and able to mitigate the potential adverse effects if
sensitive information is compromised

» IS Licensing, Approvals, and Inspection—Ensure that security controls for information
owned by, or under the control of the NRC are consistent with established IS controls; that
security controls for information are operating as intended; and that they are having the
desired impact. Ensure similar controls for licensees regulated by the NRC are in
compliance with NRC IS regulations.

» IS Enforcement and Allegation Processing—Ensure that suspected or actual IS violations
are evaluated and appropriate sanctions are considered

o IS Emergency Preparedness and Incident Response—Ensure that the NRC has made
sufficient preparations for IS-related emergencies and incidents

» Integrated IS Program—Ensure internal IS program components complement each other
and are periodically evaluated and improved

ISSP Appendix Section A.3, “Situation Assessment,” contains a more comprehensive listing of
the identified areas for improvement, together with proposed resolution strategies.

The purpose of the ISSP is to provide the NRC with an IS vision, and to establish a
comprehensive IS program that focuses on attaining that vision, by describing strategies for
strengthening the agency’s overall IS capabilities. The ISSP outlines a strategic approach for
planning, prioritizing, and decision making, and it is aligned with and directly supportive of the
NRC Strategic Plan (ADAMS Accession No ML072080203). The plan describes the
contribution of NRC’s IS program activities to the agency’s overall mission to protect the health
and safety of the public. It provides high-level direction to aid in the prioritization of the various
NRC IS activities associated with IS oversight, including requirements and guidance
development, security plan licensing and approval, inspection, investigations, enforcement,
allegation processing, and emergency preparedness/incident response.

Consistent with the approach by which the NRC obtains feedback on its Strategic Plan updates,
the staff intends to seek external stakeholder comment on the draft ISSP. In addition to making
the document available for comment on the agency’s external website, the staff will consider
conducting a public meeting to elicit feedback and to answer questions about how the ISSP was
developed, and in what ways it will be used to guide agency decision-making. The staff
anticipates issuing the ISSP in final form by the end of calendar year 2009.

Offices and staff with IS responsibilities should use the ISSP to aid the identification and
prioritization of their IS-related work. The ISSC will revise the plan when it determines that a
revision is needed, or at least once every 3 years.
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COMMITMENT:

Listed below are the actions or activities committed to by the staff in this paper:

1. NRC will share the ISSP with external stakeholders for 30 days to receive comments.
Staff will revamp ISSP accordingly and inform the Commission if there are any notable
changes.

3. The ISSC will review the ISSP at least once every 3 years and make necessary changes as
warranted.

RESOURCES:

Some of the strategies in the ISSP can be implemented within existing agency resources since
they summarize activities already being addressed by the offices represented on the ISSC.
There are some activities, such as the assessment team for evaluating emergent cyber issues,
that will be developed and pursued using the NRC’s planning, budgeting and performance
management process.

COORDINATION:

The Office of the General Counsel has reviewed this paper and has no legal objection.
The Office of the Chief Financial Officer has reviewed this paper for resource implications and
has no objections.

/RA Darren B. Ash for/

R. W. Borchardt

Executive Director

for Operations

Enclosure:
As stated
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