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Company Information

* Sterigenics operates radiation facilities
— 6 countries in North America, Europe, and Asia

— 8 Agreement States, plus NRC Region 1

* Operations
— 7 electron-beam/x-ray irradiators

— 21 gamma 1rradiators (cobalt-60)
* Smallest (US) license limit = 2,000,000 Ci
* Largest (US) license limit = 12,000,000 Ci
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Irradiator Safety Philosophy

* Lethal dose can occur in very few seconds

— Possible doses are essentially bimodal: nothing
or extremely high

— Engineered access controls
— Training for operations and safety

— Radiation measurements for verification

* Assumption: Everyone wants to maintain
safe condition
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Irradiator Security Philosophy

* Prevent malicious access to the source

— Similar to safety in keeping people out
* Engineered access controls
» Radiation monitoring for verification

* Awareness/training

e Assumption: Someone does not want to
maintain safe condition
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Safety-Security Conflicts

* Safety usually takes precedence

— Security and safety hardware compatible, but
knowledge of system design and operation
possibly means knowledge of how to defeat it

e Issue is in information control
— Who needs to know what information?
— What groups need to be excluded?

— How may pertinent information be passed along?
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Safety-Security Conflicts

 Advantage at gamma irradiators

— Small work force

 Largest facility employs total of 25 — 30 people,
including front office staff, for continuous operations

« Relatively low turnover — several employees currently
in the company have 20+ years

 Substantial amount of trust for production staff in
accomplishing their jobs
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Safety-Security Conflicts

* Disadvantage at gamma irradiators

— Small work force
e Limited number of people for multi-tasked approach

* Maintaining visual surveillance for “intruders”
while still doing their job is difficult

 Sensitive operations (e.g., source loading) requires
hiring outside temporary security or making
arrangements with law enforcement
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Safety-Security Conflicts

e Again, main issue is information control

— Irradiators covered by Order (June 13, 2003,
Federal Register) on information control

— Defines requirements for “Safeguards
Information — Modified Handling”

* Higher degree of information security than
previously encountered

e Still confusion on what information is included
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