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The purpose of this modification is to include the attached NRC form 187 and to incorporate clauses A. 9 to
A.13 at no additional cost to the government. The following clauses are hereby incorporated into the order:

A.9 APPROPRIATE USE OF GOVERNMENT FURNISHED INFORMATION TECHNOLOGY (IT)
'EQUIPMENT AND/ OR IT SERVICES/ ACCESS (MARCH 2002)

As part of contract performance the NRC may provide the contractor with information technology (IT)
equipment and IT services or IT access as identified in the solicitation or subsequently as identified in the
contract or delivery order. Government furnished IT equipment, or [T services, or IT access may include but is
not limited to computers, copiers, facsimile machines, printers, pagers, software, phones, Internet access and
use, and-email access and use. The contractor (including the contractor's employees, consultants and
subcontractors) shall use the government furnished [T equipment, and / or IT provided services, and/ or IT,
access solely to perform the necessary efforts required under the contract. The contractor (including the
contractor's employees, consultants and subcontractors) are prohibited from engaging or using the
government IT equipment and government provided IT services or IT access for any personal use, misuse,
abuses or any other unauthorized usage.

The contractor is responsible for monitoring its employees, consultants and subcontractors to ensure that
government furnished IT equipment and/ or IT services, and/ or IT access are not being used for personal use,
misused or abused. The government reserves the right to withdraw or suspend the use of its government
furnished IT equipment, IT services and/ or IT access arising from contractor personal usage, or misuse or
abuse; and/ or to disallow any payments associated with contractor (including the contractor's employees,
consultants and subcontractors) personal usage, misuses or abuses of IT equipment, IT services and/ or IT
access; and/ or to terminate for cause the contract or delivery order arising from violation of this provision.

A.10 2052.204-71 BADGE REQUIREMENTS FOR UNESCORTED BUILDING ACCESS TO NRC
FACILITIES (MAR 2006)
During the life of this contract, the rights of ingress and egress for contractor personnel must be made
available, as required, provided that the individual has been approved for unescorted access after a favorable
adjudication from the Security Branch, Division of Facilities and Security (SB/DFS).

In this regard, all contractor personnel whose duties under this contract require their presence on site shall
be cleariy identifiable by a distinctive badge furnished by the NRC. The Project Officer shall assist the
contractor in obtaining badges for the contractor personnel. All contractor personnel must present two forms of
Identity Source Documents (I-9). One of the documents must be a valid picture ID issued by a state or by the
Federal Government. Original |-9 documents must be presented in person for certification. A list of acceptable
documents can be found at http://www.usdoj.gov/crt/recruit_emplioy/i9form.pdf. It is the sole responsibility of
the contractor to ensure that each employee has a proper NRC-issued identification/badge at all times. All
photo-identification badges must be immediately (no later than three days) delivered to SB/DFS for
cancellation or disposition upon the termination of employment of any contractor personnel. Contractor
personnel must display any NRC issued badge in clear view at all times during on site performance under this
contract. It is the contractor's duty to assure that contractor personnel enter only those work areas necessary
for performance of contract work, and to assure the protection of any Government records or data that
contractor personnel may come into contact with.

A.11 2052.204.70 SECURITY (MAR 2004) ' :

(a) Contract Security and/or Classification Requirements (NRC Form 187). The policies, procedures, and
criteria of the NRC Security Program, NRC Management Directive (MD) 12 (including-MD 12.1, "NRC Facility
Security Program;" MD 12.2, "NRC Classified Information Security Program;" MD 12.3, "NRC Personnel
Security Program;" MD 12.4, "NRC Telecommunications Systems Security Program;" MD 12.5, "NRC
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Automated Information Systems Security Program;” and MD 12.6, "NRC Sensitive Unclassified Information
Security Program”), apply to performance of this contract, subcontract or other activity. This MD is

- incorporated into this contract by reference as though fully set forth herein. The attached NRC Form 187 (See
List of Attachments) furnishes the basis for providing security and classification requirements to prime
contractors, subcontractors, or others {(e.g., bidders) who have or may have an NRC contractual relationship
that requires access to classified Restricted Data or National Security Information or matter, access to
sensitive unclassified information (e.g., Safeguards), access to sensitive Information Technology (IT) systems
or data, unescorted access to NRC controlied buildings/space, or unescorted access to protected and vital
areas of nuclear power plants.

(b) ltis the contractors duty to protect National Security Information, Restricted Data, and Formerly
Restricted Data. The contractor shall, in accordance with the Commission's security regulations and
requirements, be responsibie for protecting National Security Information, Restricted Data, and Formerly
Restricted Data, and for protecting against sabotage, espionage, loss, and theft, the classified documents and
material in the contractor's possession in connection with the performance of work under this contract. Except
as otherwise expressly provided in this contract, the contractor shall, upon completion or termination of this
contract, transmit to the Commission any classified matter in the possession of the contractor or any person
under the contractor's control in connection with performance of this contract. If retention by the contractor of
any classified matter is required after the completion or termination of the contract and the retention is '
approved by the contracting officer, the contractor shall complete a certificate of possession to be furnished to
the Commission specifying the classified matter to be retained. The certification must identify the items and
types or categories of matter retained, the conditions governing the retention of the matter and their period of
retention, if known. If the retention is approved by the contracting officer, the security provisions of the contract
continue to be applicable to the matter retained.

(c) In connection with the performance of the work under this contract, the contractor may be furnished, or
may develop or acquire, safeguards information, or confidential or privileged technical, business, or financial

-information, including Commission plans, policies, reports, financial plans, internal data protected by the
Privacy Act of 1974 (Pub. L. 93.579), or other information which has not been released to the pubiic or has
been determined by the Commission to be otherwise exempt from disclosure to the public. The contractor
shall ensure that information protected from public disclosure is maintained as required by NRC regulations
and policies, as cited in this contract or as otherwise provided by the NRC. The contractor will not directly or

_indirectly duplicate, disseminate, or disclose the information in whole or in part to any other person or
organization except as may be necessary to perform the work under this contract. The contractor agrees to
return the information to the Commission or otherwise dispose of it at the direction of the contracting officer.
Failure to comply with this clause is grounds for termination of this contract.

(d) Regulations. The contractor agrees to conform to all security regulations and requirements of the
Commission which are subject to change as directed by the NRC Division of Facilities and Security (DFS) and
the Contracting Officer. These changes will be under the authority of the FAR Changes clause referenced in
this document.

The contractor agrees to comply with the security requirements set forth in NRC Management Directive 12.1,
NRC Facility Security Program which is incorporated into this contract by reference as though fully set forth
herein. Attention is directed specifically to the section titled "Infractlons and Violations," including
"Administrative Actions" and "Reporting Infractions.”

(e) Definition of National Security Information. The term National Security Information, as used in this clause,
means information that has been determined pursuant to Executive Order 12958 or any predecessor order to
require protection against unauthorized disclosure and that is so designated.
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(f) Definition of Restricted Data. The term Restricted Data, as used in this clause, means all data concerning
design, manufacture, or utilization of atomic weapons; the production of special nuclear material; or the use of
special nuclear material in the production of energy, but does not include data declassified or removed from
the Restricted Data category pursuant to Section 142 of the Atomic Energy Act of 1954, as amended.

(g9) Definition of Forfnerly Restricted Data. The term Formerly Restricted Data, as used in this clause, means
all data removed from the Restricted Data category under Section 142-d of the Atomic Energy Act of 1954, as
amended,

(h) Definition of Safeguards Information. Sensitive unclassified information that specifically identifies the
detailed security measures of a licensee or an applicant for the physical protection of special nuclear material;
or security measures for the physical protection and location of certain plant equipment vital to the safety of
production of utilization facilities. Protection of this information is required pursuant to Sectlon 147 of the
Atomlc Energy Act of 1954, as amended.

(i) Security Clearance. The contractor may not permit any individual to have access to Restricted Data,
Formerly Restricted Data, or other classified information, except in accordance with the Atomic Energy Act of
1954, as amended, and the Commission's regulahons or requirements applicable to the particular type or
category of classified information to which access is required. The contractor shall also execute a Standard
Form 312, Classified information Nondisclosure Agreement, when access to classified information is required.

() Criminal Liabilities. It is understood that disclosure of National Security Information, Restricted Data, and
Formerly Restricted Data relating to the work or services ordered hereunder to any person not entitled to
receive it, or failure to safeguard any Restricted Data, Formerly Restricted Data, or any other classified matter
that may come to the contractor or any person under the contractor's control in connection with work under this
contract, may subject the contractor, its agents, employees, or subcontractors to criminal liability under the
laws of the United States. (See the Atomic Energy Act of 1954, as amended, 42 U.S.C. 2011 et seq.; 18
U.S.C. 793 and 794; and Executive Order 12958 )

(k) Subcontracts and Purchase Orders. Except as otherwise authorized in writing by the contracting officer, .
the contractor shall insert provisions similar to the foregoing in all subcontracts and purchase orders under this
contract. : _

(I) In performing the contract work, the contractor shall classify all documents, material, and equipment
originated or generated by the contractor in accordance with guidance issued by the Commission. Every
subcontract and purchase order issued hereunder involving the origination or generation of classified
documents, material, and equipment must provide that the subcontractor or supplier assign classification to all
documents, material, and equipment in accordance with guidance furnished by the contractor.

A.12 NRC INFORMATION TECHNOLOGY SECURITY TRAINING (AUG 2003)

NRC contractors shall ensure that their employees, consultants, and subcontractors with access to the
agency's information technology (iT) equipment and/or IT services complete NRC's online initial and refresher
IT security training requirements to ensure that their knowledge of IT threats, vulnerabilities, and associated
countermeasures remains current. Both the initial and refresher IT security training courses generally last an
hour or less and can be taken during the employee's regularly scheduled work day.

Contractor employees, consultants, and subcontractors shall complete the NRC's online, "Computer Security
Awareness" course on the same day that they receive access to the agency's IT equipment and/or services, as
their first action using the equipment/service. For those contractor employees, consultants, and subcontractors
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who are already working under this contract, bthe on-line training must be completed in accordance with agency
Network Announcements issued throughout the year 2003 within three weeks of issuance of this modification.

Contractor employees, consultants, and subcontractors who have been granted access to NRC information
technology equipment and/or IT services must continue to take IT security refresher training offered online by
the NRC throughout the term of the contract. Contractor empioyees will receive notice of NRC's online IT
security refresher training requirements through agency-wide notices.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC IT equipment and/or
services, and/or take other appropriate contract administrative actions (e.g., disallow costs, terminate for
cause) should the Contractor violate the Contractor's responsibility under this clause.

A.13 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL | OR LEVEL |l ACCESS
APPROVAL (JUL 2007)

The proposer/Contractor must identify all individuals and propose the level of Information Technology (IT)
approval for each, using the following guidance. The NRC sponsoring office shall make the final determination
of the level, if any, of [T approval required for all individuals working under this contract. The Government shall
have and exercise full and complete control and discretion over granting, denying, withholiding, or terminating -
IT access approvals for individuals performing work under this contract.

The Contractor shall conduct a preliminary security interview or review for each IT level | or Il access
approval Contractor applicant and submit to the Government only the names of candidates that have a
reasonable probability of obtaining the level of IT security access for which the candidate has been proposed.
The Contractor will pre-screen its applicants for the following:

‘(a) felony arrest in the last seven years; (b) alcohol related arrest within the last five years; (c) record of
any military courts-martial convictions in the past ten years; (d)  illegal use of narcotics or other controlled
substances possession in the past year, or illegal purchase, production, transfer, or distribution of arcotics or
other controlled substances in the last seven years; (e) delinquency on any federal debts or bankruptcy in
the last seven years.

The Contractor shall make a written record of its pre-screening interview or review (including any information
to mitigate the responses to items listed in (a) - (e)), and have the applicant verify the pre-screening record or
review, sign and date it. Two copies of the signed Contractor's pre-screening record or review will be supplied
to FSB/DFS with the Contractor employee's completed building access application package.

The Contractor shall further ensure that its employees, any subcontractor employees and consultants
complete all IT access security applications required by this clause within ten business days of notification by
FSB/DFS of initiation of the application process. Timely receipt of properly completed records of the pre-

* screening record and IT access security applications (submitted for candidates that have a reasonable
probability of obtaining the level of security assurance necessary for access to NRC's facilities) is a contract
requirement. Failure of the Contractor to comply with this contract administration requirement may be a basis
to cancel the award, or terminate the contract for default, or offset from the contract's invoiced cost or price the
NRC's incurred costs or delays as a result of inadequate pre-screening by the Contractor. In the event of
cancellation or termination, the NRC may select another firm for contract award.

SECURITY REQUIREMENTS FOR IT LEVEL |
Performance under this contract will involve prime Contractor personnel, subcontractors or others who

perform services requiring direct access to or operate agency sensitive information technology systems or data
(IT Level I). The IT Level | involves responsibility for the planning, direction, and implementation of a computer
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security program; major responsibility for the direction, planning; and design of a computer system, including
hardware and software; or the capability to access a computer system during its operation or maintenance in
such a way that could cause or that has a relatively high risk of causing grave damage; or the capability to
realize a significant personal gain from computer access.

A Contractor employee shall not.-have access to sensitive information technology systems or data until
he/she is approved by FSB/DFS. Temporary IT access may be approved based on a favorable review or
adjudication of their security forms and checks. Final IT access may be approved based on a favorably review
or adjudication. However, temporary access authorization approval will be revoked and the employee may
subsequently be denied IT access in the event the employee's investigation cannot be favorably adjudicated.
Such an employee will not be authorized to work under any NRC contract requiring IT access without the
approval of FSB/DFS. Where temporary access authorization has been revoked or denied, the Contractor is
responsible for assigning another individual to perform the necessary work under this contract without delay to
the contract's performance schedule, or without adverse impact to any other terms or conditions of the
contract. When an individual receives final IT access, the individual will be subject to a reinvestigation every
ten years.

. The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The Contractor shall assure that all forms are accurate,
complete, and legible. Based on FSB/DFS review of the Contractor applicant's security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive

. information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security," IT Level | Contractors shall be subject to the attached
NRC Form 187 (See Section J for List of Attachments) and SF- 85P which furnishes the basis for providing
security requirements to prime Contractors, subcontractors or others (e.g., bidders) who have or may have an
NRC contractual relationship which requires access to or operation of agency sensitive information technology
systems or remote development and/or analysis of sensitive information technology systems or data or other
access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to
NRC buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL I

Performance under this cohtract will involve Contractor bersonnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level II).

The IT Level Il involves responsibility for the planning, design, operation, or maintenance of a computer
system and all other computer or IT positions.

A Contractor employee shall not have access to sensitive information technology systems or data until
he/she is approved by FSB/DFS. Temporary access may be approved based on a favorable review: of their
security forms and checks. Final IT.access may be approved based on a favorably adjudication. However,
temporary access authorization approval will be revoked and the employee may subsequently be denied IT
access in the event the employee's investigation cannot be favorably adjudicated. Such an employee will not
be authorized to work under any NRC contract requiring IT access without the approval of FSB/DFS. Where
temporary access authorization has been revoked or denied, the Contractor is responsible for assigning
another individual to perform the necessary work under this contract without delay to the contract's
performance schedule, or without adverse impact to any other terms or conditions of the contract. When an
individual receives final IT access, the individual will be subject to a review or reinvestigation every ten years.
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The Contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 85P
(Questionnaire for Public Trust Positions), two copies of the Contractor's signed pre-screening record and two
FD 258 fingerprint charts, through the PO to FSB/DFS for review and favorable adjudication, prior to the
individual performing work under this contract. The Contractor shall assure that all forms are accurate,
complete, and legible. Based on FSB/DFS review of the Contractor applicant's security forms and/or the
receipt of adverse information by NRC, the individual may be denied access to NRC facilities, sensitive
information technology systems or data until a final determination is made of his/her eligibility.

In accordance with NRCAR 2052.204 70 "Security,” IT Level Il Contractors shall be subject to the attached

" NRC Form 187 (See Section J for List of Attachments), SF- 85P, and Contractor's record of the pre-screening
which furnishes the basis for providing security requirements to prime Contractors, subcontractors or others
(e.g. bidders) who have or may have an NRC contractual relationship which requires access to or operation of
agency sensitive information technology systems or remote development and/or analysis of sensitive ’
information technology systems or data or other access to such systems or data; access on a continuing basis
(in excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted
NRC badge. '

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

~ When a request for IT access is to be withdrawn or canceled, the Contractor shall immediately notify the PO
by telephone in order that he/she will immediately contact FSB/DFS so that the access review may be
promptly discontinued. The notification shall contain the full name of the individual, and the date of the .
request. Telephone notifications must be promptly confirmed by the Contractor in writing to the PO who will
forward the confirmation via email to FSB/DFS. Additionally, FSB/DFS must be immediately notified in writing
when an individual no longer requires access to NRC sensitive automated-information technology systems or
data, including the voluntary or involuntary separation of employment of an individual who has been approved
for or is being processed for IT access.

(End of Clause)
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