
November 17, 2008 
 
 
 
 
Dr. C. Keith Paulson 
Safeguards Program Administrator 
Mitsubishi Nuclear Energy Systems, Inc. 
300 Oxford Drive, Suite 301 
Monroeville, PA  15146 
 
SUBJECT: USE OF ENCRYPTION SOFTWARE FOR ELECTRONIC TRANSMISSION OF 

SAFEGUARDS INFORMATION  
 
Dear Mr. Paulson: 
 
By letter dated October 14, 2008, Mitsubishi Nuclear Energy Systems, Inc. (MNES) requested 
approval for the use of Pretty Good Privacy (PGP) Desktop Professional 9.6.1, developed with 
PGP Software Developer’s Kit (SDK) 3.8.1 for encryption of sensitive unclassified Safeguards 
Information (SGI).  National Institute of Standards and Technology (NIST) Certificate (Number 
765) shows that this software development tool complies with Federal Information Processing 
Standards 140-2, "Security Requirements for Cryptographic Modules" (FIPS 140-2).  In a letter 
dated June 30, 2008, the Commission approved MNES to handle, receive, possess, and store 
SGI at the Arlington, VA; Monroeville, PA; and Kobe, Japan facilities. 
 
The U.S. Nuclear Regulatory Commission (NRC) staff finds the use of PGP Software 
Corporation Desktop Professional 9.6.1 or newer versions of encryption software, acceptable for 
processing and transmitting SGI electronically for your site provided that:  
 

1. MNES will handle and store SGI only at their Arlington, VA; Monroeville, 
PA; and Kobe, Japan facilities. 

 
2. The PGP software has been developed using a software development 

tool, PGP SDK 3.8.1, which has been validated by NIST, Certificate 
Number 765, to meet FIPS 140-2.  

 
3. NIST-validated Cryptographic Algorithms are used to encrypt data for 

electronic transmission.  These algorithms are listed in the certificate with 
algorithm certificate numbers.  The NIST website, 
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm, 
should be checked to ensure that the Cryptographic Algorithms selected 
for encrypting data are continuously approved by NIST.  The NRC 
approves only those Cryptographic Algorithms approved by NIST.  Thus, if 
NIST no longer approves certain Cryptographic Algorithms, the NRC also 
does not approve use of that Cryptographic Algorithm. 
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4. Addressees may replace the current version of encryption products that 
were approved by the NRC with a newer version of encryption product 
without prior approval from the NRC, provided that the addressees 
document that the newer version of encryption product, i.e., document that 
the FIPS validation certificate of the newer version of encryption product is 
the same as the current version of encryption product. 

 
Title 10 of the Code of Federal Regulations (10 CFR) Section 73.21(g)(3) states, in part, 
“Safeguards Information shall be transmitted only by protected telecommunication circuits 
(including facsimile) approved by the NRC.”  The Secretary of Commerce has made use of 
Cryptographic Module Validation Program products mandatory and binding for Federal agencies 
when a Federal agency determines that cryptography is necessary for protecting sensitive 
information. 
 
The public key should be named according to the following syntax: 
LastName_FirstName_Organization.asc. this naming convention represents the organizational 
point of contact indicated as owning the key.  Please provide the public key for transmitting 
sensitive, unclassified SGI and the point of contact information (name, telephone number and 
e-mail address) to NEI and the NRC points of contact provided below.  All SGI holders must 
employ an appropriate credentialing process to verify that individuals provided with public keys 
are legitimate users.  Private keys must be controlled as SGI. 
 
The NRC technical point of contact regarding the use of PGP is Monika Coflin, Cyber Security 
Specialist, Division of Security Policy, who can be reached at (301)415-6659 or via e-mail at 
Monika.Coflin@nrc.gov.  As coordinated with NEI, the industry point of contact for public key 
coordination is Mr. Doug Walters who can be reached at (202) 739-8093 or via e-mail at 
djw@nei.org.  
 
If you have any questions regarding this matter, I may be reached at (301) 415-6391, or via 
e-mail at Jeff.Ciocco@nrc.gov. 
 
 

Sincerely, 
 

/RA/ 
 
 

Jeff Ciocco, Senior Project Manager 
US-APWR Projects Branch 
Division of New Reactor Licensing 
Office of New Reactors 
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DC Mitsubishi – US-APWR Mailing List     (Revised 10/14/2008) 
cc: 
Mr. Glenn H. Archinoff Mr. Ed Wallace 
AECL Technologies General Manager - Projects 
481 North Frederick Avenue PBMR Pty LTD 
Suite 405 P. O. Box 9396 
Gaithersburg, MD  20877 Centurion 0046 
       Republic of South Africa 
Ms. Michele Boyd        
Legislative Director Mr. Gary Wright, Director 
Energy Program Division of Nuclear Facility Safety 
Public Citizens Critical Mass Energy Illinois Emergency Management Agency 
  and Environmental Program 1035 Outer Park Drive 
215 Pennsylvania Avenue, SE Springfield, IL  62704 
Washington, DC  20003        
       
Jin Chung 
Mr. Ray Ganthner 
Senior Vice President 
AREVA, NP, Inc. 3315 
Old Forest Road 
P.O. Box 10935 
Lynchburg, VA  24506-0935 
       
Atsushi Kumaki 
Mitsubishi Heavy Industries, Ltd. 
APWR Promoting Department 
Wadasaki-cho- 1-1-1, Hyogo-ku 
Kobe  652-8585  JAPAN 
       
Dr. Masanori Onozuka 
Mitsubishi Nuclear Energy Systems, Inc. 
2300 Wilson Blvd. 
Suite 300 
Arlington, VA  22201-5426 
       
Dr. C. Keith Paulson 
Mitsubishi Nuclear Energy Systems, Inc. 
300 Oxford Drive, Suite 301 
Monroeville, PA  15146 
       
Mr. Robert E. Sweeney 
IBEX ESI 
4641 Montgomery Avenue 
Suite 350 
Bethesda, MD  20814 
       
 Page 1 of 3 



 

DC Mitsubishi – US-APWR Mailing List 

Email 
APH@NEI.org   (Adrian Heymer) 
atsushi_kumaki@mhi.co.jp   (Atsushi Kumaki) 
awc@nei.org   (Anne W. Cottingham) 
bob.brown@ge.com   (Robert E. Brown) 
BrinkmCB@westinghouse.com   (Charles Brinkman) 
chris.maslak@ge.com   (Chris Maslak) 
ck_paulson@mnes-us.com   (C Keith Paulson) 
ckpaulson@aol.com   (C.K. Paulson) 
CumminWE@Westinghouse.com   (Edward W. Cummins) 
cwaltman@roe.com   (C. Waltman) 
david.hinds@ge.com   (David Hinds) 
david.lewis@pillsburylaw.com   (David Lewis) 
DeLaBarreR@state.gov   (R. DeLaBarre) 
Dennis.Buschbaum@txu.com   (Denny Buschbaum) 
dlochbaum@UCSUSA.org   (David Lochbaum) 
don_algama@mnes-us.com   (Don Algama) 
dwoodla1@luminant.com   (Donald Woodlan) 
erg-xl@cox.net   (Eddie R. Grant) 
gcesare@enercon.com   (Guy Cesare) 
greshaja@westinghouse.com  (James Gresham) 
JAC3@nrc.gov   (Jeff Ciocco) 
james.beard@gene.ge.com   (James Beard) 
jgutierrez@morganlewis.com   (Jay M. Gutierrez) 
jim.riccio@wdc.greenpeace.org   (James Riccio) 
jin_chung@mnes-us.com 
JJNesrsta@cpsenergy.com  (James J. Nesrsta) 
John.O'Neill@pillsburylaw.com   (John O'Neill) 
Joseph_Hegner@dom.com    (Joseph Hegner) 
kcrogers@aol.com   (K. C. Rogers) 
KSutton@morganlewis.com   (Kathryn M. Sutton) 
kwaugh@impact-net.org   (Kenneth O. Waugh) 
lchandler@morganlewis.com   (Lawrence J. Chandler) 
lon.burnam@house.state.tx.us   (Lon Burnam) 
Marc.Brooks@dhs.gov   (Marc Brooks) 
maria.webb@pillsburylaw.com   (Maria Webb) 
mark.beaumont@wsms.com   (Mark Beaumont) 
masahiko_kaneda@mhi.co.jp   (Masahiko Kaneda) 
masanori_onozuka@mnes-us.com   (Masanori Onozuka) 
masayuki_kambara@mhi.co.jp   (Masayuki Kambara) 
matias.travieso-diaz@pillsburylaw.com   (Matias Travieso-Diaz) 
mayorsouthern@granbury.org   (Mayor David Southern) 
media@nei.org   (Scott Peterson) 
mike_moran@fpl.com   (Mike Moran) 
MSF@nei.org   (Marvin Fertel) 
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mutsumi_ishida@mnes-us.com   (Mutsumi Ishida) 
mwetterhahn@winston.com   (M. Wetterhahn) 
nan_sirirat@mnes-us.com   (Sirirat Mongkolkam) 
nirsnet@nirs.org   (Michael Mariotte) 
patriciaL.campbell@ge.com   (Patricia L. Campbell) 
paul.gaukler@pillsburylaw.com   (Paul Gaukler) 
Paul@beyondnuclear.org   (Paul Gunter) 
pshastings@duke-energy.com   (Peter Hastings) 
RJB@NEI.org   (Russell Bell) 
RKTemple@cpsenergy.com   (R.K. Temple) 
roberta.swain@ge.com   (Roberta Swain) 
Russell.Wells@Areva.com   (Russell Wells) 
sabinski@suddenlink.net   (Steve A. Bennett) 
sandra.sloan@areva.com   (Sandra Sloan) 
satoshi_watanabe@mnes-us.com   (Satoshi Watanabe) 
sfrantz@morganlewis.com   (Stephen P. Frantz) 
shinji_kawanago@mnes-us.com   (Shinji Kawanago) 
steven.hucik@ge.com   (Steven Hucik) 
Tansel.Selekler@nuclear.energy.gov   (Tansel Selekler) 
tgilder1@luminant.com   (Tim Gilder) 
tmatthews@morganlewis.com  (T. Matthews) 
tom.miller@hq.doe.gov   (Tom Miller) 
trsmith@winston.com   (Tyson Smith) 
Vanessa.quinn@dhs.gov   (Vanessa Quinn) 
VictorB@bv.com   (Bill Victor) 
vijukrp@westinghouse.com   (Ronald P. Vijuk) 
Wanda.K.Marshall@dom.com   (Wanda K. Marshall) 
whorin@winston.com   (W. Horin) 
yoshiki_ogata@mhi.co.jp   (Yoshiki Ogata) 
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