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ITAAC Design Commitments 
 

ITAAC DESIGN COMMITMENT 
 

Information Provided

1. Vital Equipment  

(a)  Vital equipment is located only within a vital 
area. 

(b)  Access to vital equipment requires 
passage through at least two physical 
barriers. 

 
 

• List of vital equipment (DCD). 

• Identification of vital area 
boundary(s) (DCD) 

• Identification of a second barrier(s) 
which encompasses the vital areas 
(DCD / COL) 

2. Physical barriers for the protected area 
perimeter are not part of vital area barriers. 
 
 
 

• Provide sufficient information such 
that it is evident that the VA barrier 
and the PA barrier do not intersect 
(COL). 

3. Isolation zones exist in outdoor areas 
adjacent to the physical barrier at the perimeter of 
the protected area that allow 20 feet of observation 
on either side of the barrier.  Where permanent 
buildings do not allow a 20 foot observation distance 
on the inside of the protected area, the building 
walls are immediately adjacent to, or an integral part 
of, the protected area barrier. 
 

• A figure exists in the physical 
security plan which depicts the site 
isolation zone (COL).   

4. Intrusion detection system can detect 
penetration or attempted penetration of the 
protected area barrier. 
 

• The PSP defines the function 
criteria and the location of the IDS 
(COL). 

5. Isolation zones and exterior areas within 
the protected area are provided with illumination to 
permit observation of abnormal presence or activity 
of persons or vehicles. 

• Define functional criteria in DCD 
(use Main Control Room as 
precedent). 

 
 

6.  
(a.) The external walls, doors, ceiling and floors in 
the main control room and central alarm station are 
bullet resistant to at least a UL level 4 round. 
 
(b.)  The external walls, doors, ceiling and floors in 
the last access control function for access to the 
protected area are bullet resistant to at least a UL 
level 4 round. 

(a.) 

• Identify design features of MCR and 
CAS walls, ceiling and floors (DCD). 

• Define functional criteria for door 
design (DCD) 

(b) 

• PSP identifies design features of 
last access control function, i.e. 
walls, doors, ceilings and floors 
(COL).   

7. The vehicle barrier system is installed and 
located at the necessary stand-off distance to 
protect against the DBT vehicle bombs. 

• Identify the minimum safe standoff 
distance(s) to protect vital 
equipment and other required 
assets from the DBT vehicle bombs 
(DCD / COL). 

• Calculations will be available for 
audit which support minimum safe 
standoff distances (DCD / COL). 
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8. Access control points are established to:  

(a)  Control personnel and vehicle access into 
the protected area. 

(b)  Detect firearms, explosives, and incendiary 
devices at the protected area personnel 
access points. 

• The physical security plan identifies 
the personnel and vehicle access 
points into the protected area 
(COL).   

• Identify detection equipment for 
detecting firearms, explosives, and 
incendiary devices (COL). 

9. An access control system with numbered 
picture badges is installed for use by individuals 
who are authorized access to protected areas 
without escort. 

 

• The physical security plan identifies 
that equipment exists to authorize 
individuals to enter the protected 
area without escort.  The physical 
security plan requires numbered 
picture badges (COL).  

10. Unoccupied vital areas are locked and 
alarmed with activated intrusion detection systems 
that annunciate in the Central and Secondary Alarm 
Stations upon intrusion into a vital area. 

 

• Identify unoccupied vital areas that 
will be locked and alarmed with an 
active intrusion detection system 
(DCD) 

11. Security alarm annunciation occurs in the 
central alarm station and in at least one other 
continuously manned station not necessarily onsite. 
 

• Identify location of CAS (DCD) 
• Identify location of second 

continuously manned alarm station 
(DCD / COL) 

• Define security alarms annunciate 
in both the CAS and secondary 
manned alarm station (DCD / COL) 

12. Secondary security power supply system 
for alarm annunciator equipment and non-
portable communications equipment is 
located within a vital area. 

• Identify location(s) of secondary 
security power supply(s) (DCD / 
COL) 

• Define location(s) of secondary 
security power supply(s) within vital 
area (DCD  / COL) 

• Identify non-portable 
communications equipment and 
alarm annunciation equipment that 
will be supplied from secondary 
security power supply (DCD / COL) 

13. Security alarm devices including 
transmission lines to annunciators are 
tamper indicating and self-checking, (e.g. 
an automatic indication is provided when 
failure of the alarm system or a component 
occurs or when on standby power), and 
alarm annunciation indicates the type of 
alarm, (e.g., intrusion alarms, emergency 
exit alarm, etc.) and location. 

• Functional criteria only (DCD) 

14. Equipment exists to record onsite security 
alarm annunciation including the location of 
the alarm, false alarm, alarm check, and 
tamper indication and the type of alarm, 
location, alarm circuit, date, and time. 

• Functional criteria only (DCD) 

15. Emergency exits through the protected 
area perimeter and vital area boundaries 
are alarmed. 

• Identify VA boundary (DCD) 
• Identify emergency exits through 

VA boundary (DCD) 
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16. The central and secondary alarm stations:  

(a)  Central and secondary alarm stations have 
conventional (land line) telephone service 
and other communication capabilities with 
local law enforcement authorities.  

(b)  Central and secondary alarm stations are 
capable of continuous communication with 
security personnel. 

(a) 

• Functional criteria only (DCD / COL) 

(b) 

• Describe means of continuous 
communication between CAS, SAS, 
and security personnel (DCD / 
COL) 

 
 
 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


