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IN 84-07

UNITED STATES
NUCLEAR REGULATORY COMMISSION
OFFICE OF INSPECTION AND ENFORCEMENT
WASHINGTON, D.C. 20555

February 3, 1984

IE INFORMATION NOTICE NO. 84-07: DESIGN-BASIS THREAT AND REVIEW
OF VEHICULAR ACCESS CONTROLS

Addressees:

A1l nuclear power reactor facilities holding an operating license (OL) or
construction permit (CP), and certain fuel fabrication and processing fa-
cilities using or possessing a formula quantity of special nuclear material.

Purgose:

This information notice is proviced to inform addressees of NRC concerns
regarding potential use of vehicle bombs by terrorists against nuclear acti-
vities or facilities, and of actions NRC is taking and considering as a result
of these concerns. It is expected that licensees will review this information
for applicability to their activities. N- specific action or response is
required at this time.

Description of Circumstances:

Recent publicized events indicate that U.S. installations in overseas areas
have become the target of terrorist groups using vehicle bombs. The Executive
Branch recently announced that security precautions at certain government
facilities in this country have been upgraded as a matter of prudence. Aiso,

as a matter of prudence, the NRC is considering revision to the design-basis
threat defined in 10 CFR 73.1.

Discussion:

Licensees are not required by 10 CFR 73 to protect against vehicle bombs ,
however, it would appear appropriate for addressees to review their vehicular
access control equipment and procedures at this time. It would also be prudent
for addressees to examine their contingency plans and the tactical measures to
be employed by members of the security organization to impede penetration of
protected areas by unauthorized vehicles. In the meantime, NRC has initiated a
task to estimate the consequences of vehicular attacks at nuclear facilities
and to identify cost effective measures to protect against such tactics.
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If you need additional information about this matter, please contact the
Regional Administrator of the appropriate NRC Regional Office or the
Division of Safeguards, Office of Nuclear Material Safety and Safeguards.

Edward L. Jordan, Director

Division of Emergency Preparedness
and Engineering Response

Office of Inspection and Enforcement

Technical Contacts: Donald J. Kasun, NMSS
(301) 427-4383

Loren L. Bush, Jr, IE
(301) 492-8080

Attachment:
List of Recently Issued IE Information Notices



LIST OF RECENTLY ISSUED
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February 3, 1984

Information
Notice No.

Subject

Date »>f
Issue

T

Issued to

84-06

84-05

84-04

84-03

84-02

84-01

83-84

83-83

83-82

83-81

Steam Binding of Auxiliary
Feedwater Pumps

Exercise Frequency

Failure of Elastomer Seated
Butterfly Valves Used Only
During Cold Shutdowns

Compliance with Conditions
and Notification of Dis-
ability by Licensed
Operators

Operating a Nuclear Power
Plant at Voltage Levels
Lower than Analyzed

Excess Lubricant in Electric
Cable Sheaths

Cracked and Broken Piston

Rods in Brown Bovery Electric

Type SHK Breakers

Use of Portable Radio
Transmitters Insid: Nuclear
Power Plants

Failure of Safety/Relief
Valves to Open at BWR -
Final Report

Entry Into High Radiation
Areas From Areas Which Are

Not Under Direct Surveillance

01/¢5/84

01/16/84

01/18/84

01/18/84

01/10/84

01/10/84

12/30/83

12/19/83

12/16/83

12/7/83

A1l power reactor
facilities holding
an OL or CpP

A1l power reactor
facilities holding
an OL or CP

All power reactor
facilities holding
an OL or CpP

Licensed operators &
facility licensees

All power reactor
facilities holding
an OL or CP

A1l power reactor
facilities holding
an OL or CP

A1l power reactor
facilities holding
an OL cr CP

A1l power reactor
facilities holding
an OL or CP

A1l power reactor
facilities holding
an OL or CP

All licensees autho-
rized to use portable
radiography devices
in radiography
programs

oL
cp

Operating License
Construction Permit
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