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U.S. NUCLEAR REGULATORY COMMISSION’S RESPONSE TO OIG-08-A-19 
IMPLEMENTATION OF THE FEDERAL INFORMATION SECURITY MANAGEMENT ACT 

FOR FISCAL YEAR 2008 
 
 
This enclosure provides the response to the Office of the Inspector General’s (OIG) 
memorandum, dated September 26, 2008, which conveyed the findings and recommendations 
discussed in the OIG’s report, “Independent Evaluation of NRC’s Implementation of the Federal 
Information Security Management Act for Fiscal Year 2008 (OIG-08-A-18). 
 
 
Recommendation 1 
 
Update the U.S. Nuclear Regulatory Commission (NRC) System Information Control 
Database to identify all interfaces between systems. 
 
Response 
 
Agree.  NRC will appropriately identify all interfaces between systems in system inventory.   
NRC will also modify the System Information Control Database (NSICD) (the system inventory) 
to ensure the correct attributes are available to clearly capture all interfaces between systems.   
 
Completion date:  June 30, 2009 
 
 
Recommendation 2 
 
Develop and implement procedures to ensure interface information in the NRC System 
Information Control Database is consistent with interface information in security plans 
and risk assessments. 
 
Response  
 
Agree.  NRC will develop and implement procedures to ensure interface information in NSICD is 
consistent with interface information in security plans and risk assessments.  NRC will also 
ensure consistency between afore mentioned documents and system inventory through 
compliance review, continuous monitoring and bi-annual data-call processes. 
 
Completion date:  June 30, 2009 
 
 
Recommendation 3 
 
Develop agency-wide policy and procedures regarding the implementation and 
monitoring of Federal Desktop Core Configuration controls for all desktop and laptop 
computers, including both those that centrally managed under the agency’s seat 
management contract and those that are owned by the agency regardless of whether or 
not they are connected to the agency’s network.
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Response 
 
Agree.  An agency-wide policy and associated procedures for implementation and monitoring of 
Federal Desktop Core Configuration controls for all desktop and laptop computers will be 
developed. 
 
Completion date:  September 30, 2009 
 
 
Recommendation 4 
 
Develop a process for verifying that all Federal Desktop Core Configuration controls are 
implemented for all desktop and laptop computers, including both those that are 
centrally managed under the agency’s seat management contract and those that are 
owned by the agency regardless of whether or not they are connected to the agency’s 
network. 
 
Response 
 
Agree.  A process for verifying that all Federal Desktop Core Configuration controls are 
implemented for all desktop and laptop computers will be developed. 
 
Completion date:  September 30, 2009 
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