October 27, 2008

MEMORANDUM TO: Stephen D. Dingbaum
Assistant Inspector General for Audits
Office of the Inspector General

FROM: Thomas M. Boyce, Director /RA/
Office of Information Services

SUBJECT: STATUS OF RECOMMENDATION: U. S. NUCLEAR
REGULATORY COMMISSION’S HANDLING AND MARKING OF
SENSITIVE UNCLASSIFIED INFORMATION (OIG-03-A-01)

The following provides a status on Recommendation 1 from OIG-03-A-01, “Review of U.S.
Nuclear Regulatory Commission’s (NRC’s) Handling and Marking of Sensitive Unclassified
Information,” dated October 16, 2002.

Recommendation 1:

Update the guidance for Official Use Only (OUO) documents to require clear identification of
sensitive unclassified information to prevent its inadvertent disclosure.

Response:

The NRC issued OUO guidance on October 26, 2005, when it issued the policy for Sensitive
Unclassified Non-Safeguards Information (SUNSI). The staff intended to update Management
Directive (MD) 12.6, "NRC Sensitive Unclassified Information Security Program" to reflect the
SUNSI policy; however, in SRM 05-0054 - Policy Revision: “Handling, Marking, and Protecting
SUNSI,” the Commission directed the staff to consolidate the SUNSI policy into a two-tiered
system. Before the NRC staff consolidated the SUNSI, the President issued “Memorandum for
the Heads of Executive Departments and Agencies, Subject: Guidelines and Requirements in
Support of the Information Sharing Environment,” dated December 16, 2005. That
memorandum required the issuance of standardized Federal policy and review of Sensitive-but-
Unclassified policies across the Federal government. It also delays the SUNSI revision pending
the Federal-wide revision.

The SUNSI policy revision is contingent upon the issuance of Controlled Unclassified
Information (CUI) guidelines by the National Archives and Records Administration (NARA).
NARA is the Executive Agent for implementing the Federal-wide CUI framework in accordance
with the President's memorandum dated May 9, 2008, "Designation and Sharing of Controlled
Unclassified Information." NARA expects to issue the CUI guidelines in July 2009. After NARA
issues the CUI guidelines, staff from the Office of Information Services (OIS) will confer with the
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offices and regions to identify how to implement the guidelines at the NRC. In addition, the OIS
staff will prepare a Commission Paper seeking approval of NRC's proposed implementation of
the policy.

Coordinating and developing the Commission Paper with the offices and regions is expected to
take approximately nine months, with another two to three months added for the Commission to
evaluate, approve or disapprove the recommendations, and issue a staff requirements
memorandum (SRM). The completion of MD 12.6 is expected to take one year from the date
that the Commission issues the SRM regarding implementation of the CUI framework. Based
on the above milestones, we will not issue MD 12.6 until approximately July 2011.
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