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Appendix A Failure Modes and Effects Analysis of DFWCS 
 
The tables of this appendix include failure rates of the failure modes of the components of the DFWCS, and demonstrate how the failure 
rate for each failure mode was arrived at.  The estimation of the failure parameters is summarized in Chapter 6 and described in more 
detail in NUREG/CR-6962.  The data are not appropriate for quantifying models that will be employed to support decision-making (e.g., 
regulatory decisions or design changes).  They are used in this project only to demonstrate the reliability methods and exercise the 
reliability models. 
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Table A-1 FMEA at level of components of DFWCS modules – main CPU. 

 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Common-Cause Failures (CCFs) 

Software CCF 5.0x10-10 May not be 
detectable 

May not 
be 
detectable 

Undetectable 
Failure 

Failure No 1. Software and hardware CCFs are modeled in 
a single event using a β -factor CCF model 

with 05.0=β . 
2. Quantification of software failure is beyond 
scope of this project. 

Hardware CCF 7.3x10-07 No No Undetectable 
Failure 

Failure No 1. CCF of the CPUs includes the failure of 
power supplies. 
2. Operator may be unable to take remedial 
actions. 

Software 

The software on the 
main CPU seems to be 
normally running but 
sends erroneous 
output 

5.0x10-09 No No Undetectable 
Failure 

Failure No 1. Failure rate of the application software is 
the rate of occurrence of error-forcing context 
(EFC).  Modeling and quantification of 
software failure is beyond the project’s scope. 
The failure rate is selected for a purpose of 
exercising the reliability model only. 

Software halt (CPU 
stops updating output) 

5.0x10-09 No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes 1. When WDT no longer receives a toggling 
signal, it triggers a fail-over of the Main CPU to 
the Backup CPU provided the WDT’s status is 
normal. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Microprocessor of the Main CPU 

The CPU seems to 
be normally running 
but sends erroneous 
output (60% of total 
failure) 

2.0x10-08  No No Undetectable 
Failure 

Failure No 1. The data on the CPU’s failure is taken from 
Chapter 6; the rate is 3.3x10-08 per hour. 

2. The failure-mode distribution used is from 
[RAC 1997b].  It shows that a failure of “wrong 
data word” of a 16-bit CPU accounts for 60% of 
the total failure.  However, the Intel 80586 is a 
32-bit processor.  Stuck outputs account for 
40% of the total failure mode. 

3. Other data on failure-mode distribution 
[Meeldijk 1996] may replace the above 
distribution.  This data for generic digital 
components shows that stuck high or low 
accounts for 80% of the failure (this may reflect 
the CPU’s failure to update outputs), and 20% 
is due to loss of logic (this may correspond to 
seemingly normal operation of the CPU).  
However, it is not used because the failure 
mode distribution from [RAC 1997b] appears 
more specific for processors. 

CPU stops updating 
output (40% of the 
total failure) 

1.3x10-08  No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes  1. When the WDT no longer receives a toggling 
signal, it causes a fail-over of the Main CPU to 
the Backup CPU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

ISA (Industry Standard Architecture) Bus 

Loss of ISA bus 5.2x10-07 No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure rate of the bus is the sum of 
failure rates of the major components of the 
bus, viz., the line/bus driver (4.6x10-07 per 
hour), and the receiver (6.2x10-08 per hour), as 
shown in Chapter 6. 

2. The CPU’s input and output rely on the ISA 
bus; both the application software and the 
WDT potentially can detect this loss of the ISA 
bus. It is assumed the CPU is failed by the 
WDT if its status is normal because the 
application software may be unable to send out 
any alarm or signal to fail the Main CPU due to 
losses of both input and output.  

RAM (Random Access Memory) 

Loss of RAM 3.3x10-07  No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure rate (3.3x10-07 per hour) is taken 
from Chapter 6. 

2. Application software must be loaded into 
RAM to run it.  Thus, the application software 
cannot run upon a loss of RAM.  It is assumed 
that the WDT can detect the loss of RAM 
because the software of the Main CPU will no 
longer run and send out a toggling signal. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

ROM (Read Only Memory) 

Loss of BIOS 4.0x10-08  No No Undetectable 
Failure 

Failure No 1. The failure rate (4.0x10-08 per hour) is from 
Chapter 6, i.e., the failure rate of a generic 
ROM that stores a set of BIOS input/output 
subroutines. 

2. The CPU’s input and output operations rely 
on BIOS routines.  However, it is unknown 
whether the loss of BIOS will cause a complete 
or partial loss of the inputs to and outputs of 
the application software and the CPU; 
conservatively, the failure is assumed 
undetectable. 

Flash Disk 

Loss of Flash Disk 3.1x10-09  No No Undetectable 
Failure 

Failure No 1. The flash disk actually is flash memory. 
PRISM does not have data for flash memory. 
Therefore, the value for generic RAM failure is 
used here, i.e., 3.1x10-09 per hour. 

2. The failure effects are unknown of a loss of 
the flash disk that stores software. 
Conservatively, it is assumed undetectable. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Serial Port 

Loss of Serial Port 1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. The failure data (1.6x10-09 per hour) is from 
PRISM for a serial communication controller, 
the major component of serial communication 
port. 
2. Serial port is used for communication 
between the Main CPU and PDU; very likely, it 
is an RS-232 (Recommended Standard 232, 
which is a standard for serial binary data 
signals connecting data terminal equipment 
and data circuit-terminating equipment) 
implementation.  According to the plant 
information, the CPUs send data to the PDU 
for display; the setpoint can be changed at the 
PDU and then sent to the CPU via the serial 
communication.  Apparently, the setpoint is 
changed offline.  Therefore, the loss of the 
serial port will not affect the Main CPU’s normal 
operation. 

Analog Inputs 

 



A
-7 

Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A  
Channel 4, S/G 12 
Feedwater 
Temperature: Input 
current fails high and 
low (2% and 44% of 
the total failure, 
respectively):  

1.1x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. The failure rate is 2.4x10-09 per hour from 
PRISM data of the IC, Linear, 
Transmitter/receiver, a major component of a 
current loop.  A current loop is a linear device, 
so the failure mode distribution in [Meeldijk 
1996] is adopted. Input current fails low 
includes failures of fail-to-zero.  The same data 
is used for other current input signals. 
2. The signal is used only during low-power 
operation. 
3. The main CPU will detect an invalid signal 
(OOR (out of range) conditions) caused by 
these failures.  It will use the other signal from 
S/G 11.  There are no effects on control 
provided that the other signal from S/G 11 is 
normal. 
4. The main CPU will send a deviation alarm to 
the plant computer.  

Analog Backplane A 
Channel 4, S/G 12 
Feedwater 
Temperature:  Drifted 
input current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. If the drifted input causes a large enough 
deviation, the Main CPU will send an alarm to 
the plant computer. It is expected that the 
operators will act before the input drifts out of 
the range. 
2. Conservatively, it is assumed that the signal 
will drift out of range and fail high or low. Even 
if the input drifts out of range, the temperature 
signals are averaged, and there will be no 
significant effect. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 5, S/G 11 
Feedwater 
Temperature:  Input 
current fails high and 
low (2% and 44% of 
the total failure, 
respectively) 

1.1x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. The signal is used only during low-power 
operation. 
2. The Main CPU will detect the invalidity of the 
signal (OOR condition) caused by these 
failures. . The other signal from S/G 12 will be 
used, and provided it is normal, there will be no 
effects on control. 
3. The Main CPU will send a deviation alarm to 
the plant computer.  

Analog Backplane A 
Channel 5, S/G 11 
Feedwater 
Temperature:  Drifted 
input current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. The Main CPU will send an alarm to the 
plant computer if the deviation caused by the 
drifted input is large enough.  Therefore, the 
operators are expected to take actions before 
the input drifts out of range. 
2. It is assumed that the signal will drift out of 
range and fail high or low. Even then, the 
temperature signals are averaged and there 
will be no significant effect. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 6, FW Pump 
A Bias: 
Input voltage fails 
high and low (50% 
each of the total 
failure) 

3.7x10-09 Yes No Undetectable 
Failure 

Failure Yes 1. The failure rate, 3.7x10-09 per hour of voltage 
regulator, is from the PRISM database. The 
voltage regulator is considered a major 
component of voltage input module. The failure 
mode distribution is assumed to be 50% for 
each of the total failures (fail high and fail low). 
2. The main CPU will detect the OOR condition 
of this signal. Regardless, the incorrect pump 
demand will be sent to the FWP.  It is assume 
conservatively that the incorrect demand will 
fail the system. 
3. The Main CPU will send a deviation alarm to 
the plant computer.  

Analog Backplane A 
Channel 7, S/G 12 
MFV Tracking: 
Input current fails 
high (2% of the total 
failure) 

4.9x10-11 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The higher of the two MFV tracking signals 
from S/G 12 and S/G 11 is used to calculate 
the FWP speed demand.  In the high-power 
mode, this will cause a controllable 
disturbance. 
2. In the low-power mode, this failure may 
entail a loss of control that the Lovejoy 
controller expectedly will detect. 
3. There is no direct indication of the failure. 
The increase in pump speed might be alarmed. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 7, S/G 12 
MFV Tracking: 
Input current fails low 
(44% of the total 
failure) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The FWP demand will be calculated from the 
higher MFV tracking signal from the S/Gs. 
Therefore, the Main CPU can detect this loss of 
the S/G 12 MFV signal, and it will not be used. 
The FWP demand calculation is unaffected. 
2. There is no direct indication of the failure. 

Analog Backplane A 
Channel 7, S/G 12 
MFV Tracking:  
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. It is anticipated that the signal eventually will 
drift out of range and fail high or low.  (See the 
failure effects above). 
2. There is no direct indication of this failure.  

Analog Backplane A 
Channel 8, S/G 11 
FWP A Tracking:  
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The Main CPU’s application software will 
detect a deviation larger than the setpoint 
between the CPU and the controller; this will 
cause a failover. If the deviation is not large 
enough, control will be unaffected. Here, it is 
assumed conservatively that the deviation is 
large upon the loss of this signal. 
2. There is no direct indication of failure. 
Failure of the Main CPU would send an alarm 
to the plant computer. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 8, S/G 11 
FWP A Tracking:  
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. Because there is not direct indication of the 
failures, it is assumed that the deviation caused 
by the drifted signal eventually will be out of 
range and be detected by the application 
software.  Upon the detection, the application 
software assumes that the Main CPU is failed, 
and a failover will follow.  

Analog Backplane A 
Channel 13, MFRV 
LVDT #2: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. If the deviation between two LVDT inputs 
exceeds the MFV_DEVIATION setpoint, the 
Diagnostic Transfer mode will transfer to 
Lockout mode. If this setpoint is not exceeded 
but instead, the MFV_DEADBAND setpoint is 
exceeded by the Demand-LVDT deviation, 
where the LVDT is the average of the two 
LVDT signals, the Demand-LVDT deviation will 
accumulate over subsequent cycles. Should 
this accumulation of Demand-LVDT deviation 
exceed the MFV_ACCUMULATION setpoint, 
the Diagnostic Transfer mode will be enabled.  
Then, the opposite positioner will be put in 
service and the control mode shifted to 
LOCKOUT.  The Main CPU continues to 
operate normally. 
2. A large MFV deviation alarm will be activated 
on the PDU, and the associated CPU 
deviation-annunciator will be activated, if the 
deviation between two LVDT signals exceeds 
the MFV-DEVIATION setpoint. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 13, MFRV 
LVDT #2: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. It is assumed that the signal eventually will 
drift out of range and fail high or low.  
Therefore, it has the same failure effects as 
fails high or fails low. 

Analog Backplane A 
Channel 14, MFRV 
LVDT #1: 
Input current fails low 
(2% and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes See failure analysis for MFRV LVDT #2. 

Analog Backplane A 
Channel 14, MFRV 
LVDT #1: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes See failure analysis for MFRV LVDT #2. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 15, MFRV 
Differential Pressure 
#2: Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. The signal is related to the gooseneck 
purge. 
2. This failure is assumed to be detectable. 
Plant information suggests that the loss of this 
signal does not affect the Main CPU’s 
operation. 
3. The PDU will display the incorrect 
gooseneck flow and accumulated volume. 

Analog Backplane A 
Channel 15, MFRV 
Differential Pressure 
#2: Drifted input 
current (52% of the 
total failure) 

1.3x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. It is assumed that the signal eventually will 
drift out of range and fail to high or low. 

Analog Backplane A 
Channel 16, MFRV 
Differential Pressure 
#1: Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. This failure is assumed to be detectable. 
Plant information suggests that the loss of this 
signal does not affect the Main CPU’s 
operation. 
2. The PDU will display the incorrect 
gooseneck flow and accumulated volume.  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 16, MFRV 
Differential Pressure 
#1: Drifted input 
current (52% of the 
total failure) 

1.3x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. It is assumed that the signal eventually will 
drift out of range and fail to high or low. 

Analog Backplane B 
Channel 6, S/G 11 
Level #1: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected. 
Then, the other input #2 will be used for 
control.  Provided that the other CPU is 
healthy, a failover will occur after a delay. 
2. The PDU will display the failover (if any). 

Analog Backplane B 
Channel 6, S/G 11 
Level #1: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. If the deviation between two level signals is 
small, control will continue with the average of 
the two inputs. If the deviation is large and the 
Backup CPU is healthy, the Main CPU will 
failover after a delay.  
2. The operator may take actions before the 
deviation becomes large because the deviation 
will actuate an alarm status in the plant 
computer.  Nevertheless, it is assumed that the 
signal will drift out of range and fail high or low. 
The application software then will detect the 
OOR failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 7, S/G 11 
Level #2: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected. 
Then, the other input #1 will be used for control 
upon the failure. Provided that the other CPU is 
healthy, after a delay, a failover will occur. 
2. The PDU will display a failover (if any).  

Analog Backplane B 
Channel 7, S/G 11 
Level #2: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. With a small deviation between two level 
signals, control will continue with the average 
of the two inputs. With a large deviation, and a 
healthy Backup CPU, the Main CPU will 
failover after a delay. 
2.  The operator may take actions before the 
deviation becomes large because the deviation 
will actuate an alarm status in the plant 
computer.  Nevertheless, it is assumed that the 
signal will drift out of range and fail high or low. 
The application software then will detect the 
OOR failure.   

Analog Backplane B 
Channel 8, S/G 11 
FW Flow #1: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected. 
The other input #2 will be used for control upon 
the failure. After a delay, provided that the 
Backup CPU is healthy, the Main CPU will 
failover.  
2. Failover (if any) will be displayed on the 
PDU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 8, S/G 11 
FW Flow #1: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A small deviation between two flow signals 
will actuate a deviation alarm in the plant 
computer.  A large deviation will result in a 
single element control. 
2. Although the operator may intervene   before 
the deviation becomes large since an alarm 
status will be actuated in the plant computer for 
that deviation, it is assumed that the signal will 
drift out of range and fail high or low.  The 
failure will be detected and the application 
software will fail the Main CPU.  

Analog Backplane B 
Channel 9, S/G 11 
FW Flow #2: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The application software will detect the 
failure of this signal, upon which the other input 
#2 will be used for control.  Provided that the 
Backup CPU is healthy, there will be a delay, 
and then the Main CPU will failover.  
2. The PDU will display the failover (if any). 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 9, S/G 11 
FW Flow #2: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A small deviation between two flow signals 
will trigger a deviation alarm in the plant 
computer.  A large deviation will entail a single 
element control. 
2. A deviation will actuate an alarm in the plant 
computer, and although the operator may act 
before it becomes large, it is assumed that the 
signal will drift out of range and fail high or low. 
The failure will be detected and the Main CPU 
will be failed by the application software.  

Analog Backplane B 
Channel 10, S/G 11 
Main Steam Flow: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected. 
Then, the other steam flow of S/G 12 input will 
be used for control. If the Backup CPU is 
healthy, the Main CPU will failover after a 
delay. 
2. The PDU will display the deviation alarm and 
failover (if any). 

Analog Backplane B 
Channel 10, S/G 11 
Main Steam Flow: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A small deviation between two flow signals 
actuates a deviation alarm on the plant 
computer.  If the deviation becomes large, a 
single element control will be instated. 
2. Although a large deviation actuates an alarm 
status in the plant computer, and accordingly, 
the operator takes action, it still is assumed 
that the signal will drift out of range and fail 
high or low.  The failure will be detected and 
the application software will fail the Main CPU.  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 11, S/G 12 
Main Steam Flow: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The application software will detect the 
failure of this signal.  Thereafter, the other 
steam flow input will be used for control.  After 
a delay, provided that the Backup CPU is 
healthy, the Main CPU will failover. 
2. The PDU will display a deviation alarm and 
failover (if any).  

Analog Backplane B 
Channel 11, S/G 12 
Main Steam Flow: 
Drifted input current 
(52% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. After a small deviation between two steam 
signals, a deviation alarm will be actuated in 
the plant computer.  If the deviation becomes 
large, a single element control will be 
occasioned. 
2. Although the operator may act before the 
deviation becomes large because it actuates 
an alarm status in the plant computer, it still is 
assumed that the signal will drift out of range 
and fail high or low.  The failure will be detected 
and the Main CPU will be failed by the 
application software.  

Analog Backplane B 
Channel 12, Neutron 
Flux #1: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected; the 
other input #2 will be used and control will 
continue. 
2. A deviation alarm will be sent to the plant 
computer. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 12, Neutron 
Flux #1: 
Drifted input current 
(52% of the total 
failure): Neutron Flux 
#1 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. A deviation alarm will be actuated in the 
plant computer.  Therefore, the operator is 
assumed to take actions before the deviation 
becomes large. 
2. On the occurrence of a deviation, valve 
transfers are inhibited and control continues as 
long as the other neutron-flux signal remains 
valid. 
3. It is assumed that the signal will drift out of 
range and fail high or low. 

Analog Backplane B 
Channel 13, Neutron 
Flux #2: 
Input current fails 
high and low (2% and 
44% of the total 
failure, respectively) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The failure of this signal will be detected, 
and the other input #1 will be used; control will 
continue. 
2. A deviation alarm will be sent to the plant 
computer. 

Analog Backplane B 
Channel 13, Neutron 
Flux #2: 
Drifted input current 
(52% of the total 
failure): Neutron Flux 
#2 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. A deviation alarm will be actuated in the 
plant computer.  Therefore, it is assumed that 
the operator will take actions before the 
deviation becomes large. 
2. After a deviation, valve transfers are 
inhibited and control continues as long as the 
other neutron-flux signal is valid. 
3. It is assumed that the signal will drift out of 
range and fail high or low. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 14, S/G 11 
Level Setpoint: 
Input current fails 
high, low, and drift 
(2%, 44%, and 52% 
of the total failure, 
respectively)  

2.4x10-09 Yes No Continued 
Operation 

No 
Failure 

No 1. The application software detects the failure 
of this signal.  Hence, there will be a deviation 
between this signal and the setpoint inside the 
program. If it is larger than a pre-set value 
LEV_SPT, the internal level setpoint will be 
used. Otherwise, control is not impacted. . 
2. A deviation alarm will be sent to the plant 
computer. 

Analog Backplane B 
Channel 15, S/G 11 
BFRV Tracking: 
Input current fails 
high, low, and drift 
(2%, 44%, and 52% 
of the total failure, 
respectively) 

2.4x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Control continues and BFRV will be closed. 
While there is no impact on the high-power 
mode, if it is in low-power mode, a failover will 
occur. 
2. There is no alarm. 

Analog Backplane B 
Channel 16, S/G 11 
MFRV Tracking: 
Input current fails 
high, low, and drift 
(2%, 44%, and 52% 
of the total failure, 
respectively)  

2.4x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A large deviation between the Main CPU’s 
output and controller’s output feedback will 
cause a failover after some delay. Here, 
conservatively, a large deviation is assumed.  If 
the deviation is small, control continues.  
2. The PDU will display the deviation alarm and 
the failover (if any).  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Multiplexer 

Loss of all signals 
(input signals) 

8.8x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A failure rate of 8.8x10-09 per hour for a loss 
of multiplexer is from [Aeroflex 2005]. 
2. Loss of a signal means that the input signal 
falls to zero.  The deviation logic of the Main 
CPU’s application software will capture the loss 
of input signals because all analog input 
signals use the same multiplexer.  Hence, the 
Main CPU will failover. 

Analog Backplane A 
Channel 4, S/G 12 
Feedwater 
Temperature: 
Loss of one of the 
signals  

1.1x10-07 Yes No Continued 
Operation  

No 
Failure 

No 1. The failure rate of 1.1x10-07 per hour for a 
loss of one signal is from [Aeroflex 2005].  The 
same data applies to other signals. 
2. The signal is used only during low-power 
operation. 
3. The main CPU will detect invalidity of the 
signal (OOR conditions) caused by the failure. 
Then, the other signal from S/G 11 will be used 
and control will not be affected. 
4. The Main CPU will send a deviation alarm to 
the plant computer.  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 5, S/G 11 
Feedwater 
Temperature: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation  

No 
Failure 

No 1. The signal is used only during low-power 
operation. 
2. The Main CPU will detect the invalidity of the 
signal; the other signal from S/G 12 is used 
and it has no effect on control. 
3. A deviation alarm will be sent to the plant 
computer from the Main CPU. 

Analog Backplane A 
Channel 6, S/G 11 
FWP A Bias: 
Loss of one of the 
signals 

1.1x10-07 Yes No Undetectable 
Failure 

Failure Yes 1. The Main CPU will detect the OOR condition 
of this signal; regardless, the pump demand will 
be sent to the FWP.  According to the plant 
information, the FWP controller will revert to 
manual mode, so losing auto control. 
2. The Main CPU will send a deviation alarm to 
the plant computer.  

Analog Backplane A 
Channel 7, S/G 12 
MFV Tracking: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The higher MFV tracking signal from S/Gs 
will be used to calculate FWP demand. 
Therefore, the Main CPU can detect this loss of 
the S/G 12 MFV signal, and it does not affect 
the FWP demand calculation. 
2. There is no direct indication of the failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 8, S/G 12 
FWP A Tracking: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A deviation larger than the setpoint between 
the CPU and the controller output will be 
detected by the Main CPU’s application 
software and cause a failover. There is no 
effect if the deviation is not large enough. Here, 
it is assumed conservatively that the deviation 
is large upon the loss of this signal. 
2. There is no direct indication of failure. If the 
Main CPU is failed, there will be an alarm to the 
plant computer. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 13, MFRV 
LVDT #2 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Should the deviation between two LVDT 
inputs exceed the MFV_DEVIATION setpoint, 
the Diagnostic Transfer mode will transfer to 
Lockout mode.  If the MFV DEVIATION 
setpoint is not exceeded but the 
MFV_DEADBAND setpoint is exceeded by the 
Demand-LVDT deviation, where the LVDT is 
the average of the two LVDT signals, then the 
Demand-LVDT deviation will accumulate over 
subsequent cycles.  If this accumulation 
exceeds the MFV_ACCUMULATION setpoint 
and the Diagnostic Transfer mode is enabled, 
the opposite positioner will be put into service 
and the control mode shifted to LOCKOUT.  
The Main CPU continues its normal operation. 
2. A large MFV deviation alarm will be activated 
on the PDU.  The associated CPU deviation 
annunciator will be activated if the deviation 
between two LVDT signals exceeds the MFV-
DEVIATION setpoint. 

Analog Backplane A 
Channel 4, MFRV 
LVDT #1: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 
with Latent 
Failure  

No 
Failure 

Yes See the analysis for MFRV LVDT #2. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 15, MFRV 
Differential Pressure 
#2: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 

No 
Failure 

No 1. This failure is assumed to be detectable. 
Apparently, from the plant information, the loss 
of this signal does not affect the Main CPU’s 
operation. 
2. The signal is related to the gooseneck 
purge. 

Analog Backplane A 
Channel 16, MFRV 
Differential Pressure 
#1: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 

No 
Failure 

No 1. This failure is assumed to be detectable. 
Plant information suggests that the loss of this 
signal does not affect the operation of the Main 
CPU. 
2. The signal is related to the gooseneck 
purge. 

Analog Backplane B 
Channel 6, S/G 11 
Level #1: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected, 
whereupon the other input #2 will be used for 
control.  If the Backup CPU is healthy, then 
after some time, the Main CPU will failover. 
2. The PDU will display the deviation alarm and 
failover (if any).  

Analog Backplane B 
Channel 7, S/G 11 
Level #2 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected, and 
the other input #1 will be used for control.  After 
a delay, provided that the Backup CPU is 
healthy, a failover of the Main CPU will occur. 
2. A deviation alarm and failover (if any) will be 
displayed on the PDU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 8, S/G 11 
FW Flow #1: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected, after 
which the other input #2 will be used for 
control. If the Backup CPU is healthy, the Main 
CPU will failover after a delay. 
2. A deviation alarm and failover (if any) will be 
displayed on the PDU. 

Analog Backplane B 
Channel 9, S/G 11 
FW Flow #2: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected, at 
which time the other input #2 will be used for 
control.  After a delay, a failover of the Main 
CPU will occur provided that the Backup CPU 
is healthy. 
2. The PDU will show the deviation alarm and 
failover (if any).  

Analog Backplane B 
Channel 10, S/G 11 
Main Steam Flow: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected, and 
then the other steam flow of S/G 12 input will 
be used for control.  After a delay, if the B/U 
CPU is healthy, a failover of the Main CPU will 
occur. 
2. A deviation alarm and failover (if any) will be 
displayed on PDU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 11, S/G 12 
Main Steam Flow: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The loss of this signal will be detected; then, 
the other steam flow input will be used for 
control.  After a time delay, if the Backup CPU 
is healthy, the Main CPU will failover. 
2. A deviation alarm and failover (if any) will be 
displayed on PDU. 

Analog Backplane B 
Channel 12, Neutron 
Flux #1: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 
with Latent 
Failure  

No 
Failure 

Yes 1. The loss of this signal will be detected, the 
other input #2 will be used, and control 
continues. 
2. A deviation alarm will be sent to the plant 
computer. 

Analog Backplane B 
Channel 13, Neutron 
Flux #2: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 
with Latent 
Failure  

No 
Failure 

Yes 1. The loss of this signal will be detected; input 
#1 then will be used and control continues. 
2. A deviation alarm will be sent to the plant 
computer. 

Analog Backplane B 
Channel 14, S/G 11 
Level Setpoint: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 

No 
Failure 

No 1. The loss of this signal will be detected. 
There will be a deviation between this signal 
and the setpoint inside the program.  If it is 
larger than the pre-set value, the internal level 
setpoint will be used. The control is not 
impacted.  
2. A deviation alarm will be sent to the plant 
computer. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane B 
Channel 15, S/G 11 
BFRV Tracking: 
Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation  

No 
Failure 

Yes 1. Control continues and BFRV will be closed. 
There is no impact on control when it is in high-
power mode, but a failover will occur in the low-
power mode.  
2. There is no alarm. 

Analog Backplane B 
Channel 16, S/G 11 
MFRV Tracking: 
Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. A large deviation between the Main CPU 
output and controller feedback will cause a 
failover.  That is assumed to be the case here. 
2. With a small deviation, control continues. A 
deviation alarm and the failover (if any) will be 
displayed on the PDU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

A/D Converter 

All 16 bits stuck at 
zeros or ones (48% of 
the total failure) 

 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. Failure data (2.4x10-09 per hour) are 
PRISM’s data for a 16-bit A/D or D/A 
converter. 
2. The failure mode distribution is from 
[Meeldijk 1996]. Both A/D and D/A converters 
are linear ICs.  The failure mode distribution of 
a linear IC is 50% of degraded/improper 
output, 41% of no output, 3% of short circuit, 
2% of open circuit, and 2% drift. 
3. Since all analog inputs share the A/D 
converter, its loss will result in the loss of all 
such inputs. Due to the deviation logics for 
certain input signals (e.g., main steam flow), 
the application software certainly will detect 
this failure.   

Random bit failure 
(52% of the total 
failure) 

1.3x10-09 No No Undetectable 
Failure 

Failure No 1. Although the application software might 
detect some random failures, they are 
conservatively assumed to be undetectable. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

D/A Converter 

Output fails high (2% 
of the total failure) 

4.9x10-11 Yes No Undetectable 
Failure 

Failure Yes 1. Failure data (2.4x10-09 per hour) are from 
PRISM data. 
2. Failure mode distribution is from 
[Meeldijk 1996] (refer to Comment 3 of A/D 
converter). 
3. The Lovejoy controller is assumed to detect 
the fail-high FWP demand signal and take over 
control.  This is a loss of automatic control. 
4. Since all analog outputs share the D/A 
converter, its loss will entail the loss of all 
outputs. 

Output fails low (44% 
of total failure) 

1.1x10-09 Yes No Undetectable 
Failure 

Failure No 1. The failure mode of an output fails to low is 
assumed to include fail-to-zero. 
2. If the output fails to low (not zero) only, the 
software will not detect it, and thus, it is an 
undetected failure.  If the output fails to zero, 
the MFV demand output will be zero and so the 
PDI controller will take over the MFV controller. 
This already is a system failure because 
automatic control is lost. Although the 
application software can detect this fail-to-zero, 
it is considered here an undetected failure 
since it will fail the system regardless. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Drifted output to high: 
(26% of the total 
failure) 

7x10-10 Yes No Undetectable 
Failure 

Failure Yes 1. Although the control algorithm can cope with 
some drifted outputs within a certain range, it is 
assumed that all outputs eventually will drift out 
of the range and fail high or low.  

2. The Lovejoy controller is assumed to detect 
the fail-high FWP demand signal and take over 
the control.  This is a loss of automatic control. 

3. See analysis for fails to high of this signal. 

Drifted output to low 
(26% of the total 
failure) 

7x10-10 Yes No Undetectable 
Failure 

Failure No 1. See analysis for fails to low. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Demultiplexer (DEMUX) 

Loss of all output 
signals 8.8x10-09 Yes No Undetectable 

Failure 
Failure No 1. DEMUX is considered similar to MUX and 

the failure data also are from [Aeroflex 2005] 
(also refer to MUX above). 
2. The Main CPU has three analog outputs: the 
demands to the MFV, the BFV, and the FWP 
controllers. 
3. Loss of a signal means that the signal falls to 
zero.  In addition to the failure of the Main 
CPU, the PDI controller will take over the MFV 
controller for this failure mode.  Therefore, it is 
considered an undetected failure because it 
fails the system even though the application 
software can detected the failure.  
4. The failure effects of individual input signals 
through the demultiplexer are described here 
only briefly.  Details of FMEA are given 
Appendix B.2, NUREG/CR-6962. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 1, Feed 
Pump Demand: 
Loss of one of the 
output signals 

1.1x10-07 Yes No Undetectable 
Failure 

Failure No 1. There is no direct indication of this failure. 
The Main CPU’s deviation (between its 
demand output and the FWP tracking signal) 
will be sent to the plant computer. 
2. The Lovejoy controller seemingly will detect 
this failure and take over, but details of this 
process are unavailable (Appendix B.2. 
NUREG/CR-6962).  The takeover of the 
Lovejoy controller entails loss of the system’s 
automatic control, i.e., system failure occurs. 
Therefore, this failure is considered an 
undetected failure of the Main CPU even 
though the application software can detect the 
failure.  

Analog Backplane A 
Channel 2, Bypass 
Valve Demand: 
Loss of one of the 
output signals 

1.1x10-07 No No Continued 
Operation 

No 
Failure 

No 1. The BFV demand signal is normally zero in 
high-power mode.  Nothing will happen when 
this signal is lost. 
2. There is no direct indication of this failure. 

Analog Backplane A 
Channel 3, Main Valve 
Demand: 
Loss of one of the 
output signals 

1.1x10-07 Yes No Undetectable 
Failure 

Failure No 1. Upon loss of this signal, the PDI controller 
will take over the MFV controller for this failure 
mode in addition to the failure of the Main CPU, 
thereby denoting that system failure has 
occurred.  Thus, it is considered an undetected 
failure of the Main CPU. 
2. The PDI controller will display an “MFV fail” 
message.  The Main CPU also will activate a 
deviation message. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Outputs 

Analog Backplane A 
Channel 1, Feed 
Pump Demand: 
Output current fails 
high (2% of the total 
failure) 

4.9x10-11 Yes No Undetectable 
Failure 

Failure No 1. The failure rate is 2.4x10-09 per hour from 
PRISM data of IC, Linear, Transmitter/receiver, 
which is a major component of a current loop. 
A current loop is a linear device and its failure 
mode distribution is shown in [Meeldijk 1996]. 
2. A failover will occur due to the large 
deviation between the CPU’s demand and the 
FWP’s tracking signal. 
3. After the failover to the Backup CPU, the 
Lovejoy controller might detect this failure and 
take over, but details are unavailable (Appendix 
B.2, NUREG/CR-6962). This means a loss of 
auto control. It is conservatively assumed an 
undetectable failure. 
4. There is no direct indication of this failure. 
The Main CPU’s deviation (between its 
demand output and the FWP tracking signal) is 
sent to the plant computer. 
5. Each output is assumed to have a separate 
current loop. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 1, Feed 
Pump Demand: 
Output current fails 
low (44% of the total 
failure) 

1.1x10-09 No No Undetectable 
Failure 

Failure No 1. The large deviation between the CPU 
demand and the FWP’s tracking signal will 
cause a failover. 
2. Seemingly, after the failover to the B/U CPU, 
the Lovejoy controller will detect this failure and 
take over, but details are not available 
(Appendix B.2, NUREG/CR-6962). This entails 
loss of auto control, and so the system 
operation is considered a failure although the 
failure itself is software-detectable. 
4. There is no direct indication of this failure. 
The Main CPU’s deviation (between its 
demand output and the FWP tracking signal) 
will be sent to the plant computer. 

Analog Backplane A 
Channel 1, Feed 
Pump Demand: 
Drifted output current 
 (52% of the total 
failure) 

1.3x10-09 Yes No Undetectable 
Failure 

Failure No 1. According to Appendix B.2, NUREG/CR-
6962, the control algorithm can compensate 
for this failure. However, it is assumed that 
the signal will drift out of range eventually and 
fails high or low. Therefore, it is an 
undetectable failure. 
2. There is no direction indication of this 
failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 2: Bypass 
Valve Demand: 
Output current fails 
high (2% of the total 
failure) 

4.9x10-11 No No Continued 
Operation 

No 
Failure 

No 1. According to Appendix B.2, NUREG/CR-
6962, the CPU deviation logic for the BFV 
demand signal is inhibited in high power 
mode. However, if the BFV demand 
increases, the MFV demand falls to cope 
with this. Therefore, at most, there is a 
transient. 

2. There is no direct indication of this failure. 

Analog Backplane A 
Channel 2: Bypass 
Valve Demand: 
Output current low 
high (2% of the total 
failure) 

1.1x10-09 No No Continued 
Operation 

No 
Failure 

No 1. The BFV demand signal is normally zero in 
the high-power mode. A loss of the signal does 
not affect the system’s operation. 
2. There is no direct indication of this failure. 

Analog Backplane A 
Channel 2: Bypass 
Valve Demand: 
Output current fails 
high (2% of the total 
failure) 

1.3x10-09 No No Continued 
Operation 

No 
Failure 

No 1. According to Appendix B.2, NUREG/CR-
6962, a proper setpoint can cope with this 
failure. 
2. There is no direct indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 3, Main 
Valve Demand: 
Output current fails 
high (2% of the total 
failure) 

4.9x10-11 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. The Main CPU will detect this failure via 
MFV controller feedback provided that the MFV 
controller status is normal. 
2. The failed signal will be sent to the CPUs of 
the other S/G, and will affect the FWP speed 
calculation because it selects the higher of the 
two FWP flow demand signals; that is, the flow 
demand signal calculated by the CPUs, and the 
flow demand signal back-calculated from the 
MFV signal received from the other S/G. 
3. There is no direct indication of this failure. 
The main CPU sends a deviation alarm to the 
plant computer. 

Analog Backplane A 
Channel 3, Main 
Valve Demand: 
Output current fails 
low (44% of the total 
failure) 

1.1x10-09 Yes No Undetectable 
Failure 

Failure Yes 1. The PDI controller will take over the MFV 
controller. 
2. According to Appendix B.2, NUREG/CR-
6962, the PDI will take over before the failure 
of the Main CPU.  It is considered an 
undetected failure because the system is 
assumed to be failed by the failure, even 
though the application software can detect it. 
3. The PDI controller will display an “MFV fail” 
message.  The Main CPU will generate a 
deviation message. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Backplane A 
Channel 3, Main 
Valve Demand: 
Drifted output to low 
(26% of the total 
failure) 

1.3x10-09 Yes No Undetectable 
Failure 

Failure No 1. According to Appendix B.2, NUREG/CR-
6962, drifted output within a certain range is 
compensated for.  However, it is assumed that 
the signal eventually will drift out of the range 
and fails high or low.  
2. There is no direct indication of this failure. 

Analog Backplane A 
Channel 3, Main 
Valve Demand: 

Drifted output to high 
(26% of the total 
failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No 
Failure 

No 1. Failure effects are the same as fail high. 
2. There is no direct indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Analog Address Logic 

Loss of analog 
address logic 

7.0x10-08 No No Undetectable 
Failure Failure No 1. The address-logic also is called decoder. 

Failure data (7.0x10-08 per hour) is from 
Chapter 6. 
2. An analog-address-logic is a digital device 
and the failure mode distribution is from 
[Meeldijk 1996]: 40% of stuck high, 40% of 
stuck low, and 20% loss of logic. 
3. Although the application software might 
detect some failures of address logic, it is 
conservatively assumed to be undetectable.  

Buffer 

Loss of output buffer 3.9x10-07 No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes 1. All digital input and output require buffers. 
2. The failure rate is from Chapter 6. 

Loss of input buffer 3.9x10-07 No No Undetectable 
Failure 

Failure No 1. It is assumed conservatively that a loss of 
input buffer will lose all digital inputs, and the 
Main CPU module will fail undetected. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Address Logic 

Loss of digital address 
logic 

7.0x10-08 No No Undetectable 
Failure 

Failure No 1. Failure data and failure mode distribution are 
the same as analog address logic. 
2. Although the WDT might detect some 
failures, it is conservatively assumed to be 
undetectable. 

Digital Outputs 

Digital Backplane 
Output 1. Output to 
WDT (toggling 
signal): 
Failure to operate of 
the solid-state switch 
(fails as is) 

1.6x10-09 No Yes WDT 
Detectable 
Failure 

No 
Failure 

Yes 1. The main component of the digital output 
module is the solid-state switch.  The failure 
mode distribution, according to [RAC 1997b], is 
66.7% for Failure to Operate, and 33.3% for 
False Operation.  The failure rate of the digital 
switch from PRISM is 2.43x10-09 per hour. 
2. If the failure mode of this signal is Fails to 
Opposite State, the WDT considers the signal 
normal since it is a toggling signal. 
3. There is no direct indication of this failure. 
Indirect indications are the annunciations of 
failure of the Main CPU in its PDU, and in the 
plant computer. 

 



A-41 

Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 3, Power 
Failure or 
Microprocessor Not 
Controlling (Normally 
not energized): 
Failure to operate of 
the solid-state switch 
(fails as is) 

1.6x10-09 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Power Failure or Microprocessor Not 
Controlling signal fails (as it is normally not 
energized) indicating that the Main CPU is 
alright.  Therefore, this failure does not affect 
the operation of the Main CPU or the system 
until there is a power failure of the Main CPU. 
Then, there will be an undetected Main CPU 
failure and a loss of auto control. 
2. There is no direct indication or detection of 
this failure. 

Digital Backplane 
Output 3, Power 
Failure or 
Microprocessor Not 
Controlling: 
False operation of the 
solid-state switch 
(fails to opposite 
state) 

8.1x10-10 No No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. False operation of this switch will indicate 
that the Main CPU power has failed, or it is not 
controlling, and a fail-over should occur. 
Detecting the failure relies upon the MFV 
feedback of the Main CPU’s status signal. 
2. There is no direct indication or detection of 
this failure.  There should be an indirect 
indication from the PDU and the plant 
computer. 

Digital Backplane 
Output 5, High Power 
Indication (Normally 
closed): 
Failure to operate of 
the solid-state switch 
( fails closed) 

1.6x10-09 No No Continued 
Operation  

No 
Failure 

No 1. High-power indication is normally closed 
indicating the high-power mode.  
2. This failure does not affect the Main CPU or 
the system’s operation.  However, it might 
affect the operators’ actions since this failure 
indicates the high-power mode but it is actually 
the low-power mode. 
3. There is no direct indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 5, High Power 
Indication: 
False operation of the 
solid-state switch 
(fails open) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. There is no direct indication of this failure. 
2. This failure does not affect the Main CPU or 
the system’s operation.  However, it might 
affect the operator’s actions since this failure 
indicates the low-power mode but actually is 
the high-power one.  

Digital Backplane 
Output 6, Transfer 
Indication (Normally 
open): 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. The transfer indication normally is open 
indicating there is no mode transfer. 
2. There is no direct indication of this failure. 
3. This failure does not affect the Main CPU or 
the system’s operation.  However, it might 
affect the operators’ actions since this failure 
indicates an ongoing transfer but there actually 
is no transfer. 

Digital Backplane 
Output 6, Transfer 
Indication: 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. There is no direct indication of this failure. 
This failure indicates there is no power-mode 
transfer even one is ongoing. 
2. This failure does not affect the Main CPU or 
the system’s operation.  However, it might 
affect the operators’ actions since this failure 
indicates no transfer but actually one is 
ongoing. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 7, Low Power 
Indication (Normally 
open): 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. Low-power indication; this is normally open 
(high power mode).  This failure indicates that 
the system is not operating in the low-power 
mode. 
2. There is no direct indication of this failure. 
3. This failure does not affect the Main CPU or 
the system’s operation.  However, it might 
affect the operators’ actions. 

Digital Backplane 
Output 7, Low Power 
Indication: 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. There is no direct indication of this failure. 
2. This failure does not affect the Main CPU or 
the system operation, but might affect the 
operators’ actions. 

Digital Backplane 
Output 8, Bypass 
Override Indication 
(Normally open): 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. The Bypass Override (BPO) indication is 
normally open (not in BPO mode).  This failure 
indicates that the system is in a BPO mode. 
2. There is no direct indication of this failure. 
3. This failure does not affect the Main CPU or 
the system’s operation but might affect the 
operators’ actions. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 8, Bypass 
Override Indication: 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. There is no direct indication of this failure. 
2. This failure does not affect the Main CPU or 
the system operation, but might affect the 
operators’ actions. 

Digital Backplane 
Output 9, Deviation 
Alarm (Normally 
open): 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. The deviation alarm is normally open, i.e., 
there is no deviation.  This failure indicates that 
there is a deviation.  
2. Seemingly, a fail-over due to deviation logic 
will occur regardless of the state of this output. 
3. There is no direct indication.  However, the 
plant computer will indicate that the Main CPU 
detects a deviation. 

Digital Backplane 
Output 9, Deviation 
Alarm: 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. This failure indicates there is no deviation 
even if there is.  It does not affect operation of 
the CPUs or the system. 
2. There is no direct indication. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 10, Transfer 
Inhibit (Normally 
open): 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 

No 
Failure 

No 1. Transfer Inhibit is normally open, i.e., 
transfer is not inhibited. 
2. This failure indicates that the transfer is not 
inhibited. 
3. Transfer is not considered in this study. 
4. There is no direct indication. 

Digital Backplane 
Output 10, Transfer 
Inhibit: 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 

No 
Failure 

No 1. This failure indicates that control-mode 
transfer is inhibited. 
2. There is no direct indication. However, the 
plant computer will indicate this inhibition.  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 12, Positioner 
Selected (Normally 
closed): 
Failure to operate of 
the solid-state switch 
(fails closed) 

1.6x10-09 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The signal Positioner Selected is an output 
to positioners. 
2. It is assumed here that positioner A is 
normally used, i.e., the output contact is 
closed. 
3. The signal from the Main CPU will indicate 
that the active positioner is A.  It does not affect 
the control if positioner B is normal. 
4. If the accumulated deviation between the 
demand from the Main CPU and the position of 
the MFRV exceeds a setpoint value, the Main 
CPU will try to put the opposite positioner (B) 
into service.  However, the signal from the 
Main CPU will continue to indicate that the 
active positioner is A.  If the accumulated 
deviation exceeded a setpoint, positioner A 
may not be working properly; then, the Main 
CPU will be unable to control the MFRV 
correctly (a loss of automatic control).  The 
impact of this loss can vary from a slight 
deviation in the position of the valve (with 
respect to the demand from the Main CPU) to 
the valve fully closing, leading to a reactor trip. 
5. This digital signal is not used in the software 
of the CPUs and the failure mode is excluded 
from modeling. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 12, Positioner 
Selected: 
False operation of the 
solid-state switch 
(fails open) 

8.1x10-10 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The signal from the Main CPU will be that 
the active positioner is B. It does not affect the 
control if positioner B is normal. 
2.  If the accumulated deviation between the 
demand from the Main CPU and the position of 
the MFRV exceeds a setpoint value, the Main 
CPU will try to put the opposite positioner (A) 
into service.  However, the signal from the 
Main CPU will continue to show that the active 
positioner is B.  If the accumulated deviation 
exceeded a setpoint, the positioner B may not 
be working properly; then, the Main CPU will be 
unable to control the MFRV correctly (a loss of 
automatic control).  The impact of this loss can 
vary from a slight deviation in the position of 
the valve (with respect to the demand from the 
Main CPU) to the valve fully closing, leading to 
a reactor trip. 
3. This digital signal is not used in the software 
of the CPUs and the failure mode is excluded 
from modeling. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 13, No 
Failures in 
Microprocessor 
(Normally open): 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. No Failures in Microprocessor. It is assumed 
to be normally open, i.e., the Main CPU is not 
failed.  This output goes to the other 
microprocessor. 
2. This failure indicates that the Main CPU is in 
a normal state.  It will not affect the operation of 
the Main CPU and the system.  
3. The PDU and the plant computer will show 
the status of the Main CPU. 
4. There is no direct indication of this failure.  

Digital Backplane 
Output 13, No 
Failures in 
Microprocessor: 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Application 
Software 
Detectable 
Failure 

No 
Failure 

Yes 1. This failure indicates that the Main CPU fails, 
and effectively, the MFV controller will block the 
MFV demand from the Main CPU.  The control 
demand will be from the Backup CPU. 
However, it does not cause a fail-over. 
2. The PDU will show the status of the Main 
CPU. 
3. There is no direct indication of this failure. 
The PDU will display the failure status of the 
Main CPU.  
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 14, No 
Deviation (Normally 
open): 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. No deviations in the Main CPU. It is normally 
open, i.e., there is no deviation. This output 
goes to the Backup CPU. 
2. This failure indicates that there is no 
deviation.  Thus, it does not affect the 
operation of the Main CPU or the system. 
However, if there truly is a deviation, the 
Backup CPU will not know because of this 
failure. 
3. There is no indication of this failure. If there 
is a deviation, the PDU and the plant computer 
will show the message. 

Digital Backplane 
Output 14, No 
Deviation: 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the Main CPU has 
a deviation.  However, this failure does not 
cause the Main CPU to fail, and thus, it 
remains in control. 

Digital Backplane 
Output 15, Both Level 
Signal Valid (Normally 
open): 
Failure to operate of 
the solid-state switch 
(fails open) 

1.6x10-09 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Status of the CPU level signal. This is 
normally open indicating that both SG level 
signals are valid.  This signal goes to the 
Backup CPU. Thus, this failure indicates the 
validity of the signals.  The Main CPU and the 
system will continue normal operation with this 
latent failure. 
2 There is no direct indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Output 15, Both Level 
Signal Valid: 
False operation of the 
solid-state switch 
(fails closed) 

8.1x10-10 No No Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that at least one of the 
SG level signals is invalid.  Since the Main 
CPU is in a good state and the Backup CPU 
can validate the level signals, the Main CPU 
and the system will continue normal operation 
with latent failure. 
2. There is no direct indication of this failure. 

Digital Backplane 
Output 16, Both 
Steam Flow and Both 
FW Flow Signals 
Valid: 
Failure to operate of 
the solid-state switch 

1.6x10-09 N/A (Not 
Applicable) 

N/A N/A N/A N/A 1. This is the signal of feedflow/steamflow 
status to the Backup CPU.  Plant information 
indicates that this signal is not used. 

Digital Backplane 
Output 16, Both 
Steam Flow and Both 
FW Flow Signals 
Valid: 
False operation of the 
solid-state switch 

8.1x10-10 N/A N/A N/A 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Inputs 

Digital Backplane 
Input 1, A/M Status 
BFV(Normally 
closed): 
fails closed 

1.6x10-09 No  No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The major component of digital input again is 
a solid-state switch [Eurotherm 2000]. 
Therefore, the failure rate and failure mode 
distribution are 2.4x10-09 per hour and 66.7% of 
fail to operate and 33.3% for false operation 
(the same as the digital output). 
2. The A/M Status BFV is normally closed, i.e., 
the BFV is in auto status. It is an input from the 
BFV controller. 
3. The Main CPU and the system continue their 
normal operation with this latent failure. 
4. There is no direct indication of this failure. 

Digital Backplane 
Input 1, A/M Status 
BFV: 
fails open 

8.1x10-10 No No  Undetectable 
Failure 

Failure Yes 1. This failure causes the Main CPU to receive 
a signal indicating that the BFV is in manual 
status.  Then, the Main CPU would track 
instead of control, and the BFRV may drift 
open. Auto control will be lost, and the system 
is considered failed. 
2. There is no indication of this failure.  The 
status of the BFV displayed on the PDU differs 
from that shown on the BFV controller. 

 



A-52 

Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 2, A/M Status 
MFV(Normally 
closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The A/M Status MFV is normally closed, i.e., 
the MFV is in auto status.  It is an input from 
the MFV controller. 
2. The Main CPU and the system will continue 
their normal operation with this latent failure. 
3. There is no direct indication of this failure. 

Digital Backplane 
Input 2, A/M Status 
MFV: 
fails open 

8.1x10-10 No No  Undetectable 
Failure 

Failure Yes 1. This failure causes the Main CPU to receive 
a signal indicating that the MFV is in manual 
status, and the Main CPU will track instead of 
control.  This is a loss of auto control of the 
system.  The MFRV will drift from setpoint. 
Eventually, the system will fail, unless the 
operator takes action. 
2. There is no indication of this failure.  The 
status of the MFV displayed on the PDU differs 
from that shown on the MFV controller. 

Digital Backplane 
Input 3, A/M Status 
FWP (Normally 
closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The A/M Status FWP normally is closed, i.e., 
the FWP is in auto status.  It is an input from 
the FWP controller. 
2. This failure indicates that the FWP is in auto 
mode. The operation of the Main CPU and the 
system is not affected.  It is a latent failure. 
3. There is no direct indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 3, A/M Status 
FWP: 
fails open 

8.1x10-10 No No  Undetectable 
Failure 

Failure Yes 1. This failure causes the Main CPU to receive 
a signal indicating that the FWP controller is in 
manual status.  The Main CPU will track rather 
than control.  This is a loss of auto control.  The 
pump demand may windup, but the MFV 
controller is expected to compensate for this.  
2. There is no direct indication of this failure. 
However, the status of the FWP controller 
displayed on the PDU differs from that shown 
on the FWP controller. 

Digital Backplane 
Input 4, Reactor Trip 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 

No 
Failure 

No 1. Reactor Trip.  It is normally closed, i.e., there 
is no reactor trip.  It is an input from the post 
reactor trip position relay. 
2. This failure does not affect the Main CPU 
and the system’s operation.  The DFWCS 
cannot detect a reactor trip.  
3. There is no direct indication of this failure. 

Digital Backplane 
Input 4, Reactor Trip: 
fails open 

8.1x10-10 No No  Undetectable 
Failure 

Failure No 1. This failure indicates that there is a reactor 
trip and will cause one.  Trip functions will be 
activated after certain period (Appendix B.2 of 
NUREG/CR-6962). 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 5, Main/Backup 
CPU Identification 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 

No 
Failure 

Yes 1. The Main/Backup CPU Identification is 
normally closed, i.e., the pre-selected CPU is 
the Main CPU.  The Main CPU cannot 
experience this failure mode (Appendix B.2 of 
NUREG/CR-6962); it is a pre-selected input. 
2. Plant analysis states that “The Main CPU 
has no external field connections to fail.”  
Apparently, the analysis concludes that this 
failure mode cannot occur for the Main CPU.  
There is insufficient information to assess 
whether this conclusion is correct. The B/U 
CPU digital input is grounded.  If the external 
connection were to fail, the B/U CPU interpret 
this as failure of the Main CPU and start to 
control versus track.  As the DFWCS 
controllers select the Main CPU first, the 
DFWCS would continue to operate normally.  
However, the Backup CPU would windup its 
outputs, causing its own failure due to a 
deviation between the demand and controller 
output. 
3. There is no indication of this failure. 

Digital Backplane 
Input 5, Main/Backup 
CPU Identification: 
fails open 

8.1x10-10 No No  Undetectable 
Failure 

Failure No 1. The simulation result shows that both the 
Main and the Backup CPUs will be tracking 
instead of controlling, which entails a loss of 
auto control and the system failure. 
2. There is no indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 6, Turbine Trip 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 

No 
Failure 

No 1. Turbine Trip is normally closed, i.e., there is 
no turbine trip.  It is an input from the turbine 
relay. 
2. This failure does not affect the system’s 
operation, as it cannot detect the occurrence of 
turbine trip. 
3. This failure should not be included in the 
latent failure of the Main CPU because this 
study considered only the high-power operation 
mode.  
4. There is no indication of this failure. 

Digital Backplane 
Input 6, Turbine Trip: 
fails open 

8.1x10-10 No No  Continued 
Operation 

No 
Failure 

No 1. This indicates that there is a turbine trip.  
2. Simulation revealed that the Main CPU does 
not take any action after this failure. 
3. There is no indication of this failure, except a 
reactor trip.  The PDU displays the trip events. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 7, Main CPU 
Failed (Normally 
open): 
fails closed 

8.1x10-10 No No  Undetectable 
Failure 

Failure Yes 1. Main CPU Failed. It is normally open, i.e., 
the Main CPU is not failed.  This is an input 
from the MFV controller. 
2. This failure indicates that the Main CPU is 
failed.  The simulation result shows that both 
Main and Backup CPUs will be tracking. 
However, the Main CPU does not notify 
controllers of its failure status.  Controllers 
continue passing demands from the Main CPU. 
This is a loss of auto control and the system 
fails. 
3. The failure of the Main CPU is displayed by 
the PDU and the plant computer. 

Digital Backplane 
Input 7, Main CPU 
Failed: 
fails open 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the Main CPU is 
healthy, even it is not.  Thus, it does not affect 
the system’s operation of the system. 
2. There is no indication of this failure. 

Digital Backplane 
Input 8, Backup CPU 
Failed (Normally 
open): fails closed 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. The signal of Backup CPU Failed. It is 
normally open, i.e., the Backup CPU is normal. 
This is an input from the MFV controller. 
2. This failure indicates that the Backup CPU 
failed.  It does not affect the system’s operation 
because the Main CPU is controlling the 
system normally.  This is a latent failure with 
the Main CPU. 
3. The PDU and the plant computer show the 
failure status of the Backup CPU. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 8, Backup CPU 
Failed: fails open 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the Backup CPU is 
normal and does not affect the system’s 
operation. 
2. There is no indication of this failure. 

Digital Backplane 
Input 9, Time Sync: 
No failure mode 

2.4x10-09 No No Continued 
Operation 

No 
Failure 

No 1. An external clock synchronization signal 
causes the time to reset to a pre-arranged 
value defined in the setpoints.  The input “Time 
Sync” is associated with this signal.  
Seemingly, this input is not used in the control 
of the DFWCS, so if it fails it does not have a 
detrimental effect on this system. 

Digital Backplane 
Input 10, Neutron 
Flux #1 Bypass 
(Normally closed): 
fails close  

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Neutron Flux #1 Bypass. This normally is 
closed, i.e., the flux signal is not bypassed. It is 
an input from the keyswitch. 
2. This failure indicates that flux #1 is not 
bypassed.  If the external keyswitch is “normal”, 
it does not affect the operation. 
3. If the position of the keyswitch is “bypass,” 
the Main CPU still will use the neutron flux # 1, 
possibly thereby incorrectly controlling the 
DFWCS.  Plant information states that neutron 
flux signals are used only in calculating BFV 
demand.  
4. There is no indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 10, Neutron 
Flux #1 Bypass: 
fails open 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the flux #1 is 
bypassed even if the external keyswitch is 
“normal”.  It does not affect the system’s 
operation.  Plant information suggests even if 
only one of the two neutron flux signals is valid, 
control will continue. 
2. There is no indication of this failure. 

Digital Backplane 
Input 11, Neutron 
Flux #2 Bypass 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Neutron Flux #2 Bypass is normally closed, 
i.e., the flux signal is not bypassed. It is an 
input from the keyswitch. 
2. This failure indicates that the flux #2 is not 
bypassed. If the external keyswitch is “normal”, 
it does not affect the operation of the system. 
3. If the position of the keyswitch is “bypass,” 
the Main CPU still will use neutron flux # 2, so 
possibly incorrectly controlling the DFWCS.  
Plant information indicates that neutron-flux 
signals are used only to calculate BFV 
demand.  
4. There is no indication of this failure. 

Digital Backplane 
Input 11, Neutron 
Flux #2 Bypass: 
fails open 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the flux #2 is 
bypassed, even if the external keyswitch is 
“normal”.  It does not affect the system’s 
operation.  Plant information suggests that 
provided even only one of the two neutron flux 
signals is valid, control will continue. 
2. There is no indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 12, Positioner 
Selected (Normally 
closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. Positioner Selected.  This is normally closed, 
i.e., positioner A is selected. It is an input from 
the positioner. 
2. This failure indicates that the positioner A is 
selected as the active positioner.  The Main 
CPU and the system continue normal operation 
with the latent failure. 
3. This digital signal is not used in the software 
of the CPUs and the failure mode is excluded 
from modeling. 
4. There is no indication of this failure. 

Digital Backplane 
Input 12, Positioner 
Selected: 
fails open 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that positioner B is the 
active one.  The Main CPU and the system 
continue normal operation with the latent 
failure. 
2. This digital signal is not used in the software 
of the CPUs and the failure mode is excluded 
from modeling. 
3. There is no direct indication of this failure. 
The PDU shows the active positioner. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Channel 28, No 
Failures in Other 
Microprocessor 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. No Failures in Other Microprocessor. It is 
normally closed, i.e., the other microprocessor 
is not failed.  For the Main CPU, it is an input 
from the Backup CPU. 
2. This failure indicates that the other 
microprocessor is healthy.  The Main CPU and 
the system continue normal operation with the 
latent failure. 
3. There is no indication of this failure. 

Digital Backplane 
Input 13, No Failures 
in Other 
Microprocessor: 
fails open 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the other 
microprocessor is failed. The Main CPU and 
the system continue normal operation with the 
latent failure. 
2. There is no indication of this failure.  

Digital Backplane 
Input 13, No 
Deviation in Other 
Microprocessor 
(Normally closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. No Deviations in Other Microprocessor. It is 
normally closed, i.e., there is no deviation in 
the other microprocessor. It is an input from the 
Backup CPU. The application software does 
not take action upon failures of this signal. 
2. This failure indicates that the Backup CPU is 
functioning properly.  The Main CPU and the 
system continue normal operation with the 
latent failure. 
3. There is no indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 14, No 
Deviation in Other 
Microprocessor: 
fails open 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that the other CPU has 
a deviation.  It does not affect the system’s 
operation.  
2. There is no indication of this failure. 

Digital Backplane 
Input 15, Both Level 
Signals Valid in Other 
Microprocessor 
(Normally open): 
fails closed 

8.1x10-10 No No  Continued 
Operation 
with Latent 
Failure 

 

No 
Failure 

Yes 1. Both level signals are valid in the other 
microprocessor.  It is normally open, i.e., both 
signals are valid.  The application software 
does not take action upon failures of this signal 
2. This failure indicates that at least one of the 
two level signals in the Backup CPU is invalid. 
Since the Main CPU is normal and can validate 
the level signals, the Main CPU and the system 
continue normal operation with the latent 
failure. 
3. There is no indication of this failure. 

Digital Backplane 
Input 15, Both Level 
Signals Valid in Other 
Microprocessor: 
fails open 

1.6x10-09 No No  Continued 
Operation 
with Latent 
Failure 

No 
Failure 

Yes 1. This failure indicates that both level signals 
in the Backup CPU are valid. It does not affect 
the Main CPU’s control and the system’s 
operation. 
2. There is no indication of this failure. 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

Digital Backplane 
Input 16, Both Steam 
Flow and Both FW 
Flow Signals Valid in 
Other Microprocessor 

N/A N/A N/A N/A N/A N/A Not used according to plant information. 

Table A-2    FMEA at level of components of DFWCS modules -- backup CPU.  

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Common Cause Failures 

Software CCF 5.0x10-10 May not be 
detectable 

May not be 
detectable 

Undetectable 
Failure 

Failure No 1. Quantifying software failure is outside 
the scope of this project. 

Hardware CCF 7.3x10-07 No No Undetectable 
Failure 

Failure No  

Software 
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Table A-1 FMEA at level of components of DFWCS modules -- main CPU (cont’d). 

Failure Mode Failure 
Rate 

(per hour) 

Failure Mode Detected 
by 

Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT Main CPU DFWCS 
System 

The software on the 
backup CPU seems 
to be normally 
running but sends 
erroneous output 

5.0x10-09 No No Undetectable 
Failure 

No failure Yes 1. Quantifying software failure is outside 
the scope of this project. 

Software halt (CPU 
stops updating 
output) 

5.0x10-09 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. When the watchdog timer (WDT) no 
longer receives a toggling signal from 
the Backup CPU, the M/A controllers 
will consider it to be failed. 

2. Software-failure quantification is outside 
the scope of this project.  

 



 

Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

A-64 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Microprocessor of the Backup CPU Module 

The CPU seems 
to be normally 
running but sends 
erroneous output 
(60% of total 
failure) 

1.98x10-08 No No Undetectable 
Failure 

No failure Yes 1. The data on CPU failure are taken 
from Chapter 6.  The failure rate is 
3.3x10-08 per hour.  

2. The failure-mode distribution used 
here is from [RAC 1997b]. It shows 
that a failure of �wrong data word� 
of a 16-bit CPU accounts for 60% of 
total failure.  However, the Intel 
80586 is a 32-bit processor.  Stuck 
outputs accounts for 40% of the 
total failure mode. 

3. Other data on failure mode 
distribution [Meeldijk 1996] may be 
used to replace the above 
distribution.  Meeldijk’s failure 
distribution for a generic digital 
component shows that stuck high or 
low accounts for 80% of the failure 
(this may correspond to the CPU 
stops updating outputs) and 20% of 
loss of logic (this may correspond to 
seemingly normal operation of the 
CPU).  It is not used because the 
failure mode distribution from [RAC 
1997b] appears to be more specific 
for processors. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

CPU stops 
updating output 
(40% of the total 
failure) 

1.32x10-08 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. When WDT no longer receives a 
toggling signal from the Backup 
CPU, the M/A controllers will 
consider it to be failed. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Industry Standard Architecture (ISA) Bus 

Loss of ISA bus 5.2x10-07 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. The failure rate of the bus is the 
sum of failure rates of line/bus 
driver (4.6x10-07 per hour) and 
receiver (6.2x10-08 per hour) given 
in Chapter 6.  They are considered 
major components of the bus. 

2. The CPU’s input and output rely on 
the ISA bus and both the 
application software and the WDT 
can potentially detect the loss of 
this bus. The WDT assumes the 
CPU is failed because the 
application software may be unable 
to send out any alarm or signal to 
fail the Backup CPU due to losses 
of both input and output. 

RAM (Random Access Memory) 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Loss of RAM 3.3x10-07 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. The failure rate (3.3x10-07 per hour) 
is taken from Chapter 6. 

2. Application software has to be 
loaded into RAM to run it; thus, this 
software cannot run upon a loss of 
RAM. It is assumed that WDT can 
detect the loss of RAM because the 
software of the B/U CPU will no 
longer run and send out a toggling 
signal. 

ROM (Read Only Memory) 

Loss of BIOS 4.0x10-08 No No Undetectable 
Failure 

No failure Yes 1. The BIOS is stored in ROM.  Its 
failure rate (4.0x10-08 per hour) is 
from Chapter 6, i.e., that of a 
generic ROM. 

2. The input and output operations of 
the CPU rely on BIOS routines.  
However, whether a loss of BIOS 
will cause a complete loss (or 
partial loss) of inputs to and outputs 
from the application software and 
CPU is unknown; the failure is 
conservatively assumed to be 
undetectable. 

Flash Disk 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Loss of Flash Disk 3.1x10-09 No No Undetectable 
Failure 

No failure Yes 1. The flash disk actually is the flash 
memory for which PRISM does not 
have data.  Therefore, generic RAM 
failure data is used, i.e., 3.1x10-09 
per hour. 

2. The flash disk stores the application 
software.  The failure effects of a 
loss of the disk may range from no 
impact (if the disk is not used during 
operation) to severe (if the software 
is unable to run properly).  The 
failure is conservatively assumed to 
be undetectable. 

Serial Port 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Loss of Serial Port 1.6x10-09 No No Continued 
Operation 

No failure No 1. The failure data (1.6x10-09 per hour) 
is from PRISM for serial 
communication controller, the major 
component of the serial 
communication port. 

2. The serial port is used for 
communication between the 
Backup CPU and the PDU.  Very 
likely, the serial port is an RS-232 
implementation.  The CPUs send 
data to the PDU for display from 
where setpoints can be changed 
and the changes then sent to the 
CPUs.  Setpoint changes can be 
made only with the three M/A 
controllers in manual mode.  
Therefore, a loss of the serial port 
will not affect the Backup CPUs 
operation. 

Analog Inputs 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 4, Steam 
Generator (S/G) 
11 Feedwater 
Temperature: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively):  

1.1x10-09 Yes No Continued 
Operation 

No failure No 1. The failure rate is 2.4x10-09 per hour 
from PRISM raw data of integrated 
circuit (IC), Linear, 
Transmitter/Receiver, a major 
component of a current loop. An 
analog input is a current loop, which 
is a linear device, and the failure 
mode distribution in [Meeldijk 1996] 
is adopted. Input current fails low 
includes failures of fail-to-zero.  The 
same failure data will be used for 
other current input signals. 

2. The Backup CPU will detect an 
invalid signal (i.e., an out-of-range 
(OOR) condition).  Since this signal 
is used only during low-power 
operation, the failure does not affect 
this CPU’s operation. 

3. The Backup CPU sends a deviation 
alarm to the plant computer.  

Analog 
Backplane A: 
Channel 4, S/G 
11 Feedwater 
Temperature:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 

No failure No 1. Since this signal is used only during 
low-power operation, the failure 
does not affect the Backup CPU’s 
operation. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 5, S/G 
11 Feedwater 
Temperature:  
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Continued 
Operation 

No failure No 1. Since this signal is used only during 
low-power operation, the failure 
does not affect the Backup CPU’s 
operation. 

2. The Backup CPU will send a 
deviation alarm to the plant 
computer.  

Analog 
Backplane A 
Channel 5, S/G 
11 Feedwater 
Temperature:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 

No failure No 1. Since this signal only is used during 
low-power operation, the failure 
does not affect the operation of the 
Backup CPU. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A 
Channel 6, FW 
Pump A Bias: 
Input voltage fails 
high or low (50% 
each of the total 
failure) 

3.7x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The voltage regulator is considered 
a major component of this input 
component.  The PRISM database 
gives a failure rate of 3.7x10-09 per 
hour for it.  The failure mode 
distribution is assumed to be 50% 
for each of the total failures (fail 
high and fail low). 

2. The software of the Backup CPU 
will detect this failure mode, and will 
calculate the pump demand with 
the failed bias signal. 

3. The Backup CPU will send a 
deviation alarm to the plant 
computer.  

Analog 
Backplane A: 
Channel 7, S/G 
12 MFV Tracking: 
Input current fails 
high (2% of the 
total failure) 

4.9x10-11 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. The higher one of the two MFV-
tracking signals from S/G 12 and 
S/G 11 is used to calculate the 
FWP’s speed demand. 

2. There is no direct indication of the 
failure. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 7, S/G 
12 MFV Tracking: 
Input current fails 
low (44% of the 
total failure) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. The higher one of the two MFV 
tracking signals from S/G 12 and 
S/G 11 is used to calculate FWP 
demand.  Therefore, this low signal 
will not be employed in calculating 
the FWP demand. 

2. There is no direct indication of the 
failure. 

Analog 
Backplane A: 
Channel 7, S/G 
12 MFV Tracking:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. It is anticipated that the signal may 
drift within range, or eventually out 
of range and be detected by the 
application software.  The higher 
one of the two MFV tracking signals 
from S/G 12 and S/G 11 is used to 
calculate the FWP’s speed demand. 

2. There is no direct indication of this 
failure.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 8, FWP 
A Tracking:  
Input current fails 
high and low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. This CPU’s software will detect a 
deviation between the signal 
calculated by the Backup CPU and 
the signal from the controller when 
it exceeds a deviation setpoint. 
Then this CPU will be considered 
failed by the three M/A controllers.  
If the deviation is not large enough, 
control is not affected. .  Here, it is 
assumed conservatively that the 
deviation is large upon the 
occurrence of this failure mode of 
this channel. 

2. There is no direct indication of 
failure. 

Analog 
Backplane A: 
Channel 8, FWP 
A Tracking:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It conservatively is assumed that 
the deviation caused by the drifted 
signal will be large, and eventually 
will be detected by the Backup 
CPUs software; at that point, this 
CPU is assumed to be failed by its 
software. 

2. There is no direct indication of 
failure. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 7, S/G 
12 MFV Tracking:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. It is anticipated that the signal may 
drift within range, or eventually out 
of range and be detected by the 
application software.  The higher 
one of the two MFV tracking signals 
from S/G 12 and S/G 11 is used to 
calculate the FWP’s speed 
demand. 

2. There is no direct indication of this 
failure.  

Analog 
Backplane A: 
Channels 9-12 
are spares 

N/A N/A N/A N/A N/A N/A 1. These channels are spares; hence, 
no failure modes are considered.  

Analog 
Backplane A: 
Channel 14, 
MFRV LVDT #1: 
Input current fails 
low (2% and 44% 
of the total failure, 
respectively) 

1.1x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. This failure mode is similar to 
Channel 13, MFRV LVDT #2: Input 
current fails high or low.  See the 
description of this failure mode, 
above.  

 



A-77 

Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 14, 
MFRV LVDT #1: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. This failure mode is similar to 
Channel 13, MFRV LVDT #2: 
Drifted input current.  See the 
description of this failure mode, 
above.  

Analog 
Backplane A: 
Channel 7, S/G 
12 MFV Tracking:  
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Continued 
Operation 
with Latent 
Failure 

No failure Yes 1. It is anticipated that the signal may 
drift within range, or eventually out 
of range and be detected by the 
application software.  The higher 
one of the two MFV tracking 
signals from S/G 12 and S/G 11 is 
used to calculate the FWP’s speed 
demand. 

2. There is no direct indication of this 
failure.  

Analog 
Backplane A: 
Channel 15, 
MFRV Differential 
Pressure #2: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 No No Continued 
Operation 

No failure No 1. The signal is related to the 
gooseneck purge.  It is assumed 
that neither the software nor the 
WDT can detect this failure, but 
that it does not affect the Backup 
CPU’s operation. 

2. The PDU will display the incorrect 
gooseneck flow and accumulated 
volume. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane A: 
Channel 15, 
MFRV Differential 
Pressure #2: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 No No Continued 
Operation 

No failure No 1. It is assumed that the signal 
eventually will drift out of range and 
fail to high or low.  Hence, see 
Channel 15, MFRV Differential 
Pressure #2: Input current fails 
high or low,� above. 

Analog 
Backplane A: 
Channel 16, 
MFRV Differential 
Pressure #1: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 No No Continued 
Operation 

No failure No 1. This failure mode is similar to 
Channel 15, MFRV Differential 
Pressure #2: Input current fails high 
or low.  Hence, see the description 
of this failure mode, above.  

Analog 
Backplane A: 
Channel 16, 
MFRV Differential 
Pressure #1: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 No No Continued 
Operation 

No failure No 1. It is assumed that the signal 
eventually will drift out of range and 
fail to high or low.  Hence, see 
Channel 15, MFRV Differential 
Pressure #2: Input current fails high 
or low, above.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane B: 
Channels 1-5 are 
reserved or 
spares 

N/A N/A N/A N/A N/A N/A 1. Since these channels are reserved 
or spares, no failure modes are 
considered.  

Analog 
Backplane B: 
Channel 6, S/G 
11 Level #1: Input 
current fails high 
or low (2% and 
44% of the total 
failure, 
respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode, upon which the S/G 11 Level 
#2 input will be used. 

Analog Backplane 
B Channel 6, S/G 
11 Level #1: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed to 
eventually become high or low.  
Since an alarm status for the 
deviation will be actuated in the 
plant computer, the operators may 
take actions before the deviation 
becomes large.  Nevertheless, it is 
assumed that the signal will drift out 
of range and fail high or low. The 
application software then will detect 
the failure.  See Channel 6, S/G 11 
Level #1: Input current fails high or 
low, above.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog Backplane 
B Channel 7, S/G 
11 Level #2: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode. Whereupon the S/G 11 
Level #1 input will be used. 

Analog Backplane 
B Channel 7, S/G 
11 Level #2: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low.  
Although the operators may take 
actions before the deviation 
becomes large in response to an 
alarm status actuated in the plant 
computer for this deviation, it is 
assumed that the signal will drift out 
of range and fail high or low.  The 
application software then will detect 
the failure. See Channel 7, S/G 11 
Level #2: Input current fails high or 
low, above.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog Backplane 
B: Channel 8, S/G 
11 FW Flow #1: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode, and then the S/G 11 FW 
Flow #2 input will be used.  

Analog Backplane 
B: Channel 8, S/G 
11 FW Flow #1: 
Drifted input 
current (52% of 
the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low.  
While the operators may act before 
the deviation becomes large in 
response to the actuation of an 
alarm status by the plant computer 
for the deviation, it is assumed that 
the signal will drift out of range and 
fail high or low.  The application 
software then will detect the failure. 
 Hence, please see Channel 8, S/G 
11 FW Flow #1: Input current fails 
high or low, above.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup 
CPU 

DFWCS 
System 

Analog 
Backplane B: 
Channel 9, S/G 
11 FW Flow #2: 
Input current fails 
high or low (2% 
and 44% of the 
total failure, 
respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode, and use the S/G 11 FW Flow 
#1 input for control. 

 



 
Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 9, S/G 11 FW 
Flow #2: 
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low.  
Before the deviation becomes large, 
the operators may act in response to 
an alarm status actuated in the plant 
computer for a deviation.  However, it 
is assumed that the signal will drift 
out of range and fail high or low. The 
application software then will detect 
the failure. See �Channel 9, S/G 11 
FW Flow #2: Input current fails high 
or low,� above.  

Analog Backplane B: 
Channel 10, S/G 11 Main 
Steam Flow #1: 
Input current fails high or 
low (2% and 44% of the 
total failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode and then use the �S/G 11 Main 
Steam Flow #2� input.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 10, S/G 11 Main 
Steam Flow #1: 
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low.  
The operators may take actions 
before the deviation becomes large 
in response to the actuation of an 
alarm status in the plant computer for 
a deviation. However, it is assumed 
that the signal will drift out of range 
and fail high or low, and then will be 
detected by the application software. 
 Please see Channel 10, S/G 11 
Main Steam Flow #1: Input current 
fails high or low,� above.  

Analog Backplane B: 
Channel 11, S/G 11 Main 
Steam Flow #2: 
Input current fails high or 
low (2% and 44% of the 
total failure, respectively) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. This failure mode will be detected by 
the software that then will employ 
the”S/G 11 Main Steam Flow #1 
input.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 11, S/G 11 Main 
Steam Flow #2: 
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low.  An 
alarm status will be actuated in the 
plant computer before the deviation 
becomes large, and the operators 
may respond accordingly.  
Nevertheless, it is assumed that the 
signal will drift out of range and fail 
high or low. Then, the application 
software will detect the failure. See 
Channel 11, S/G 11 Main Steam 
Flow #2: Input current fails high or 
low, above.  

Analog Backplane B: 
Channel 12, Neutron Flux 
#1: 
Input current fails high or 
low (2% and 44% of the 
total failure, respectively) 

1.1x10-09 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode will be detected by 
the software.  Failure of a single 
neutron signal does not affect the 
Backup CPU’s operation. 

2. A deviation alarm will be sent to the 
plant computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 12, Neutron Flux 
#1: 
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low, 
and so the software will detect this 
failure.  The failure of a single 
neutron signal does not affect the 
Backup CPU’s operation. 

2. The plant computer will receive a 
deviation alarm. 

Analog Backplane B: 
Channel 13, Neutron Flux 
#2: 
Input current fails high or 
low (2% and 44% of the 
total failure, respectively) 

1.1x10-09 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode will be detected by 
the software.  The failure of a single 
neutron signal does not affect the 
operation of the Backup CPU. 

2. A deviation alarm will be sent to the 
plant computer. 

Analog Backplane B: 
Channel 13, Neutron Flux 
#2: 
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The drifting signal is assumed 
eventually to become high or low, 
whereupon the software will detect 
this failure.  Failure of a single 
neutron signal does not affect the 
Backup CPU’s operation.   

2. A deviation alarm will be sent to the 
plant computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 14, S/G 11 Level 
Setpoint: 
Input current fails high, 
low, or drift (2%, 44%, and 
52% of the total failure, 
respectively)  

2.4x10-09 Yes No Continued 
Operation 

No failure No 1. This failure mode will be detected by 
the application software, inside which 
a deviation between this signal and 
the setpoint will occur. If it is larger 
than a pre-set value LEV_SPT, an 
internal level setpoint will be used. 
Otherwise, the software of the B/U 
CPU will continue to execute 
normally.  Hence, this failure mode 
does not significantly affect the B/U 
CPU’s operation.   

2. A deviation alarm will be sent to the 
plant computer. 

Analog Backplane B: 
Channel 15, S/G 11 BFRV 
Tracking: 
Input current fails high, 
low, or drift (2%, 44%, and 
52% of the total failure, 
respectively) 

2.4x10-09 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Since this signal is used for tracking, 
there is no effect of this failure mode 
on the operation of the Backup CPU. 
 The combination of this failure mode 
with other failure modes may entail a 
significant effect.  

2. There is no alarm. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 16, S/G 11 
MFRV Tracking: 
Input current fails high, 
low, or drift (2%, 44%, and 
52% of the total failure, 
respectively)  

2.4x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that this failure mode 
causes a large deviation between the 
MFRV demand from the B/U CPU 
output and that from the MFV 
controller.  This deviation will cause 
this CPU‘s own software to fail it after 
some delay. 

2. The PDU will display a deviation 
alarm and the failed condition of the 
Backup CPU 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Multiplexer 

Loss of all signals (input 
signals) 

8.8x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. Failure rate of 8.8x10-09 per hour for 
a loss of MUX is from [Aeroflex 
2005]. 

2. Loss of a signal means that the input 
signal becomes zero. Deviation logic 
of the Backup CPUs application 
software will capture the loss of input 
signals because all analog input 
signals use the same MUX. 

Analog Backplane A: 
Channel 4, S/G 11 
Feedwater Temperature 
#2: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation 

No failure No 1. The failure rate of 1.1x10-07 per hour 
for a loss of one signal is from 
[Aeroflex 2005].  The same data are 
used for other signals. 

2. The signal is used only during low-
power operation; hence, the Backup 
CPUs operation is unaffected. 

3. The Backup CPUs software will 
detect this failure mode. 

4. The Backup CPU will send a 
deviation alarm to the plant 
computer.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 5, S/G 11 
Feedwater Temperature 
#1: Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation 

No failure No 1. The signal is used only during low-
power operation, so the operation of 
the Backup CPU is not affected.   

2. The software of the Backup CPU will 
detect this failure mode. 

3. A deviation alarm will be sent to the 
plant computer from the Backup 
CPU. 

Analog Backplane A 
Channel 5, S/G 11 
Feedwater Temperature:  
Drifted input current (52% 
of the total failure) 

1.3x10-09 Yes No Continued 
Operation 

No failure No 1. Since this signal only is used during 
low-power operation, the failure does 
not affect the operation of the Backup 
CPU. 

Analog Backplane A: 
Channel 6, S/G 11 FWP A 
Bias: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The Backup CPUs software will 
detect this failure mode, and then will 
calculate the pump demand with the 
failed bias signal.   

2. A deviation alarm will be sent to the 
plant computer from the Backup 
CPU. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 7, S/G 12 MFV 
Tracking: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The higher one of the two MFV 
tracking signals from the S/G 11 and 
S/G 12 is used to calculate the FWP 
speed demand. 

2. There is no direct indication of the 
failure. 

Analog Backplane A: 
Channel 8, S/G 12 FWP A 
Tracking: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The Backup CPUs software will 
detect a deviation between the signal 
calculated by this CPU and the signal 
from the controller when it exceeds a 
deviation setpoint; at this time, the 
CPU will be considered failed by the 
three M/A controllers.  If the deviation 
is not large enough, control remains 
unaffected. Here, conservatively it is 
assumed that the deviation is large 
upon the occurrence of this failure 
mode of this channel. 

2. There is no direct indication of failure. 

Analog Backplane A: 
Channels 9-12 are spares 

N/A N/A N/A N/A N/A N/A 1. These channels are spares and are 
not considered. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 13, MFRV LVDT 
#2: Loss of one of the 
signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. If the deviation between two LVDT 
inputs exceeds the 
MFV_DEVIATION setpoint, the 
Diagnostic Transfer mode will 
transfer to Lockout mode. If the 
MFV_DEVIATION setpoint is not 
exceeded but the MFV_DEADBAND 
setpoint is exceeded by the Demand-
LVDT deviation, where the LVDT is 
the average of the two LVDT signals, 
the Demand-LVDT deviation will 
accumulate over subsequent cycles. 
Should this accumulation rise above 
the MFV_ACCUMULATION setpoint 
and the Diagnostic Transfer mode is 
ENABLED, the opposite positioner 
will be brought into service and the 
control mode shifted to LOCKOUT. 
The B/U CPU continues in its 
tracking mode. 

2. A large MFV deviation alarm will be 
activated on the PDU; the associated 
CPU deviation annunciator also will 
be activated if the deviation between 
two LVDT signals exceeds the 
MFV_DEVIATION setpoint. 

 



Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 14, MFRV LVDT 
#1: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode is similar to 
Channel 13, MFRV LVDT #2:  Loss 
of one of the signals.  Please see the 
description of this failure mode, 
above.  

Analog Backplane A: 
Channel 15, MFRV 
Differential Pressure #2: 
Loss of one of the signals 

1.1x10-07 No No Continued 
Operation 

No failure No 1. The signal is related to the 
gooseneck purge.  It is assumed that 
this failure is not detectable by the 
software nor the WDT, but that it 
does not affect the Backup CPUs 
operation. 

2. The PDU will display the incorrect 
gooseneck flow and accumulated 
volume.  

Analog Backplane A: 
Channel 16, MFRV 
Differential Pressure #1: 
Loss of one of the signals 

1.1x10-07 No No Continued 
Operation 

No failure No 1. This failure mode is similar to 
Channel 15, MFRV Differential 
Pressure #2: Loss of one of the 
signals.  See the preceding 
description of this failure mode.  

Analog Backplane B: 
Channels 1-5 are reserved 
or spares 

N/A N/A N/A N/A N/A N/A 1. These channels are reserved or 
spares; no failure modes are 
considered. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 6, S/G 11 Level 
#1: Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode and use the S/G 11 Level #2 
input.  

Analog Backplane B: 
Channel 7, S/G 11 Level 
#2 Loss of one of the 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. This failure mode will be detected by 
the software that then will use the 
S/G 11 Level #1 input. 

Analog Backplane B: 
Channel 8, S/G 11 FW 
Flow #1: Loss of one of 
the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. A deviation between the signal 
calculated by the Backup CPU and 
that from the controller will be 
detected by this CPUs software when 
it exceeds a deviation setpoint; then 
this CPU will be considered failed by 
the three M/A controllers.  If the 
deviation is not large enough, control 
is not affected.  Here, it is assumed 
conservatively that the deviation is 
large upon the occurrence of the 
failure mode of this channel. 

Analog Backplane B: 
Channel 9, S/G 11 FW 
Flow #2: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode and afterwards use The S/G 
11 FW Flow #1� input.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 10, S/G 11 Main 
Steam Flow #1: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. This failure mode will be detected by 
the software, and then the �S/G 11 
Main Steam Flow #2 input will be 
used. 

Analog Backplane B: 
Channel 11, S/G 11 Main 
Steam Flow #2: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The software will detect this failure 
mode, following which the S/G 11 
Main Steam Flow #1 input will be 
used. 

Analog Backplane B: 
Channel 12, Neutron Flux 
#1: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode will be detected by 
the software.  The failure of a single 
neutron signal does not affect the 
Backup CPU’s operation.  

2. A deviation alarm will be sent to the 
plant computer. 

Analog Backplane B: 
Channel 13, Neutron Flux 
#2: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The software will detect this failure 
mode. The failure of a single neutron 
signal does not affect the operation 
of the B/U CPU.   

2. A deviation alarm will be sent to the 
plant computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 14, S/G 11 Level 
Setpoint: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation 

N/A N/A 1. The application software will detect 
this failure mode.  A deviation will 
exist between this signal and the 
setpoint inside the software.  If it is 
larger than a pre-set value LEV_SPT, 
an internal level setpoint will be used. 
Otherwise, the software of the B/U 
CPU will keep executing normally.  
Hence, this failure mode does not 
significantly affect the B/U CPU’s 
operation.   

2. A deviation alarm will be sent to the 
plant computer. 

Analog Backplane B: 
Channel 15, S/G 11 BFRV 
Tracking: 
Loss of one of the signals 

1.1x10-07 Yes No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Since this signal is used for tracking, 
there is no effect of this failure mode 
on the operation of the B/U CPU, 
even though the software detects it.  

2. There is no alarm. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane B: 
Channel 16, S/G 11 
MFRV Tracking: 
Loss of one of the signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that this failure mode 
causes a large deviation between the 
MFRV demand from the B/U CPU 
output and that from the MFV 
controller.  This deviation will cause 
this CPU to be failed by its software 
after some delay. 

2. The PDU will display a deviation 
alarm and the failed condition of the 
B/U CPU.  

A-97 

 



Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

A/D Converter 

All 16 bits stuck at zeros 
or ones (48% of the total 
failure) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The total failure rate (2.4x10-09 per 
hour) of a 16-bit A/D or D/A converter 
was obtained from PRISM. 

2. The distribution of the failure mode is 
from [Meeldijk 1996].  A/D and D/A 
converters are linear ICs, the failure 
mode distribution of which is 50% of 
degraded/improper output, 41% of no 
output, 3% of short circuit, 2% of 
open circuit, and 2% drift. 

3. Since all analog inputs share the A/D 
converter, its loss will result in the 
loss of all analog inputs.  Due to the 
deviation logics for certain input 
signals (e.g., main steam flow); the 
application software will detect this 
failure mode. 

Random bit failure (52% of 
the total failure) 

1.3x10-09 No No Undetectable 
Failure 

No failure Yes 1. Although the application software 
might detect some random failures, 
they are conservatively assumed to 
be undetectable. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

D/A Converter 

Output fails high (2% of 
the total failure) 

4.9x10-11 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. PRISM gives a total failure rate 
(2.4x10-09 per hour) of a 16-bit A/D or 
D/A converter.  

2. The failure mode distribution is from 
[Meeldijk 1996] (refer to Comment 2 
of A/D converter). 

3. It is assumed that the deviation 
between the MFV demand from B/U 
CPU and that from the MFV 
controller is larger than a setpoint, so 
the CPU’s software will detect this 
failure mode.  

Output fails low (44% of 
total failure) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that the deviation 
between the MFV demand from B/U 
CPU and the one from the MFV 
controller is larger than a setpoint, so 
the software of this CPU will detect 
this failure mode.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Drifted output (52% of the 
total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that the deviation 
between the MFV demand from B/U 
CPU and the one from the MFV 
controller is larger than a setpoint, so 
the software of this CPU will detect 
this failure mode.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Demultiplexer 

Loss of all output signals 8.8x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. DEMUX is considered to be similar to 
MUX and the failure data also come 
from [Aeroflex 2005] (refer to MUX, 
above). 

2. The B/U CPU has three analog 
outputs: the demands to the MFV, 
BFV, and FWP controllers. 

3. The deviation between the MFV 
demand from B/U CPU and the one 
from the MFV controller is assumed 
to be larger than a setpoint; hence, 
this CPU’s software will detect this 
failure mode.  

Analog Backplane A: 
Channel 1, Feed Pump 
Demand: 
Loss of one of the output 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The deviation between the pump 
demand from B/U CPU and the one 
from the FWP controller is expected 
to be larger than a setpoint, so the 
CPU’s software will detect this failure 
mode.  

2. The B/U CPU deviation (between its 
demand output and the FWP tracking 
signal) will be sent to the plant 
computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 2, Bypass Valve 
Demand: 
Loss of one of the output 
signals 

1.1x10-07 No No Continued 
Operation 

No failure No 1. The BFV demand signal is normally 
zero in the high-power mode. Hence, 
the operation of the B/U CPU is 
unaffected by this failure mode.  

2. There is no direct indication of this 
failure. 

Analog Backplane A: 
Channel 3, Main Valve 
Demand: 
Loss of one of the output 
signals 

1.1x10-07 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The deviation between the main 
valve demand from the B/U CPU and 
the one from the MFV controller is 
expected to be larger than a setpoint; 
accordingly, the CPU’s software will 
detect this failure mode.  

2. The B/U CPU will activate a deviation 
message. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Outputs 

Analog Backplane A: 
Channel 1, Feed Pump 
Demand: 
Output current fails high 
(2% of the total failure) 

4.9x10-11 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. This analog output is a current loop.  
The total failure rate of an IC, Linear, 
Transmitter/receiver, a major 
component of a current loop, is 
2.4x10-09 per hour according to 
PRISM.  A current loop is a linear 
device and the failure mode 
distribution is shown in [Meeldijk 
1996].  

2. The software of the B/U CPU will fail 
it due to the large deviation between 
the CPU’s demand and the FWP’s 
tracking signal. 

3. There is no direct indication of this 
failure. The B/U CPU deviation 
(between its demand output and the 
FWP tracking signal) will be sent to 
the plant computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 1, Feed Pump 
Demand: 
Output current fails low 
(44% of the total failure) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The B/U CPU will be failed by its own 
software due to the large deviation 
between the CPU’s demand and the 
FWP’s tracking signal. 

2. There is no direct indication of this 
failure. The B/U CPU deviation 
(between its demand output and 
FWP tracking signal) will be sent to 
the plant computer. 

Analog Backplane A: 
Channel 1, Feed Pump 
Demand: 
Drifted output current  
(52% of the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that the signal 
eventually will drift out of range and 
will fail high or low.  Then, the B/U 
CPU will be failed by its own software 
because of the large deviation 
between the CPU’s demand and the 
FWP’s tracking signal. 

2. There is no direct indication of this 
failure.  The B/U CPU deviation 
(between its demand output and 
FWP tracking signal) will be sent to 
the plant computer. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 2, Bypass Valve 
Demand: 
Output current fails high 
(2% of the total failure) 

4.9x10-11 No No Continued 
Operation 

No failure No 1. In the high-power mode, the CPU’s 
deviation logic for the BFV demand 
signal is inhibited.   However, if the 
BFV demand increases, the MFV 
demand will decrease to 
compensate.  Therefore, no 
significant impact on the B/U CPU is 
expected. 

2. There is no direct indication of this 
failure. 

Analog Backplane A: 
Channel 2, Bypass Valve 
Demand: 
Output current fails low 
(44% of the total failure) 

1.1x10-09 No No Continued 
Operation 

No failure Yes 1. The BFV demand signal is normally 
zero in the high-power mode.  Hence, 
there is no effect on the B/U CPU’s 
operation from this failure mode.  

2. There is no direct indication of this 
failure. 

Analog Backplane A: 
Channel 2, Bypass Valve 
Demand: 
Drifted output current 
(52% of the total failure) 

1.3x10-09 No No Continued 
Operation 

No failure No 1. It is assumed that the signal 
eventually will drift out of range and 
will fail high or low.  However, no 
significant impact on the B/U CPU is 
anticipated because the system is 
expected to compensate for the 
actuation of the BFRV.  

2. There is no direct indication of this 
failure. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A: 
Channel 3, Main Valve 
Demand: 
Output current fails high 
(2% of the total failure) 

4.9x10-11 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. The deviation between the main 
valve demand from the B/U CPU and 
the one from the MFV controller is 
expected to be larger than a setpoint, 
so the software of this CPU will 
detect this failure mode.  

2. The B/U CPU will activate a deviation 
message. 

Analog Backplane A 
Channel 3, Main Valve 
Demand: 
Output current fails low 
(44% of the total failure) 

1.1x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. Expectedly, the deviation between 
the main valve demand from B/U 
CPU and the one from the MFV 
controller will be larger than a 
setpoint, so this CPU’s software will 
detect this failure mode.  

2. The B/U CPU will activate a deviation 
message. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Backplane A 
Channel 3, Main Valve 
Demand: 
Drifted output current  
(52% of the total failure) 

1.3x10-09 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. It is assumed that the signal 
eventually will drift out of range and 
will fail high or low.  Then, due to the 
large deviation between the B/U CPU 
demand and the MFV tracking signal, 
the CPU will be failed by its software. 

2. There is no direct indication of this 
failure.  The B/U CPU deviation 
(between its demand output and 
MFV tracking signal) will be sent to 
the plant computer. 

A-107 

 



Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Analog Address Logic 

Loss of analog address 
logic 

7.0x10-08 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. An analog–address-logic is a digital 
device, also called a decoder. Failure 
data (7.0x10-08 per hour) is taken 
from Chapter 6. 

2. Although the application software 
might detect some address logic 
failures, conservatively, it is 
undetectable.  

Buffer 

Loss of output buffer 3.9x10-07 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. Since the digital outputs from the B/U 
CPU are lost, the WDT of this CPU 
detects a failure.  

2. The failure rate is from Chapter 6. 

Loss of input buffer 3.9x10-07 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode conservatively is 
assumed to cause all digital inputs to 
be unavailable to the B/U CPU, and 
this failure is undetected.  The B/U 
CPU will continue in tracking mode 
with this latent failure.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Address Logic 

Loss of digital address 
logic 

7.0x10-08 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Failure rate is the same as the one 
used for the analog address logic. 

2. Although the application software 
might detect some address logic 
failures, conservatively it is assumed 
that they are not detectable.  

Digital Outputs 

Digital Backplane Output 
1, Output to WDT 
(toggling signal): 
Failure to operate of the 
solid-state switch (fails as 
is) 

1.6x10-09 No Yes WDT 
Detectable 
Failure 

No failure Yes 1. The main component of the digital 
output module is the solid-state 
switch.  PRISM gives the failure rate 
of a digital switch as 2.43x10-09 per 
hour. The failure mode distribution is 
from [RAC 1997b]: 66.7% for failure 
to operate, and 33.3% for false 
operation.  

2. There is no direct indication of this 
failure. Indirect indications are 
annunciations of failure of the B/U 
CPU in the PDU and in the plant 
computer. 

Digital Backplane Output 2 
is unusable 

N/A N/A N/A N/A N/A N/A 1. This output is unusable; hence, no 
failure mode is considered.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
3, Power Failure or 
Microprocessor Not 
Controlling (Normally not 
energized): 
Failure to operate of the 
solid-state switch (fails as 
is) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Power Failure or Microprocessor Not 
Controlling signal (normally not 
energized) fails as is indicates that 
the B/U CPU is operating properly.  
Therefore, this failure does not affect 
the B/U CPU’s operation.  

2. There is no direct indication or 
detection of this failure. 

Digital Backplane Output 
3, Power Failure or 
Microprocessor Not 
Controlling: 
False operation of the 
solid-state switch (fails to 
opposite state) 

8.1x10-10 Yes No Application 
Software 
Detectable 
Failure 

No failure Yes 1. Failure to opposite state of this 
switch will indicate that the B/U 
CPU’s power failed. 

2. There is no direct indication or 
detection of this failure. There should 
be indirect indication from the PDU 
and the plant computer. 

Digital Backplane Output 4 
is unusable 

N/A N/A N/A N/A N/A N/A 1. Since this output is unusable, no 
failure mode is considered.  

Digital Backplane Output 
5, High Power Indication 
(Normally closed): 
Failure to operate of the 
solid-state switch (fails 
closed) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. High-power indication is normally 
closed denoting the high-power 
mode.  

2. This failure does not affect the B/U 
CPU’s operation. 

3. There is no direct indication of this 
failure. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
5, High Power Indication: 
False operation of the 
solid-state switch (fails 
open) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. There is no direct indication of this 
failure. 

2. This failure does not affect the B/U 
CPU’s operation. However, it might 
affect the operators’ behavior since 
this failure indicates the low-power 
mode but the DFWCS actually is in 
the high-power mode. 

Digital Backplane Output 
6, Transfer Indication 
(Normally open): 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. Transfer indication is normally open 
indicating there is no mode transfer. 

2. This failure causes an annunciation 
that the system is transferring 
between power modes. 

3. This failure does not affect the B/U 
CPU. However, it might affect the 
operators’ behavior since it entails an 
annunciation that a transfer is 
occurring while there actually is none. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
6, Transfer Indication: 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. There is no direct indication of this 
failure.  It causes an annunciation 
that there is no power-mode transfer 
even if one is occurring. 

2. This failure does not affect the B/U 
CPU.  It might affect the operators’ 
behavior since it entails no 
annunciation that a transfer is 
occurring, while there might actually 
be one. 

Digital Backplane Output 
7, Low Power Indication 
(Normally open): 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. Low-power indication. It is normally 
open (the system is not operating in 
low-power mode).  This failure 
causes an annunciation that the 
system is operating in low-power 
mode. 

2. This failure does not affect the B/U 
CPU.  There is no direct indication of 
this failure. Nevertheless, it might 
affect the operators’ behavior since it 
entails an annunciation that the 
system is operating in low-power 
mode. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
7, Low Power Indication: 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. There is no direct indication of this 
failure. 

2. This failure does not affect the B/U 
CPU.  However, the operators’ 
behavior might be affected since it 
causes an annunciation that the 
system is not operating in low-power 
mode, but it may actually be doing 
so. 

Digital Backplane Output 
8, Bypass Override 
Indication (Normally 
open): 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. The Bypass Override (BPO) 
indication is normally open (not in 
BPO mode).  This failure mode 
causes an annunciation that the 
system is in a BPO mode. 

2. There is no direct indication of this 
failure. 

3. This failure does not affect the B/U 
CPU, but might, affect the operators’ 
behavior by announcing that the 
system is in a BPO mode, while it 
may not be so.   
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
8, Bypass Override 
Indication: 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. There is no direct indication of this 
failure. 

2. This failure does not affect the B/U 
CPU.  It might, however, affect the 
operators’ behavior since the system 
may be in a BPO mode, but there is 
no annunciation from this CPU that 
the system is in this mode. 

Digital Backplane Output 
9, Deviation Alarm 
(Normally open): 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. This output is normally open, i.e., 
there is no deviation.  If this output is 
closed then a deviation in the plant 
computer is announced.  Hence, this 
failure causes annunciation that there 
is a deviation. 

2. There is no direct indication.  
However, the plant computer will 
indicate that the B/U CPU detected a 
deviation. 

Digital Backplane Output 
9, Deviation Alarm: 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. This failure causes a lack of 
annunciation of a deviation in the 
plant computer, even if there is one.  

2. There is no direct indication. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
10, Transfer Inhibit 
(Normally open): 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation 

No failure No 1. The Transfer Inhibit is normally open, 
i.e., there is no indication from the 
B/U CPU to the plant computer about 
to �transfer inhibit.�  This failure 
entails the lack of indication from the 
B/U CPU to the plant computer that 
transfer is inhibited if it actually is.  

Digital Backplane Output 
10, Transfer Inhibit: 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation 

No failure No 1. This failure causes annunciation from 
the B/U CPU to the plant computer 
that the control mode transfer is 
inhibited, even though it may not be. 

Digital Backplane Output 
11 is an spare output 

N/A N/A N/A N/A N/A N/A 1.  Since this output a spare output, no 
failure mode is considered.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
12, Positioner Selected 
(Normally closed): 
Failure to operate of the 
solid-state switch (fails 
closed) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The signal Positioner Selected is an 
output to positioners, and it is 
normally closed.  It is assumed that 
when the output contact is closed, 
positioner A is selected. 

2. After this failure, the signal from the 
B/U CPU will be that the active 
positioner is A.  

3. If the accumulated deviation between 
the demand from the B/U CPU and 
the position of the MFRV exceeds a 
setpoint value, this CPU will try to 
select the opposite positioner (B).  
However, the signal from the B/U 
CPU that the active positioner is A 
will remain unchanged.  

4. This digital signal is not used in the 
software of the CPUs and the failure 
mode is excluded from modeling. 

Digital Backplane Output 
12, Positioner Selected: 
False operation of the 
solid-state switch (fails 
open) 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. After this failure, the signal from the 
B/U CPU will be that the active 
positioner is B.  This failure mode will 
not affect the B/U CPU’s operation.  

2. This digital signal is not used in the 
software of the CPUs and the failure 
mode is excluded from modeling. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
13, No Failures in 
Microprocessor (Normally 
open): 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This output is �No Failures in 
Microprocessor,� and it is assumed 
to be normally open, indicating that 
the B/U CPU is not failed.  

2. The failure mode causes a signal to 
the other microprocessor indicating 
that the B/U CPU is in a normal state, 
even if it is failed.  This failure mode 
will not affect the operation of the B/U 
CPU.  

Digital Backplane Output 
13, No Failures in 
Microprocessor: 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode triggers a signal to 
the other microprocessor indicating 
that the B/U CPU is in a failed state, 
even if it is normal.  This failure mode 
will not affect the B/U CPU’s 
operation.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
14, No Deviation 
(Normally open): 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This output is �No deviations (in the 
B/U CPU),� and it is assumed to be 
normally open, indicating that the B/U 
CPU has no deviations.  

2. The failure mode causes a signal to 
be sent to the other microprocessor 
indicating that the B/U CPU has no 
deviations, even if it has.  This failure 
mode will not affect the operation of 
the B/U CPU.  

Digital Backplane Output 
14, No Deviation: 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes a signal to 
go to the other microprocessor 
indicating that the B/U CPU has 
deviations, even if it has not.  This 
failure mode will not affect the B/U 
CPU’s operation.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
15, Both Level Signal 
Valid (Normally open): 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This output is �Both S/G Level Signal 
Valid,� and is assumed to be 
normally open, indicating the validity 
of both S/G level signals received by 
the B/U CPU.  

2. The failure mode elicits a signal to 
the other microprocessor indicating 
that both S/G level signals received 
by the B/U CPU are valid, even if one 
or both signals are invalid. This 
failure mode will not affect the 
operation of the B/U CPU.  

Digital Backplane Output 
15, Both Level Signal 
Valid: 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes a signal to 
the other microprocessor indicating 
that the invalidity of at least one of 
the SG level signals received by the 
B/U CPU, even if both signals are 
valid.  This failure mode will not affect 
the operation of the B/U CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Output 
16, Both Steam Flow and 
Both FW Flow Signals 
Valid: 
Failure to operate of the 
solid-state switch (fails 
open) 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This output is �Both Steam Flow and 
Both FW Flow Signals Valid,� and is 
assumed to be normally open, 
indicating that all these signals 
received by the B/U CPU are valid.  

2. The failure mode triggers a signal to 
the other microprocessor indicating 
that both steam flow and both FW 
flow signals received by the B/U CPU 
are valid, even if any of them are 
invalid.  This failure mode will not 
affect the B/U CPU’s operation.  

3. One report on the system states that 
this channel is not used.   In contrast, 
this study found that this channel is 
connected to the other CPU.  

Digital Backplane Output 
16, Both Steam Flow and 
Both FW Flow Signals 
Valid: 
False operation of the 
solid-state switch (fails 
closed) 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode elicits a signal to 
the other microprocessor indicating 
that at least one of the Steam and 
FW flow signals received by the B/U 
CPU is invalid, even if all signals are 
valid.  This failure mode will not affect 
the operation of the B/U CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Inputs 

Digital Backplane Input 1, 
A/M Status BFV(Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The major component of a digital 
input is a solid-state switch 
[Eurotherm 2000].  Therefore, the 
failure rate is 2.4x10-09 per hour, and 
the failure mode distribution is 66.7% 
of fail to operate, and 33.3% for false 
operation (the same as a digital 
output). 

2. This input, �A/M Status BFV�, is 
normally closed, indicating that the 
BFV controller is in auto status.  It is 
an input from this controller. 

3. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the BFV controller is in automatic 
mode, even if it is in manual mode.  
This failure mode will not affect the 
B/U CPU’s operation. 

Digital Backplane Input 1, 
A/M Status BFV: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the BFV controller is in manual 
mode, even if it is in automatic mode. 
 This failure mode will not affect the 
operation of the B/U CPU.  

A-121 

 



Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 2, 
A/M Status MFV(Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input, �A/M Status MFV�, is 
normally closed, indicating that the 
MFV controller is in auto status.  It is 
an input from this controller. 

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the MFV controller is in 
automatic mode, even if it is in 
manual mode.  This failure mode will 
not affect the B/U CPU’s operation.  

Digital Backplane Input 2, 
A/M Status MFV: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the MFV controller is in manual 
mode, even if it is in automatic mode. 
 This failure mode will not affect the 
operation of the B/U CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 3, 
A/M Status FWP 
(Normally closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �A/M Status FWP�  It is 
normally closed, indicating that the 
FWP controller is in auto status.  It is 
an input from this controller. 

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the FWP controller is in 
automatic mode, even if this 
controller is in manual mode.  This 
failure mode will not affect the 
operation of the B/U CPU.  

Digital Backplane Input 3, 
A/M Status FWP: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the FWP controller is in manual 
mode, even if it is in automatic mode. 
 The operation of the B/U CPU is 
unaffected by this failure.

Digital Backplane Input 4, 
Reactor Trip (Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure No 1. This input, �Reactor Trip.�, is 
normally closed, indicating that there 
is no reactor trip.  It is an input from 
the post-reactor-trip position relay. 

2. The B/U CPU’s operation is 
unaffected by this failure mode.   The 
B/U CPU would not detect a reactor 
trip.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 4, 
Reactor Trip: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that there is a reactor trip.  This 
failure mode will not affect the B/U 
CPU’s operation.  

Digital Backplane Input 5, 
Main/Backup CPU 
Identification (Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation 

No failure No 1. This input is �Main/Backup CPU 
Identification.�, and is normally 
closed, indicating that the B/U CPU is 
the backup to the main CPU.  The 
identification of the CPUs as Main 
and Backup apparently is pre-
selected at system start-up. 

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that it is the B/U CPU.  This failure 
mode will not affect the operation of 
the B/U CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 5, 
Main/Backup CPU 
Identification: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No Failure  Yes 1. This input is �Main/Backup CPU 
Identification� that normally is closed, 
indicating that the B/U CPU is the 
backup to the Main CPU.  The 
identification of the CPUs as Main 
and Backup is pre-selected 
apparently at system start-up. 

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that it is the Main CPU.  The 
simulation result shows that both 
CPUs are controlling but the system 
operation continues because 
controllers still use demands from the 
Main CPU. 

Digital Backplane Input 6, 
Turbine Trip (Normally 
closed): 
fails closed 

1.6x10-09 No No  Continued 
Operation 

No failure No 1. This input is �Turbine Trip�  It is 
normally closed, indicating that there 
is no turbine trip.  It is an input from 
the turbine relay. 

2. This failure mode will not affect the 
operation of the B/U CPU, but it 
would not be able to detect a turbine 
trip.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 6, 
Turbine Trip: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that there is a turbine trip.  It will not 
affect the B/U CPU’s operation.  

Digital Backplane Input 7, 
Main CPU Failed 
(Normally open): 
fails closed 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No Failure  Yes 1. This input is �Main CPU Failed� from 
the MFV controller that normally is 
open, indicating that the Main CPU is 
not failed.  

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the Main CPU failed, even if it is 
not failed.  The simulation result 
shows that both CPUs are controlling 
but the system operation continues 
because controllers still use 
demands from the Main CPU.   
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 7, 
Main CPU Failed: 
fails open 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the Main CPU is operating 
properly, even if it is failed.  This 
failure mode will not affect the 
operation of the B/U CPU.  

2. If, in addition to this failure, the Main 
CPU fails, the MFV controller can 
detect its true status and will sent it to 
the Backup CPU.  A failover will 
occur, and the Backup CPU will take 
over.  

A-127 

 



Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 8, 
Backup CPU Failed 
(Normally open): 
fails closed 

8.1x10-10 Yes No  Application 
Software 
Detectable 
Failure 

No failure Yes 1. This input is �Backup CPU Failed� 
from the MFV controller.  It is 
normally open, indicating that the B/U 
CPU is not failed.  

2. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the B/U CPU failed, even if this 
is not the case.  The Backup CPU�s 
software detects this (false) failure, 
and fails itself.  

3. If, in addition to this failure, the 
Backup CPU actually fails, the 
system is still alright because the 
Main CPU is controlling. 

4. If, in addition to this failure, the Main 
CPU failed, both CPUs will be 
considered failed and automatic 
control would be lost.  

Digital Backplane Input 8, 
Backup CPU Failed: fails 
open 

1.6x10-09 No No  Continued 
Operation with 
Latent Failure 

No failure Yes 1. The failure mode causes the B/U 
CPU to receive a signal indicating 
that the B/U CPU is normal.  This 
failure mode causes a latent failure of 
the B/U CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 9, 
Time Sync: no failure 
mode 

2.4x10-09 No No Continued 
Operation 

No failure No 1. An external clock synchronization 
signal causes the time to reset to a 
pre-arranged value defined in the 
setpoints.  The input �Time Sync� is 
associated with this signal.  This 
input apparently is not used in the 
control of the DFWCS, so if it fails, 
there is no detrimental effect on this 
system. 

Digital Backplane Input 
10, Neutron Flux #1 
Bypass (Normally closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �Neutron Flux #1 
Bypass,� from a keyswitch.  It is 
normally closed, i.e., the flux signal is 
not bypassed. 

2. Failure of a single neutron signal 
does not affect the B/U CPU’ 
operation.   

Digital Backplane Input 
10, Neutron Flux #1 
Bypass: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Failure of a single neutron signal 
does not affect the operation of the 
B/U CPU.   
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 
11, Neutron Flux #2 
Bypass (Normally closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �Neutron Flux #2 
Bypass,� from a keyswitch.  It is 
normally closed, i.e., the flux signal is 
not bypassed. 

2. Failure of a single neutron signal 
does not affect the operation of the 
B/U CPU.   

Digital Backplane Input 
11, Neutron Flux #2 
Bypass: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. Failure of a single neutron signal 
does not affect the B/U CPU’s 
operation.    

Digital Backplane Input 
12, Positioner Selected 
(Normally closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �Positioner Selected,� 
from the MFRV positioner that 
normally is closed, i.e., positioner A 
is selected.  

2. This failure mode provides input to 
the B/U CPU that the positioner A is 
selected as the active positioner.  
This CPU continues to operate with 
the latent failure. 

3. This digital signal is not used in the 
software of the CPUs and the failure 
mode is excluded from modeling. 
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 
12, Positioner Selected: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode provides input to 
the B/U CPU that the positioner B is 
selected as the active positioner.  
This CPU continues operation with 
the latent failure. 

2. This digital signal is not used in the 
software of the CPUs and the failure 
mode is excluded from modeling. 

Digital Backplane Input 
13, No Failures in Other 
Microprocessor (Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �No Failures in Other 
Microprocessor,� from the Main 
CPU.  It is normally closed, i.e., the 
Main CPU is not failed.  

2. This failure mode provides input to 
the B/U CPU that the Main CPU is 
functioning, even if it is failed.  The 
B/U CPU continues to operate with 
the latent failure. 

Digital Backplane Input 
13, No Failures in Other 
Microprocessor: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode sends input to the 
B/U CPU that the Main CPU is failed, 
even if this is not the case.  The 
simulation result shows that the 
Backup CPU does not takeover and 
the Main CPU is still the controlling 
CPU.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 
14, No Deviation in Other 
Microprocessor (Normally 
closed): 
fails closed 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �No Deviations in Other 
Microprocessor,� from the Main 
CPU.  It is assumed that it is normally 
closed, i.e., there is no deviation in 
the Main CPU.  

2. This failure mode provides input to 
the B/U CPU that the Main CPU has 
no deviation, even if it has.  The B/U 
CPU continues its operation with the 
latent failure. 

Digital Backplane Input 
14, No Deviation in Other 
Microprocessor: 
fails open 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode sends s input to the 
B/U CPU that the Main CPU has a 
deviation, even if it does not.  The 
B/U CPU’s operation continues with 
the latent failure.  

Digital Backplane Input 
15, Both Level Signals 
Valid in Other 
Microprocessor (Normally 
open): 
fails closed 

8.1x10-10 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This input is �Both Level Signals 
Valid in Other Microprocessor,� from 
the Main CPU.  It is assumed that it 
is normally open, i.e., both S/G level 
signals are valid in the Main CPU.  

2. This failure indicates that at least one 
of the two level signals in the Main 
CPU is invalid. The operation of the 
B/U CPU continues with the latent 
failure.  
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Table A-2    FMEA at level of components of DFWCS modules -- backup CPU (cont’d). 

Failure Mode Failure 
Rate 
(per 

hour) 

Failure Mode Detected by Failure Effects on the Needs to be 
Simulated? 

Comments 

Application 
Software 

WDT 

Backup CPU DFWCS 
System 

Digital Backplane Input 
15, Both Level Signals 
Valid in Other 
Microprocessor: 
fails open 

1.6x10-09 No No Continued 
Operation with 
Latent Failure 

No failure Yes 1. This failure mode provides input to 
the B/U CPU that both S/G level 
signals are valid in the Main CPU, 
even if least one of them is invalid.  
The B/U CPU continues operation 
with the latent failure.  

Digital Backplane Input 
16, Both Steam Flow and 
Both FW Flow Signals 
Valid in Other 
Microprocessor (Normally 
open): 
fails closed 

N/A N/A N/A N/A N/A N/A 1. Not used according to plant 
information. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Common Cause Failures 

Software CCF 5.0x10-10 No Failed Failure No 1. Operator may not be able to take remedial actions. 

Hardware CCF 1.35x10-07 No Failed Failure No 1. Operator may not be able to take remedial actions. 

Software 

The software on the 
MFV controller seems to 
be normally running but 
sends erroneous output 

5.0x10-09 No Failed Failure No 1. Software failure modeling and quantification is beyond 
this project’s scope. 

Software halt (processor 
stops updating output) 

5.0x10-09 Yes Failed Failure No 1. When the WDT no longer receives a toggling signal, it 
will only cause a flashing display. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Processor of the MFV Controller 

The MFV CPU seems to 
be normally running but 
sends erroneous output 
(60% of total failure) 

1.98x10-08  No Failed Failure No 1. The CPU failure data are taken from Chapter 6.  The 
failure rate is 3.3x10-08 per hour.  
2. The failure mode distribution used is from [RAC 
1997b]. It shows that a failure of Awrong data word@ of a 
16-bit CPU accounts for 60% of total failure. However, 
the Intel 80586 is a 32-bit processor. Stuck outputs 
accounts for 40% of the total failure mode. 
3. Another set of failure-mode distribution data from 
[Meeldijk 1996] may be used to replace the previous 
distribution.  Meeldijk’s failure distribution for generic 
digital component [1996] states that stuck high or low 
accounts for 80% of the failure (this may correspond to 
the processor stops updating outputs), and 20% of loss 
of logic (this may correspond to seemingly normal 
operation of the processor). It is not used because the 
failure mode distribution from [RAC 1997b] seems more 
specific for processors. 

Processor stops 
updating output (40% of 
the total failure)  

1.32x10-08  Yes Failed Failure No 1. When the WDT no longer receives a toggling signal, it 
will cause a flashing display. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

ASIC 

Loss of PWR_ON Signal See data 
for a loss 
of power 
supply 

Flashing 
display 

Failed  Failure No 1. Watchdog time-out due to loss of reset signal from 
PWR_ON will halt the processor.  Then, the control task 
stops updating outputs and the display task stops 
updating display memory. All the contact outputs will be 
at “Open” state. Analog outputs will go to zero mA. 
2. This is accounted for in the loss of power supply. 

Failure of the DISP-
controller or the DISP-
memory is visible in the 
display. 

Not 
needed 

Loss of 
display 

Continued 
normal 
operation  

No 
Failure 

No 1. The isolated failure does not affect operation, and 
should be excluded from modeling. 

A fault in the 8051's 
interface to the display 
or the 1K dual-ported 
display memory which 
causes no writes to 
display memory  

Not 
needed 

Loss of 
display 

Continued 
normal 
operation  

No 
Failure 

No 1. Since the isolated failure has no effects on operation,  
 it should be excluded from modeling. 

Clock reference failure 5.2x10-07 No Failed Failure No 1. All functions of the ASIC will stop. The core block 
(8051 processor) will fail to execute software. Both the 
watchdog timer and display will freeze. Analog outputs 
will drift because the watchdog timer has not expired. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Loss of Internal bus 
(assumed for the 
controller) 

5.2x10-07 No Failed Failure No 1. The failure rate of the bus is the sum of failure rates of 
line/bus driver (4.6x10-07 per hour) and receiver (6.2x10-

08 per hour) given in Chapter 6. They are considered 
major components of the bus. 
2. The controller’s input and output rely on the internal 
bus; hence, the loss of the bus precludes processing.  

Loss of RAM  3.3x10-07  No Failed Failure No 1. The failure rate (3.3x10-07 per hour) comes from 
Chapter 6. 
2. Application software has to be loaded into RAM to run 
it. Thus, the application software cannot run upon the 
loss of RAM. 

Loss of BIOS 4.0x10-08  No Failed Failure No 1. Failure rate (4.0x10-08 per hour) of a generic ROM is 
from Chapter 6, which stores a set of input/output 
subroutines of BIOS. 
2. The input and output operation of the controller rely on 
BIOS routines. However, it is unknown whether a loss of 
BIOS will cause a complete loss (or partial loss) of inputs 
to and outputs of the application software and controller; 
correspondingly, the failure conservatively is assumed to 
be undetectable. 

Programmable Array 
Logic (PAL) Error 

1.6x10-09 No Failed Failure No 1. Failure effects of a loss of the PAL may cause loss of 
the some functions performed by the application software 
stored in RAM.  The failure is conservatively assumed to 
fail the RAM and thus the controller. 
2. Failure data (1.6x10-09 per hour) is from the PRISM for 
IC, Digital, Array, PAL. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Loss of RS-485 Jabber 1.6x10-09 A DFWCS 
trouble alarm 
will be 
actuated. 

Continued 
normal 
operation 

No 
Failure 

No 1. The PRISM failure data (1.6x10-09 per hour) is for 
serial communication controller, the major component of 
a serial communication port. 
2. 53MC5000 does not use the communication network 
to transmit control related information. The failure effects 
could be loss of warning messages of date and time.   

Analog Inputs (Current Loop) 

ANI0 (S/G level) Fail 
high or low (2% and  
44% of the total failure)  

1.1x10-09 No Continued 
normal 
operation 

No 
Failure 

No 1. The signal is for display only.  The failure can affect 
the operator=s ability to control the MFRV manually.  
2. The total failure rate is 2.4x10-09 per hour from PRISM 
raw data for IC, Linear, Transmitter/receiver, a major 
component of a current loop. The current loop is a linear 
device and its failure mode distribution in [Meeldijk 1996] 
is adopted. Input current fails low includes failures of fail-
to-zero. The same data will be used for other current 
input signals. 

ANI0 (S/G level) Drifted 
input current (52% of the 
total failure) 

1.3x10-09 No Continued 
normal 
operation 

No 
Failure 

No 1. The signal is for display only.  The failure can affect 
the operator=s ability to control the MFRV manually.  
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

ANI1 (Valve demand 
from the main CPU) 
Fails to 0.0 (44% of the 
total failure) 

1.0x10-09 No Failed Failure Yes 1. The controller initially will forward the failed demand 
signal to the MFRV positioners, PDI controller, and the 
CPUs of the other S/G.  The PDI controller then will 
detect the signal failure and automatically become the 
manual controller for the MFV using the old value in its 
circular buffer.  The MFRV must be controlled manually 
from the PDI controller.  
2. The failed signal will be sent to the CPUs of the other 
S/G, and probably will not affect calculation of the FWP 
speed because it selects the higher of the two FWP flow-
demand signals. That is, the flow demand signal 
calculated by the CPU and the flow demand signal back-
calculated from the MFV signal received from the other 
S/G. 
3. The MFV controller will activate a deviation alarm 
when the Main CPU demand signal differs from that of 
the B/U CPU by more than a settable, predetermined 
setpoint after a settable predetermined delay.   
4. Microlink will relay the deviation status to the BFV 
controller that, in turn, will activate an alarm to the plant 
computer.  The PDI controller will display an AMFV Fail@ 
message.  

ANI1 (Valve demand 
from the main CPU) 
Drifts low (26% of the 
total failure) 

6.5x10-10 No Failed Failure Yes 1. Same as above, and can be merged. 
2. The drift failure mode is split into two modes, drift high, 
and low.  Conservatively, it is assumed that the PDI 
controller would detect the rate of change and take over. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

ANI1 (Valve demand 
from the main CPU) 
Fails high (2% of the 
total failure) 

4.9x10-11 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The controller initially will forward the failed demand 
signal to the MFRV positioner, PDI controller, and the 
CPUs of the other S/G.  The failure will be detected by 
the Main CPU’s deviation logic that compares the failed 
signal with that calculated by the Main CPU.  A failover 
will take place.  
2. The failed signal will be sent to the CPUs of the other 
S/G, and will affect the FWP speed calculation because it 
selects the higher of the two FWP flow demand signals, 
i.e., that  calculated by the CPUs and that  back-
calculated from the MFV signal received from the other 
S/G. 
3. The MFV controller will activate a deviation alarm 
when the Main CPU demand signal differs from that of 
the B/U CPU by greater than a settable, predetermined 
setpoint after a settable predetermined delay.   
4. Microlink will send the deviation status to the BFV 
controller that, in turn, will activate an alarm to the plant 
computer.  The PDI controller will display an AMFV Fail@ 
message.  

ANI1 (Valve demand 
from the main CPU) 
Drifts High  (26% of the 
total failure) 

6.5x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. Same as above and can be merged. 
2. The drift failure mode comprises two modes, drift high 
and low.   
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

ANI2 (Valve demand 
from the B/U CPU) Fails 
Low (72% if the total 
failure) 

1.7x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The MFV controller will continue to forward the signal 
from the Main CPU to its output, with no expected effect 
on system operation.   The Backup CPU will continue 
operating in the tracking mode. 
2. A deviation message is activated, after a settable, 
predetermined delay.  The message will be sent to the 
BFV controller through Microlink, and the BFV controller 
will activate a System Trouble alarm at the plant 
computer. 

ANI2 (Valve demand 
from the B/U CPU) Fails 
High (28% of the total 
failure) 

7.0x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The MFV controller will continue to forward the signal 
from the Main CPU to its output, probably without 
affecting system operation.   The Backup CPU will 
continue operating in the tracking mode.  
2. A deviation message is activated, after a settable, 
predetermined time.  The deviation message will be sent 
to the BFV controller via the Microlink, and the BFV 
controller will activate a System Trouble alarm at the 
plant computer. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Multiplexer 

Loss of all signals (input 
signals) 

8.8x10-09 No Failed Failure Yes 1. Loss of a signal means that the input signal becomes 
zero.  
2. The controller initially will forward the failed demand 
signal to the MFRV positioner, PDI controller, and the 
CPUs of the other S/G. The PDI controller will then 
detect the signal failure and automatically assume 
manual control of the MFV using the old value in its 
circular buffer.  The MFRV must be controlled manually 
from the PDI controller. 
3. The failed signal will be sent to the CPUs of the other 
S/G, and probably will not affect the FWP speed 
calculation because it selects the higher of the two flow 
demand signals, i.e., the flow demand signal calculated 
by the CPUs, and the one back-calculated from the MFV 
signal received from the other S/G.  
4. The failure rate of 8.8x10-09 per hour for a loss of 
multiplexer is from [Aeroflex 2005]. 

ANI0 (S/G level)  
Loss of one of the 
signals  

1.1x10-07 No Continued 
normal 
operation 

No 
Failure 

No 1. The signal is for display only.  Its failure can affect the 
operator=s ability to manually control the MFRV. This 
failure mode was not modeled.  
2. Failure rate of 1.1x10-07 per hour for a loss of one 
signal is from [Aeroflex 2005]; these data is used for 
other signals. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

ANI1 (Valve demand 
from the main CPU)  
Loss of one of the 
signals 

1.1x10-07 No Failed  Failure Yes 1. The controller initially will forward the failed demand 
signal to the MFRV positioner, PDI controller, the CPUs 
of the other S/G, and the PDI controller.  The latter then 
will detect the signal failure and automatically assume 
manual controller for the MFV using the old value in its 
circular buffer.  The MFRV must be manually controlled 
from the PDI controller. 
2. The failed signal will be sent to the CPUs of the other 
S/G, but probably will not affect the FWP speed 
calculation because it chooses the higher of the two FWP 
flow demand signals, i.e., the flow-demand signal 
calculated by the CPU and that back-calculated from the 
MFV signal received from the other S/G.  
3.The MFV controller will activated a deviation alarm  
when the Main CPU demand signal differs from the B/U 
CPU’s one  by greater than a settable, predetermined 
setpoint after a settable predetermined  delay.   
4. The deviation status will be sent to the BFV controller 
via the Microlink.  In turn, the controller will activate an 
alarm to the plant computer.  The PDI controller will 
display an AMFV Fail@ message.  

ANI2 (Valve demand 
from the B/U CPU) Loss 
of one of the signals 

1.1x10-07 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The MFV controller will continue to forward the signal 
from the Main CPU to its output.  No effect is anticipated 
on the system’s operation.   The Backup CPU will 
continue in the tracking mode. 
2. A deviation message is activated, after a settable, 
predetermined delay.  The Microlink will send the 
message to the BFV controller, which, in turn, will 
activate a System Trouble alarm at the plant computer. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

A/D Converter 

All 16 bits stuck at zeros 
or ones (48% of the total 
failure)  

1.1x10-09 No Failed  Failure Yes 1. Since all analog inputs share the A/D converter, its 
loss will entail the loss of all analog inputs. 
2. The Main CPU’s deviation logic will detect the failure 
associated with the MFV controller feedback.  The Main 
CPU would fail-over.  However, the B/U CPU will fail for 
the same reason, and so the DFWCS is failed.   
3. The failure data (2.4x10-09 per hour) are the PRISM 
raw data for a 16-bit A/D or D/A converter. 
4. The failure-mode distribution is from [Meeldijk 1996]. 
Both A/D and D/A converters are linear ICs.  The failure 
mode distribution of a linear IC is 50% of 
degraded/improper output, 41% of no output, 3% of short 
circuit, 2% of open circuit, and 2% drift. 

Random bit failure (52% 
of the total failure) 

1.3x10-09 No Failed  Failure No 1. Although the processor may detect some random 
failures, they conservatively are assumed undetectable. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

D/A Converter 

Output fails high (2% of 
the total failure) 

4.9x10-11 No Failed  Failure Yes 1. Since all analog outputs share the D/A converter, its 
loss will result in a loss of all outputs. 
2. The Main CPU will detect this failure via feedback from 
the MFV controller.  However, the failure cannot be 
overcome by fail-over to the B/U CPU.  The failed SG 
level setpoint signal may be detected by the Main CPU‘s 
deviation logic and the default setpoint will be used. 
3. The failure data (2.4x10-09 per hour) are from PRISM. 
4. Failure mode distribution is from [Meeldijk 1996] (see 
Comment 3 of A/D converter). 

Output fails low (44% of 
total failure) 

1.1x10-09 No Failed  Failure Yes 1. An output fails low is assumed to include fail-to-zero. 
2. If the MFRV demand output fails to zero, the PDI 
controller will take over the MFV controller. Already, this 
is a system failure because of the loss of the automatic 
control.   However, a CPU failover is not expected to 
occur because the PDI controller takes over first.   
3. The failed SG level setpoint signal may be detected by 
the associated deviation logic of the Main CPU and the 
default setpoint will be used. 

Drifting output (52% of 
the total failure) 

1.3x10-09 No Failed  Failure No 1. Although the control algorithm can cope with some 
outputs drifted within certain range, it is assumed that all 
outputs eventually will drift out of the range and cause 
the DFWCS to fail. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Demultiplexer 

Loss of all output signals 8.8x10-09 No Failed  Failure Yes 1. The MFV controller has two analog outputs: the 
demands to the MFRV and the SG level setpoint. 
2. Loss of a signal means that it falls to zero.  The PDI 
controller will take over the MFV controller for this failure 
mode.  Therefore, it is considered an undetected failure, 
and the system fails. 
3. DEMUX is considered to be similar to MUX; the failure 
data also are from [Aeroflex 2005] (refer to MUX above). 

Analog Output to MFRV 
Positioners 
Loss of one of the output 
signals 

1.1x10-07 No Failed  Failure Yes 1. The demand signal to the MFRV positioner will fail to 
0, and the valve will begin to shut.  On detecting the 
failure, the PDI controller will automatically transfer to the 
MFV Fail mode.  The PDI controller‘s output then will rise 
to the pre-failure value of the MFV controller’s output and 
the MFRV will return to that position.  The MFRV must be 
manually controlled from the PDI controller. 
2. The failed signal initially will be sent to the CPUs of the 
other S/G, but probably will not affect the FWP speed 
calculation. 
3. CPU failover is not expected to take place because the 
PDI controller would take over first.  

Analog Output S/G 
Level Setpoint: 
Loss of one of the output 
signals 

1.1x10-07 No Continued 
normal 
operation 

No 
Failure 

No 1. The CPUs may detect a setpoint deviation if the 
deviation setpoint limit is exceeded, and revert to a built-
in setpoint.  Therefore, this failure mode can be excluded 
from modeling. 
2. A system deviation alarm at the plant computer will be 
activated on the detection of a setpoint deviation.  
The setpoint display at the BFV controller will be low. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Analog Outputs (Current Loop) 

Analog Output to MFRV 
Positioners: 
Output current fails high 
(2% of the total failure) 

4.9x10-11 No Failed  Failure Yes 1. A separate current loop is assumed for each output. 
2. The failure rate is 2.4x10-09 per hour from PRISM data 
of IC, Linear, Transmitter/receiver, a major component of 
a current loop.  A current loop is a linear device and the 
failure mode distribution is shown in [Meeldijk 1996]. 
3. The Main CPU will detect the failure from the deviation 
between the CPU’s calculated demand and the feedback 
signal from the MFV controller.  A failover will occur, but 
the Backup CPU will be unable to accommodate the 
effect of the failure and the system will fail. 

Analog Output to MFRV 
Positioners: 
Output current fails low 
(44% of the total failure) 

1.1x10-09 No Failed Failure Yes 1. The demand signal to the MFRV positioner will fail to 
0, and the valve will begin to shut.  This will be detected 
by the PDI controller that then will automatically transfer 
to the MFV Fail mode.  The PDI controller’s output will 
rise to the pre-failure value of the MFV controller’s output 
and the MFRV will return to that position.  The MFRV 
must be manually controlled from the PDI controller. 
2. The failed signal initially will be sent to the CPUs of the 
other S/G; it probably will not affect the FWP speed 
calculation. 
3.  A CPU failover is not anticipated because the PDI 
controller would take over first.  

Analog Output to MFRV 
Positioners: 
Drifted output current  
(52% of the total failure) 

1.3x10-09 No Failed  Failure Yes 1. It is assumed that the signal will drift out of range 
eventually and fail high or low. Therefore, this is 
considered an undetectable failure. 
2. There is no direct indication of this failure. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Analog Output S/G 
Level Setpoint: 
Output current fails high 
(2% of the total failure) 

4.9x10-11 No Continued 
normal 
operation 

No 
Failure 

No 1. The CPUs may detect a setpoint deviation when its  
limit is exceeded, and revert to a built-in setpoint.  
Therefore, this failure mode should be excluded from 
modeling. 
2. A system deviation alarm at the plant computer will be 
activated if a setpoint deviation is detected. 

Analog Output S/G 
Level Setpoint: 
Output current fails low 
(44% of the total failure) 

1.1x10-09 No Continued 
normal 
operation 

No 
Failure 

No 1. The CPUs may detect a setpoint deviation if its limit is 
exceeded, and revert to a built-in setpoint.  Therefore, 
this failure mode is excluded from modeling. 
2. A system deviation alarm at the plant computer will be 
activated if a setpoint deviation is detected. 

Analog Output S/G 
Level Setpoint: 
Drifting output current  
(52% of the total failure) 

1.3x10-09 No Continued 
normal 
operation
  

No 
Failure 

No 1. The CPUs may detect a setpoint deviation if the limit is 
exceeded, and revert to a built-in setpoint.  Therefore, 
this failure mode is excluded from modeling. 
2. A system deviation alarm at the plant computer will be 
activated if a setpoint deviation is detected. 

Analog Address Logic 

Loss of analog address 
logic 

7.0x10-08 No Failed  Failure No 1. Address logic also is called decoder. Failure data 
(7.0x10-08 per hour) is from Chapter 6. 
2. An analog address logic is a digital device, and the 
failure mode distribution is from [Meeldijk 1996]: 40% of 
stuck high, 40% of stuck low, and 20% loss of logic.  

 



A-149 

Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Buffer 

Loss of output buffer 3.9x10-07 No Failed  Failure No 1. All digital input and output require the buffer. 
2. The failure rate also is from Chapter 6. 

Loss of input buffer 3.9x10-07 No Failed  Failure No 1. Conservatively, it is assumed that a loss of input buffer 
will entail the loss of all digital inputs and the MFV 
controller will fail without being detected. 

Digital Address Logic 

Loss of digital address 
logic 

7.0x10-08 No Failed  Failure No 1. Failure data and failure mode distribution are the same 
as those for analog address logic. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Digital Outputs  

CCO0 (A/M Status to 
the Main CPU) Fails 
Open 

8.1x10-10 No Failed  Failure Yes 1. The signal normally is closed in auto mode.  
2. A manual signal will be sent to the Main CPU, and the 
Transfer Inhibit Alarm window will be activated.  
Assuming the Main CPU is in control, and the MFV 
controller is in auto, the former will track the latter’s 
output.  The output will be sent from the Main CPU to the 
MFV controller.  Thus, automatic control effectively is 
lost.   
3. The main component of the digital output module is 
the solid-state switch. The failure mode distribution, 
according to [RAC 1997b], is 66.7% for Failure to 
Operate, and 33.3% for False Operation. The failure rate 
of the digital switch from PRISM is 2.43x10-09 per hour. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCO0 (A/M Status to 
the Main CPU) Fails 
Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed when in auto mode. 
2. The failed signal is sent to the Main CPU; if it is in 
control, the system operation is unaffected.   
3. If the operator switches the controller to manual, the 
Main CPU will not recognize it, and continues sending its 
output to the MFV.  Consequently, Transfer Inhibit will not 
be activated.  As long as the operator properly takes 
control, the operation will continue until the deviation of 
the MFV’s from the Main CPU’s output exceeds the 
setpoint, after which a failover occurs from the Main CPU 
to the B/U CPU.  Should the operator fail to manually 
control the MFV, a loss of feedwater control may lead to 
a reactor trip.  Possibly, a Transfer might be initiated on 
failure.  Upon a reactor trip, the MFRV will be ramped 
closed, and the post-trip positioning relay circuit will 
ensure the MFV demand signal falls to zero.  The pre-
existing failure of the CCO0 does not affect the response 
to a reactor trip.  

CCO1 (A/M Status to 
the B/U CPU) Fails 
Open 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed in auto mode.  
2. Assuming the Main CPU is in control and the controller 
is in auto, the operation will not be affected. 
3. The PDU of the B/U CPU will display the Transfer 
Inhibit Alarm.  It also will be sent to the plant computer. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCO1 (A/M Status to 
the B/U CPU) Fails 
Closed  

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed when the controller is in 
auto. 
2. If the Main CPU is in control, and the controller in auto, 
the system operation is unaffected.  
3. If the B/U CPU is in control, and the operator changes 
the controller to manual, the B/U CPU will be unable to 
detect this, and the Transfer Inhibit will not be actuated.  
The B/U CPU continues sending its MFV demand to the 
controller until the deviation between the MFV demand 
calculated by the B/U CPU and the MFV controller’s 
output exceeds the setpoint; thereupon, the B/U CPU will 
fail and the MFV controller will transfer to manual. The 
deviation will actuate an alarm in the plant computer. 

CCO2 (B/U CPU Failed 
Status to CPUs) Fails 
Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally open indicating the B/U CPU is 
operating properly.  
2. The failed signal will be sent to the Main and B/U 
CPUs. 
3. Assuming the Main CPU is in control, and the 
controller is in auto, the operation is not affected. 
4. Assuming the Main CPU is not available, and the B/U 
CPU is in control when failure occurs, the MFV controller 
should know the correct status of the B/U CPU, and use 
the MFV demand from the B/U CPU as the output.  The 
system’s operation will not be affected. 5. If, in addition, 
the B/U CPU fails, the MFV controller should detect it 
and transfer to the manual mode.  When the MFV 
controller detects failure of the B/U CPU, it generates a 
local B/U CPU Fail message and sends the status 
through Microlink to the BFV controller which, in turn, will 
actuate an annunciator in the control room. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCO2 (B/U CPU Failed 
Status to CPUs) Fails 
Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally open indicating the B/U CPU is 
fine.  
2. The failed signal will be sent to both CPUs.  The MFV 
controller itself is aware of the correct status of the B/U 
CPU.  Provided that the Main CPU is in control and the 
controller is in Auto, system operation will not be 
affected.  The failed signal will make the Main CPU 
consider that the Backup CPU is failed.  The Backup 
CPU will indicate at its PDU that it has failed, but will not 
fail itself. 

CCO3 (Main CPU Failed 
Status to CPUs) Fails 
Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. This signal is normally open indicating the Main CPU is 
operating.  
2. Assuming the Main CPU is in control, the operation is 
not affected. 
3. Assuming the Main CPU failed while in control, the 
MFV controller should detect this, and a failover to the 
B/U CPU will follow.   The incorrect designation of the 
Main CPU’s status may affect the B/U CPU’s deviation 
logic.  It was assumed that the failure mode is a local 
failure of the output circuitry, not of the controller itself.   
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCO3 (Main CPU Failed 
Status to CPUs) Fails 
Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

Failure Yes 1. The signal is normally open indicating the Main CPU is 
good.  
2. The failed signal will be sent to both CPUs.  The MFV 
controller itself is aware of the Main CPU’s correct status. 
3. If the Main CPU is in control, and the controller is in 
Auto, the Main CPU will switch to tracking mode without 
failing itself.  The Backup CPU will think it is in control 
and send its calculated demand signals to the controllers. 
 However, the controllers still consider the Main CPU is in 
control, and send the signals from the Main CPU as 
outputs.   Consequently, automatic control is lost. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Digital Inputs  

CCI0 (B/U CPU Power 
Fail or in Test) Fails 
Open 

8.1x10-10 No  Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally closed indicating the B/U CPU is 
good.  
2. If the Main CPU is in control and the controller is in 
Auto, the system operation will not be affected.  The 
failed signal makes the Main CPU consider that the 
Backup CPU is failed.  The Backup CPU will indicate at 
its PDU that it has failed, but will not fail itself. 
3.  The controller will indicate that the B/U CPU is failed, 
and Microlink will send the B/U CPU’s status to the BFV 
controller that will activate an annunciator in the control 
room. 
4. The major component of digital input is again a solid-
state switch [Eurotherm 2000]. Therefore, the failure rate 
and failure mode distribution are 2.4x10-09 per hour and 
66.7% of fail to operate and 33.3% for false operation 
(the same as digital output). 

CCI0 (B/U CPU Power 
Fail or in Test) Fails 
Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed indicating the B/U CPU is 
good.  
2. The controller will be unable to determine the B/U 
CPU’s correct status.  The operation is not affected 
unless there are other failures.  

CCI1 (B/U CPU Fail) 
Fails Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally open indicating the B/U CPU is 
fine.  
2. The controller will not be able to determine the correct 
status of the B/U CPU.  The operation is not affected 
unless other failures occur. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCI1 (B/U CPU Fail) 
Fails Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally open indicating that the CPU is 
good.   
2. The controller will block the B/U CPU‘s demand signal 
from its output.  The system operation will not be 
affected.  The B/U CPU’s status is sent to the CPUs and 
will fail the Backup CPU and affect the Main CPU’s 
deviation logic.      
3. The controller will indicate that the B/U CPU is failed, 
and its status will be sent through the Microlink to the 
BFV controller, which will activate an annunciator in the 
control room. 

CCI2 (Main CPU Power 
Fail or in Test) Fails 
Open 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

Failure Yes 1. The signal normally is closed indicating the Main CPU 
is healthy.  
2. The failed signal will be sent to both CPUs.  The MFV 
controller itself is aware of the Main CPU’s correct status. 
 If the Main CPU is in control, and the controller is in 
Auto, the Main CPU will switch to tracking mode without 
failing itself.  The Backup CPU, assuming it is in control, 
will send its calculated demand signals to the controllers. 
 However, the controllers still consider the Main CPU is in 
control, and send the signals from the Main CPU as 
outputs.   Hence, automatic control is lost. 
3. The BFV controller will actuate an alarm to the plant 
computer. 

CCI2 (Main CPU Power 
Fail or in Test)  Fails 
Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally closed. 
2. The controller will not be able to determine the correct 
status of the Main CPU.  The operation is not affected 
unless other failures occur. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

CCI3 (Main CPU Fail) 
Fails Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally open indicating the main CPU is 
good. 
2. The controller will not be able to determine the status 
of the Main CPU.  The operation is not affected unless 
other failures occur. 

CCI3 (Main CPU Fail) 
Fails Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

Failure Yes 1. The signal is normally open indicating the main CPU is 
good.  
2. The failed signal will be sent to both CPUs.  The MFV 
controller itself is aware of the correct status of the Main 
CPU.  If it is in control, and the controller is in Auto, the 
Main CPU will switch to tracking mode without failing 
itself.  The Backup CPU will think it is in control and send 
its calculated demand signals to the controllers.  
However, they still consider the Main CPU is in control, 
and so will send the signals from the Main CPU as 
outputs.   As a result, automatic control is lost. 
3. The BFV controller will actuate an annunciator in the 
control room indicating the Main CPU Fail. 
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Table A-3: FMEA at Level of Components of DFWCS Modules -- MFV Controller 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

MFV 
Controller 

DFWCS 
System 

Power Supply 

Loss of Power Supply 5.25x10-07 No Failed Failure No 1. All analog outputs fail to 0.  
2. All digital outputs fail to Open status. 
3. The PDI controller automatically will switch to its MFV 
failure mode of operation, and its output will rise to the 
pre-failure output level of the MFV controller.  The MFRV 
has to be controlled manually using the PDI controller. 
4. The CPUs will use the built-in S/G level setpoint and 
track the PDI controller’s output. 
5. The MFV controller will be off.  The PDI controller will 
display an AMFV Fail@ message. 
6. The failure mode is the CCF of the controller power 
supplies. Individual FMEA of AC or DC buses are shown 
in Table A-5. 

 



 

Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Common Cause Failures 

Software CCF 5.0x10-10 No Failed Failure No 1. Operator may not be able to take remedial actions. 

Hardware CCF 1.35x10-07 No Failed Failure No 1. Operator may not be able to take remedial actions. 

Software 

The software on the 
FWP controller seems to 
be normally running but 
sends erroneous output 

5.0x10-09 No Failed Failure No 1. Software failure modeling and quantification is beyond 
this project’s scope.  

Software halt (processor 
stops updating output) 

5.0x10-09 Yes Failed Failure No 1. When the WDT no longer receives a toggling signal, it 
will only cause a flashing display. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Processor of the FWP Controller 

The FWP CPU seems to 
be normally running but 
sends erroneous output 
(60% of total failure) 

1.98x10-08  No Failed Y No 1. The CPU failure data are taken from Chapter 6. The 
failure rate is 3.3x10-08 per hour.  
2. The failure mode distribution used is from [RAC 
1997b]. It shows that a failure of Awrong data word@ of a 
16-bit CPU accounts for 60% of total failure. However, 
the Intel 80586 is a 32-bit processor. Stuck outputs 
accounts for 40% of the total failure mode. 
3. Other failure mode distribution data from [Meeldijk 
1996] for generic digital components may be used to 
replace the above distribution. It shows that stuck high or 
low accounts for 80% of the failure (this may correspond 
to the processor stops updating outputs), and 20% of loss 
of logic (this may correspond to seemingly normal 
operation of the processor). It is not used because the 
failure mode distribution in [RAC 1997b] appears more 
specific for processors. 

Processor stops 
updating output (40% of 
the total failure) 

1.32x10-08  Yes Failed Failure No 1. When the WDT no longer receives a toggling signal, it 
will cause a flashing display. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

ASIC 

Loss of PWR_ON Signal See data 
for a loss 
of power 
supply 

Flashing 
display 

Failed  Failure No 1. Watchdog timer out due to loss of reset signal from 
PWR_ON will halt the processor. The control task stops 
updating outputs and the display task stops updating 
display memory. All contact outputs will be at “Open” 
state. Analog outputs will go to zero mA. 
2. This is accounted for in the loss of power supply. 

Failure of the DISP-
controller or the DISP-
memory is visible in the 
display. 

Not 
needed 

Loss of 
display 

Continued 
normal 
operation  

No 
Failure 

No 1. The isolated failure has no effects on operation, and 
should be excluded from modeling. 

A fault in the 8051's 
interface to the display 
or the 1K dual-ported 
display memory which 
causes no writes to 
display memory  

Not 
needed 

Loss of 
display 

Continued 
normal 
operation  

No 
Failure 

No 1. The isolated failure has no effects on operation, and 
should be excluded from modeling. 

Clock reference failure 4.3x10-10 No Failed Failure No 1. All functions of the ASIC will stop. The core block 
(8051 processor) will fail to execute the software. Both 
the watchdog timer and display will freeze. Analog 
outputs will drift because the watchdog timer has not 
expired. 
2. Failure data (4.3x10-10 per hour) of clock reference is 
from PRISM for IC, Digital, Clock Generator. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Loss of Internal bus 
(assumed for the 
controller) 

5.2x10-07 No Failed Failure No 1. The failure rate of the bus is the sum of the failure 
rates of line/bus driver (4.6x10-07 per hour) and receiver 
(6.2x10-08 per hour) from Chapter 6. They are considered 
major components of the bus. 
2. The input and output of the controller rely on the 
internal bus.  Hence, its loss precludes processing.   

Loss of RAM 3.3x10-07  No Failed Failure No 1. The failure rate (3.3x10-07 per hour) is taken from 
Chapter 6. 
2. The application software has to be loaded into RAM to 
run it. Thus, the software cannot run upon a loss of RAM. 

Loss of BIOS 4.0x10-08  No Failed Failure No 1. Failure rate (4.0x10-08 per hour) is from Chapter 6 for a 
generic ROM, which stores a set of input/output 
subroutines of BIOS. 
2. The input and output operations of controller rely on 
BIOS routines. However, it is unknown whether a loss of 
BIOS will cause a complete loss (or partial loss) of inputs 
to and outputs of the application software and controller; 
the failure conservatively is assumed to be undetectable. 

Programmable Array 
Logic (PAL) Error 

1.6x10-09 No Failed Failure No 1. The failure effects of a loss of the PAL may cause loss 
of the some functions of the application software stored in 
RAM.  The failure conservatively is assumed to fail the 
RAM, and thus, the controller. 
2. Failure data (1.6x10-09 per hour) is from PRISM for IC, 
Digital, Array, PAL. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Loss of RS-485 Jabber 1.6x10-09 A DFWCS 
trouble alarm 
will be 
actuated. 

Continued 
normal 
operation 

No 
Failure 

No 1. The failure data (1.6x10-09 per hour) is from PRISM for 
serial communication controller, the major component of 
serial communication port. 
2. 53MC5000 does not use the communication network to 
transmit control related information. The failure effects 
could be loss of warning messages or date and time.   

Analog Inputs (Current Loop) 

ANI0 (Main CPU Speed 
Demand) fails (drifts) 
high or low (28% and  
70% of the total failure)  

1.1x10-09 No Failed Failure Yes 1. The failed speed demand signal will be sent to the 
Lovejoy FWP speed controller that will detect the fail-to-
low demand and maintain the FWP speed at pre-failure 
value. This is considered a system failure because of a 
loss of automatic control. 
2. It is not known whether the Lovejoy controller can 
detect a fail-high demand. Conservatively, it is assumed 
that the Lovejoy controller can do so. 
3. The total failure rate is 2.4x10-09 per hour from PRISM 
raw data of IC, Linear, Transmitter/receiver, a major 
component of a current loop. The current loop is a linear 
device and the failure mode distribution shown in 
[Meeldijk 1996] is adopted. The input current fails low 
includes failures of fail-to-zero. The same failure data will 
be used for other current input signals. 

ANI0 (Main CPU Speed 
Demand)  Drifted input 
current (52% of the total 
failure) 

1.3x10-09 No Failed Failure Yes 1. It is assumed that the drifted input will eventually drift 
high or low and the failure effects are the same as fail 
high or fail low, as shown above.  
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

ANI3 (B/U CPU Speed 
Demand)  fails high or 
low (2% and 44% of the 
total failure) 

1.0x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The controller will continue sending the demand from 
the Main CPU to its output, and the system operation is 
not affected. 
2. A deviation alarm at the controller is activated when 
the Main CPU’s demand signal differs from that of the 
B/U CPU by greater than a settable, predetermined 
setpoint after a delay.  The deviation alarm also is sent to 
the BFV controller via the Microlink, and in turn, the BFV 
controller sends it to the plant computer. 

ANI3 (B/U CPU Speed 
Demand) 
Drifted input current 
(52% of the total failure) 

1.3x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. It is assumed that the drifted input will eventually drift 
high or low and the failure effects are the same as fail 
high or fail low, as shown above. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Analog Input (Voltage Module) 

ANI2 (Bias Signal from 
Potentiometer, also sent 
to the CPUs) fails high 
or low (50% each of the 
total failure) 
 

3.7x10-09 No Failed Failure Yes 1. The failed signal corresponds to a 100% (fail high) or -
100% (fail low) bias.  The FWP controller monitors the rate 
of change, and if a pre-set limit is exceeded (taken as the 
case here), the FWP controller switches to manual mode 
with the pre-failure value. This is considered a system 
failure because of a loss of automatic control. 
2. A Bias Potential Rate Alarm signal is sent to the BFV 
controller via the Microlink connection.   It forwards the 
alarm to the plant computer. 
3. The failure rate 3.7x10-09 per hour of voltage regulator 
is from the PRISM. Voltage regulator is considered a 
major component of voltage input module. The failure 
mode distribution is assumed to be 50% for each of the 
total failure (fail high and fail low). 

Multiplexer 

Loss of all signals 
(Analog input signals) 

8.8x10-09 No Failed Failure Yes 1. All analog inputs share the multiplexer.  Loss of a 
signal means that the signal becomes zero.  
2. A loss of all signals indicates that the speed demand 
signal ANI0 from the Main CPU also will fall to zero. The 
failed signal will be forwarded to the Lovejoy controller 
that will detect the failure and maintain the pump speed at 
pre-failure value. This is considered a system failure 
because of a loss of automatic control. 
2. Failure rate of 8.8x10-09 per hour for a loss of 
multiplexer is from [Aeroflex 2005]. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

ANI0 (Main CPU Speed 
Demand) 
Loss of one of the 
signals  

1.1x10-07 No Failed Failure Yes 1. The failed speed demand signal will be sent to the 
Lovejoy FWP speed controller that detects the fail-to-low 
signal and maintains the FWP speed at pre-failure value. 
This is considered a system failure since it already a loss 
of automatic control. 
2. Failure rate of 1.1x10-07 per hour for a loss of one 
signal is from [Aeroflex 2005].  

ANI2 (Bias Signal from 
Potentiometer, also sent 
to the CPUs) Loss of 
one of the signals 

1.1x10-07 No Failed  Failure Yes 1. The failed signal corresponds to -100% bias.  The FWP 
controller monitors the rate of change of the bias, and if a 
pre-set limit is exceeded, it switches to manual mode with 
the pre-failure value. This is considered a system failure 
because of a loss of automatic control. 
2. A signal is sent to the BFV controller via the Microlink 
connection. 

ANI3 (B/U CPU Speed 
Demand)  
Loss of one of the 
signals 

1.1x10-07 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The controller will continue sending the demand from 
the Main CPU to its output, and the system operation is 
not affected. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

A/D Converter 

All 16 bits stuck at zeros 
or ones (48% of the total 
failure) 

1.1x10-09 No Failed  Failure Yes 1. Since the A/D converter is shared by all analog inputs, 
its loss will result in a loss of all analog inputs. If all bits of 
the A/D converter are stuck at zeros (ones), all analog 
inputs are assumed to fail low (high). 
2. The failed speed demand signal will be sent to the 
Lovejoy FWP speed controller that will detect the fail-to-
low signal and maintain the FWP’s speed at pre-failure 
value. This is considered a system failure since it already 
a loss of automatic control. 
3. It is unknown whether the Lovejoy controller can detect 
a fail-to-high demand. Even if it cannot be detected, the 
failed signal is sent to the CPUs for tracking, and after a 
delay, will fail the CPUs due to deviation logic.  As a 
result, the MFV, BFV, and FWP controllers will transfer to 
manual control.  This also is a system failure because of 
a loss of automatic control.  
4. Failure data (2.4x10-09 per hour) are PRISM data of 16-
bit A/D or D/A converter. The failure mode distribution is 
from [Meeldijk 1996]. Both A/D and D/A converters are 
linear ICs.  Their failure mode distribution is 50% of 
degraded/improper output, 41% of no output, 3% of short 
circuit, 2% of open circuit, and 2% drift. 

Random bit failure (52% 
of the total failure) 

1.3x10-09 No Failed  Failure No 1. Although the processor may detect some random 
failures, they are conservatively assumed undetectable. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

D/A Converter 

Output fails high and low 
(2% and 44% of the total 
failure) 

1.1x10-09 No Failed  Failure Yes 1. Since the D/A converter is shared by all analog 
outputs, its failure will result in a failure of all outputs. 
2. Failure of the D/A indicates a failure of the ANO0 
demand signal. The failed signal will be sent to the 
Lovejoy FWP speed controller that will detect the fail-to-
low signal and maintain the FWP speed at pre-failure 
value. This is considered a system failure since it is 
already a loss of automatic control. 
3.  Whether a fail-to-high pump demand can be detected 
by the Lovejoy controller remains unknown. Even if it 
cannot be detected, the failed signal is sent to the CPUs 
for tracking, and after a delay, will cause the CPUs to be 
failed due to deviation logic. Then the MFV, BFV and 
FWP controllers will transfer to manual control.  This also 
is a system failure because of a loss of automatic control. 
4. Failure of ANO2 bias potentially also will cause a loss 
of automatic control. 
5. Failure data (2.4x10-09 per hour) are from PRISM. 
6. Failure mode distribution is from [Meeldijk 1996] (refer 
to Comment 4 of A/D converter). 

Drifting output (52% of 
the total failure) 

1.3x10-09 No Failed  Failure Yes 1. It is assumed that the drifted input eventually will drift 
high or low and the failure effects are the same as fail 
high or fail low, as shown above. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Demultiplexer 

Loss of all output signals 8.8x10-09 No Failed  Failure Yes 1. Loss of a signal means that the signal drops to zero. 
The demultiplexer is shared by all analog output signals. 
2. This failure will cause a loss of the ANO0 pump 
demand signal. The failed signal will be sent to the 
Lovejoy FWP speed controller that will detect the fail-to-
low signal and maintain the FWP speed at pre-failure 
value. This is considered a system failure since it is 
already a loss of automatic control. 
2. A loss of the ANO2 bias potential signal also will entail 
loss of automatic control. 
3. DEMUX is considered to be similar to MUX, and the 
failure data are also from [Aeroflex 2005]. 

ANO0 (Output to the 
Lovejoy Control System) 
Loss of one of the output 
signals 

1.1x10-07 No Failed  Failure Yes 1. The failed pump demand signal will be sent to the 
Lovejoy FWP speed controller that will detect the fail-to-
low signal and maintain the FWP speed at pre-failure 
value. This is considered a system failure since it is 
already a loss of automatic control. 
2. The failure also is detected by the CPU’s deviation 
logic. Controllers will be changed to manual status. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

ANO2 (Bias Potential 
Excitation) Loss of one 
of the output signals 

1.1x10-07 No Failed Failure Yes 1. The failed signal corresponds to -100% bias.  The 
output is also sent to ANI2 of the FWP controller. The 
FWP controller monitors the rate of change of the bias via 
ANI1, and if a pre-set limit is exceeded, it switches to 
manual mode with the pre-failure value. This is 
considered a system failure because of the loss of 
automatic control. 
2. A Bias Potential Rate Alarm signal is sent to the BFV 
controller via the Microlink connection.  This controller 
then sends the alarm to the plant computer. 

 



A-171 

Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Analog Outputs (Current Loop) 

ANO0 (Output to the 
Lovejoy Control System)  
Output current fails high 
or low (2% and 44% of 
the total failure) 

1.1x10-09 No Failed  Failure Yes 1. It is assumed there is a separate current loop for each 
output. 
2. The failed signal will be sent to the Lovejoy FWP 
speed controller that will detect the fail-to-low signal and 
maintain the FWP speed at pre-failure value. This is 
considered a system failure since already it is a loss of 
automatic control. 
3. It is assumed that the Lovejoy controller can detect a 
fail to high demand. Even if it cannot be detected, the 
failed signal is sent to the CPUs for tracking, and after a 
delay, will cause the CPUs to be failed due to deviation 
logic.  Consequently, the MFV, BFV, and FWP controllers 
will transfer to manual control.  This is also a system 
failure because of a loss of automatic control.  
4. The failure rate is 2.4x10-09 per hour from PRISM of IC, 
Linear, Transmitter/receiver, a major component of a 
current loop. The current loop is a linear device and the 
failure mode distribution is shown in [Meeldijk 1996]. 

ANO0 (Output to the 
Lovejoy Control System)  
Drifted output current 
(52% of the total failure) 

1.3x10-09 No Failed Failure Yes 1. It is assumed that the drifted input will eventually drift 
high or low and the failure effects are the same as fail 
high or fail low, as shown above. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

ANO2 (Bias Potential 
Excitation) 
Output current fails high 
or low (2% and 44% of 
the total failure) 

1.1x10-09 No Failed Failure Yes 1. The failed signal corresponds to -100% bias.  The 
output is also sent to ANI2 of the FWP controller. The 
FWP controller monitors the rate of change of the bias via 
ANI1, and if a pre-set limit is exceeded, it switches to 
manual mode with the pre-failure value. This is 
considered a system failure because of the loss of 
automatic control. 
2. A Bias Potential Rate Alarm signal is sent to the BFV 
controller via the Microlink connection.  This controller 
then sends the alarm to the plant computer. 

ANO2 (Bias Potential 
Excitation) 
Drifted output current 
(52% of the total failure) 

1.3x10-09 No Failed Failure Yes 1. It is assumed that the drifted input eventually will drift 
high or low and the failure effects are the same as fail 
high or fail low, as shown above. 

Analog Address Logic 

Loss of analog address 
logic 

7.0x10-08 No Failed Failure No 1. Although the application software might detect some 
address logic failures, conservatively they are assumed 
undetectable.  
2. Address logic also is called decoder. Failure data 
(7.0x10-08 per hour) is from Chapter 6. 
3. An analog address logic is a generic digital device. The 
failure mode distribution is from [Meeldijk 1996]: 40% of 
stuck high, 40% of stuck low, and 20% loss of logic.  
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Buffer 

Loss of output buffer 3.9x10-07 No Failed  Failure No 1. All digital input and output require the buffer. 
2. The failure rate is taken from Chapter 6. 

Loss of input buffer 3.9x10-07 No Failed  Failure No 1. It is conservatively assumed that a loss of input buffer 
will cause the loss of all digital inputs and the FWP 
controller will fail without being detected. 

Digital Address Logic 

Loss of digital address 
logic 

7.0x10-08 No Failed Failure No 1. Failure data and failure mode distribution are the same 
as those for the analog address logic. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Digital Outputs 

CCO0 (A/M Status to the 
Main CPU) Fails Open 

8.1x10-10 No Failed  Failure Yes 1. The signal normally is closed in auto mode.  
2. A manual status signal will be sent to the Main CPU.  
Assuming it is in control, and the FWP controller is in 
auto, the Main CPU will switch to the tracking mode and 
continue sending its output to the FWP controller, with the 
controller remaining in Auto.  The B/U CPU will continue 
tracking also. This is considered a system failure because 
of a loss of automatic control.  
3. Failure data is from PRISM and failure mode 
distribution is from [RAC 1997b]. The main component of 
the digital output module is the solid-state switch.  Its 
failure mode distribution, according to [RAC 1997b], is 
66.7% for Failure to Operate, and 33.3% for False 
Operation. The failure rate of a digital switch from PRISM 
is 2.43x10-09 per hour. 

CCO0 (A/M Status to the 
Main CPU) Fails Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure
  

No 
Failure 

Yes 1. The signal normally is closed when in auto mode. 
2. The failed signal will be sent to the Main CPU.  If it is in 
control, the system operation is not affected.   

CCO1 (A/M Status to the 
B/U CPU) Fails Open 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed in auto mode.  
2. Assuming the Main CPU is in control and the controller 
is in auto, the system operation will not be affected. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

CCO1 (A/M Status to the 
B/U CPU)  Fails Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed when the controller is in 
auto. 
2. If the Main CPU is in control, and the controller is in 
auto, then the system operation is not affected.  
3. If the B/U CPU is in control, and the operator changes 
the controller to manual, the B/U CPU will not be able to 
detect it, and will continue sending its FWP demand to 
the controller, until the deviation between the FWP 
demand calculated by the B/U CPU and the FWP 
controller’s output exceeds the setpoint. Then, the B/U 
CPU will fail and the FWP controller will transfer to 
manual. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Digital Inputs 

CCI0 (B/U CPU Power 
Fail or in Test) Fails 
Open 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is normally closed indicating the B/U CPU is 
good.  
2. The controller will block the B/U CPU demand signal 
from its output.  The system operation will not be 
affected.  The B/U CPU’s status is sent to the CPUs and 
could affect their deviation logic.  
4. The controller will indicate that the B/U CPU is failed, 
and the B/U CPU’s status will be sent through the 
Microlink to the BFV controller that will activate an 
annunciator in the control room. 
5. The major component of digital input is again a solid-
state switch [Eurotherm 2000]. Therefore, the failure rate 
and failure mode distribution are 2.4x10-09 per hour and 
66.7% of fail to operate and 33.3% for false operation 
(the same as digital output). 

CCI0 (B/U CPU Power 
Fail or in Test) Fails 
Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed indicating the B/U CPU is 
fine.  
2. The controller will be unable to determine the correct 
status of the B/U CPU.  The operation is not affected 
unless other failures occur. 

CCI1 (B/U CPU Fail) 
Fails Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal is open normally, indicating the B/U CPU is 
healthy.  
2. The controller will not be able to determine the B/U 
CPU’s correct status.  The operation is not affected 
unless other failures occur. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

CCI1 (B/U CPU Fail) 
Fails Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is open indicating that the CPU is 
fine.   
2. The controller will block the B/U CPU‘s demand signal 
from its output.  The system operation will not be 
affected.  The B/U CPU’s status is sent to the CPUs and 
could affect their deviation logic.      
3. The controller will indicate that the B/U CPU is failed, 
and its status will be sent through the Microlink to the 
BFV controller, which will activate an annunciator in the 
control room. 

CCI2 (Main CPU Power 
Fail or in Test) Fails 
Open 

8.1x10-10 No Failed Failure Yes 1. The signal normally is closed indicating the Main CPU 
is good.  
2. Failover from the main CPU to the B/U CPU will take 
place.  The controller will send a Main CPU Fail signal to 
the BFV controller through Microlink.  The Main CPU’s 
status information is not sent back to the CPUs so they 
do not know that the controller considers Main CPU 
failed.   The Main CPU continues thinking it is in control, 
while the B/U CPU continues tracking the controller’s 
output.  Therefore, the FWP demand may remain 
unchanged, i.e., a loss of automatic control, until the Main 
CPU detects a deviation and fails itself, so that the B/U 
CPU takes over.  It is not likely that a reactor trip will 
occur due to the loss of FWP control. 
3. The BFV controller will actuate an alarm to the plant 
computer. 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

CCI2 (Main CPU Power 
Fail or in Test)  Fails 
Closed 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is closed. 
2. The controller will not be able to determine the correct 
status of the Main CPU.  The operation is not affected 
unless other failures occur. 

CCI3 (Main CPU Fail) 
Fails Open 

1.6x10-09 No Continued 
Normal 
Operation with 
Latent Failure 

No 
Failure 

Yes 1. The signal normally is open indicating the main CPU is 
good.  
2. The controller will be unable to determine the status of 
the Main CPU.  The operation is not affected unless other 
failures occur. 

CCI3 (Main CPU Fail) 
Fails Closed 

8.1x10-10 No Continued 
Normal 
Operation with 
Latent Failure 

Failure Yes 1. The signal normally is open indicating the Main CPU is 
fine.  
2. Failover will take place from the Main CPU to the B/U 
CPU.   The controller will send a Main CPU Fail signal to 
the BFV controller through the Microlink.  The Main 
CPU’s status is not sent back to the CPUs so they are 
unaware that the controller thinks the Main CPU has 
failed.   The Main CPU continues thinking it is in control, 
and the B/U CPU continues tracking the controller’s 
output.   Therefore, the FWP demand may remain 
unchanged, i.e., a loss of automatic control, until the Main 
CPU detects a deviation and fails itself; then, the B/U 
CPU takes over.  It is unlikely that a reactor trip takes 
place due to the loss of FWP control. 
3. The BFV controller actuates an annunciator in the 
control room indicating the Main CPU Fail. 

Power Supply 
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Table A-4: FMEA at Level of Components of DFWCS Modules -- FWP Controller 
 

Failure Mode Failure 
Rate (per 

hour) 

Failure Mode 
Detected by 
Watchdog 

Timer 

Failure Effects on the Needs to be 
Simulated? 

Comments 

FWP 
Controller 

DFWCS 
System 

Loss of Power Supply 5.25x10-07 No Failed Failure No 1. All analog outputs fail to 0.  
2. All digital outputs fail to Open status. 
3. The failure mode is the CCF of the controller power 
supplies. Individual FMEA of AC or DC buses are shown 
in Table A-5. 

 



Table A-5 FMEA at level of components of DFWCS modules -- other components 
 

Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Feedwater Flow Sensor and Transmitters 

Feedwater flow 
sensor A fails 
high 

9.5x10-07 Yes No Yes 1. The failure rates of flow sensor and flow 
transmitter are from [SRS 1993]. Failure mode 
distributions are from [RAC 1997b]. 
2. The failure will be detected, and the signal from 
the remaining sensor will be used. 

Feedwater flow 
sensor A fails low 

2.1x10-06 Yes No Yes 1. The failure will be detected, and the signal from 
the remaining sensor will be used. 

Feedwater flow 
sensor B fails 
high 

9.5x10-07 Yes No Yes 1. The failure will be detected, and the signal from 
the remaining sensor will be used. 

Feedwater flow 
sensor B fails low 

2.1x10-06 Yes No Yes 1. The failure will be detected, and the signal from 
the remaining sensor will be used. 

Feedwater 
transmitter A fails 
high 

1.4x10-06 Yes No Yes 1. The failure will be detected, and the signal from 
other transmitter will be used. 

Feedwater 
transmitter A fails 
low 

1.7x10-06 Yes No Yes 1. The failure will be detected, and the signal from 
other transmitter will be used. 

Feedwater 
transmitter B fails 
high 

1.4x10-06 Yes No Yes 1. The failure will be detected, and the signal from 
other transmitter will be used. 

A-180 
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Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Feedwater 
transmitter B fails 
low 

1.7E-06 Yes No Yes 1. The failure will be detected, and the signal from 
other transmitter will be used. 

Steam Flow Sensors and Transmitters 

Steam flow 
sensor A fails 
high 

9.5x10-07 Yes No Yes 1. The failure rates of flow sensor and flow 
transmitter are from [SRS 1993]. Failure mode 
distributions are from [RAC 1997b]. 

2 The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam flow 
sensor A fails low 

2.1E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam flow 
sensor B fails 
high 

9.5x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam flow 
sensor B fails low 

2.1E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam flow 
transmitter A fails 
high 

1.4E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

Steam flow 
transmitter A fails 
low 

1.7E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 
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Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Steam flow 
transmitter B fails 
high 

1.4E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

Steam flow 
transmitter B fails 
low 

1.7E-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

Steam Generator Level Sensors and Transmitters 

Steam generator 
level sensor A 
fails high 

2.1x10-07 Yes No Yes 1. The failure rates of flow sensor and flow 
transmitter are from [SRS 1993].  Failure mode 
distributions are from [RAC 1997b]. 
2. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam generator 
level sensor A 
fails low 

2.9x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam generator 
level sensor B 
fails high 

2.1x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam generator 
level sensor B 
fails low 

2.9x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining sensor will be used. 

Steam generator 
level transmitter 
A fails high 

6.0x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 
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Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Steam generator 
level transmitter 
A fails low 

2.4x10-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

Steam generator 
level transmitter 
B fails high 

6.0x10-07 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

Steam generator 
level transmitter 
B fails low 

2.4x10-06 Yes No Yes 1. The failure will be detected and the signal from the 
remaining transmitter will be used. 

120v AC Buses 

Loss of 120v AC 
bus A 

5.0x10-07 No No No 1. The failure rate is from [SRS 1993]. 

2. Loss of the AC bus A will fail the power supply of 
the Main CPU.  According to plant information, this 
failure will be indicated by the Main CPU digital 
output, Power Failure or Microprocessor Not 
Controlling, and the Main CPU will track instead.  
The Backup CPU will take over and the system 
operation continues. 

Loss of 120v AC 
bus B 

5.0x10-07 No No No 1. Loss of the AC bus A will fail the power supply of 
the Backup CPU. According to plant information, this 
failure will be indicated by the Backup CPU digital 
output, Power Failure or Microprocessor Not 
Controlling. The Main CPU is still the controlling CPU 
and the system operation continues. 
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Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Loss of 120v AC 
bus C 

5.0x10-07 No No No 1. The power supply to the controllers still will be 
provided by the 120v AC bus D upon the loss. The 
system operation continues. 

Loss of 120v AC 
bus D 

5.0x10-07 No No No 1. The power supply to the controllers still will be 
provided by the 120v AC bus C upon the loss. The 
system operation continues. 

DC Power Supplies 

Loss of DC 
Power Supply A 

1.0x10-05 No No No 1. The failure rate is from [NUREG/CR-5500, Vol. 1]. 

2. Loss of the DC Power Supply A will fail the power 
supply of the Main CPU. According to plant 
information, this failure will be indicated by the Main 
CPU digital output, Power Failure or Microprocessor 
Not Controlling, and the Main CPU will track instead. 
The Backup CPU will take over and the system 
operation continues. 

Loss of DC 
Power Supply B 

1.0x10-05 No No No 1. Loss of the DC Power Supply A will fail the power 
supply of the Backup CPU.  According to plant 
information, this failure will be indicated by the 
Backup CPU digital output, Power Failure or 
Microprocessor Not Controlling.  The Main CPU is 
still the controlling CPU and the system operation 
continues. 

Loss of DC 
Power Supply C 

1.0x10-05 No No No 1. The power supply to the controllers still will be 
provided by the DC Power Supply D upon the loss.  
The system operation continues. 
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Failure Mode Failure Rate 
(per hour) 

Failure Mode 
Detection 

Failure Effects on 
the DFWCS System 

Needs to be 
simulated? 

Comments 

Loss of DC 
Power Supply D 

1.0x10-05 No No No 1. The power supply to the controllers still will be 
provided by the DC Power Supply C upon the loss. 
The system operation continues. 
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APPENDIX B 
NAMING SCHEME AND COMPLETE LIST  G SCHEME AND COMPLETE LIST  

OF INDIVIDUAL FAILURE MODES OF INDIVIDUAL FAILURE MODES 
  
B.1  NAMING SCHEME B.1  NAMING SCHEME 
  

The proposed naming scheme for individual failure modes in the Markov model, i.e., the basic 
events, is shown here. 
The proposed naming scheme for individual failure modes in the Markov model, i.e., the basic 
events, is shown here. 
  
                            
  
  
  
                XXX  XXX  XXXXX  XXXXX                 XXX  XXX  XXXXX  XXXXX 
                        123   123    12345    12345                         123   123    12345    12345 
                    
  
          

Failure Modes Components 

Related Signals Modules or other 
components or CCFs 

        
  
                
  
  
Letters 1 ~ 3:  Letters 1 ~ 3:  
  
The first three letters represent the module, some other components. such as sensors, 
transmitters, and common-cause failures: 
The first three letters represent the module, some other components. such as sensors, 
transmitters, and common-cause failures: 
  

• Mfv: MFV controller module • Mfv: MFV controller module 
• Fwp: FWP controller module • Fwp: FWP controller module 
• Mn-: Main CPU module • Mn-: Main CPU module 
• Bk- : Backup CPU module • Bk- : Backup CPU module 
• Sns : Sensors • Sns : Sensors 
• Xmt: Transmitters of sensor signals • Xmt: Transmitters of sensor signals 
• CCF: Common-cause failures of CPUs, controllers, and controllers’ power-supplies • CCF: Common-cause failures of CPUs, controllers, and controllers’ power-supplies 
• CCS: Common-cause failures of sensors • CCS: Common-cause failures of sensors 
• CCX: Common-cause failures of transmitters • CCX: Common-cause failures of transmitters 
•  •  

Letters 4 ~ 6:  Letters 4 ~ 6:  
 
The next three letters represent the generic components used in various modules: 
 
The next three letters represent the generic components used in various modules: 
  

• AD-: Analog/digital converter • AD-: Analog/digital converter 
• Adr: Address logic • Adr: Address logic 
• AI-: Analog inputs • AI-: Analog inputs 
• AO-: Analog outputs • AO-: Analog outputs 
• BIO: ROM that stores basic input output system (BIOS) • BIO: ROM that stores basic input output system (BIOS) 
• Buf: Buffer • Buf: Buffer 
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• Clk: Clock reference generator 
• DA-: Digital/analog converter 
• DI-: Digital inputs 
• DO-: Digital outputs 
• Dmx: Demultiplexer 
• Fls: Flask disk 
• ISA: ISA Bus or buses for controllers (the same data are used for CPUs and controllers) 
• Mux: Multiplexer 
• PAL: Programmable array logic 
• RAM: Random access memory 
• SW-: Software 
• Sns: Sensor 
• Xmt: Transmitter 
• UP-: microprocessor 

 
Letters 7 ~ 11: 
 
The next five letters represent the signals associated with a component. Tables 4-1 through 4-11 
of Chapter 4 define all the analog and digital inputs/outputs of all modules.  The sensor- and 
transmitter-related signals include measurements of flux, steam flow, feedwater flow, and level 
from the plant.  
 
For the Main and Backup CPUs:  
 
Analog input: 
 

• BfvTk: S/G 11 BFV Tracking 
• Flux1: Neutron flux # 1 
• Flux2: Neutron flux # 2 
• FwFl1: S/G 11 feedwater flow #1  
• FwFl2: S/G 11 feedwater flow #2  
• FwpTk: FWP A tracking  
• Lvdt1: MFRV LVDT #1  
• Lvdt2: MFRV LVDT #2  
• Lvl1-: S/G 11 Level #1  
• Lvl2-: S/G 11 Level #2  
• MfvTk: S/G 11 MFV tracking  
• OsMfv: S/G 12 MFV tracking  
• Pbias: FWP A bias  
• StFl1: S/G 11 main steam flow  
• StFl2: S/G 12 main steam flow  
 

Analog output: 
 
• FwpDm: Feedpump A demand  
• MfvDm: Main valve demand  
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Digital input: 
 

• BfvAm: A/M (automatic/manual) status of BFV controller  
• BkFl-: Backup CPU failed status 
• CpuId: Main/backup CPU identification  
• Fl1By: Neutron flux # 1 bypass  
• Fl2By: Neutron flux # 2 bypass  
• FwpAm: A/M (automatic/manual) status of FWP controller  
• LvVal: Both level signals valid in the other CPU  
• MfvAm: A/M (automatic/manual) status of MFV controller  
• MnFl-: Main CPU failed  
• NoFl-: No failures in the other CPU  
• RxTrp: Reactor trip  
• TrTrp: Turbine trip  
 

Digital output: 
 

• CpuFl: Power failure, or the CPU not controlling 
• LvlGd: Both level signals valid  
• NoFl-: No failure in the CPU  
• Wdt--: Output to WDT (toggling signal)  
• Disk-: Flash-disk related (for flash-disk only)  

 
FWP Controller: 
 
Analog input: 
 

• BkDmd: Backup CPU speed demand  
• BsIn-: Bias signal from potential meter  
• MnDmd: Main CPU speed demand  

 
Analog output: 
 

• BsOut: Bias potential excitation  
• DmOut: Speed demand output to the Lovejoy controller  

 
Digital input: 
 

• CCI0-: Backup CPU power failure, or in test  
• CCI1-: Backup CPU failure 
• CCI2-: Main CPU power failure, or in test  
• CCI3-: Main CPU failure 

 
Digital output: 
 

• CCO0-: A/M status to the Main CPU 
• CCO1-: A/M status to the Backup CPU 
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MFV Controller: 
 
Analog input: 
 

• BkDmd: Valve demand from the Backup CPU  
• MnDmd: Valve demand from the main CPU  

 
Analog output: 
 

• DmOut: MFV demand output  
 
Digital input: 
 

• CCI0-: Backup CPU power failure, or in test  
• CCI1-: Backup CPU failure  
• CCI2-: Main CPU power failure, or in test  
• CCI3-: Main CPU failure  

 
Digital output: 
 

• CCO0-: A/M status to the Main CPU  
• CCO1-: A/M status to the Backup CPU  
• CCO2-: Backup CPU failed status to CPUs  
• CCO3-: Main CPU failed status to CPUs  

 
Common-cause failures: 
 

• Flux-: Flux signals of sensor or transmitter  
• FwFl-: Feedwater flow signals of sensor or transmitter  
• Lvl--: Level signals of sensor or transmitter  
• StFl-: Steam-flow signals of sensor or transmitter  
• CPU--: CCFs of CPUs 
• CTR--: CCFs of controllers  
• Pwr--: CCFs of controller power supplies  

 
The following additional designations are independent of the modules:  
 

• All--: All signals that are associated with certain components (for multiplexer, 
demultiplexer, AD converter, and DA converter) 

• Ana--: Analog-components-related address logic (for address logic only)  
• Bus--: ISA bus signals or controller bus-related signals (for CPU or controller bus only)  
• Dig--: Digital-components-related address logic (for address logic only) 
• In---: Digital input related to a buffer 
• Out--: Digital output related to a buffer 
• Outpt: Output of software or microprocessor  
• -----: Not related to specific signals. This is applicable to components BIO, clock 

reference, PAL, RAM, or software 
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Letters 12 ~ 16: 
 
The last five letters represent the failure mode, which could be the following: 
 
For analog input and output signals:  
 

• OORH-: Out of range high 
• OORL-: Out of range low 
• DftH-: Drift high 
• DftL-: Drift low 

 
For digital input and output signals: 
 

• NCFC-: Normally closed, fails closed 
• NCFO-: Normally closed, fails open 
• NOFC-: Normally open, fails closed 
• NOFO-: Normally open, fails open 
• AsIs-: Fail as is (for external WDT only) 

 
Other failure modes: 
 

• Halt-: Software halts 
• Stop-: Microprocessor stops updating outputs 
• Error: Wrong output from software or microprocessor 
• LOS--: Loss of signals related to a multiplexer or a demultiplexer 
• Loss-: Loss of functions of some components, such as ISA bus, address logic, 

 and RAM.  
• Fail-: Common-cause failure of CPU, controller, and power supply of controllers 

 
B.2 LIST OF INDIVIDUAL FAILURE MODES OF THE DFWCS SYSTEM 
 
Table B-1 gives the 421 individual failure modes of the DFWCS system and their corresponding 
failure rates.  All of failure sequences are generated from combinations of individual failure 
modes. Appendix A discusses the effects on failure of these individual modes.  
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Table B-1   List of individual failure modes and their associated failure rates. 
 
Number Basic Events Failure Rates 

(per hour) 
Descriptions 

1 Bk-AD-All--OORH- 9.6 x 10-11 All bits of analog/digital converter of the 
Backup CPU stuck at 1s 

2 Bk-AD-All--OORL- 1.056 x 10-9 All bits of analog/digital converter of the 
Backup CPU stuck at 0s 

3 Bk-AD-All--RndBt 1.248 x 10-9 Random bit failure of analog/digital 
converter of the Backup CPU   

4 Bk-AdrAna--Loss- 7 x 10-8 Loss of analog address logic of the 
Backup CPU 

5 Bk-AdrDig--Loss- 7 x 10-8 Loss of digital address logic of the 
Backup CPU 

6 Bk-AI-BfvTkDftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 BFV tracking, drifts out-of-range-
high  

7 Bk-AI-BfvTkDftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 BFV tracking, drifts out-of-range-low  

8 Bk-AI-BfvTkOORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 BFV tracking, fails out-of-range-high  

9 Bk-AI-BfvTkOORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 BFV tracking, fails out-of-range-low  

10 Bk-AI-Flux1DftH- 6.48 x 10-10 Backup CPU analog input signal, 
Neutron flux #1, drifts out-of-range-high 

11 Bk-AI-Flux1DftL- 6.48 x 10-10 Backup CPU analog input signal, 
Neutron flux #1, drifts out-of-range-low  

12 Bk-AI-Flux1OORH- 4.8 x 10-11 Backup CPU analog input signal, 
Neutron flux #1, fails out-of-range-high  

13 Bk-AI-Flux1OORL- 1.056 x 10-9 Backup CPU analog input signal, 
Neutron flux #1, fails out-of-range-low  

14 Bk-AI-Flux2DftH- 6.48 x 10-10 Backup CPU analog input signal, 
Neutron flux #2, drifts out-of-range-high 

15 Bk-AI-Flux2DftL- 6.48 x 10-10 Backup CPU analog input signal, 
Neutron flux #2, drifts out-of-range-low  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

16 Bk-AI-Flux2OORH- 4.8 x 10-11 Backup CPU analog input signal, 
Neutron flux #2, fails out-of-range-high  

17 Bk-AI-Flux2OORL- 1.056 x 10-9 Backup CPU analog input signal, 
Neutron flux #2, fails out-of-range-low  

18 Bk-AI-FwFl1DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 feedwater flow #1, drifts out-of-
range-high  

19 Bk-AI-FwFl1DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 feedwater flow #1, drifts out-of-
range-low  

20 Bk-AI-FwFl1OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 feedwater flow #1, fails out-of-range-
high  

21 Bk-AI-FwFl1OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 feedwater flow #1, fails out-of-range-
low  

22 Bk-AI-FwFl2DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 feedwater flow #2, drifts out-of-
range-high  

23 Bk-AI-FwFl2DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 feedwater flow #2, drifts out-of-
range-low  

24 Bk-AI-FwFl2OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 feedwater flow #2, fails out-of-range-
high  

25 Bk-AI-FwFl2OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 feedwater flow #2, fails out-of-range-
low  

26 Bk-AI-FwpTkDftH- 6.48 x 10-10 Backup CPU analog input signal, FWP 
A tracking, drifts out-of-range-high  

27 Bk-AI-FwpTkDftL- 6.48 x 10-10 Backup CPU analog input signal, FWP 
A tracking, drifts out-of-range-low  

28 Bk-AI-FwpTkOORH- 4.8 x 10-11 Backup CPU analog input signal, FWP 
A tracking, fails out-of-range-high  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

29 Bk-AI-FwpTkOORL- 1.056 x 10-9 Backup CPU analog input signal, FWP 
A tracking, fails out-of-range-low  

30 Bk-AI-Lvdt1DftH- 6.48 x 10-10 Backup CPU analog input signal, MFRV 
LVDT #1, drifts out-of-range-high  

31 Bk-AI-Lvdt1DftL- 6.48 x 10-10 Backup CPU analog input signal, MFRV 
LVDT #1, drifts out-of-range-low  

32 Bk-AI-Lvdt1OORH- 4.8 x 10-11 Backup CPU analog input signal, MFRV 
LVDT #1, fails out-of-range-high  

33 Bk-AI-Lvdt1OORL- 1.056 x 10-9 Backup CPU analog input signal, MFRV 
LVDT #1, fails out-of-range-low  

34 Bk-AI-Lvdt2DftH- 6.48 x 10-10 Backup CPU analog input signal, MFRV 
LVDT #2, drifts out-of-range-high  

35 Bk-AI-Lvdt2DftL- 6.48 x 10-10 Backup CPU analog input signal, MFRV 
LVDT #2, drifts out-of-range-low  

36 Bk-AI-Lvdt2OORH- 4.8 x 10-11 Backup CPU analog input signal, MFRV 
LVDT #2, fails out-of-range-high  

37 Bk-AI-Lvdt2OORL- 1.056 x 10-9 Backup CPU analog input signal, MFRV 
LVDT #2, fails out-of-range-low  

38 Bk-AI-Lvl1-DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 level #1, drifts out-of-range-high  

39 Bk-AI-Lvl1-DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 level #1, drifts out-of-range-low  

40 Bk-AI-Lvl1-OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 level #1, fails out-of-range-high  

41 Bk-AI-Lvl1-OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 level #1, fails out-of-range-low  

42 Bk-AI-Lvl2-DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 level #2, drifts out-of-range-high  

43 Bk-AI-Lvl2-DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 level #2, drifts out-of-range-low  

44 Bk-AI-Lvl2-OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 level #2, fails out-of-range-high  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

45 Bk-AI-Lvl2-OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 level #2, fails out-of-range-low  

46 Bk-AI-MfvTkDftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 MFV tracking, drifts out-of-range-
high  

47 Bk-AI-MfvTkDftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 MFV tracking, drifts out-of-range-low 

48 Bk-AI-MfvTkOORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 MFV tracking, fails out-of-range-high 

49 Bk-AI-MfvTkOORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 MFV tracking, fails out-of-range-low  

50 Bk-AI-OsMfvDftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
12 MFV tracking, drifts out-of-range-
high  

51 Bk-AI-OsMfvDftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
12 MFV tracking, drifts out-of-range-low 

52 Bk-AI-OsMfvOORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
12 MFV tracking, fails out-of-range-high 

53 Bk-AI-OsMfvOORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
12 MFV tracking, fails out-of-range-low  

54 Bk-AI-PBiasOORH- 1.85 x 10-9 Backup CPU analog input signal, FWP 
A bias, fails out-of-range-high  

55 Bk-AI-PBiasOORL- 1.85 x 10-9 Backup CPU analog input signal, FWP 
A bias, fails out-of-range-low  

56 Bk-AI-StFl1DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 main steam flow, drifts out-of-range-
high  

57 Bk-AI-StFl1DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
11 main steam flow, drifts out-of-range-
low  

58 Bk-AI-StFl1OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
11 main steam flow, fails out-of-range-
high  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

59 Bk-AI-StFl1OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
11 main steam flow, fails out-of-range-
low  

60 Bk-AI-StFl2DftH- 6.48 x 10-10 Backup CPU analog input signal, S/G 
12 main steam flow, drifts out-of-range-
high  

61 Bk-AI-StFl2DftL- 6.48 x 10-10 Backup CPU analog input signal, S/G 
12 main steam flow, drifts out-of-range-
low  

62 Bk-AI-StFl2OORH- 4.8 x 10-11 Backup CPU analog input signal, S/G 
12 main steam flow, fails out-of-range-
high  

63 Bk-AI-StFl2OORL- 1.056 x 10-9 Backup CPU analog input signal, S/G 
12 main steam flow, fails out-of-range-
low  

64 Bk-AO-FwpDmDftH- 6.48 x 10-10 Backup CPU analog output signal, 
Feedpump A demand, drifts out-of-
range-high  

65 Bk-AO-FwpDmDftL- 6.48 x 10-10 Backup CPU analog output signal, 
Feedpump A demand, drifts out-of-
range-low  

66 Bk-AO-FwpDmOORH- 4.8 x 10-11 Backup CPU analog output signal, 
Feedpump A demand, fails out-of-
range-high  

67 Bk-AO-FwpDmOORL- 1.056 x 10-9 Backup CPU analog output signal, 
Feedpump A demand, fails out-of-
range-low  

68 Bk-AO-MfvDmDftH- 6.48 x 10-10 Backup CPU analog output signal, Main 
valve demand, drifts out-of-range-high  

69 Bk-AO-MfvDmDftL- 6.48 x 10-10 Backup CPU analog output signal, Main 
valve demand, drifts out-of-range-low  

70 Bk-AO-MfvDmOORH- 4.8 x 10-11 Backup CPU analog output signal, Main 
valve demand, fails out-of-range-high  

71 Bk-AO-MfvDmOORL- 1.056 x 10-9 Backup CPU analog output signal, Main 
valve demand, fails out-of-range-low  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

72 Bk-BIO-----Loss- 4 x 10-8 Loss of the Backup CPU ROM 

73 Bk-BufIn---Loss- 3.9 x 10-7 Loss of the Backup CPU input buffer 

74 Bk-BufOut--Loss- 3.9 x 10-7 Loss of the Backup CPU output buffer 

75 Bk-DA-All--DftH- 6.48 x 10-10 All signals of digital/analog converter of 
the Backup CPU drift out-of-range-high  

76 Bk-DA-All--DftL- 6.48 x 10-10 All signals of digital/analog converter of 
the Backup CPU drift out-of-range-low  

77 Bk-DA-All--OORH- 4.8 x 10-11 All signals of digital/analog converter of 
the Backup CPU fail out-of-range-high  

78 Bk-DA-All--OORL- 1.056 x 10-9 All signals of digital/analog converter of 
the Backup CPU fail out-of-range-low  

79 Bk-DI-BfvAmNCFC- 1.62 x 10-9 Backup CPU digital input signal, BFV 
controller A/M (automatic/manual) 
status, normally closed, fails closed  

80 Bk-DI-BfvAmNCFO- 8.1 x 10-10 Backup CPU digital input signal, BFV 
controller A/M (automatic/manual) 
status, normally closed, fails open  

81 Bk-DI-BkFl-NOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Backup CPU failed status, normally 
open, fails closed  

82 Bk-DI-BkFl-NOFO- 1.62 x 10-9 Backup CPU digital input signal, 
Backup CPU failed status, normally 
open, fails open  

83 Bk-DI-CpuIdNOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Main/Backup CPU identification, 
normally open, fails closed  

84 Bk-DI-Fl1ByNOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Neutron flux #1 bypass, normally open, 
fails closed  

85 Bk-DI-Fl2ByNOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Neutron flux #2 bypass, normally open, 
fails closed  
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

86 Bk-DI-FwpAmNCFC- 1.62 x 10-9 Backup CPU digital input signal, FWP 
controller A/M (automatic/manual) 
status, normally closed, fails closed  

87 Bk-DI-FwpAmNCFO- 8.1 x 10-10 Backup CPU digital input signal, FWP 
controller A/M (automatic/manual) 
status, normally closed, fails open  

88 Bk-DI-LvValNOFC- 8.1 x 10-10 Backup CPU digital input signal, Both 
level signals valid in the other CPU, 
normally open, fails closed  

89 Bk-DI-LvValNOFO- 1.62 x 10-9 Backup CPU digital input signal, Both 
level signals valid in the other CPU, 
normally open, fails open  

90 Bk-DI-MfvAmNCFC- 1.62 x 10-9 Backup CPU digital input signal, MFV 
controller A/M (automatic/manual) 
status, normally closed, fails closed  

91 Bk-DI-MfvAmNCFO- 8.1 x 10-10 Backup CPU digital input signal, MFV 
controller A/M (automatic/manual) 
status, normally closed, fails open  

92 Bk-DI-MnFl-NOFC- 8.1 x 10-10 Backup CPU digital input signal, Main 
CPU failed, normally open, fails closed  

93 Bk-DI-MnFl-NOFO- 1.62 x 10-9 Backup CPU digital input signal, Main 
CPU failed, normally open, fails open  

94 Bk-DI-NoFl-NCFC- 1.62 x 10-9 Backup CPU digital input signal, No 
failures in the other CPU, normally 
closed, fails closed  

95 Bk-DI-NoFl-NCFO- 8.1 x 10-10 Backup CPU digital input signal, No 
failures in the other CPU, normally 
closed, fails open  

96 Bk-DI-RxTrpNOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Reactor trip, normally open, fails closed 

97 Bk-DI-TrTrpNOFC- 8.1 x 10-10 Backup CPU digital input signal, 
Turbine trip, normally open, fails closed  

98 Bk-DmxAll--LOS-- 8.8 x 10-9 Loss of all demultiplexer signals of the 
Backup CPU 
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

99 Bk-DmxFwpDmLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  
Feedpump A demand, of the Backup 
CPU 

100 Bk-DmxMfvDmLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  Main 
valve demand, of the Backup CPU 

101 Bk-DO-CpuFlNCFC- 1.62 x 10-9 Backup CPU digital output signal, 
Power failure or the CPU not 
controlling, normally closed, fails closed 

102 Bk-DO-CpuFlNCFO- 1.0501 x 10-5 Backup CPU digital output signal, 
Power failure or the CPU not 
controlling, normally closed, fails open  

103 Bk-DO-LvlGdNOFC- 8.1 x 10-10 Backup CPU digital output signal, Both 
level signals valid, normally open, fails 
closed  

104 Bk-DO-LvlGdNOFO- 1.62 x 10-9 Backup CPU digital output signal, Both 
level signals valid, normally open, fails 
open  

105 Bk-DO-NoFl-NCFC- 1.62 x 10-9 Backup CPU digital output signal, No 
failures in the other CPU, normally 
closed, fails closed  

106 Bk-DO-NoFl-NCFO- 8.1 x 10-10 Backup CPU digital output signal, No 
failures in the other CPU, normally 
closed, fails open  

107 Bk-DO-Wdt--AsIs- 1.62 x 10-9 Backup CPU digital output signal, 
toggling signal to the WDT, fails as is  

108 Bk-FlsDisk-Loss- 3.3 x 10-7 Loss of the Backup CPU flask disk 

109 Bk-ISABus--Loss- 4.6 x 10-7 Loss of the Backup CPU ISA bus 

110 Bk-MuxAll--LOS-- 8.8 x 10-9 Loss of all multiplexer signals of the 
Backup CPU 

111 Bk-MuxBfvTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal, S/G 11 
BFV tracking, of the Backup CPU  

112 Bk-MuxFlux1LOS-- 1.1 x 10-7 Loss of a multiplexer signal, Neutron 
flux #1, of the Backup CPU 
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(per hour) 
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113 Bk-MuxFlux2LOS-- 1.1 x 10-7 Loss of a multiplexer signal, Neutron 
flux #2, of the Backup CPU 

114 Bk-MuxFwFl1LOS-- 1.1 x 10-7 Loss of a multiplexer signal, S/G 11 
feedwater flow #1, of the Backup CPU   

115 Bk-MuxFwFl2LOS-- 1.1 x 10-7 Loss of a multiplexer signal, S/G 11 
feedwater flow #2, of the Backup CPU 

116 Bk-MuxFwpTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal, FWP A 
tracking, of the Backup CPU 

117 Bk-MuxLvdt1LOS-- 1.1 x 10-7 Loss of a multiplexer signal, MFRV 
LVDT #1, of the Backup CPU   

118 Bk-MuxLvdt2LOS-- 1.1 x 10-7 Loss of a multiplexer signal, MFRV 
LVDT #2of the Backup CPU   

119 Bk-MuxLvl1-LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
Level #1, of the Backup CPU 

120 Bk-MuxLvl2-LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
Level #2, of the Backup CPU  

121 Bk-MuxMfvTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
MFV tracking, of the Backup CPU 

122 Bk-MuxOsMfvLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 12 
MFV tracking, of the Backup CPU 

123 Bk-MuxPBiasLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  FWP A 
bias, of the Backup CPU 

124 Bk-MuxStFl1LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
main steam flow, of the Backup CPU 

125 Bk-MuxStFl2LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 12 
main steam flow, of the Backup CPU  

126 Bk-RAM-----Loss- 3.3 x 10-7 Loss of the Backup CPU RAM 

127 Bk-SW------Halt- 5 x 10-9 Backup CPU software halt  

128 Bk-SW-OutptError 5 x 10-9 Backup CPU software output error 

129 Bk-UP-OutptError 1.98 x 10-8 Output error of the Backup CPU 
microprocessor 
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Number Basic Events Failure Rates 
(per hour) 

Descriptions 

130 Bk-UP-OutptStop- 1.32 x 10-8 Microprocessor of the Backup CPU 
stops updating output 

131 FwpAD-All--OORH- 9.6 x 10-11 All bits of analog/digital converter of the 
FWP controller stuck at 1s 

132 FwpAD-All--OORL- 1.056 x 10-9 All bits of analog/digital converter of the 
FWP controller stuck at 0s 

133 FwpAD-All--RndBt 1.248 x 10-9 Random bit failure of analog/digital 
converter signals of the FWP controller  

134 FwpAdrAna--Loss- 7 x 10-8 Loss of FWP controller analog address 
logic 

135 FwpAdrDig--Loss- 7 x 10-8 Loss of FWP controller digital address 
logic 

136 FwpAI-BkDmdDftH- 6.48 x 10-10 FWP controller analog input signal, 
Backup CPU speed demand, drifts out-
of-range-high  

137 FwpAI-BkDmdDftL- 6.48 x 10-10 FWP controller analog input signal, 
Backup CPU speed demand, drifts out-
of-range-low  

138 FwpAI-BkDmdOORH- 4.8 x 10-11 FWP controller analog input signal, 
Backup CPU speed demand, fails out-
of-range-high  

139 FwpAI-BkDmdOORL- 1.056 x 10-9 FWP controller analog input signal, 
Backup CPU speed demand, fails out-
of-range-low  

140 FwpAI-BsIn-OORH- 1.85 x 10-9 FWP controller analog input, Bias signal 
from potential meter, fails out-of-range-
high  

141 FwpAI-BsIn-OORL- 1.85 x 10-9 FWP controller analog input, Bias signal 
from potential meter, fails out-of-range-
low  

142 FwpAI-MnDmdDftH- 6.48 x 10-10 FWP controller analog input signal, 
Main CPU speed demand, drifts out-of-
range-high  
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143 FwpAI-MnDmdDftL- 6.48 x 10-10 FWP controller analog input signal, 
Main CPU speed demand, drifts out-of-
range-low  

144 FwpAI-MnDmdOORH- 4.8 x 10-11 FWP controller analog input signal, 
Main CPU speed demand, fails out-of-
range-high  

145 FwpAI-MnDmdOORL- 1.056 x 10-9 FWP controller analog input signal, 
Main CPU speed demand, fails out-of-
range-low  

146 FwpAO-BsOutDftH- 6.48 x 10-10 FWP controller analog output signal, 
Bias potential excitation, drifts out-of-
range-high  

147 FwpAO-BsOutDftL- 6.48 x 10-10 FWP controller analog output signal, 
Bias potential excitation, drifts out-of-
range-low  

148 FwpAO-BsOutOORH- 4.8 x 10-11 FWP controller analog output signal, 
Bias potential excitation, fails out-of-
range-high  

149 FwpAO-BsOutOORL- 1.056 x 10-9 FWP controller analog output signal, 
Bias potential excitation, fails out-of-
range-low  

150 FwpAO-DmOutDftH- 6.48 x 10-10 FWP controller analog output signal, 
Speed demand output to the Lovejoy 
controller, drifts out-of-range-high  

151 FwpAO-DmOutDftL- 6.48 x 10-10 FWP controller analog output signal, 
Speed demand output to the Lovejoy 
controller, drifts out-of-range-low  

152 FwpAO-DmOutOORH- 4.8 x 10-11 FWP controller analog output signal, 
Speed demand output to the Lovejoy 
controller, fails out-of-range-high  

153 FwpAO-DmOutOORL- 1.056 x 10-9 FWP controller analog output signal, 
Speed demand output to the Lovejoy 
controller, fails out-of-range-low  

154 FwpBIO-----Loss- 4 x 10-8 Loss of the FWP controller ROM 

155 FwpBufIn---Loss- 3.9 x 10-7 Loss of the FWP controller input buffer 
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156 FwpBufOut--Loss- 3.9 x 10-7 Loss of the FWP controller output buffer 

157 FwpClk-----Loss- 5.2 x 10-7 Loss of the FWP controller clock signal 

158 FwpDA-All--DftH- 6.48 x 10-10 All signals of digital/analog converter of 
the FWP controller drift out-of-range-
high  

159 FwpDA-All--DftL- 6.48 x 10-10 All signals of digital/analog converter of 
the FWP controller, drift out-of-range-
low  

160 FwpDA-All--OORH- 4.8 x 10-11 All signals of digital/analog converter of 
the FWP controller fail out-of-range-
high  

161 FwpDA-All--OORL- 1.056 x 10-9 All signals of digital/analog converter of 
the FWP controller fail out-of-range-low  

162 FwpDI-CCI0-NCFC- 1.62 x 10-9 FWP controller digital input signal, 
Backup CPU power failure or in test, 
normally closed, fails closed  

163 FwpDI-CCI0-NCFO- 8.1 x 10-10 FWP controller digital input signal, 
Backup CPU power failure or in test, 
normally closed, fails open  

164 FwpDI-CCI1-NOFC- 8.1 x 10-10 FWP controller digital input signal, 
normally open, fails closed  

165 FwpDI-CCI1-NOFO- 1.62 x 10-9 FWP controller digital input signal, 
normally open, fails open  

166 FwpDI-CCI2-NCFC- 1.62 x 10-9 FWP controller digital input signal, Main 
CPU power failure or in test, normally 
closed, fails closed  

167 FwpDI-CCI2-NCFO- 8.1 x 10-10 FWP controller digital input signal, Main 
CPU power failure or in test, normally 
closed, fails open  

168 FwpDI-CCI3-NOFC- 8.1 x 10-10 FWP controller digital input signal, 
normally open, fails closed  

169 FwpDI-CCI3-NOFO- 1.62 x 10-9 FWP controller digital input signal, 
normally open, fails open  
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170 FwpDmxAll--LOS-- 8.8 x 10-9 Loss of all signals of the FWP controller 
demultiplexer 

171 FwpDmxBsOutLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  Bias 
potential excitation, of the FWP 
controller 

172 FwpDmxDmOutLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  Speed 
demand output to the Lovejoy 
controller,  of the FWP controller 

173 FwpDO-CCO0-NCFC- 1.62 x 10-9 FWP controller digital output signal, 
A/M status to the Main CPU, normally 
closed, fails closed  

174 FwpDO-CCO0-NCFO- 8.1 x 10-10 FWP controller digital output signal, 
A/M status to the Main CPU, normally 
closed, fails open  

175 FwpDO-CCO1-NCFC- 1.62 x 10-9 FWP controller digital output signal, 
A/M status to the Backup CPU, 
normally closed, fails closed  

176 FwpDO-CCO1-NCFO- 8.1 x 10-10 FWP controller digital output signal, 
A/M status to the Backup CPU, 
normally closed, fails open  

177 FwpISABus--Loss- 4.6 x 10-7 Loss of the FWP controller bus 

178 FwpMuxAll--LOS-- 8.8 x 10-9 Loss of all signals of the FWP controller 
multiplexer 

179 FwpMuxBkDmdLOS-- 1.1 x 10-7 Loss of a multiplexer signal, Backup 
CPU speed demand, of the FWP 
controller 

180 FwpMuxBsIn-LOS-- 1.1 x 10-7 Loss of a multiplexer signal, Bias signal 
from potential meter, of the FWP 
controller 

181 FwpMuxMnDmdLOS-- 1.1 x 10-7 Loss of a multiplexer signal, Main CPU 
speed demand, of the FWP controller 

182 FwpPAL-----Loss- 1.6 x 10-9 Loss of the FWP controller PAL 

183 FwpRAM-----Loss- 3.3 x 10-7 Loss of the FWP controller RAM 

184 FwpSW------Halt- 5 x 10-9 FWP controller software halt  
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185 FwpSW-OutptError 5 x 10-9 FWP controller software output error 

186 FwpUP-OutptError 1.98 x 10-8 Output error of the FWP controller 
microprocessor 

187 FwpUP-OutptStop- 1.32 x 10-8 Microprocessor of the FWP controller 
stops updating output 

188 MfvAD-All--OORH- 9.6 x 10-11 All bits of analog/digital converter of the 
MFV controller stuck at 1s 

189 MfvAD-All--OORL- 1.056 x 10-9 All bits of analog/digital converter of the 
MFV controller stuck at 0s 

190 MfvAD-All--RndBt 1.248 x 10-9 Random bit failure of analog/digital 
converter signals of the MFV controller   

191 MfvAdrAna--Loss- 7 x 10-8 Loss of the MFV controller analog 
address logic  

192 MfvAdrDig--Loss- 7 x 10-8 Loss of the MFV controller digital 
address logic 

193 MfvAI-BkDmdDftH- 6.48 x 10-10 MFV controller analog input signal, 
Backup CPU valve demand, drifts out-
of-range-high  

194 MfvAI-BkDmdDftL- 6.48 x 10-10 MFV controller analog input signal, 
Backup CPU valve demand, drifts out-
of-range-low  

195 MfvAI-BkDmdOORH- 4.8 x 10-11 MFV controller analog input signal, 
Backup CPU valve demand, fails out-of-
range-high  

196 MfvAI-BkDmdOORL- 1.056 x 10-9 MFV controller analog input signal, 
Backup CPU valve demand, fails out-of-
range-low  

197 MfvAI-MnDmdDftH- 6.48 x 10-10 MFV controller analog input signal, 
Main CPU valve demand, drifts out-of-
range-high  

198 MfvAI-MnDmdDftL- 6.48 x 10-10 MFV controller analog input signal, 
Main CPU valve demand, drifts out-of-
range-low  
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199 MfvAI-MnDmdOORH- 4.8 x 10-11 MFV controller analog input signal, 
Main CPU valve demand, fails out-of-
range-high  

200 MfvAI-MnDmdOORL- 1.056 x 10-9 MFV controller analog input signal, 
Main CPU valve demand, fails out-of-
range-low  

201 MfvAO-DmOutDftH- 6.48 x 10-10 MFV controller analog output signal, 
Valve demand to positioners, drifts out-
of-range-high  

202 MfvAO-DmOutDftL- 6.48 x 10-10 MFV controller analog output signal, 
Valve demand to positioners, drifts out-
of-range-low  

203 MfvAO-DmOutOORH- 4.8 x 10-11 MFV controller analog output signal, 
Valve demand to positioners, fails out-
of-range-high  

204 MfvAO-DmOutOORL- 1.056 x 10-9 MFV controller analog output signal, 
Valve demand to positioners, fails out-
of-range-low  

205 MfvBIO-----Loss- 4 x 10-8 Loss of the MFV controller ROM 

206 MfvBufIn---Loss- 3.9 x 10-7 Loss of the MFV controller input buffer 

207 MfvBufOut--Loss- 3.9 x 10-7 Loss of the MFV controller output buffer 

208 MfvClk-----Loss- 5.2 x 10-7 Loss of the MFV controller clock signal 

209 MfvDA-All--DftH- 6.48 x 10-10 All signals of digital/analog converter of 
the MFV controller drift out-of-range-
high  

210 MfvDA-All--DftL- 6.48 x 10-10 All signals of digital/analog converter of 
the MFV controller drift out-of-range-low 

211 MfvDA-All--OORH- 4.8 x 10-11 All signals of digital/analog converter of 
the MFV controller fail out-of-range-high 

212 MfvDA-All--OORL- 1.056 x 10-9 All signals of digital/analog converter of 
the MFV controller fail out-of-range-low  

213 MfvDI-CCI0-NCFC- 1.62 x 10-9 MFV controller digital input signal, 
Backup CPU power failure or in test, 
normally closed, fails closed  
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214 MfvDI-CCI0-NCFO- 8.1 x 10-10 MFV controller digital input signal, 
Backup CPU power failure or in test, 
normally closed, fails open  

215 MfvDI-CCI1-NOFC- 8.1 x 10-10 MFV controller digital input signal, 
Backup CPU failure, normally open, 
fails closed  

216 MfvDI-CCI1-NOFO- 1.62 x 10-9 MFV controller digital input signal, 
Backup CPU failure, normally open, 
fails open  

217 MfvDI-CCI2-NCFC- 1.62 x 10-9 MFV controller digital input signal, Main 
CPU power failure or in test, normally 
closed, fails closed  

218 MfvDI-CCI2-NCFO- 8.1 x 10-10 MFV controller digital input signal, Main 
CPU power failure or in test, normally 
closed, fails open  

219 MfvDI-CCI3-NOFC- 8.1 x 10-10 MFV controller digital input signal, Main 
CPU failure, normally open, fails closed 

220 MfvDI-CCI3-NOFO- 1.62 x 10-9 MFV controller digital input signal, Main 
CPU failure, normally open, fails open  

221 MfvDmxAll--LOS-- 8.8 x 10-9 Loss of all demultiplexer signals of the 
MFV controller 

222 MfvDmxDmOutLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  Valve 
demand to positioners, of the MFV 
controller 

223 MfvDO-CCO0-NCFC- 1.62 x 10-9 MFV controller digital output signal, A/M 
status to the Main CPU, normally 
closed, fails closed  

224 MfvDO-CCO0-NCFO- 8.1 x 10-10 MFV controller digital output signal, A/M 
status to the Main CPU, normally 
closed, fails open  

225 MfvDO-CCO1-NCFC- 1.62 x 10-9 MFV controller digital output signal, A/M 
status to the Backup CPU, normally 
closed, fails closed  
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226 MfvDO-CCO1-NCFO- 8.1 x 10-10 MFV controller digital output signal, A/M 
status to the Backup CPU, normally 
closed, fails open  

227 MfvDO-CCO2-NOFC- 8.1 x 10-10 MFV controller digital output signal, 
Backup CPU status to CPUs, normally 
open, fails closed  

228 MfvDO-CCO2-NOFO- 1.62 x 10-9 MFV controller digital output signal, 
Backup CPU status to CPUs, normally 
open, fails open  

229 MfvDO-CCO3-NOFC- 8.1 x 10-10 MFV controller digital output signal, 
Main CPU status to CPUs, normally 
open, fails closed  

230 MfvDO-CCO3-NOFO- 1.62 x 10-9 MFV controller digital output signal, 
Main CPU status to CPUs, normally 
open, fails open  

231 MfvISABus--Loss- 4.6 x 10-7 Loss of the MFV controller bus 

232 MfvMuxAll--LOS-- 8.8 x 10-9 Loss of all signals of the MFV controller 
multiplexer 

233 MfvMuxBkDmdLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  Backup 
CPU valve demand, of the MFV 
controller 

234 MfvMuxMnDmdLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  Main CPU 
valve demand, of the MFV controller 

235 MfvPAL-----Loss- 1.6 x 10-9 Loss of the MFV controller PAL 

236 MfvRAM-----Loss- 3.3 x 10-7 Loss of the MFV controller RAM 

237 MfvSW------Halt- 5 x 10-9 MFV controller software halt  

238 MfvSW-OutptError 5 x 10-9 Output error of the MFV controller 
software 

239 MfvUP-OutptError 1.98 x 10-8 Output error of the MFV controller 
microprocessor 

240 MfvUP-OutptStop- 1.32 x 10-8 Microprocessor of the MFV controller 
stops updating output 
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241 Mn-AD-All--OORH- 9.6 x 10-11 All bits of analog/digital converter of the 
Main CPU stuck at 1s 

242 Mn-AD-All--OORL- 1.056 x 10-9 All bits of analog/digital converter of the 
Main CPU stuck at 0s 

243 Mn-AD-All--RndBt 1.248 x 10-9 Random bit error of analog/digital 
converter signals of the Main CPU   

244 Mn-AdrAna--Loss- 7 x 10-8 Loss of analog address logic of the 
Main CPU 

245 Mn-AdrDig--Loss- 7 x 10-8 Loss of digital address logic of the Main 
CPU 

246 Mn-AI-BfvTkDftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
BFV Tracking, drifts out-of-range-high  

247 Mn-AI-BfvTkDftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
BFV Tracking, drifts out-of-range-low  

248 Mn-AI-BfvTkOORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
BFV Tracking, fails out-of-range-high  

249 Mn-AI-BfvTkOORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
BFV Tracking, fails out-of-range-low  

250 Mn-AI-Flux1DftH- 6.48 x 10-10 Main CPU analog input signal, Neutron 
flux #1, drifts out-of-range-high  

251 Mn-AI-Flux1DftL- 6.48 x 10-10 Main CPU analog input signal, Neutron 
flux #1, drifts out-of-range-low  

252 Mn-AI-Flux1OORH- 4.8 x 10-11 Main CPU analog input signal, Neutron 
flux #1, fails out-of-range-high  

253 Mn-AI-Flux1OORL- 1.056 x 10-9 Main CPU analog input signal, Neutron 
flux #1, fails out-of-range-low  

254 Mn-AI-Flux2DftH- 6.48 x 10-10 Main CPU analog input signal, Neutron 
flux #2, drifts out-of-range-high  

255 Mn-AI-Flux2DftL- 6.48 x 10-10 Main CPU analog input signal, Neutron 
flux #2, drifts out-of-range-low  

256 Mn-AI-Flux2OORH- 4.8 x 10-11 Main CPU analog input signal, Neutron 
flux #2, fails out-of-range-high  
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257 Mn-AI-Flux2OORL- 1.056 x 10-9 Main CPU analog input signal, Neutron 
flux #2, fails out-of-range-low  

258 Mn-AI-FwFl1DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
feedwater flow #1, drifts out-of-range-
high  

259 Mn-AI-FwFl1DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
feedwater flow #1, drifts out-of-range-
low  

260 Mn-AI-FwFl1OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
feedwater flow #1, fails out-of-range-
high  

261 Mn-AI-FwFl1OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
feedwater flow #1, fails out-of-range-low 

262 Mn-AI-FwFl2DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
feedwater flow #2, drifts out-of-range-
high  

263 Mn-AI-FwFl2DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
feedwater flow #2, drifts out-of-range-
low  

264 Mn-AI-FwFl2OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
feedwater flow #2, fails out-of-range-
high  

265 Mn-AI-FwFl2OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
feedwater flow #2, fails out-of-range-low 

266 Mn-AI-FwpTkDftH- 6.48 x 10-10 Main CPU analog input signal, FWP A 
tracking, drifts out-of-range-high  

267 Mn-AI-FwpTkDftL- 6.48 x 10-10 Main CPU analog input signal, FWP A 
tracking, drifts out-of-range-low  

268 Mn-AI-FwpTkOORH- 4.8 x 10-11 Main CPU analog input signal, FWP A 
tracking, fails out-of-range-high  

269 Mn-AI-FwpTkOORL- 1.056 x 10-9 Main CPU analog input signal, FWP A 
tracking, fails out-of-range-low  
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270 Mn-AI-Lvdt1DftH- 6.48 x 10-10 Main CPU analog input signal, MFRV 
LVDT #1of the Main CPU, drifts out-of-
range-high  

271 Mn-AI-Lvdt1DftL- 6.48 x 10-10 Main CPU analog input signal, MFRV 
LVDT #1of the Main CPU, drifts out-of-
range-low  

272 Mn-AI-Lvdt1OORH- 4.8 x 10-11 Main CPU analog input signal, MFRV 
LVDT #1of the Main CPU, fails out-of-
range-high  

273 Mn-AI-Lvdt1OORL- 1.056 x 10-9 Main CPU analog input signal, MFRV 
LVDT #1of the Main CPU, fails out-of-
range-low  

274 Mn-AI-Lvdt2DftH- 6.48 x 10-10 Main CPU analog input signal, MFRV 
LVDT #2of the Main CPU, drifts out-of-
range-high  

275 Mn-AI-Lvdt2DftL- 6.48 x 10-10 Main CPU analog input signal, MFRV 
LVDT #2of the Main CPU, drifts out-of-
range-low  

276 Mn-AI-Lvdt2OORH- 4.8 x 10-11 Main CPU analog input signal, MFRV 
LVDT #2of the Main CPU, fails out-of-
range-high  

277 Mn-AI-Lvdt2OORL- 1.056 x 10-9 Main CPU analog input signal, MFRV 
LVDT #2of the Main CPU, fails out-of-
range-low  

278 Mn-AI-Lvl1-DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
level #1, drifts out-of-range-high  

279 Mn-AI-Lvl1-DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
Level #1, drifts out-of-range-low  

280 Mn-AI-Lvl1-OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
level #1, fails out-of-range-high  

281 Mn-AI-Lvl1-OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
level #1, fails out-of-range-low  

282 Mn-AI-Lvl2-DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
level #2, drifts out-of-range-high  
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283 Mn-AI-Lvl2-DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
level #2, drifts out-of-range-low  

284 Mn-AI-Lvl2-OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
level #2, fails out-of-range-high  

285 Mn-AI-Lvl2-OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
level #2, fails out-of-range-low  

286 Mn-AI-MfvTkDftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
MFV tracking, drifts out-of-range-high  

287 Mn-AI-MfvTkDftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
MFV tracking, drifts out-of-range-low  

288 Mn-AI-MfvTkOORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
MFV tracking, fails out-of-range-high  

289 Mn-AI-MfvTkOORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
MFV tracking, fails out-of-range-low  

290 Mn-AI-OsMfvDftH- 6.48 x 10-10 Main CPU analog input signal, S/G 12 
MFV tracking, drifts out-of-range-high  

291 Mn-AI-OsMfvDftL- 6.48 x 10-10 Main CPU analog input signal, S/G 12 
MFV tracking, drifts out-of-range-low  

292 Mn-AI-OsMfvOORH- 4.8 x 10-11 Main CPU analog input signal, S/G 12 
MFV tracking, fails out-of-range-high  

293 Mn-AI-OsMfvOORL- 1.056 x 10-9 Main CPU analog input signal, S/G 12 
MFV tracking, fails out-of-range-low  

294 Mn-AI-PBiasOORH- 1.85 x 10-9 Main CPU analog input signal, FWP A 
bias, fails out-of-range-high  

295 Mn-AI-PBiasOORL- 1.85 x 10-9 Main CPU analog input signal, FWP A 
bias, fails out-of-range-low  

296 Mn-AI-StFl1DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
main steam flow, drifts out-of-range-
high  

297 Mn-AI-StFl1DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 11 
main steam flow, drifts out-of-range-low 

298 Mn-AI-StFl1OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 11 
main steam flow, fails out-of-range-high 
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299 Mn-AI-StFl1OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 11 
main steam flow, fails out-of-range-low  

300 Mn-AI-StFl2DftH- 6.48 x 10-10 Main CPU analog input signal, S/G 12 
main steam flow, drifts out-of-range-
high  

301 Mn-AI-StFl2DftL- 6.48 x 10-10 Main CPU analog input signal, S/G 12 
main steam flow, drifts out-of-range-low 

302 Mn-AI-StFl2OORH- 4.8 x 10-11 Main CPU analog input signal, S/G 12 
main steam flow, fails out-of-range-high 

303 Mn-AI-StFl2OORL- 1.056 x 10-9 Main CPU analog input signal, S/G 12 
main steam flow, fails out-of-range-low  

304 Mn-AO-FwpDmDftH- 6.48 x 10-10 Main CPU analog output signal, 
Feedpump A demand, drifts out-of-
range-high  

305 Mn-AO-FwpDmDftL- 6.48 x 10-10 Main CPU analog output signal, 
Feedpump A demand, drifts out-of-
range-low  

306 Mn-AO-FwpDmOORH- 4.8 x 10-11 Main CPU analog output signal, 
Feedpump A demand, fails out-of-
range-high  

307 Mn-AO-FwpDmOORL- 1.056 x 10-9 Main CPU analog output signal, 
Feedpump A demand, fails out-of-
range-low  

308 Mn-AO-MfvDmDftH- 6.48 x 10-10 Main CPU analog output signal, Main 
valve demand, drifts out-of-range-high  

309 Mn-AO-MfvDmDftL- 6.48 x 10-10 Main CPU analog output signal, Main 
valve demand, drifts out-of-range-low  

310 Mn-AO-MfvDmOORH- 4.8 x 10-11 Main CPU analog output signal, Main 
valve demand, fails out-of-range-high  

311 Mn-AO-MfvDmOORL- 1.056 x 10-9 Main CPU analog output signal, Main 
valve demand, fails out-of-range-low  

312 Mn-BIO-----Loss- 4 x 10-8 Loss of the Main CPU ROM 

313 Mn-BufIn---Loss- 3.9 x 10-7 Loss of the Main CPU input buffer 
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314 Mn-BufOut--Loss- 3.9 x 10-7 Loss of the Main CPU output buffer 

315 Mn-DA-All--DftH- 6.48 x 10-10 All signals of digital/analog converter of 
the Main CPU drift out-of-range-high  

316 Mn-DA-All--DftL- 6.48 x 10-10 All signals of digital/analog converter of 
the Main CPU drift out-of-range-low  

317 Mn-DA-All--OORH- 4.8 x 10-11 All signals of digital/analog converter of 
the Main CPU fail out-of-range-high  

318 Mn-DA-All--OORL- 1.056 x 10-9 All signals of digital/analog converter of 
the Main CPU fail out-of-range-low  

319 Mn-DI-BfvAmNCFC- 1.62 x 10-9 Main CPU digital input signal, BFV 
controller A/M (automatic/manual) 
status, normally closed, fails closed  

320 Mn-DI-BfvAmNCFO- 8.1 x 10-10 Main CPU digital input signal, BFV 
controller A/M (automatic/manual) 
status, normally closed, fails open  

321 Mn-DI-BkFl-NOFC- 8.1 x 10-10 Main CPU digital input signal, Backup 
CPU failed status, normally open, fails 
closed  

322 Mn-DI-BkFl-NOFO- 1.62 x 10-9 Main CPU digital input signal, Backup 
CPU failed status, normally open, fails 
open  

323 Mn-DI-CpuIdNCFO- 8.1 x 10-10 Main CPU digital input signal, 
Main/Backup CPU identification, 
normally closed, fails open  

324 Mn-DI-Fl1ByNOFC- 8.1 x 10-10 Main CPU digital input signal, Neutron 
flux #1 bypass, normally open, fails 
closed  

325 Mn-DI-Fl2ByNOFC- 8.1 x 10-10 Main CPU digital input signal, Neutron 
flux #2 bypass, normally open, fails 
closed  

326 Mn-DI-FwpAmNCFC- 1.62 x 10-9 Main CPU digital input signal, FWP 
controller A/M (automatic/manual) 
status, normally closed, fails closed  
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327 Mn-DI-FwpAmNCFO- 8.1 x 10-10 Main CPU digital input signal, FWP 
controller A/M (automatic/manual) 
status, normally closed, fails open  

328 Mn-DI-LvValNOFC- 8.1 x 10-10 Main CPU digital input signal, Both level 
signals valid in the other CPU, normally 
open, fails closed  

329 Mn-DI-LvValNOFO- 1.62 x 10-9 Main CPU digital input signal, Both level 
signals valid in the other CPU, normally 
open, fails open  

330 Mn-DI-MfvAmNCFC- 1.62 x 10-9 Main CPU digital input signal, MFV 
controller A/M (automatic/manual) 
status, normally closed, fails closed  

331 Mn-DI-MfvAmNCFO- 8.1 x 10-10 Main CPU digital input signal, MFV 
controller A/M (automatic/manual) 
status, normally closed, fails open  

332 Mn-DI-MnFl-NOFC- 8.1 x 10-10 Main CPU digital input signal, Main 
CPU failed, normally open, fails closed  

333 Mn-DI-MnFl-NOFO- 1.62 x 10-9 Main CPU digital input signal, Main 
CPU failed, normally open, fails open  

334 Mn-DI-NoFl-NCFC- 1.62 x 10-9 Main CPU digital input signal, No 
failures in the other CPU, normally 
closed, fails closed  

335 Mn-DI-NoFl-NCFO- 8.1 x 10-10 Main CPU digital input signal, No 
failures in the other CPU, normally 
closed, fails open  

336 Mn-DI-RxTrpNOFC- 8.1 x 10-10 Main CPU digital input signal, Reactor 
trip, normally open, fails closed  

337 Mn-DI-TrTrpNOFC- 8.1 x 10-10 Main CPU digital input signal, Turbine 
trip, normally open, fails closed  

338 Mn-DmxAll--LOS-- 8.8 x 10-9 Loss of all signals of the Main CPU 
demultiplexer 

339 Mn-DmxFwpDmLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  
Feedpump A demand, of the Main CPU 
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340 Mn-DmxMfvDmLOS-- 1.1 x 10-7 Loss of a demultiplexer signal,  Main 
valve demand, of the Main CPU 

341 Mn-DO-CpuFlNCFC- 1.62 x 10-9 Main CPU digital output signal, Power 
failure or the CPU not controlling, 
normally closed, fails closed  

342 Mn-DO-CpuFlNCFO- 1.0501 x 10-5 Main CPU digital output signal, Power 
failure or the CPU not controlling, 
normally closed, fails open  

343 Mn-DO-LvlGdNOFC- 8.1 x 10-10 Main CPU digital output signal, Both 
level signals valid, normally open, fails 
closed  

344 Mn-DO-LvlGdNOFO- 1.62 x 10-9 Main CPU digital output signal, Both 
level signals valid, normally open, fails 
open  

345 Mn-DO-NoFl-NCFC- 1.62 x 10-9 Main CPU digital output signal, No 
failures in the other CPU, normally 
closed, fails closed  

346 Mn-DO-NoFl-NCFO- 8.1 x 10-10 Main CPU digital output signal, No 
failures in the other CPU, normally 
closed, fails open  

347 Mn-DO-Wdt--AsIs- 1.62 x 10-9 Main CPU digital output signal, toggling 
signal to the WDT, fails as is  

348 Mn-FlsDisk-Loss- 3.3 x 10-7 Loss of the Main CPU Flask disk 

349 Mn-ISABus--Loss- 4.6 x 10-7 Loss of the Main CPU ISA bus 

350 Mn-MuxAll--LOS-- 8.8 x 10-9 Loss of all signals of the Main CPU 
multiplexer 

351 Mn-MuxBfvTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
BFV tracking, of the Main CPU 

352 Mn-MuxFlux1LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  Neutron 
flux #1, of the Main CPU 

353 Mn-MuxFlux2LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  Neutron 
flux #2, of the Main CPU 

354 Mn-MuxFwFl1LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
feedwater flow #1, of the Main CPU 
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355 Mn-MuxFwFl2LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
feedwater flow #2, of the Main CPU 

356 Mn-MuxFwpTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  FWP A 
tracking, of the Main CPU 

357 Mn-MuxLvdt1LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  MFRV 
LVDT #1, of the Main CPU 

358 Mn-MuxLvdt2LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  MFRV 
LVDT #2, of the Main CPU 

359 Mn-MuxLvl1-LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
level #1, of the Main CPU 

360 Mn-MuxLvl2-LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
level #2, of the Main CPU 

361 Mn-MuxMfvTkLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
MFV tracking, of the Main CPU 

362 Mn-MuxOsMfvLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 12 
MFV tracking, of the Main CPU 

363 Mn-MuxPBiasLOS-- 1.1 x 10-7 Loss of a multiplexer signal,  FWP A 
bias, of the Main CPU 

364 Mn-MuxStFl1LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 11 
main steam flow, of the Main CPU 

365 Mn-MuxStFl2LOS-- 1.1 x 10-7 Loss of a multiplexer signal,  S/G 12 
main steam flow, of the Main CPU 

366 Mn-RAM-----Loss- 3.3 x 10-7 Loss of the Main CPU RAM 

367 Mn-SW------Halt- 5 x 10-9 Software of the Main CPU halts  

368 Mn-SW-OutptError 5 x 10-9 Output error of the Main CPU software 

369 Mn-UP-OutptError 1.98 x 10-8 Main CPU microprocessor output error 

370 Mn-UP-OutptStop- 1.32 x 10-8 Main CPU microprocessor stops 
updating output  

371 Sns---Flux1OORH- 2 x 10-6 Sensor signal, Neutron flux #1, fails out-
of-range-high  
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372 Sns---Flux1OORL- 3 x 10-6 Sensor signal, Neutron flux #1, fails out-
of-range-low  

373 Sns---Flux2OORH- 2 x 10-6 Sensor signal, Neutron flux #2, fails out-
of-range-high  

374 Sns---Flux2OORL- 3 x 10-6 Sensor signal, Neutron flux #2, fails out-
of-range-low  

375 Sns---FwFl1OORH- 9.45 x 10-7 Sensor signal, S/G 11 feedwater flow 
#1, fails out-of-range-high  

376 Sns---FwFl1OORL- 2.055 x 10-6 Sensor signal, S/G 11 feedwater flow 
#1, fails out-of-range-low  

377 Sns---FwFl2OORH- 9.45 x 10-7 Sensor signal, S/G 11 feedwater flow 
#2, fails out-of-range-high  

378 Sns---FwFl2OORL- 2.055 x 10-6 Sensor signal, S/G 11 feedwater flow 
#2, fails out-of-range-low  

379 Sns---Lvl1-OORH- 2.14 x 10-7 Sensor signal, S/G 11 level #1, fails 
out-of-range-high  

380 Sns---Lvl1-OORL- 2.86 x 10-7 Sensor signal, S/G 11 level #1, fails 
out-of-range-low  

381 Sns---Lvl2-OORH- 2.14 x 10-7 Sensor signal, S/G 11 level #2, fails 
out-of-range-high  

382 Sns---Lvl2-OORL- 2.86 x 10-7 Sensor signal, S/G 11 level #2, fails 
out-of-range-low  

383 Sns---StFl1OORH- 9.45 x 10-7 Sensor signal, S/G 11 main steam flow, 
fails out-of-range-high  

384 Sns---StFl1OORL- 2.055 x 10-6 Sensor signal, S/G 11 main steam flow, 
fails out-of-range-low  

385 Sns---StFl2OORH- 9.45 x 10-7 Sensor signal, S/G 12 main steam flow, 
fails out-of-range-high  

386 Sns---StFl2OORL- 2.055 x 10-6 Sensor signal, S/G 12 main steam flow, 
fails out-of-range-low  

387 Xmt---Flux1OORH- 1.5 x 10-6 Neutron flux #1 of the transmitter, fails 
out-of-range-high  
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388 Xmt---Flux1OORL- 1.5 x 10-6 Neutron flux #1 of the transmitter, fails 
out-of-range-low  

389 Xmt---Flux2OORH- 1.5 x 10-6 Neutron flux #2 of the transmitter, fails 
out-of-range-high  

390 Xmt---Flux2OORL- 1.5 x 10-6 Neutron flux #2 of the transmitter, fails 
out-of-range-low  

391 Xmt---FwFl1OORH- 1.35 x 10-6 S/G 11 feedwater flow #1 of the 
transmitter fails out-of-range-high  

392 Xmt---FwFl1OORL- 1.65 x 10-6 S/G 11 feedwater flow #1 of the 
transmitter fails out-of-range-low  

393 Xmt---FwFl2OORH- 1.35 x 10-6 S/G 11 feedwater flow #2 of the 
transmitter fails out-of-range-high  

394 Xmt---FwFl2OORL- 1.65 x 10-6 S/G 11 feedwater flow #2 of the 
transmitter fails out-of-range-low  

395 Xmt---Lvl1-OORH- 6 x 10-7 S/G 11 level #1 of the transmitter fails 
out-of-range-high  

396 Xmt---Lvl1-OORL- 2.4 x 10-6 S/G 11 level #1 of the transmitter fails 
out-of-range-low  

397 Xmt---Lvl2-OORH- 6 x 10-7 S/G 11 level #2 of the transmitter fails 
out-of-range-high  

398 Xmt---Lvl2-OORL- 2.4 x 10-6 S/G 11 level #2 of the transmitter fails 
out-of-range-low  

399 Xmt---StFl1OORH- 1.35 x 10-6 S/G 11 main steam flow of the 
transmitter fails out-of-range-high  

400 Xmt---StFl1OORL- 1.65 x 10-6 S/G 11 main steam flow of the 
transmitter fails out-of-range-low  

401 Xmt---StFl2OORH- 1.35 x 10-6 S/G 12 main steam flow of the 
transmitter fails out-of-range-high  

402 Xmt---StFl2OORL- 1.65 x 10-6 S/G 12 main steam flow of the 
transmitter fails out-of-range-low  

403 CCSCCSFlux-OORH- 1 x 10-7 Common cause failure of flux sensors, 
fails out-of-range-high  
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404 CCSCCSFlux-OORL- 1.5 x 10-7 Common cause failure of flux sensors, 
fails out-of-range-low  

405 CCSCCSFwFl-OORH- 4.725 x 10-8 Common cause failure of feedwater 
flow sensors, fails out-of-range-high  

406 CCSCCSFwFl-OORL- 1.0275 x 10-7 Common cause failure of feedwater 
flow sensors, fails out-of-range-low  

407 CCSCCSLvl--OORH- 1.07 x 10-8 Common cause failure of level sensors, 
fails out-of-range-high  

408 CCSCCSLvl--OORL- 1.43 x 10-8 Common cause failure of level sensors, 
fails out-of-range-low  

409 CCSCCSStFl-OORH- 4.725 x 10-8 Common cause failure of steam flow 
sensors, fails out-of-range-high  

410 CCSCCSStFl-OORL- 1.0275 x 10-7 Common cause failure of steam flow 
sensors, fails out-of-range-low  

411 CCXCCXFlux-OORH- 7.5 x 10-8 Common cause failure of flux 
transmitters, fails out-of-range-high  

412 CCXCCXFlux-OORL- 7.5 x 10-8 Common cause failure of flux 
transmitters, fails out-of-range-low  

413 CCXCCXFwFl-OORH- 6.75 x 10-8 Common cause failure of feedwater 
flow transmitters, fails out-of-range-high 

414 CCXCCXFwFl-OORL- 8.25 x 10-8 Common cause failure of feedwater 
flow transmitters, fails out-of-range-low  

415 CCXCCXLvl--OORH- 3 x 10-8 Common cause failure of level 
transmitters, fails out-of-range-high  

416 CCXCCXLvl--OORL- 1.2 x 10-7 Common cause failure of level 
transmitters, fails out-of-range-low  

417 CCXCCXStFl-OORH- 6.75 x 10-8 Common cause failure of steam flow 
transmitters, fails out-of-range-high  

418 CCXCCXStFl-OORL- 8.25 x 10-8 Common cause failure of steam flow 
transmitters, fails out-of-range-low  

419 CCFCCFCPU--Fail- 7.294 x 10-7 Common cause failure of CPUs   

420 CCFCCFCTR--Fail- 1.3468 x 10-7 Common cause failure of controllers   
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421 CCFCTRPwr--Fail- 5.25 x 10-7 Common cause failure of controller 
power supplies   
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Analytical Markov model quantification of failure sequences that represent the system states is 
discussed here.  In constructing the Markov model of the system, it is assumed that 
components of a module or a system fail independently. A component may have several failure 
modes. Another assumption is that a component may fail only once, i.e., fail to one of its failure 
modes. 
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components of a module or a system fail independently. A component may have several failure 
modes. Another assumption is that a component may fail only once, i.e., fail to one of its failure 
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C.1.1  Independent Components with a Single Failure Mode C.1.1  Independent Components with a Single Failure Mode 
  
For a system with two redundant components; namely, Component For a system with two redundant components; namely, Component A and Component B , a 
system failure is assumed to occur only if both are failed. It is also assumed that both 
components are running simultaneously when the system is operating.  
 
A Markov model can be used to represent the transitions of system states.  The initial state of 
the system is that both Components A and B are normally operating (indicated by A and B , 
respectively), which is denoted in Figure C-1 by a system state AB (a system state is a 
combination of states of individual components).  We assume that each component has only 
one failure mode (in this study, failure mode of a component is also called the state of the 
component), i.e., failure of a component.  The failures of Components A and B are represented, 
respectively, by A and B .  We note that repair is not considered in this study, i.e., the system’s 
failure state is an absorbing state.  
 
It is customary to represent system states using combinations of the states (i.e., failure modes) 
of system components; similarly, it is natural to use the state transition diagram, shown in 
Figure C-1, in constructing a Markov model of the system. The system’s failure state is 
represented as BA according to the definition of the system’s failure. Figure C-1 depicts the 
evolution of system states and associated transition parameters, indicating the possible 
pathways that lead to a system failure, i.e., failure of Component A  followed by that of 
Component B , and failure of Component B followed by that of Component A .  
 
 
 
 
 
 
 
 
 
 

Figure C-1   Markov model and states evolution of a two-component system 
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AT  and  in Figure C-1, respectively, represent a mean time to failures of Components A 

and B.  Effectively, the corresponding transition failure rates are
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Markov model in Figure C-1 is characterized by a set of differential equations: 
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The probability of system failure can be calculated as 
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On the other hand, the fault tree shown in Figure C-2 also can represent system failure.  
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Figure C-2   Fault tree representation of a system failure with two independent 
components 

 
The system failure probability can be analytically calculated as  
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i.e., the same as the probability of system failure probability calculated with the Markov model, 
as shown in Equation (C-1). It is noted that the same system configuration and parameters are 
used, and the same assumption made, i.e., Component A and Component B are parallel and 
independent.  
 
Figure C-3 offers an alternative Markov model that can represent the failure of the same system. 
The rationale underlying it is that from the initial state  of the system, i.e., both components 
are normally operating and any one of them may fail. This implies that transition rate from state 

to state 

0P

0P 'P (representing a state wherein one of the components fails) is λ2  (assuming 
λλλ == BA ) because failure of either of the two components will cause the transition to occur. 

The transition rate from 'P to the system failure state is 1P λ because the transition requires 
failure of the component that still is normally running. 
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Figure C-3   An alternative Markov model 
 
The Markov model shown in Figure C-3 is characterized in a set of different equations: 
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which indicate that the Markov model in Figure C-3 is equivalent to that in Figure C-1 
for λλλ == BA . 
 
On the other hand, the Markov model of each independent component can be studied first to 
represent the system’s failure.  Since each component has only one failure mode (or a state), 
the Markov model for each component is very simple (Figure C-4). 
 

 C-3 



 
 A   
 
 
 
 
 
 
 

Figure C-4   Markov model of two independent components: 
one failure mode in each component 

 
The failure probabilities of Components A and B are t

A
AeP λ−−=1 and t

B
BeP λ−−=1 , 

respectively. The system failure probability 
BAP  is  

 
)1)(1( tt

BABA
BB eePPP λλ −− −−==        (C-4) 

 
That generates the same results as those in Equations (C-1) and (C-2), and in (C-3) 
for λλλ == BA .  Accordingly, the fault tree and Markov model are the same provides that each 
component has only one failure mode. 
 
In a real system, a component often may have several failure modes and not all will fail the 
component completely. In other words, the component may still function properly despite some 
failure modes, namely latent failures. While both components can operate normally with a latent 
failure in each of them, a combination of two latent failures of the two components may fail the 
system.  
 
C.1.2 Independent Components with Two Failure Modes 
 
Figure C-5 shows Markov models of two independent components with transition parameters to 
different failure modes. Each of Components A and B has two failure modes, namely , , , 
and ; again, it is assumed that there is no repair.  

1A 2A 1B

2B
 
By separately solving independent Markov models for the two components in Figure C-5, we 
obtain  
 
  t

A
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)1()1( 121

21

1

1

)( t

A

At

AA

A
A

AAA eeP λλλ

λ
λ

λλ
λ −+− −=−
+

=    

)1()1( 221

21

2

2

)( t

A

At

AA

A
A

AAA eeP λλλ

λ
λ

λλ
λ −+− −=−
+

=    
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A
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+
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where

2121
, BBBAAA λλλλλλ +=+= . 

 
 
 

1A  

2Bλ  

2Aλ

1Bλ  

1Aλ   
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2A   
 

1B   
 
 B  
 

2B   
 

Figure C-5    Markov models of components A and B: 
two failure modes in each component 

 
A Markov state-transition diagram can be developed of the overall system consisting of the two 
components, as illustrated in Figure C-6. It is assumed that the order of failures does not affect 
the outcomes, e.g., a failure sequence (11BA A  fails first and B next) has the same outcome as 
the reverse failure sequence  (11AB B fails first and A next).  
 
By defining 
 

0PPAB = , , ,11
PP BA = 22

PP BA = 31
PPAB = , 42

PPAB = , 511
PP BA = , 621

PP BA = , ,712
PP BA = 822

PP BA = , 

and BA λλλ += , we have: 
 

0
0 P

dt
dP

λ−=  

10
1

1
PP

dt
dP

BA λλ −=  

20
2

2
PP

dt
dP

BA λλ −=  

30
3

1
PP

dt
dP

AB λλ −=  
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P

dt
dP

Bλ=  4PAλ−

1
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1
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dt
dP

Bλ=  31A Pλ+

1
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2
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dt
dP

Bλ=  41
PAλ+

32
7

21
PP

dt
dP

AB λλ +=  

42
8

22
PP

dt
dP
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Figure C-6   Markov model of the overall system by considering combinations of 
individual component states 

 
The solutions are  
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It easily can be verified that  
 

)1(11

115
BA

BAPP
λλ

ttt

BA

BA eee λλλλ λ −−− −−          (C-6) 

 
which is the same as the product of and ca

ree res e does not produce 
r the given failure 

        (C-7) 

 from Equation (C-7) dif
alculated via Markov model is sm
ach component automatically accounts for competition between two failure modes of the 

NT FAILURES 

rec  
o matter 

hich failure occurs first, and so the probabilities of end states can be calculated by multiplying 

+==

1AP
1BP lculated in Equation (C-5). 

 
However, here a conventional fault-t  rep entation of the system’s failur
the same results as using the Markov model, as discussed above. Fo
parameters of states 1  and 1 , 
 
 t

A
AeP 1

1
1 λ−−=

A B

 
t

B
BeP 1

1
1 λ−−=   

 − )1)(1( 11

11

tt
BA

BA eePP λλ −−−=
 
Undoubtedly, the result fers from that from Equation (C-6); the result 
c aller that using the fault tree because the Markov model of 
e
component, while the fault tree treats the two failure modes independently. This demonstrates 
the advantage using the former over the latter.  
 
C.2 RELIABILITY CALCULATION FOR A SYSTEM CONSIDERING 

THE ORDER OF COMPONE
 
C.2.1 Markov Models for Individual Components of a System 
 
In the p eding discussion about the Markov approach, it was assumed that the order of
components failures does not affect the system’s status, e.g., the system will be failed n
w
probabilities of individual component failures. This might not be always true, and the model must 
be modified to accommodate this difference. 
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In contrast to the previous section, if we consider that the order of failures, e.g., failure 
sequences 11BA (B fails after A does) and B 11A (

11BA d

A fails after B does) have different meanings 

 
The itua d th

because they may produce different results, we cannot use 
1AP and

1BP to calculate 
11BAP and 

11ABP directly. It also is easy to verify that P oes not equal 
11ABP . Hence, a different Markov 

model from that in Figure C-6 is required. 

following study considers a generic s tion. It is assume at there are M components 
and each component has ],1[, MiNi ∈  failure modes (states), which can be represented 
as ],0[],,1[,),( iji NjMiC ∈∈ . We note that ],1[,)0,( MiC i ∈ indicates the component’s normal 
state, i.e., there is no failure with Component i . The independence of these components and 
their failures also is assumed. Figure C-7 illustrates this approach that is similar to the Markov 
models for two components (Figure C-6). 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure C-7    Individual Markov models for M  independent components 

.2.2  Markov Model of a System in Terms of Component Failure 

The Marko  a state wherein there is no 
omponent failure, i.e., the initial system state is , and the transitions to 

ences otherwise 

 Layer (M+1). A fully expanded Markov model of the system consists of all possible 
ombinations of component failures in all possible order of failures, as indicated in Figure C-8. 

 
C

Modes Considering the Order of Failures 
 
The system states thus can be represented by combinations of states of individual components. 

v model we are interested in is that the system starts from
c )0,()0,2()0,1( M

other states that contain them are characterized by the Markov model shown in Figure C-8. 
Each additional failure generates a new system state. In using this model, the order of failures 
should be followed strictly to generate failure sequ different results may be 
produced.  
 
Figure C-8 shows that in Layer 1, there is no component failure, one failure in Layer 2, …, and 
M failures in

CCC L  

c
Understanding the notations of system states in Figure C-8 is very important, wherein 
components with failures always appear before those without failures, and the failures that 

)1,1(λ  C  

)0,1(C  

)1,1(

)0,(MC  

),1( 1NC  ),1( 1Nλ  

)1,M(λ  )1,(MC  

),( MNMλ  
),( MNMC  
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appear first are the ones that occur earlier, e.g., there are two failures in the system 
state )0,1()0,3()1,2(),( −Mji CCCC L  with the order of the failure mode j of Component i followed by 
the failure mode 1 of Component 2. There is no failure in other components of this system state. 
 
 
 Layer 1 Layer 2 Layer 3 Layer (M+1) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure C-8   Markov model of a sys em with t M  components 
 
 
C.2.3  
 

Ana

or the fully expanded Markov model shown in Figure C-8, an analytical solution exists for each 
of the system states.  The Laplace transform of the probability of being in any system state 
shown in Figure C-8 is proved in this section.  Solving a set of coupled differential equations 

lytical Solutions of Arbitrary System States 

F

)0,()0,2()0,1( MCCC L  

)0,()0,3()1,2()1,1( MCCCC L )1,()1,1()1,2()1,1( MM CCCC −L

)0,()0,2()1,1( MCCC L  

)0,()0,2(),1( 1 MN CCC L

)0,1()0,2(),( −MNM CCC
M

L

)0,1()0,2()1,( −MM CCC L

)0,()0,1()0,1()0,3()1,2(),( Miiji CCCCCC LL +−
 

)0,1()0,3() −MCC L,2(),( 2NNM CC
M

),()1,1()1, MNMM CC −L2()1,1( CC

),1(),1(),( 11 NNMNM CCC
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L
−−

)1,1(),1(),( 1
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MM NMNM L
−−

)0,()0,1()0,1()0,3(),2(),( 2 MiiNji CCCCCC LL +−
 

)0,1()0,1()0,1()0,3()1,(),( −+− MiiMji CCCCC LL  
)0,()0,1()0,1()0,2(),( Miiji CCCCC LL +−
 C

 
)0,1()0,1()0,1()0,3(),(),( −+− MiiNMji CCCCCC

M
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directly in the time domain, as done in Section C.1, can be difficult, especiall
f equat s is relatively large.  The Laplace transform is a commonly used technique that 

y when the number 
iono

converts the linear differential equations to algebraic equations in the frequency domain, which 
can be solved easily.  Then, the inverse Laplace transform can be applied to obtain the time 
domain solution.  
 
For a given system state consisting of a sequence of component failures, 

),(),(),( 2211 MM jijiji CCC L , ],0[],,1[
kikk NjMi ∈∈  with Mk ,,2,1 L= . According to our notation, if 

0≠kj and 01 =+kj , then 01 ===+ Mk jj L , indicating that there are k failures in the system. 
he Laplace T transform of probability of s with 

 

tate ),(),(( 22 jijii CCC L), 1j1 MM

0≠kj and 01 ===+ Mk jj L  is given as 
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Certainly, if  i.e., all components of the system are failed in a certain w  
Equation (C-8) becomes 
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Furthermore, if the expansion of the Markov model is stopped (in our study this happens when 
combination of certain failures fail the system) such that the number of failures cont ned  
states is , the probability of system state 

for and , which becomes an end state, is given by 
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            (C- 0) 
 
Proof:  The induction method proves Equations (C-8) and (C-10).  The first step is to show that 
Equation (C-8) holds for system states with one failure only. 
 

1
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Assuming that  a full Markov model of the system was  created, as shown in Figure C-8, the 

ll the possible transitions from the 
initial state of the system is given as )0,()0,2()0,1( MCCC L , which is in Layer 1. The connections 

etween the Layer 1 state and the Layer 2 states indicate ab
initial state to other system states in this figure. It is first assumed that Layer 2 states are not 
end states (that case is addressed later).  
 
The approach here is to solve the differential equations that characterize transitions between a 
set of related states. A Layer 2 state )0,()0,2(),( Mji CCC L  for 0≠j is arbitrarily selected. Clearly, 

CC L is the only precursor of tC he states ,(iC

, that are loca

)0,()0,1()0,1()) Miij CCCC LL +−0,3()1,2( C

n Lay

)0,()0,2(),( Mji

)0,2(),(),( NMji M

, …, 

filled circles in Fig d by thick lines. Special attention sh
be paid to the notations of these state rential equations
inspecting Figure C-8: 
 

 
where the second term in the right side of the second equation represents the transitions from 
the state to all  its associated states in Layer 3. 

 
and we have 
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Considering the initial status of the system, the corresponding Laplace transforms are 
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It is easy to verify Equation (C-11) using Equation (C-8) that gives the same results for states 
 and)0,()0,2()0,1( MCCC L )0, for()0,2(),( Mji CCC L 0≠ 1=k ij (and n Equa

and one failure, respectively. 
 

he second step of the induction method is to assume that Equation (C-8) can give the 

can be represented an

failures and following the same approach used for evaluating the  

n Equa
and one failure, respectively. 
 

he second step of the induction method is to assume that Equation (C-8) can give the 

can be represented an

failures and following the same approach used for evaluating the  

tion (C-8)) with no failure tion (C-8)) with no failure 

TT
probability of a state with )1( −k failures. If it can be shown that another state with k failures also 

 with y states of the system. 
 

tarting from a state of )1( −k

probability of a state with )1( −k failures. If it can be shown that another state with k failures also 
 with y states of the system. 

 
tarting from a state of )1( −k

 (C-8), then this equation holds for  (C-8), then this equation holds for 

SS
states in Layers 1 and 2, the state of )1(states in Layers 1 and 2, the state of )1( −k failures is thus in Layer k and defined as to be S  
= )0,(),(),(),( 112211 Mkkk ijijiji CCCCC L

−−
 . It is assumed that the probability of the state S is given 

by Equation (C-8), i.e., 
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Figure C-9 gives the states in Layer )1( +k that have the same precursor.  An arbitrary state 
R = with failures inside the box of Figure C-9. Two 

t
)0,,(),(),(),(),( 1112211 kkkkk ijijijiji CCCCC L

+−−

cases need to be considered. The firs sta
()0 Mi

CL

t is that 
k

e R is not an end state.  
 

 

Figure C-9   Transitions between intermediate states S and R 
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R is the only precursor of the following states in Layer )2( +k  In this case, we readily find that 
that is not shown in Figure C-9: 

, 

…, 

…, 
. 

 
Therefore, the following equations can be obtained by considering all states that are connected 
to the state
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)0,()0,(),(),(),(),(),( 11112211 −+−− MkMiMkkkk iiNijijijiji CCCCCCC LL

R : 
 

 ,        (C-13) 

 
Substituting given by Equation (C-12) into Equation (C-13) yields   
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That is exactly the same result generated by using Equation (C-8) to evaluate that state 
R =
 
Based on this discussion, Equation (C-8) is satisfactory for assessing the probabilities of any 
system states in Figure C-8. 
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The second case that needs to be considered is that the state R is an end state, i.  
Markov model is not further e

e., the
xpanded for states consisti failures. Then 

quation (C-13) becomes and using the given by Equation (C-12) again we 
have 

ng of more than k
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showing that Equation (C-10)  also is true. This completes the proof of Equations (C-8) and 
(C-10) that are used to calculate the probabilities of any states in the Markov model of a system 

ith M independent components, each with differw ent numbers of failure modes. 

.2.4 Time Domain Solut
 
The poles of Equations (C-8) and (C-10) always are distinct. Therefore, corresponding time 

quation (C-8) can be given in terms of the poles of (C-8). 
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ne of the simplifications of quantifying the failure sequence via the Markov model is to assume 
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The time domain solution of (C-15) then is obtained in a way similar to Equation (C-14). 
 
Another simplification of th ence evaluation is to consider failed components only 
by quantifying the Markov stem consisting  failed components, wherein each of 
the fa

e failure-sequ
model of a sy of

iled components has only one failure mode that appears in the failure sequence. That is, 
r any failure sequence, e.g.,  with ),(),(),( 2211 MM jijiji CCC L 0≠kj and 01 ===+ Mk jj Lfo , a 

corresponding Markov model can be created, as shown in Figure C-10: 
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Figure C-10    Markov model of a system with k components where  
 each component has one failure mode 
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If all the poles of Equation (C-16) differ, the time-domain solution is obtained in the same way as 
indicated in Equation (C-14). However, the inverse Lapl  in Equation (C-16) will not 

e straightforward if multiple identical poles of Equation (C-16) exist. It is assumed that the 
Laplace transform in Equation (C-16) has poles of multiplicity 
b

lν , kl ,,2,1 L= .  A general well-
known time domain solution of Equation (C-16) is  
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simple, its implementation vers rm is solveis not straightforward. Usually, in e Laplace transfo d 
umerically using, e.g., the Gaver-Stehfest algorithm [Abate 1992]. An implementation of the 

Gaver-Stehfest algorithm using Matlab is given in [Srigutomo 2006]. 
 
C.2.5  A Numerical Example of a Four Components System 
 
Here, an example is presented by assuming a system with four components, each having two 
failure modes. For simplicity, the components are represented by ,

n

A B , , and  with 

hown in Figure C-11.  

C D
subscript 1 and 2 indicating the two failure modes. Also, only the portion of the Markov model is 
s
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Figure C-11   Markov model of a system with four independent components 

 
 
 
 
 

 
The following notations are introduced: AC j =),1( , BC j =),2( , CC j =),3( , DC j =),4( with 2,1=j . 

Obviously, 4=M  and 1N  = 2N  = 3N  = 4N  =2. The system state CDAB 211 thus 
becomes )0,3()2,4()1,1()1,2( CCCC . Therefore, 21 =i , 12 =i , 43 =i , 34 =i , 1=j , 2, 11 =j 2 3 =j , 

nd 0=j , which can be substituted into Equation (C-8) to producea 4  
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 system states with no more than thr  failures are of terest, the Markov model will no longer 
e expanded for states with four or more failures, i.e.,  and do not exist, 
nd becomes an end state of the system. It is easy to demon
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