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UNI TED STATES
NUCLEAR REGULATCRY COW SSI ON
OFFI CE OF | NSPECTI ON AND ENFORCEMENT
WASHI NGTON, D.C. 20555

May 4, 1983

| E | NFORVATI ON NOTI CE NO. 83-27;  OPERATI ONAL RESPONSE TO EVENTS CONCERNI NG
DEL| BERATE ACTS DI RECTED AGAI NST PLANT
EQUI PVENT

Addr essees:

Al nuclear reactor facilities holding an operating license (OL) or construction
permt (CP).

Pur pose:

This information notice isprovided as a notification of events which may have
Invol ved deliberate acts directed against plant equipment and a lack of station
procedures concerning response by operating personnel. It isexpected that
recipients will review the information for applicability to their station
procedures. No specific action or response isrequired at this time.

Description of Circunstances

Areview of recent operating reactor eveo.ts indicates that some inproper valve
positioning and instrumentation irregularities may have involved deliberate

acts directed against plant equipnment invital areas. The following isa brief
account of these events

At the first facility, during routine operation, the Control Room Cperator
received a steamgenerator feedwater punp (SGFP) high vibration alarm  Subse
quetitly the SGFP tripped and the operator immediately reduced turbint |oad

to prevent the unit fromtripping. The instrument valves on the [ow vacuum
trip sensing line located outside vital areas were apparently deliberately
repositioned resulting inthe punp trip. rhe licensee concluded that this
deliberate act could have been t result of a labor dispute

At the second facility, during a routine operator tour at approximately 1:00
a.m, a manual valve was found shut inthe comon suction piping to the high
head safety injection (HHSI) punps. The valve was inmmediately reopened. This
val ve, which i schtocked by operators each shift, had been verified open at

about 4:30 p.m the previous day. The chain and padl ock which secured this
valve inthe open position were mssing. Additionally, on the previous day the
manual suction isolation valves of the three auxiliary feed-water punps had been
found unchained and unl ocked inviolation of technical specifications require
mmts. These valves were found intheir normally open position. The notive

behind the actions was not proven, but the actions resulted i nthe HHSI system
bei ng i noperabl e.
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These events, and events at other plants, dermonstrate that the potential for
deliberate acts directed against plant equi pment nust be recognized. 1Inthe
two above events the |icensees were not totally prepared for operational
followp actions. Oher licensees may or may not be prepared to assess the
situation and take necessary steps to assure operability of systems inportant
to safety or nmake decisions concerning continued operation. Cuidelines or
procedures prepared by the licensee outlining a process for followp of both
deliberate and inae'rertent acts with respect to plant operation should be
avai | abl e.

The gui delines and procedures should include a verification of the affected
system(s) alignnent, the systen(s) control logic, and the availability of the

systern(s) mair power supply. Inaddition interrelated systems should be
inspected and selected safety-related electrical panels and cabinets, both in
the plant and inthe control room may require a detailed inspection. If

additional tampering is detected, the l|icensee should be prepared to nake a
deci sion on whether or not continued operation isjustified and whether or not
systems necessary for a safe shutdown are operable.

Operational and security procedures to cope with radiological sabotage and
other threats to safety nust be devel oped inaccordance with 10 CFR 73.55(h) (1)
And Appendix Ccf Part 73. The potential inpact of any deliberate act directed
against plant equi pment nust be evaluated, and actions taken to nitigate the
antici pated safety consequences.

No witten response to this notice isrequired. |f you have any questions
regarding this matter, please contact the Regional Admi nistrator of the
appropriate NRC Regional Ofice, or this office.

Edward L. Jordan, Director

Di vi sion of Emergency Preparedness
and Engi neering Response

Ofice of Inspection and Enforcenent

Technical Contact: Paul R Farron, |E
(301) 492-4766

*SEE PREVI QUS CONCURRENCE
*EAB: DEPER | E  *EAB: DEPER: | E *PPMB: | E | E NVBS D: DEPER | E
PRFarron: nj WM I'|'s RSander s JPartlow RBurnett ELJordan
3/08/83 . 3/08/83 3/17/ 83 3/ 183 3/ 183 3/ 183
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These events, and events at other plants, denonstrate that the potential for
deliberate acts directed against plant equi pnent nmust be recognized. Inthe
two above events the licensees were not totally prepared for operational

fol lowup actions. Qher |icensees may or may not be prepared to assess the
situatlon and take necessary steps to assure operability of systens inportant
to safety or make decisions corncernlng continued operation. Quidelines or
procedures prepared by the licensee outlining a process for followp of both
del i berate and inadvertent acts with respect to plant operation should be
avai | abl e.

The guidelines and procedures should include a verification of the affected
system-s) alignnment, the system(s) control logic, and the availability of the
system(s) main power supply. Inaddition interrelated systems should be inspected
and selected safety-related electrical panels and cabinets, both inthe plant and
I nthe control room may require a detailed inspection. |f additional tanpering

I sdetected, the licensee should be prepared to nmake a decision on whether or not
continued operation isjustified and whether or not systems necessary for a safe
shut down are operabl e.

Operational and security procedures to cope with radiological sabotage and ot her
threats to safety nust he devel oped i naccordance with 10 CFR 73.55(h)(1) and
Appendix Cof Part 73. The potential inpact of any deliberate act directed
against plant equi pment nust be evaluated, and actions taken to mtigate tVe
anticipated safety consequences.

No witten response to this notice isrequired. |fyou have any questions
regarding this matter, please contact the Regional Administrator of the
appropriate NRC Regional Ofice, or this office.

Edward L. Jordan, Director

Division of Energency Preparedness
and Engi neering Response

O fice of Inspection and Enforcement

Technical Contact: Paul R. Farron, |E
(301) 492-4766

*SEE PREVI QUS CONCURRENCE

*EAB: DEPER |E  *EAB: DEPER | E *PPMVB: | E *I E *NMBS '1E
PRFarron: n WM I 1's Msander s JPartlow  RBurnett J an

3/ 08/ 83 3/ 08/ 83 3/ 17/ 83 3/ 183 3/ 163 91/83
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followmp actions. CQher licensees may or may not be prepared to assess the
situation and take necessary steps to assure operability of systens inportant
to safety or nmake decisions concerning continued operation. Quidelines or
procedures prepared by the licensee outlining a process for followp of both
del i berate and inadvertent acts with respect to plant operation should be
avail abl e.

The guidelines and procedures should include averification of the affected
systen(s) alignment, the systen(s) control logic, and the availability of the
systen{s) main power supply. Inaddition interrelated systems should be inspected
and selected safety-related electrical panels and cabinets, both inthe plant and
inthe control room may require adetailed inspection. |f additional tanpering

I sdetected, the licensee should be prepared to make a decision on whether or not
continued operation isjustified and whether or not systens necessary for a safe
shut down are operabl e.

Operational and security procedures to cope with radiological sabotage and other
threats to safety nust be devel oped i naccordance with 10 CFR 73.55(h)(1) and
Appendix Cof Part 73. The potential inpact of any deliberate act directed
against plant equipment nmust be evaluated, and actions taken to mtigate the
anticipated safety consequences.

Edward L. Jordan, Director

Division of Emergency Preparedness
and Engi neering Response

Office of Inspection and Enforcenent

Technical Contact: Paul R. Farron, IE
(301) 492-4766

*SEE  PREVI
*EAB:DEItR IE *EAB: 6EIER | E *PPMB:IE S "* D:DEPER:IE
PRFarron: nj WM | I's RSander s urett ELJordan
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procedures prepared by the licensee outlining a process for followp of both
deliberate and I|nadvertent acts with respect to plant operation should be
avail abl e.

The guidelines and procedures should include a verification of the affected
systen(s) alignment, the systen(s) control logic, and the availability of the

systen(s) main power supply. Inaddition interrelated systens shoul d be inspected
and selected saFety-related electrical panels and cabinets, both inthe plant and
in the control room may require a detailed inspection. |f additional tanpering

i s detected, the licensee should be prepared to make a decision cn whether or not
continued operation isjustified and whether or not systems necessary for a safe
shut down are operabl e.

Operational and security procedures to cope with radiol ogical sabotage and ot her
threats to safety nust be devel oped in accordance with 10 CFR 73.55(h)(1) and
Appendix C of Part 73. The potential inpact of any deliberate act directed

agai nst plant equi pment nust be evaluated, and actions taken to mitigate the
anticipated safety consequences.

Edward L. Jordan, Director

Di vision of Energency Preparedness
and Engi neering Response

Ofice of Inspection and Enforcenent

Technical Contact: Paul R. Farron, IE
(301) 492-4766

*SEE PREVI QUS VWH TE FOR CONCURRENCE
*EAB: DEPER | E *EAB: DEPER | E *PPNB: | E | E NVBS D: DEPER: | E

PRFarron:mj WRMills i RSander s JPartlow RBurnett ELJordan
3/08/83 3/08/83 " 3/17/ 83 3/ 183 3/ 183 3/ /83



LI'ST OF RECENTLY | SSUED
| E I NFORMATI ON NOTI CES

information Date of
Notice No. Subj ect I ssue
83-26 Failure of Safety/Relief 5/ 3/ 83
Val ve Discharge Line Vacuum
Breakers
83-25 Standby CGas Treatment System 4/28/83

Heater H gh Tenperature Trip
Set poi nt  Adj ust nent

83-24 Loose Parts inthe Secondary 4/28/83
Side of Steam CGenerators at
Pressurized Water Reactors

83-23 | noper abl e Cont ai nnment 4] 25
At nosphere Sensing Systens

83-22 Boiling Water Reactor 4/ 22/ 83
Safety/Relief Valve Failures

83-21 Def ective Emergency - Use 4/ 15/ 83
Respi rat or

83-01 Ray Mller, Inc. 4] 15/ 83

Supp. |

83-20 ITT Ginnell Figure 306/307  04/13/33

Mechani cal  Snubber Attach
ment Interference

83-19 General Electric Type HFA 04/ 05/ 83
Relay Contact Gap and Wpe
Setting Adjustnents

83-18 Failures of the undervoltage 04/01/83

trip function of Reactor
Trip System Breakers

01 - Qperating License
CP - Construction Pe nit

Att achment

| N83- 27
May 4, 1983
ssued to

Al power reactor
facilities holding
an QL or CP

All power reactor
facilities holding
an QL or CP

Al PWR facilities
holding an QL or CP

All power reactor
facilities holding
an QL or CP.

Al power reactor
facilities holding
an O or CP.

Al power reactor
facilities holoing

an OL or CP, research
& test reactors,

fuel cycle |icensees,
& Priority |

material |icensees.

0L, CP, Nuc. Fuel
Cycle Lic., Cat. B,
Pri. 1 Mat. Lic.

All power reactor
facilities holding
an L or CP

Al power reactor
facilities holding
an L or CP

Al power reactor
facilities holding
an L or CP
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