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JNS-99-01� 
MEMORANDUM� 

TO: 
FROM: 

ACRS Members ~~/
J. N. Sorense ~ 

DATE: January 14, 1 99 
SUBJECT: Discussion of'Defense in Depth at ACRS Retreat 

I have been assigned to lead a discussion of defense in 
depth at the ACRS retreat on January 27 (Defense in Depth 
Concept in Risk Informed Review under agenda item III). The 
summary of a paper I am working on with Drs. Kress, Powers 
and Apostolakis might provide a useful starting point for 
the discussion. Accordingly, the summary is attached for 
your information. (The paper, which I am in the process of 
completing, has been accepted for presentation at PSA'99 in 
August. ) 

c: J. T. Larkins 
R. P; Savio 
ACNW Members 
ACRS/ACNW Staff 



The Role of Defense in Depth in Risk ~nfor.med Regulation 

Summary Submitted for Consideration by PSA'99 

J. N. Sorensen, Senior Fellow, ACRS* 
G. E. Apostolakis, Member, ACRS* 

T. S. Kress, Member, ACRS* 
D. A. Powers, Member, ACRS* 

Introduction 

The nascent implementation of risk informed regulation in 
the United States suggests a need for reexamination of the 
Nuclear Regulatory Commission's (NRC) defense in depth 
philosophy and its impact on the design, operation and 
regulation of nuclear power plants. The reexamination is 
motivated by two opposing concerns: (1) that the benefits of 
risk informed regulation might be diminished by arbitrary 
appeals to defense in depth, and (2) that the implementation 
of risk informed regulation could undermine the defense in 
depth philosophy. From either perspective, three questions 
are suggested: (1) How is defense in depth defined? (2) How 
should the implementation of risk informed regulation alter 
our view of defense in depth? (3) How can it be determined 
that specific design or regulatory requirements are 
necessary or sufficient to achieve a satisfactory degree of 
defense in depth? 

Current Regulatory Practice 

Defense in depth is a nuclear industry safety strategy that 
began to develop in the 1950s. Currently the term is 
commonly used in two senses, both related to safety 
philosophy. The first is to denote the philosophy of high 
level lines of defense, such as prevent accident initiators 
from occurring, terminate accident sequences quickly, and 
mitigate accidents that are not successfully terminated. 
The second is to denote the multiple physical barriers to 
the release of radioactivity, usually exemplified by fuel 
cladding, primary coolant system, and containment. In 
practice, defense in depth may be applied at the subsystem 
level. 

A framework for discussing the role of defense in depth in 
risk informed regulation is suggested by the NRC's policy 
statement on probabilistic risk assessment (PRA), which 
states in part: 
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liThe use of PRA technology should be increased in all 
regulatory matters . . . in a manner that complements 
the NRC's deterministic approach and supports the NRC's 
traditional defense-in-depth philosophy. II 

The policy statement thus places PRA in a subsidiary role to 
defense in depth. 

Under current regulatory practice, defense in depth is 
embodied in the structure of the regulations and in the 
design of the facilities built to comply with those 
regulations. There is no requirement for defense in depth 
per see The necessary and sufficient conditions are those 
that can be derived from the regulations. Certain 
provisions for safety, for example reactor containment and 
emergency planning, must be made regardless of the 
probability that they may be required. 

In the current model, the use of defense in depth in a risk
informed regulatory system is to reduce both risk and 
uncertainty. PRA provides a measure of the effectiveness of 
all levels of defense in depth against the subset of threats 
modeled in the PRA. Defense in depth is primary, with PRA 
available to measure how well it has been achieved. 

Elevating the Role of PRA 

A new paradigm can be constructed where defense in depth is 
the aggregate of provisions made to compensate for 
uncertainty and incompleteness in our knowledge of accident 
initiation and progression, and to ensure that risk is 
appropriately distributed among the contributors. This 
model is made practical by the development of the ability to 
quantify risk and estimate uncertainty using PRA techniques. 

The process suggested by the new paradigm is: (1) establish 
quantitative acceptance criteria, such as the quantitative 
health objectives, core damage frequency and large early 
release frequency, (2) analyze the system using 
probabilistic methods to establish that the acceptance 
criteria are met, and (3) evaluate the uncertainties in the 
analysis and determine what steps should be taken to 
compensate for those uncertainties. In this view, defense 
in depth serves to increase the degree of confidence in the 
results of the PRA or other analyses supporting the 
conclusion that adequate safety has been achieved. 
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The underlying philosophy here is that the probability of 
accidents must be acceptably low. Everything done to 
achieve sufficiently low accident probabilities is defense 
in depth. 

Proceeding with Risk Informed Regulation 

There appear to be two viable options: 

(1) Reaffirm the high level, structural view of defense in 
depth. 
(2) Recommend defense-in-depth as a supplement to risk 
analysis. 

Option (1) represents the status quo. The articulation and 
implementation of defense in depth to date is consistent 
with the structural model. The role of defense in depth is 
that defined in the PRA policy statement. Option (2) holds 
promise for the most regulatory burden reduction, but 
requires a change in the regulatory structure. The role of 
defense in depth becomes subordinate to PRA. 

* The views expressed in this paper are the authors', and do 
not necessarily represent the views of the Advisory 
Committee on Reactor Safeguards. 


