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October 20, 2008                   SECY-08-0158 
      
 
FOR:     The Commissioners 
 
FROM:   R. W. Borchardt  
   Executive Director for Operations  
 
SUBJECT:  PROPOSAL ON THE POTENTIAL PROGRAM TO PAY CREDIT 

MONITORING SERVICES 
 
 
PURPOSE: 
 
The Commission directed the staff in SRM-SECY-08-0013, dated May 22, 2008, to develop a 
policy on the agency’s use of credit monitoring services following a breach of an individual’s 
personally identifiable information (PII).1  This paper responds to that request.  The staff 
requests that the Commission approve the recommendations set forth in this paper.   
 
SUMMARY: 
 
Federal agencies are responsible for providing information security protection and complying 
with applicable Federal security standards and guidelines.  The Office of Management and 
Budget (OMB) has issued guidelines outlining factors that Federal agencies should consider in  
 
 
 
 
CONTACT:  Donna Sealing, OIS/IRSD 
          (301) 415-5804 
 

                                                
1 Personally identifiable information (PII) refers to information that can be used to identify or contact a 

person uniquely and reliably or that can be traced back to a specific individual.  That is, PII is a person’s 
name in combination with any of the following information—relatives’ names, postal address, personal 
e-mail address, home or cellular telephone number, personal characteristics, Social Security Number, date 
or place of birth, mother’s maiden name, driver’s license number, bank account information, credit card 
information, or any information that would make the individual’s identity easily discernible or traceable. 
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fashioning a risk-based, tailored response to a PII data breach.2  Consistent with this guidance, 
the U.S. Nuclear Regulatory Commission (NRC) PII breach notification policy defines in broad 
terms what the NRC will do if such a breach occurs. 
    
For the reasons discussed below, the staff recommends that the NRC pay for credit monitoring 
services for individuals whose PII has been inadvertently released by the NRC.  This paper 
addresses the rationale for providing credit monitoring services.  Additionally, it discusses the 
need to revise the current breach notification policy by adding a risk analysis formula 
(Enclosure 1).  The NRC breach notification policy Core Management Group3 (CMG) will use 
this risk analysis formula to determine when to offer credit monitoring services to affected 
individuals.  Finally, the paper discusses several options for obtaining credit monitoring services, 
should the Commission decide that doing so is appropriate, as well as two potential scenarios 
serving as benchmarks for estimating the cost of providing those services. 
 
BACKGROUND: 
 
On May 22, 2007, OMB issued Memorandum 07-16, “Safeguarding Against and Responding to 
the Breach of Personally Identifiable Information.”  This memorandum required Federal 
agencies to develop a breach notification policy, but it did not require that Federal agencies 
provide credit monitoring services to individuals affected by a breach of their PII.  On 
September 19, 2007, the NRC issued its PII breach notification policy.  The NRC’s current 
policy does not provide credit monitoring services for individuals. 
 
In September 2007, the Office of the General Counsel (OGC) submitted a legislative proposal to 
the Commission that would authorize the NRC to use appropriated funds to pay for credit 
monitoring services.4  However, in October 2007, the Government Accountability Office (GAO) 
issued an appropriations law decision that called into question the need for such legislation.  On 
December 4, 2007, the Office of the Chief Financial Officer (OCFO) sent a letter to GAO 
requesting an opinion on whether the NRC is authorized to use its appropriated funds to pay for 
credit monitoring services.  GAO issued a decision on April 14, 2008, concluding that the NRC 
could use appropriated funds to purchase credit monitoring services for individuals adversely 
affected by a PII data breach.  This GAO decision eliminated the need for the NRC to seek 
legislation.  (See LR-08-02, “Availability of NRC Appropriations for Credit Monitoring Services,” 
April 17, 2008, in Enclosure 2.)  Subsequently, SRM-SECY-08-0013 directed the staff to 
develop a policy proposal for credit monitoring services.  

                                                
2 Breach, as defined by OMB Memorandum 07-16, refers to loss of PII control amounting to actual or 

potential compromise, including unauthorized disclosure; unauthorized acquisition or access; or any similar 
situation involving unauthorized use through inappropriate PII access (1) potential or confirmed, (2) within or 
outside the agency, and (3) regardless of format, whether physical (paper) or electronic. 

 
3 The NRC established the CMG to review PII breaches and determine appropriate responses.  The CMG 

consists of the General Counsel, the Inspector General, the Chief Information Officer, and the Director of the 
Office of Information Services, or their designees.  CMG membership may be supplemented as needed. 
 

4 See SECY-07-0153, “Legislative Proposals for the 110th Congress.” 
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DISCUSSION: 
 
Establishing and Administering a Credit Monitoring Program   
 
1. Rationale for the Program:  
 
The staff recommends that the Commission approve offering credit monitoring services to 
individuals who could be adversely affected by a PII data breach caused by the NRC.  Such 
credit monitoring services would be offered only when a risk analysis has determined that the 
risk of harm to the individual is high. 
 
In response to OMB Memorandum 07-16, the NRC developed a breach notification plan and 
designated the CMG to coordinate agency responses to a PII data breach.  This plan is 
consistent with OMB guidance.  Although OMB guidance does not require that Federal agencies 
provide credit monitoring services to affected individuals, it recognizes that agencies may wish 
to provide such services as one means of minimizing the harm resulting from a PII data breach.  
Credit monitoring is essential to helping victims of a PII data breach.  Credit monitoring enables 
individuals to track changes in the status of their credit information without continuously 
requesting new versions of their credit reports.  This information is indispensable to discovering 
identity theft.  The free options for credit monitoring that currently exist and are explained in the 
NRC’s current breach notification letter provide for only one report each year from each of the 
three major credit companies.  Three reports per year may be insufficient when there has been 
a data breach involving PII.  Therefore, the availability of an NRC-provided credit monitoring 
option would demonstrate that the NRC is prepared to provide help in an efficient, rational, and 
methodical manner to individuals whose PII has been inadvertently released by the NRC.  
Furthermore, providing such services is consistent with the NRC’s responsibility to protect an 
individual’s personal information and comply with applicable Federal information security 
standards and guidelines.  
 
2. Administering the Program: 
 
The CMG will meet when a PII data breach occurs.  Utilizing the quantitative risk analysis 
formula discussed below, the CMG will decide whether the breach warrants the notification of 
affected individuals.  Should the CMG determine that notification is warranted, it will also 
determine if credit monitoring will be offered and to whom.  The CMG will select the level of 
credit monitoring that best mitigates the risks associated with the breach.  The NRC will offer 
credit monitoring services to individuals when the CMG has determined that the risks associated 
with a PII data breach are assessed as high under the program proposed by the staff.  The 
CMG will contact the Director of the NRC office, or in the case of regional offices, the Regional 
Administrator, that maintained the data or could be responsible for the breach.  The Office 
Director or Regional Administrator will issue the breach notification to the affected individual(s), 
unless the CMG gives other instructions.  If the agency has decided to offer credit monitoring, 
this offer will appear in the notification letter.  The Office of Human Resources may assist by 
providing addresses and contact information for current employees or members of the public 
who must be notified.   
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The Commission would be informed before the provision of credit monitoring services.  The 
CMG will designate a project officer (PO) for the agency to administer the acquisition and 
provision of credit monitoring services to affected individuals.  The PO, working in conjunction 
with the Office of Administration, Division of Contracts, will initiate and oversee the procurement 
of credit monitoring services in the most efficient and economical manner.  The PO will also  
provide follow-up information to the CMG regarding the number of individuals who use the  
service offered. 
 
The Office of Public Affairs (OPA) and the Office of Congressional Affairs (OCA) may participate 
in providing statements to the general public or responding to inquiries from Congress if the 
breach results in the need to notify affected individuals. 
 
3. Quantitative Risk Analysis Formula: 

 
OMB guidance suggests that Federal agencies should adopt a risk-based, tailored approach to 
providing credit monitoring services in the event of a PII data breach.  OMB has developed 
criteria5 that Federal agencies may use as an aid in determining when to notify individuals 
affected by such a breach.  However, the staff believes that these criteria can also be used as 
an aid to determine when and to whom to provide credit monitoring services.  Accordingly, the 
staff has developed the enclosed quantitative risk analysis formula based on these criteria.  
 
The CMG would use the quantitative risk analysis formula to determine the risk score—high, 
medium, or low—for a particular breach.  That score would aid in determining whether to 
provide notification and whether to offer credit monitoring services to affected individuals.  
Under the proposed program, the NRC would provide notification only in the event of a medium-
or high-risk score.  If notification is called for, the CMG would then determine whether to provide 
credit monitoring by using the same quantitative risk analysis formula.  If the quantitative risk 
score is high under that formula, the NRC would offer credit monitoring in its notification.  
 
Methods of Acquiring Credit Monitoring Services 
 
The NRC has several options for acquiring credit monitoring services.  
 
Option 1 
   
The NRC can use normal contracting methods to conduct an open market competition to solicit 
proposals from any interested credit monitoring service.  This would require the NRC to develop 
a statement of work (SOW), issue a solicitation, and evaluate offerors’ proposals submitted in 
response to the solicitation.  This option has the advantage of allowing the NRC to solicit credit 
monitoring services from the greatest number of vendors.  The disadvantage of this option is the  
 

                                                
5 The criteria developed by OMB are the nature of the data elements breached, number of individuals 

affected, likelihood that the information is accessible and usable, likelihood that the breach may lead to 
harm, and ability of the agency to mitigate the risk of harm.  
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potential time required to complete the procurement process and obtain a vendor when time 
may be of the essence.   
 
Option 2 
 
The General Services Administration (GSA) has established blanket purchase agreements 
(BPAs) against the GSA Federal Supply Schedule (FSS) contracts.  Any Federal agency 
wishing to acquire commercial credit monitoring services may use these BPAs.  Agencies can 
select different levels of credit monitoring services depending on the degree of risk resulting 
from a breach and the degree of protection that the agency wishes to offer to affected 
individuals.  There is no cost to the agency until it issues a task order requesting credit 
monitoring services.  However, GSA does charge Federal agencies a three percent service fee 
for using these BPAs.   
 
GSA currently has three firms available under these BPAs.  Enclosure 3 lists the three 
companies that provide a variety of optional credit monitoring services through a GSA BPA.  For 
orders under the micro-purchase threshold (currently $3,000), the NRC can issue a task order 
directly to any of the three current vendors on the GSA BPA.  For orders in excess of the micro-
purchase threshold, the NRC would have to develop a SOW and compete the order among the 
three BPA holders.  Although this would prolong the procurement process, it may still be faster 
than conducting an open market competition.  However, use of the GSA BPA has the 
disadvantage of limiting the NRC’s access to only the vendors participating in the GSA BPA 
program.  
 
Option 3 
 
The NRC can use the GSA FSS program to obtain commercial credit monitoring services.  The 
NRC has identified approximately 20 vendors of commercial credit monitoring services on the 
appropriate GSA schedule.  The NRC can utilize streamlined acquisition procedures to 
purchase credit monitoring services off of the FSS schedule.  However, the NRC would still 
have to develop a SOW and issue a request for quotations (RFQ) and review vendors’ offers in 
response to the RFQ.   
 
The staff has carefully considered the three options outlined above and believes that utilizing 
the GSA BPA program (Option 2) will, in most cases, prove to be the most efficient and cost-
effective method to acquire credit monitoring services for affected individuals.  Use of the 
existing GSA BPA program would eliminate separate contracting and open market costs that 
result when individual agencies search for sources, develop the required technical 
documentation and solicitation, evaluate fewer offers, and make the contract award.  
   
Cost of Providing Credit Monitoring Services 
 
OMB recognizes that providing credit monitoring services can be quite expensive.  The costs 
depend on the number of individuals receiving credit monitoring services and the level of service 
provided to them.  The staff has developed two worst-case scenarios involving significant PII  
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data breaches in an effort to assess the potential financial liability of the NRC if it establishes a 
credit monitoring service program.  The first scenario involves a data breach of the Human 
Resources Management System6 (HRMS), a system maintained by the NRC staff.  The second 
scenario involves a data breach of the Radiation Exposure Information and Reporting System7 
(REIRS), a system maintained by an NRC contractor, Oak Ridge Associated Universities 
(ORAU).  
 
In developing cost estimates based on these two scenarios, the staff used the most 
comprehensive package offered by one of the GSA BPA current vendors, Equifax Credit 
Watch™ Gold with 3-in-1 Monitoring.  This package includes a one year membership service;  
Internet, fax, and U.S. Mail enrollment; Internet or U.S. Mail access methods; daily alerts8; 
Internet, wireless, or U.S. Mail alert method; three-in-one credit reports via U.S. mail or the 
Internet; identity theft insurance of $20,000; and customer care.9   
 
Under scenario one, HRMS maintains the Privacy Act (PA) records of approximately  
11,400 individuals.  The current cost for this Equifax package to provide credit monitoring for 
11,400 individuals is $31.19 per person for one year of coverage.  In a worst-case scenario, if 
the PII of all 11,400 former and current NRC employees were breached and the high-risk criteria 
for credit monitoring services were met, the cost could be approximately $355,566 using the 
current Equifax package price.  
 
In scenario two, the REIRS contains PA records for approximately 1,075,000 individuals.  The 
cost for the same Equifax coverage package specified above, at the sliding scale (more than 
200,000 units), is $28.59 per person for 1 year of coverage.  In a worst-case scenario, if the PII 
of all 1,075,000 individuals were breached and the high-risk criteria for credit monitoring 
services were met, the cost of covering individuals resulting from a full breach of the REIRS 
would be approximately $30,734,250 using the current Equifax package price.   
 
These scenarios assume that 100 percent of the individuals would be directly notified or 
otherwise become aware of the breach and would avail themselves of the credit monitoring 
service.  The staff cannot estimate costs more exactly because it is impossible to know how 
many individuals’ PII would be involved in a data breach or how many individuals would elect 
the credit monitoring services offered by the NRC. 
 

                                                
6 HRMS maintains PA records which include personnel records, training records, and time and labor records. 
 
7 REIRS maintains PA records which include records on individuals who are monitored for radiation exposure, 

were exposed, or may have been exposed to radiation. 
 

8 With most credit monitoring services, a daily alert is prepared to report any changes in the individual’s credit.  
It includes new credit inquiries, new accounts established, name/address changes, new and changes to 
public records, and account balance changes and dormant account activity. 

 
9 The average credit monitoring option was determined by reviewing the services and costs of the three 

companies offered through the GSA BPA.  The option of the company which offered the most 
comprehensive features for the best price was chosen as the average option.   
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Given the great uncertainty in determining the cost associated with providing credit monitoring 
services, it is difficult to address ways to fund these costs.  The NRC has recently received a 
decision from GAO indicating that the NRC may use appropriated funds to pay for such 
services, consistent with applicable OMB guidance, if the agency administratively determines 
that the expense is necessary to mitigate the risk caused by the agency’s inadvertent disclosure 
of PII.  The staff has not identified a source of appropriated funds to cover the costs of providing 
credit monitoring services.  However, agency contingency funds could be used.  If a contractor, 
such as ORAU, were to commit the data breach, the NRC may have legal recourse to recoup 
the cost of credit monitoring services from the contractor.  However, the contractor would likely 
challenge the NRC’s decision to recoup those costs.   
 
If the NRC uses appropriated funds to pay for credit monitoring services, these costs would be 
recovered through the imposition of annual fees under Title 10, Part 171, “Annual Fees for 
Reactor Licenses and Fuel Cycle Licenses and Materials Licenses, Including Holders of 
Certificates of Compliance, Registrations, and Quality Assurance Program Approvals and 
Government Agencies Licensed by the NRC,” of the Code of Federal Regulations 
(10 CFR Part 171).  
   
Practices of Other Federal Agencies   
 
Consistent with the Commission’s direction, the staff has investigated how other Federal 
agencies provide credit monitoring services.  The U.S. Census Bureau and the U.S. Department 
of Commerce (DOC) each has credit monitoring services outlined in its data breach policies 
(Enclosures 4 and 5).  The Transportation Security Administration (TSA) also has implemented 
a credit monitoring program.  When the TSA learned that an external hard drive containing 
approximately 100,000 archived employment records, including name, Social Security Number, 
date of birth, and financial information, was discovered missing from a controlled area at its 
headquarters’ office, TSA offered affected employees one year of free credit report monitoring 
and $25,000 in identity theft insurance (Enclosure 6).  The U.S. Department of Agriculture 
(USDA) also provided free credit monitoring to 150,000 people whose information was exposed 
on the department’s web site (Enclosure 7).   
 
GSA has established Government-wide BPAs that Federal agencies may use to acquire credit 
monitoring services.  On August 14, 2008, an NRC staff member contacted GSA to discuss the 
operation of this BPA.  GSA explained that some agencies have entered into a BPA 
arrangement before the occurrence of a PII data breach.  This enables agencies to respond 
quickly should a breach occur because they have already completed much of the process of 
choosing the vendors and types of credit monitoring plans.  There is no cost to the agency for 
entering into this type of arrangement until it actually requests credit monitoring services from a 
vendor.  Other agencies have opted to wait for a breach to occur before entering into an 
arrangement with one of the vendors on the GSA BPA.  
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COMMITMENT: 
 
If approved, listed below are the actions or activities committed to by the staff in this paper:  
 
(1) Revise the breach notification policy within 60 days to include the  

quantitative risk analysis formula for offering credit monitoring when the risk is assessed 
as high. 

 
(2) Develop appropriate procurement methods for credit monitoring services.   
 
(3) Determine how the PO will administer and maintain the records at the NRC for those 

whose PII has been violated, those who have received notification, and those who have 
accepted credit monitoring services.  

 
(4) The CMG will notify the Commission of staff decisions to offer credit monitoring services 

following PII data breaches and will provide information on resource implications as 
required.  

  
RECOMMENDATION: 
 
The staff recommends that the Commission approve the provision of credit monitoring services 
to individuals when a PII breach results in a requirement to notify the individual(s) and the risk is 
also evaluated as high using the quantitative risk analysis formula.  The staff further 
recommends that the Commission approve incorporation of the quantitative risk analysis 
formula into the NRC PII breach notification policy.  If approved, the breach notification policy 
will be revised within 60 days.  The staff also recommends that the Commission approve the 
establishment of an arrangement to use the GSA BPA when the staff determines that this is the 
most efficient and cost-effective means of providing credit monitoring services.  
 
RESOURCES: 
 
1. No additional full-time equivalent would be required to implement this program. 
 
2. No resources are currently budgeted for fiscal year (FY) 2009 or FY 2010 for credit 

monitoring.  If a breach occurs, the agency would fund credit monitoring services with the 
agency contingency funds.  It is impossible to know what funds would be needed until a 
breach occurs and the number of affected individuals is identified.  In the event a breach 
occurs, the CMG would work with OCFO to immediately identify available resources and 
submit a high-priority funding plan for approval that supports the cost of credit monitoring 
services. 
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COORDINATION: 
 
The OGC has reviewed this package and has no legal objection.  OCFO reviewed this package 
for resource implications and has no objection.  The OPA and the OCA have also reviewed this 
package and have no objections.   
 
 
       
      /RA Darren B. Ash for/ 
 
      R. W. Borchardt 
      Executive Director  

  for Operations 
 
Enclosures: 
1.  Draft of NRC Risk Analysis Formula 
2.  LR-08-02, “Availability of NRC  
     Appropriations for Credit Monitoring 
     Services”  
3.  GSA BPA Memorandum 
4.  U.S. Census Bureau Breach Plan 
     Risk Analysis 
5.  DOC Breach Plan Risk Analysis 
6.  TSA Credit Monitoring  
7.  USDA Credit Monitoring 
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COORDINATION: 
 
The OGC has reviewed this package and has no legal objection.  The OCFO reviewed this 
package for resource implications and have no objection.  The OPA and the OCA have also 
reviewed this package and have no objections.  This paper is non-publicly available due to 
predecisional information pending Commission approval. 
 
 
      /RA Darren B. Ash for/ 
 
      R. W. Borchardt 
      Executive Director  

  for Operations 
 
Enclosures: 
1.  Draft of NRC Risk Analysis Formula 
2.  LR-08-02, Availability of NRC  
     Appropriations for Credit Monitoring 
     Services 
3.  GSA BPA Memorandum 
4.  U.S. Census Bureau Breach Plan 
     Risk Analysis 
5.  DOC Breach Plan Risk Analysis 
6.  TSA Credit Monitoring  
7.  USDA Credit Monitoring 
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