
GENERAL INFORMATION:  SAFEGUARDS, CLASSIFIED, 2.390, and SUNSI INFORMATION 
 
 
Safeguards Information 
 
Safeguards Information (SGI) is information the disclosure of which could reasonably be 
expected to have a significant adverse effect on the health and safety of the public and/or the 
common defense and security by significantly increasing the likelihood of theft, diversion, or 
sabotage of materials or facilities subject to NRC jurisdiction.  (10 CFR 73.4) 
 
 

  
 
 
 
 
 
 
 
SGI includes information describing a licensee’s detailed: 
 

1. security measures for physical protection of licensed radioactive material; 
2. security measures for the physical protection and location of certain plant equipment 

vital to the safety of a facility; 
3. design features of the physical protection system; 
4. operational procedures for the security organization; 
5. improvements or upgrades to the security system; 
6. consequences or weaknesses not yet corrected or generic; and, 
7. information as the Commission may designate. 

 
The fact that security or sensitive information has appeared in public does not render the 
information as “unclassified or decontrolled.” 
 
Security-related information that is legitimately in the public domain is not SGI.  This could 
include: 
 

1. the fact that the licensee has security systems and officers; 
2. the fact that licensee security officers are trained and qualified; 
3. the fact that the licensee needs to protect against certain design basis threats; 
4. the size and compliment of the local and State security response forces; 
5. commercial security equipment specifications, catalogues, and equipment buying 

information data; and, 
6. environmental or geological information. 

 
 
 
 
 
 

Enclosure 3 
 

Another Way to Say It 
 
SGI is sensitive unclassified information that has intrinsic security value 
involving equipment, procedures, communications, analysis, design, or 
response plans used by an NRC licensee to protect licensed radioactive 
material, equipment, programs, or processes. 
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Classified Information 
 

Classified Information is primarily of two categories:  (1) National Security Information (NSI), 
information classified under the National Security Act and in accordance with an Executive Order 
whose compromise would cause some degree of damage to the national security; and (2) 
Restricted Data (RD) information classified by the Atomic Energy Act whose compromise would 
assist in the design, manufacture, or utilization of nuclear energy for military purposes. 
 
In general, Classified Information, as used by the NRC staff, is typically associated with 
radioactive materials that are highly enriched with uranium or plutonium; the structures, systems, 
components, procedures, and information associated with processing, manufacturing, or 
utilization of enriched uranium or plutonium; or with intelligence information that is classified 
pursuant to other statutes, orders, or regulations. 
 
 
10 CFR 2.390 Information 
 
2.390 information is a broad category of types of information that needs to be protected from 
unauthorized disclosure. 
 
2.390 information can be made publicly available if and only if appropriate reviews are done, 
special considerations are met, and in accordance with regulatory requirements. 
 
2.390 states that the following types of documents shall** be exempt from disclosure.  These 
documents are: 
 

1. Classified or controlled by Executive Order; 
2. internal rules and practices of the NRC Commission; 
3. controlled by statue or regulation; 
4. trade secrets and commercial financial information 
5. inter-agency memorandums involving maters of litigation 
6. personnel and medical files; 
7. certain types of law enforcement information; and, 
8. certain types of geological and geophysical information and data. 

 
**  The regulation states that final NRC records and documents shall not, “in the absence 
of an NRC determination of compelling reason for nondisclosure after a balancing of the 
interested of the person or agency urging nondisclosure, be exempt from disclosure” 
except for the information described above. 
 

The 2.390 regulation also states that the following information is considered commercial or 
financial information and shall not be disclosed unless certain provisions are met (10 CFR 9.19).  
This includes correspondence and reports to or from the NRC which contain information 
concerning a licensee’s: 
 

1. physical protection program; 
2. classified matter protection program; 
3. material control and accounting program for special nuclear material; or, 
4. information submitted to the NRC in confidence by a foreign source. 
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Sensitive Unclassified Security-Related Information  (SUNSI) 
 
SUNSI is defined as any information of which the loss, misuse, modification, or unauthorized 
access can reasonably be foreseen to harm the public interest, the commercial or financial 
interests of the entity or individual to whom the information pertains, the conduct of NRC and 
Federal Programs, or the personal privacy of individuals. 
 
SUNSI has seven groups of information: 
 
1. Allegation information 
2. Investigation information 
3. Security-related information 
4. Proprietary information 
5. Privacy Act information 
6. Federal-, State-, foreign government, and international agency-controlled information 
7. Sensitive internal information 
 
Example:  Critical Infrastructure Information (CII) has the same meaning as established in 
section 212 of the CII Act of 2002 and means information not customarily in the public domain 
and related to the security of critical infrastructure or protected systems, including documents, 
records or other information concerning, in part: 
 

Actual, potential, or threatened interference with, attack on, compromise of, or 
incapacitation of critical infrastructure or protected systems by either physical or computer-
based attack or other similar conduct (including the misuse of or unauthorized access to all 
types of communications and data transmission systems) that violates Federal, State, 
local, or tribal law, harms interstate commerce of the United States, or threatens public 
health or safety;  

 
DHS press release dated, February 12, 2007, states, in part:  “…without the information this 
program provides, the government would be unaware of critical vulnerabilities and would be 
unable to adequately respond to an incident.  This could lead to enormous costs associated with 
the disruption, preemption, or destruction of critical infrastructure, as well as personal injuries and 
loss of lives.  Since an estimated 85 percent of the nation’s critical infrastructure is managed by 
the private sector, failure to implement the PCII Program and its essential elements would result 
in the government’s inability to receive and access information about the nation’s critical 
infrastructure.” 
 
 
Security Clearances and Need-To-Know Access 
 
A security clearance is required for Classified and Safeguards Information.  A security clearance 
is not needed for access to SUNSI.  A need-to-know is required for all three categories:  
Classified Information, Safeguards Information, and SUNSI.  This need-to-know is based on 
established and formal NRC processes. 
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