September 10, 2008

Mr. David Lochbaum

Union of Concerned Scientists
1707 H Street NW, Suite 600
Washington, D.C. 20006-3919

Dear Mr. Lochbaum:

I am responding to your letter dated July 24, 2008, regarding the Annual Report to Congress on
the Security Inspection Program for Commercial Power Reactors and Category | Fuel Cycle
Facilities, NUREG-1885, Rev. 1, July 2008 (Annual Report).

In your letter, your first comment noted that two NRC documents, NRC Bulletin 2007-01,
“Security Officer Attentiveness,” and NRC Information Notice 2007-12, “Tactical
Communications Interoperability Between Nuclear Power Reactor Licensees and First
Responders,” were not listed in the Annual Report. It was the NRC'’s intent to list the two
documents you noted in your comment in the Annual Report; however, we failed to include
them. Both of the omitted documents have been publicly available since their issuance dates of
March 2007 and December 2007, respectively. The NRC considers the omitted documents
supplemental information relative to the primary type of information (i.e., security inspection
program results and status), which is required to be included in the Annual Report. Therefore,
the NRC has no plans to add the omitted information in next year’'s Annual Report. The staff
has reviewed NUREG-1885, Rev. 1, and has not identified any other documents to add to the
Annual Report that it believes should also have been included either as required information by
the Energy Policy Act or as supplemental information.

Regarding your second comment concerning the Force-on-Force (FOF) inspection program,
upon NRC notification to licensees of the upcoming dates for the FOF inspection, the licensee
establishes their readiness and resources for the impending inspection which may include
selecting a shift or shifts of trained and qualified armed response personnel to participate during
the FOF inspection. The licensee will take into consideration, when selecting armed response
personnel, the established NRC required work hour controls for security personnel with the
objective of preventing impairment from fatigue due to shift work, excessive overtime, and lack
of rest breaks between shift rotations. The licensee determines the scope of activities desired
to be conducted prior to the FOF inspection (i.e., training on proper response positions from
single post rotations and various scenarios). The NRC understands that armed response
personnel are trained and qualified to the same standard for facility protection from multiple post
locations in accordance with the NRC-approved security plans, and applicable NRC regulatory
requirements. While some elements of the conduct of FOF exercises introduce necessary
artificialities, the NRC staff, similar to your observation, had identified that starting armed
response personnel in the same predetermined response positions for all exercises is an
avoidable artificiality. To address this artificiality, the FOF inspection procedure has been
amended to require the rotation of security officer positions for each of the three exercises. This
would include each security officer rotating through response positions in the normal course of
their duties, thus their response position would not be predictable prior to the exercise week.
This change will go into effect during the 4™ quarter of calendar year 2008.
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The NRC remains committed to working with the industry to improve the realism and
effectiveness of the FOF inspection program and will continue to pursue methods to improve
certain exercise simulations and the controller responses to those simulations.

If you need additional information in this matter, please do not hesitate to contact me.

Sincerely,

/RA/

Roy P. Zimmerman, Director
Office of Nuclear Security
and Incident Response
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