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PROTECTION OF SENSITIVE INFORMATION

1.0 PURPOSE/SCOPE

2.0

3.0

The

esta

urpose of this procedure isto identify responsibilities and to
lish methods for the receipt, mmintenance, management, and control

of access to sensitive and nonsensitive Information.  This Includes
expurgated Quality Technol ogy Conpany (QTC) Enployee Concern Interview
and eval uation files, unaexpurgated files relating to previous TVA
programs while i nthe control of the Watts Bar Nuclear Plant (VBN

Enpl oyee, Concerns Task Group (ECTG), enployee concern files which do not
contain sensitive Information, and ECTG Administrative files.

REERNCES

2.1 Program Procedure ECTG M1, "Enploys* Concerns Task G oup Program

Procedure.”

DEFI NI TI ONS

3.1

3.2

3.3

Sensitive Information - Information that specifically documents the
i nterview process which QIC conducted with TV A enpl oyees and which
further addresses the Investigative process (i favailable) that
resulted from the interviews. ~This data developed during the
interview and any other Information that mght identify the
interviewse will be make (i.e., exPurﬁate) by the contractor or
NIC prior to TVA taking possession of the files. This also includes
any information deomed as Sensitive Information by the ECTO Program
Manager.  Sensitive Information Includes sone unexpurgated |'iles of
previous progranms conducted by TVA

Need to Know - Adeternination made by the ECTG Program
Manager / CEG N PCLA supervision that a proposed recipient's
access to Sensitive Information i snecessary i nthe perfornonce
of official, contractual, or other duties of enploynent.

Security Storaz* Container - The following defin.4 Pb;4sitory is
accept abl e:

3.3.1 Assteel filing cabinet e"uipped with a steel |ocking bar and
a three-position, changeable conbination, General Services
Admini stration (GSA) approved \oadl ock for storage of
Sensitive Information I nabuilding located within a
control led access area (e.g., Central Ofice),
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5.0
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Wrk~int files - Files that are essential to the ECTG Program and- do.
not contain any unexpurgated information but are necessary for
day-to-day operations of the ECTG Program

Administrative Files - Files that are required for the control and
admnistration of the ECTG Program

Sensitive Class 1 Files - Files that may have unexpurgated sensitive
i nformation.

Sensitive Class 2 Files - Files that may have' been expurgated of alll
confidential information and conpleted case files.

Review Area - An area designated for the protective storage
containers and file reviewworktables associated with the
saf ekeeping of the Sensitive Information.

RESPONSI BI LI TI ES

4.1

4.2

4.3

The Enpl oyee, Concerns Task Group (ECTG Program Manager shall
appoint a Control Oficer (CO) who shall be responsible for the
admnistration of the Enployee Concerns Sensitive Information
Program

The ECTG Pro%ram Manager shall nake the final deternination
concerning the classification of and access to docunents. Deci sions
to change the classification of information shall be made by the
ECTG Program Manager on a case-by-case basis.

The CO may designate others, in writing, as Assistant Control
Officers (ACOs). The ACOs shall have the authority to control
access to sensitive I|nformation.

The CO or appointed ACO shall be responsible for the day-to-day
operation of the document control activities and the associated area.

PROCEDURE

5.1

Access To Sensitive Class 2 Files

5.1.1 Except as TVA may authorize (by determining the need to know
- see paragraph 3.2) or as required by law, no person- shall
have access to Sensitive Cass 2 File Information unless the
I ndi vidual has established a *need to know* for the
infoimation and qualifies as one of the following:

5.1.1.1 An enployee, agent, or contractor of TVA, NRC, or
the United States Governnent.
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5.3
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5.1-1.2  Anenber of aduly authorized comttee of the
United States Congress.

5.1.2Z TVA or its Contractor--or any other person having possessi on
of Sensitive Information--have significant discretionary
authority I nmeking the determination that a proposed
recipient's access to Sensitive Information isnecessary In
the performance of official, contractual, or other duties of
employment.

5.1.3 Category Evaluation Goup Heads (CEGH) and the PCLA Staff'
Supervisor shall provide the COwith alist of nasmesa of
individuals fromtheir respective sections/units who are
authorized access on a "need to know basis. This |jst
shoul d be updated on an *as needed" basis.

Access To Sensitive Cass 1 Files Information

5.2.1 Except as authorized Inwiting by the ECTG Program Nanager,
and/or as required by lawor a court of conpetent
Jurisdictional authority, no person shall have access to
Sensitive Cass 1 Information.

Sensitive Information Protection Wileln Use O St or age

5.3.1 Sensitive Infoination docunents shall be under the control of
an individual with authorized access. Docunents shall be
dermed as being "under control" if material |sattended even
though it I'sinfact not constantly being used.

5.3.2 Wen unattended. Sensitive Information docunents shall be
stored inalocked security storage container, as defined
I n paragraph 3.3.

5.3.3 The conbination for the |ocks on the security storage
containers should be issued and protected i na manner that
limts the know edge of |ock conbinations to the CO or ACO
An QO or ACO will change conbinations when a combination |s
required to be changed. The 0O or ACOWill document the
change using Attachment D. The COwill maintain afile of
all Attachment Ds. Lock conbinations should be changed under
the following conditions:

5.3.3.1 Atinme interval not to exceed one year.

5.3.3.2 Wen a conbination issuspected to have been
conprom sed.

5.3.3.3 Wien an individual with know odge of a conbination
| s determned by the CO or ACO to no | onger have a
"need to know', (i.e., transfer, ternination).
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Initial Receipt Of QI6 Files

S.4.1

Upon Initial receipt of the exFur?ated files and associated
documents, the Document Control clerk shall:

S4.1.1 Verify the contents of transmitted packages against
any transmittal documents that nay have been used to
ensure that all documents transmitted were received.

S.4.2.2 The COwill establish and maintain a File Control
Log (Attachment A)

5.4.1.3 File the package i nthe appr'opriate file.

Access To Files

5.5.1

55.2

5.5.3

The authorized file requester shall execute the File Access
Request and Sensitive Information Acknowledgement Form
(Attachment B). The recipient shall be made aware that the
Information i s Sensitive.

The Document Control Clerk, CO or ACO shall:

5.5.2.1 Verify the requester against the Authorized Access
List for Expurgated Sensitive Information or against
written authorization of the Manager of Nuclear

Power or the ECIG Program Manager for Unexpur gat ed
Sensitive Information.

5.5.2.2 File Attachment B.

5523 Pull the file.

5.5.2.4 Execute (inink) the File Control Log.

5.5.2.5 Instruct the requester to work at a review table.

Upon conpletion of the file review, the Docunent Control O erk,
CO or ACO shall:

S.5.3.1 Note the return on the File Control Log.

5.5.3.2 Return the file to the appropriate cabinet..-
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5.6 Fiuin System

5.6.1 The CO shall establish a filing system for the concern file
packages as follows:

5.6.1.1 File inalphanunerical order as received within the
agency or organization from which they were
received, i.e., QIC. El-85-001-Q0I. EX-85-002-00I,
I N-85-C0l - Q0l, 11-85-002-001

5.6.1.2 Filing cabinets located i nthe Central Files shall be
| abel ed as fol | ows:

File cabinets that contain unexpurgated sensitive |
information shall be labeled as Sensitive Cass 1.

File cabinets that contain expurgated sensitive
Information and all conpleted case files shall
be |abeled Sensitive Cass 2.1

File cabinets that contain the administrativel
files shall be labeled as administrative files.

*File cabinets that contain the working filesl
shal | be labeled as working files.|

5.6.2 Access to Working Files/Adninistrative Files

5.6.2.1 Access to the Wrking files/Admnistrative files
shal | be controlled by the 0O, ACO or Docunent|
Control derk.|

5.6.2.2 The Docurment Control Clerk shall place an out card
Inthe files for any file that will be removed from
the Central File Area.l

5.6.2.3 The check-out card shall have the file nunber,
name of individual checking out the file and the
date the file ischecked-out. When the file is
returned the Document Control Cerk shall replacel
the check-out card with the file.l

5.6.2.4 Administrative files will be located i nthe Central

File under the control of the CO ACO or Document!
Control derk.|
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5.6.2.S The Adninistrative files will be separated intol
two (2)categories, "Routine Administrative" and
"Adm nistrative Confidential." The Routinel
Administrative files do not require any approvall
to review the fi'les. The PC&A Supervisor shalll
provide the COwith alist of admnistrative files
that are to be filed as Administrative Confidential.

5.6.2.6 Access to the Administrative Confidential filesl
require approval of the PC&A Supervisor. Wien the_
PC&A Supervisor receives a request to allow an
i ndi vidual access to the Adninistrative Confidential
files, the PC&A Supervisor will notify the CO that
the requestor has authorized access. |

5.6.2.7 Paragraph 5.6.2.3 shall be used for administrative
files renmoved fromthe central files.!|

5.7 Reproduction And Destruction Of Matter Containint Sensitive
Information

5.7.1

5.7.2

5.8 Transm

Expurgated Sensitive Information may be reproduced on pink
paper; however, reproduction should be kept to a mininmum
Unexpurgated Sensitive Information shall not be reproduced
unless required by lawor a court of conpetent jurisdictional
authority and authorized i nwriting by the ECTG Program
Manager. Reproduced material shall be given the sane
protection as original docunents. The request shall be
authorized via the File Reproduction Request form
(Attachment C) and filed inthe File Reproduction Request
Log. Al copies shall be stanpe "COPY' inred ink.

Sensitive Information, when directed by the ECTG Program
Manager, shall be destroyed by shredding.  Shreddedl
material may be disposed of as normal waste.

ssion OF Documents And Material Containing Unexvurt at ed

Sensitive Information

5.8.1

Docunents and material containing Sensitive Information shall
be enclosed | ntwo sealed envel opes or wappers. The inner
envel ope or wapper shall be marked In a conspicuous manner
"Sensitive Information." The outer envel ope and wrapper
shal | contain the intended recipient's name and address, with
no indication that the document Inside contains Sensitive
Information. This package my be transnitted by
messenger/carrier; United States first-class, reégistered,
express or certified mail; or by any Individual authorized
under section 5.0 of this procedure.
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Except under extraordinary conditions, Sensitive _
Information shall be electronically transmitted only with
the approval of the ECTG Program Manager.

The routing of Sensitive Information between sections at
Watts Bar Nuclear Plant or TVA Divisions shall be through
the in-plant or TVA mail or by hand-carrying, and only
with the express approval of the ECTG Program Manager.

Hand-carrying Sensitive Information does not require any
special packaging. as long as the material i s physically
turned over from one person to another and both
I'ndividual s are authorized on a "need to know' basis to
have possession of the material. The person transporting
this material shall ensure the recipient understands that
the docunent(s) they are receiving contain(s) Sensitive
Information. Leaving a Sensitive Informtion package on
someone' s desk does not constitute hand-carrying.

To transmt Sensitive Information inthe in-plant or TVA
mai | system packaging shall be as described | nparagraph
5.8.1 of this procedure.

Aut omatic Data Processing

Expurgated Sensitive Information may be processed or produced on
an Automatic Data Processing (ADP) system provided that the

system i sself-contained within TVA's facilities and requires the
use of an entry code for access to stored information.

Compronmi se O Sensitive Information

5.10.1

The CO or ACQ(s) inreceipt of Sensitive Information or

i ncustodial charge of a Sensitive Information repository
shal | determne suspecteL or confirmed conpromise. Sone
exanpl es of incidents that may be determ ned, suspected,

or confirmed as conprom ses are:

5.10.1.1 Sensitive Information that has been received
but not properly transmtted.

5.10.1.2 Discovery of unsecured (unlocked) repository.

5.10.1.3 Cbservation or evidence of forcible entry into
a Sensitive Information reposi tory.

5.10.1.4 Sensitive information being found i nan
uncontrol l ed area.
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Each section having custodial responsibility for Sensitive
Information shall designate at |east on* individual--upon

determnation of a conpromise--to inventory and report any
| osses or tanpering where applicable.

The CO shall be notified imediately and informed of
details and shall initiate an Investigation to determine
the circunmstances of the incident.

The subsequent Investigation Report shall be placed I nthe
corresponding Sensitive Information .tile.

Per manent St orage

At the completion of the eval uation process/phase of the ECTG

program,

the files shall be transferred to acontrolled storage

facility yet to be determined for permanent storage.

ATTACHVENTS

Attachment A, File Control Log.

Attachment B, File Access Request And Expurgated Sensitive Information

Acknow edgenent

Attachment C, Expurgated Sensitive Information File Reproduction Request.

Attachnent D, Sensitive Information Lock Combination Change Form
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FI LE CONTROL LOG
DATE TIME TIKE NOTES

ACCESSED REQUESTER o)) BY I'N BY (REPRO, ET.
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FILE ACCESS REQUEST AND EXPURGATED SENSI TI VE
INFORMATION ACKNOWLEDGMENT

| hereby request access to case file number

't to understood that access to this information isneeded by ne inthe
conduct of an official inquiry and-that this information~will be treated as
sensitive. | will not discuss this information unless there isa specific
need to know. | further understand that inproper use-or discussion of this
information could result indisciplinary action.

Acknowledged

Date
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EXPURGATED SENSITIVE INFORMATION
FILE REPRODUCTION REQUEST

| hereby request that (umber of copies) of

Pages:

of case file number be reproduiced and released to

Name:

Section: for official use.

It is agreed that upon rel ease (nane)

(unit) "Will become the responsible

custodian of the released information' until such tine as it isreturned to
this Document Control Section.

Aut hori zed:
ECTG Program Manager

Date

Received By Dlate



ECTG A -2
Attachnent D

Page 1 of 1
Revision 3

SENSI TI' VE | NFORVATI ON LOCK COVBI NATI ON CHANGE  FORK

Date Conbi nations Changed:

Conbi nations Changed By:

Reason for Conbination Change:

Conbi nation change conplete and new combinations revealed to all
ACO a
CO Dat e



