UIRTDSTATUS
SMJUCLEAR REGULATORY CO  ONo

Ddcket No(s): See Enclosed List

Addressees Identified on
the Enclosed Listing

SUBJECT: PHYSICAL SECURITY ASSESSMENT ODELS SUBJECT TO THE REQUIREMENTS OF
10 CFR 73.55(a)

Gentliemen:

In the documents "Interim Format and Content for a Physical Security Plan
for Nuclear Power Plants (Draft), = NUREG-0207. February 1977 and “Interim
Acceptance Criteria for a Physical Security Plan for Nuclear Power Plants
(Draft),” NUREG-0220, March 1977, the NRC provided guidance to licensees as
re%ards the demonstration that high-assurance protection against industrial
sabotage will be provided at their nuclear power plants. This demonstration
is required | norder to assure satisfaction of the provisions of 10 CFR
73.55(a). The four enclosures itcluded with this letter contain information
that the NRC staff feels will be helpful to licensees in the demonstration
of high-assurance protection. It should be clearly understood that in trans
mitting this information the NRC staff is not expressing or implying a
mandate that it be used. There are undoubtedy other techniques  that can be
eaployed to provide the required demonstration.

Enclosure 1is_a user's manual for the Estimate of Adversary Sequence
Interruption (EASI) computer model developed by Sandia Laboratories. This

is a very simple model which provides an estimate of the probability that the
physical security force will arrive to interrupt the adversary before s
cessful industrial sabotage can be completed. | nthe back of this manual
there are listings of the EASI model for the SR-52 and HP-67 hand-held cal
culators. The NRC staff has programed the EASI model on a hand-held
calculator and found this a simple and convenient approach.

The NRC staff has also programmed the EASl model in FORTRAN using the Time
séhalnng 002t|on on an IBM-3/0  The FORTRAN listing of this progru is
nclosure 2.

The TSO Physical Protection Model has been developed by Brookhaven National
Laboratory's Technical Support organization and has been used in aslessing
physical security effectiveness at about 20 ERDA and NRC facilities This
mo*el is nonprobabilistic and sin;gg estimates whether the adversary or the
physical security force was successful given that the first detection of in

trusion was_mada : a particular point. The user's manual for the NEWOO
verson of TS0 is Included as Enclosure 3.
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Addressees -2 -

Te IRC staff has iplemented the NEMOO version of TSO on the IBM-370,
using the Time-sharing Option. The FORTRAN listing of this program is
Enclosure 4. It should be noted that the NRC version of TSO has been siapli
fled someihat to eliminate some capability that is not pertinent to the pro
tection of nuclear power plants. The TSO model is not yet available on a
hand-held calculator.

One of the very valuable features of the TSO model is tle extensive data
base of barrier penetration times which is an integral part of the model.
Since the question of tarrier penetration times is an extremely important

one in physical security evaluation, the NRC staff is engaged in verifying
the entries in the T data base. Until this process is complete, use of the
TSO data base as it is now constituted is suggested.

Sincerely,

0. 8. Vassdlo, Assistant Director
for Light Water Reactors

Division of Project Management

Office of Nuclear Reactor Regul ation

Enclosures:

1. NURE6.0184, "User's Guide
for Evaluating Physical
Security Capabilities of
Nuclear Facilities by
the EASI Method," June 1977

2. EASI odel FORTRAN Listing,
18-370

3. NEIMO: ANew TSO Physical
Protection Assessment Model

4. EIOO Version FORTRAN Listing
of 7SO, IBM-370

cc:  See Page 3 (w0 enclosures)



The Toledo Edison Company - 3

cc: Mr. Donald H. Hauser, Esq.
The Cleveland Electric llluminating Company
P.O. Box 5000
Cleveland, Ohio 44101

Gerald Charnoff, Esq.

Shaw, Pittan, Potts & Trowbridge
1800 N St., N.W.

Washington, D.C. 20036

Leslie Henry, Esq.

Ful l er, Seney, Henry and Hodge
301 Madi son Avenue

Tol edo, Chio 43604



LISTlwm Uf AUrESSEES

Huston Ligating & fower Company

ATTU:  4r. 6. i. Qprea, Jr.
Group Vice President

i. U. "ox 1700

mouston, Texas 77uUl

ArnsMass oer a Ltgnt Company
ATTM: ~ Ar. willim Cavlanugh 111
Executive Urector of
wernation a Construction
io. U. sox Sit
Little RocK, ArKansas 721 3

suolic Service Llectric a kias Company

ATT4:  Ar. K. L. 1ltll, enera)l
mtanager, irojects tEngineering
a Construction uroeparent

du ark Place

Mnr, aft Jersey ull4!

aortnern Inaana uoltc service Company

ATT" itr. d. o. Lyle, Vice Presient
ilectric oroauction a Engneering

UZ 0Odonesn Avenue

namwno, InwiOn 4itjS

Juquesne Lignt Company

ATTM:  Ar. Earl J. woolever
vice restaent

4i  Sixur Avenue

Hittsourgp, OenBsylvania tl21v

Tennessee Valley Autornty
ATTh: or. solln millias, Jr.
anager of ower

WU .outr utaOling
Caattunoga, Tennessee J7U1

‘'uolic ervnice Comany of Jsl«aome

ATTs  4r. s ". dorponis
Assistant Vice Drestew -*ucl er
p .. sox "1

ruis, vuliAnO 7-14

Plant
Aliens Creek 1 Z

Arkansas Nuclear One,
Unit 2

Atlantic Generating
Station 11 2

tailly Generating
Station, nuclear |

Seaver Valley Oower
Station, Lnfit

dellefonte Muclear
lant, inits lalL

3laca Fox 1 & I

) ocket No.

SW-466
WU-467

STM 5u-447

6J-J7

%04-436
i0-439

STV 2j-3se
STl yu.37



lllinois owr Company
ATTM:  Mr. L. J. KocO

Vice Presitent
MU Sowth alt. Street
uecator, Illinois 6%

Tesas Utilities 6eneratng Co_mpanz/.

ATTs: rr.i..J. ary, Excutive Vice
iresiant a Generatanager

wlCtryan Tower

Oallas, Texas 75Mul

oo€eToledo Eaison Compan
ATT%: Ar. Lowell E. Roe
Vice President - Facilities
Uevelopent
Eaison Plaz
JU30 aliso Avenue
roleoo, Oflo 43652

Tle_ roledo Edison Company

ATTM: rr. Lowell E. Roe, Vice President
. Facilities evelopment

Elotion Pulaza

JWu "Madon Avenue

Toaleo, ONso 43W6

Inisna a tMicnigm Electric Company
Intan a Micigan Power Company
ATTM:  rr. Joam Tillingnast

Vice Presotent
,. U *ox la
dowl t19 reen Station
on ronr,  ewn Yora lJuud

Oacific "as 6 Electric Company
ATT.. mr. ions C. xorri
vice sresident a ieneral Counsel
771 ealle Street _
San Francisco, California 4-1*6

nilo Etison Company

ATT* 4r. Lynn Firestone
dice rresident

76 Soutan ain Street

Asron, Unto "430*

Plant

Clinton Power
Station, Units 1 %2

Comanche Peak Steam
Electlc Station,
Units 1a 2

Davi s-esse Nucl ear
Station, Unit 1

Davis-*esse Nuclear
Power Station, Units
26 3

Donala C. Cook Nuclear

olant, Unit 2

Olablo Canyon,
units lat

Erie Nuclear Plant
Jnits 1* 2

Docket No.

50-401
50-462

50-445
5U-446

50-346

sU-500
su-01l

50316

5W-275
u-313

ST% iu-5t0
STl so-sdl



1801iaLill, linc.
ATTm: gr. F. U. rutcftinson
vice Prestdent - Power
Engineering
M3 Sewent ‘Aveue
SYork, Mwa Torn luuul

Aississippi Power a Ligpt Company
ATTI: ur. i. L. Stamply

Vice Presldent - Production
P. 0. dox It4U
JaCsscn, “ississippi  3Y2Ub

Power Authority of tne State of Now Yon

ATTI:  Mr. ieorge T. derry

ieneral manager a Chief Engineer

| U ColueDus Circle
a"  York, Mo Yorm luull

Carolina Poer a Light Company
ATTh: mr. J. A. Jones, Executive
Vice President - Engineering
Construction anf Operations
JJ Fayetteville Street
laleign, Mortn Carolina 27buW

Tennessee Valley Authority

AfT*:  eowin dillitas, Jr.
lanager of Power

aju Vower lailoing

Cnattanooga, Tennessee 374ul

argia Power Company
ATTU:  4r. Cnarles F. 4ritaer
vice Preslent - Engineering
P. u. o" «04i
Atlanta, uworgis Ju3uZ

Puclic Service Electric a Gas Copany
AMT: 4r. A. L. 4ittl
leneral anager - Projects
ou ark Place - oom i16 Ap
eanr, New Jersey u7ll

Long Island Lighting Company

ATTx: oir. Ancrew a.*offor*
Vice Presldent

1/6 Last IJ)CountrX a0ao

Ancssville. se  for% llul

Plant
GIBBSAR-tUK

Grand (ulf Nuclear
Station, Units 1 &2

Greene County Nuclear
Power Plant

Shearon Harris Nuclear
Power Plant, Units 1,
2, 4.4

Hartsvillll  Nuclear
Plant, Units 1-4

Edwin I. ratcn Muclear
Olant, Unit i

Hope Cre- Geinerating
Station, Units 1 A |

Jamesport Nuclear Power

Station, Units 1 a 2

uOcT5t .

STN 5u-SO«

5U-416
oU-417

50- 64

5U-4UU
6u-4U1
5U-4U2
Wu-43

3%;-510
Su-blu
u%-521

5u-300

SU-»Si4
5U-~|s3

; T ULbU-516

ST( iu-517



NW inglane Powr Compagny
ATTN: Joseph darringtonf
Project 4anager
U Turnpite foae
estborough, Massachusetts 0151d

Niagara mronti Power Corporation
ATTU: Mr. ierala K. Abodbe

Vice President - Engineering
3MI Erie doulevar rWest
Syracuse, New Yort 13202

Virginia Electric a ower Company
ATTN: Ar. W.L. iProffitt

Senior Vice Presidont - Power
P. U. {'isb60e

tichiMnt. Virginia Z3261
Virginia Electric & Power Company
ATTn: Mr. M. L. Proffitt

benior vice President - Power
P. U. dox &A"66

Ricnmond, Virginia 3261
Arizona Public Service Company
ATTN: Mr. E. E. Vanerunt, Jr.
vice Presioent - Nuclear Services
Ww. sox Lt660
Pnoenix, Arizona suw3b

Portlanm  eneral Electric Company

ATTm: Ar. willlia J. Lindblad
Vice Presioent

bit SoutMwet Al fdr treet

Portlana, uregon 01706

auke Power Company . _
ATTN:  Ar. W. 4. uwen. vice President

uwesi  Engineerng
t. u. dox 4170
Cnarlotte, North Carolina 2042
Cleveland Electric Illuminating Company
ATTN.  Mr. lalwyn 4. 3aviason

vice Prestient - Engineering
v.U. sorsuuu

Cleveland, unto *Flul

Piant

Men England Plant,
Units 1& 2

Nine 1il
Station. Unit 2

North Anna Power Station

Units 1i 2

North Anna Power
Station, Units 3 &4

Palo Verde muclear
ienerating Station
Units 1, 2, 4

Peoole Springs Nuclear
Plant, Units 1A 2

PerKins 1-3

Perry Nuclear Power
Plant, Units 16 2

Point Nuclear

Uocket no.

STn 5u-56u
STN Su-60%

S5W-410

50J-33
5U-339

5U-4U4
3U-405

SIN 5u-527
STN s-3u29

Su-514
5J-513

STN W0-409
STN  U-49u

5u-441



uoltic Service Compan of New nampshire
ATTN: Mr. M. C. Tallman
President
luuU Elm Street
ranchester, New rampshire 03105

Tennessee Valley Authority
ATTN:  Mr. Goodin nilliams, Jr.
Manager ot Power

Biwer duilatng
Chattanooga, Tennessee 3J4ul

Long Islana Lignrting Conpany
ATTa: Ar. Anorew W.doffortd
Vice President
175 tast 0la Country Road
ericxsvi'le, e York 11dul

t%et S&Md 'moer and LigUt Company

ATIN:  Mr. J. :. Mecca, anager
Muclear L;c"**'..g and Safety

Puget Power dutl ing

sellavue, Wasnington wou9u

Mouston Lighting and Power Company

ATT* mr. ii. W. Oprea. jr.
'‘Eecutive Vice President

t. u. foex 17uu

nouston, Texas 77uul

utocnester Uas a Electric Corporation
ATTN:  Mr. A. A. Koprowsal

ay East Avenue

AocOestur, New York 14059

San diego ias a Electric Company

ATTN: Ar. o. N. Colston, Vice
President - Project anagement

P. U. "ox 74

San Diego, California Q2112

Pennsylvania Power a Lignt Company
ATTNE: M. Norman w. Curtis, vice
Prestlent * Engineering a
Construction
SMNortn Nintn Street
Allentown, vennsylvania 11dul

lantl Docket No.

Seaoroot Station, Units b5-443

la?Z2 SU-444
Sequoyah Nuclear Plant, 50-327
Units 1& 2 WJ-328
Shoreha. Nuclear Power 5U-322

Station, Unit 1

Skagit Nuclear Power Su-522
Project, Units 1a 2 5U-523

STN 50U-4e
STN WO0-4i9

Soutn Texas Project,
Units 1 i2

Sterling eower Project STN 5u-405
Unit No. 1

Sundesert Nuclear Plant

Jnits 1A &u54302

Susquenanna St eam
Electric Station.
Units 16 2
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Tenmessee Valley Authority
ATTN: Mr. Godin Williams, Jr.
Manager of Power

»Uldwer Buileingl
CUttanoga, Tennessee 37401

Mnsas ias a Electric Company
ATTo: Mr. ieam L. oester

Vice President - Operations
P. U. dos 2U0
Ilcnita, Kansas 672Ul

Washi ngt on Public Poeram Supply System
ATTN: Mr. 4. U. Strand
anaging 0lrector
P. 0. 6ox 9"
30* George Washington Way
Alchiand, Washington VV352

Washi ngton Public Power Supply System
ATT%: Mr. N. 0. Strana
Managing Director
P. U. Boax v .
3uuu George Washington Way
Alcnland, Washington "452

Washington Public Power Supply System
ATT: M. N.O. Strano
Managing Director
P. U. dox
LU (orge wasnington Wy
IAcnland, Wasnington "V352

The Cincinnati Gas a Electric Company
ATTu: M. Earl A. Borgmann

Vice President - Engineering
P. U. Box u
Cincinnati, Ohio 46201

Plant Docket No.

Watts Bar Nuclear Plant
Units 1 &2

Wolf Creek Generating STN
Station, Unit 1

WPPSS-2
WPPSS | & 4
WPPSS 3 & 5

W H. Zi mer nuclear
Power Station. Unit 1

50-390

50-391

50-4"2

bJ-397

50-463
50-397 -

50- 508
50- 509

50-35d



