July 31, 2008

UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of
PA'INA HAWAII, LLC Docket No. 30-36974-ML

ASLBP No. 06-843-01-ML

~— N N N

Materials License Application

NRC STAFF’'S VAUGHN INDEX AND UPDATES TO DISCLOSURES
REQUIRED BY 10 C.F.R. § 2.336(d) AND 10 C.F.R. § 2.1203(c)

On July 17, 2008, the Board issued an order establishing a schedule for the
remainder of this proceeding. The Board directed that, within fourteen days of its order,
the Staff submit a Vaughn Index in connection with the fourth segment of amended
environmental contention 3, which challenges the terrorism analysis contained in
Appendix B to the Final Environmental Assessment (EA) for Pa’ina’s irradiator. The
Board also directed that, within fourteen days, all parties update their mandatory
disclosures as required by 10 C.F.R. § 2.336(d) and the Staff update the hearing file as
required by 10 C.F.R. § 2.1203(c).

In accordance with the Board’s Scheduling Order, the Staff hereby provides a list
of references for Appendix B and ADAMS accession numbers for all NRC documents.
This list is the same as that attached to Appendix B at the time of its release, except for
one additional document, “Decision-Making Framework for Materials and Research and
Test Reactor Vulnerability Assessments, SECY-04-0222.” This document describes the
security assessment framework used by the NRC to determine whether additional
security measures are warranted for NRC-regulated facilities. The Staff refers to this

framework on pages B-4 and B-5 of the Pa’ina EA.



Except for SECY-04-0222 and the reference authored by Sandia National
Laboratory, “Draft Vulnerability Assessment of Material Facilities” (Sandia Report), all
listed references are publicly available in their entirety. The Staff has also made SECY-
04-0222 and the Sandia Report publicly available to the extent these documents contain
information that is not protected from public disclosure under the Freedom of Information
Act (FOIA), 5 U.S.C. § 552. For portions of SECY-04-0222 and the Sandia report that
are exempt from disclosure under FOIA, the Staff has provided a Vaughn Index listing
redactions to those documents and explaining why the redacted information is exempt
from disclosure.

In connection with the Vaughn Index, the Staff is submitting affidavits affirming
that it conducted line-by-line reviews of SECY-04-0222 and the Sandia Report to
determine what information in those documents is exempt from disclosure under FOIA."

Respectfully submitted,
/RA/

Michael J. Clark
Counsel for NRC Staff

Dated at Rockville, Maryland
This 31° day of July, 2008

' The attached affidavit of Frederick C. Sturz, dated July 31, 2008, explains the redactions in the
Sandia Report, while the attached affidavits of Bernard Stapleton, dated February 13 and April
18, 2008, explain the redactions in SECY-04-0222.
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July 31, 2008
UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of
PA’'INA HAWAII, LLC Docket No. 30-36974-ML

(Materials License Application) ASLBP No. 06-843-01-ML

~— N N N S N

AFFIDAVIT OF FREDERICK C. STURZ

I, Frederick Sturz, do hereby state as follows:

1. I am employed by the Nuclear Regulatory Commission (NRC), Office of Nuclear
Security and Incident Response (NSIR), Division of Security Policy. Since July 2002, | have
held the position of Senior Safeguards Technical Analyst. In this position, | am responsible for
evaluating potential radiological consequences from the loss of control, theft, diversion,
sabotage and improper disposition of radioactive materials and evaluating policies related to

protective strategies against malevolent uses of radioactive material.

2. | hold a Master’s degree in Environmental Engineering from Rensselaer Polytechnic

Institute and a Bachelor’s degree in Nuclear Engineering from Pennsylvania State University.

3. Prior to my position as Senior Safeguards Technical Analyst, | worked in the NRC’s
Office of Nuclear Material Safety and Safeguards (NMSS) for approximately 20 years and with
the United States Environmental Protection Agency’s Office of Radiation Protection for more
than 3 years. During my tenure with NMSS, | worked on projects related to licensing of
Independent Spent Fuel Storage Installations, spent fuel storage cask design approvals,
transportation package approvals, sealed source and device registrations, exempt distribution
and general licensing, and specific licensing of industrial and medical uses of radioactive

material.



4. Over the past six years my work has focused on security enhancements for radioactive

materials.

5. I have been an authorized NRC derivative classifier for over five years. This means |
have the authority to designate information as safeguards information pursuant to Section 147

of the Atomic Energy Act of 1954, as amended, 42 U.S.C. § 2167.

6. In connection with the NRC Staff's Environmental Assessment (EA) for the irradiator
proposed by Pa’ina Hawaii, LLC, | was a principal contributor to Appendix B of the Final EA,

“Consideration of Terrorist Attacks on the Proposed Pa’ina Irradiator.”

7. In helping prepare Appendix B, | relied on my professional experience, training and

education, as well as the references listed on page B-8 of Appendix B.

8. The list of references on page B-8 is complete, except for one document, “Decision-
Making Framework for Materials and Research and Test Reactor Vulnerability Assessments

SECY-04-0222" (SECY-04-0222) (ADAMS Accession No. ML080440119).

9. The NRC Staff redacted SECY-04-0222 and made this reference publicly available with
an accompanying Vaughn Index during the proceeding in Pacific Gas and Electric Company
(Diablo Canyon Power Plant Independent Spent Fuel Storage Installation), Docket No. 72-26-
ISFSI. The ADAMS Accession Number for SECY-04-0222 is ML080440119, and a copy of the
document is attached to this pleading with its accompanying Vaughn Index. The NRC Staff has
previously provided a declaration affirming that redactions to SECY-04-0222 were made
consistent with exemptions from disclosure specified in the Freedom of Information Act (FOIA),

5U.S.C. § 552. (ADAMS Accession No. ML080450260.)

10. SECY-04-0222 describes the security assessment framework used by the NRC to
determine whether additional security measures are warranted for NRC-regulated facilities. In

the Pa’ina EA, the NRC Staff referred to the security assessment framework in the



“Vulnerability” discussion on pages B-4 and B-5 in order to explain that the NRC continually
evaluates potential threats to NRC-licensed facilities and, as needed, requires licensees or

applicants to implement additional security measures.

11. Security assessments relevant to radioactive materials facilities were conducted as part
of the “Draft Vulnerability Assessment of Material Facilities,” Sandia National Laboratory
(Sandia Report). The NRC Staff referred to these assessments, and also to SECY-04-0222,
when it mentioned “security assessments” in the “Vulnerability” section of the Pa’ina EA, at

pages B-4 and B-5.

12. The NRC Staff also took the Sandia Report into account in the “Consequences” section
of the EA, both in the discussion of potential consequences linked to sabotage at pages B-5 and
B-6, where the Sandia Report is cited, and in the general discussion of consequences related to
Radiological Exposure Devices (REDs) and Radiological Dispersal Devices (RDDs or dirty
bombs) at page B-6, where the Sandia Report was not specifically cited but where other

references were cited.

13. As part of my responsibilities for preparing the document disclosures in this proceeding, |
personally conducted a line-by-line review of the Sandia Report, identifying information that
must be withheld from public disclosure in the interest of public health and safety or national

security, and designated the withheld information pursuant to FOIA exemptions.

14. | have determined that disclosure of the information redacted from the Sandia Report
would cause harm to public health and safety as it would provide information that could aid an
adversary in circumventing the law through an act of sabotage, theft or diversion directed

toward a radioactive materials facility.

15. Further, | have determined that all information reasonably segregable from information

exempt from disclosure has been disclosed.



16. | declare, under penalty of perjury, that the foregoing is true and correct, to the best of

my knowledge, information, and belief.

/Original Signed by/

Frederick C. Sturz

Executed in Rockville, Md.
this 31%'day of July 2008



February 13, 2008
UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of

PACIFIC GAS AND ELECTRIC COMPANY Docket No. 72-26-ISFSI

(Diablo Canyon Power Plant Independent ASLBP No. 08-860-01-ISFSI-BD01

Spent Fuel Storage Installation)

— e N N

AFFIDAVIT OF BERNARD STAPLETON

I, Bernard Stapleton, do hereby state as follows:

1. | am employed as the Senior Program Manager for the Safeguards Information program
at the Nuclear Regulatory Commission (NRC). | have worked in this capacity for five years. |
am also an authorized NRC classifier and have authored several guidance documents involving
Safeguards Information and classified topics. Prior to joining the NRC, | worked as a National
Security Advisor in the Department of Energy's classification office. | have also represented the
NRC staff before several Atomic Safety Licensing Board hearings on information security and
spoken before the Federal Appeals Board on information protection on behalf of the Department
of Justice.

2. As part of their responsibilities in preparing the document disclosures for this
proceeding, NRC staff members reviewed all of the unclassified portions of documents line-by-
line and identified information which should be withheld from public disclosure pursuant to
Freedom of Information Act (FOIA), 5 U.S.C. § 552, exemptions.

3. I have personally reviewed all of the documents in Attachment A except “Results of a
Large Impact into a Field of Holtec HI-STORM Spent Nuclear Fuel Storage Casks,” which
Joseph Rivers reviewed, and have determined that the Staff has properly invoked FOIA
exemptions to withhold information which cannot be made public in the interest of national
security.

4. | have determined that disclosure of the withheld information would cause harm to the
public health and safety as it would provide information which could aid an adversary in
circumventing the law by sabotaging an Independent Spent Fuel Storage Installation.

5. Further, | have determined that all information reasonably segregable from information
exempt from disclosure has been disclosed.



6. | declare under penalty of perjury that the foregoing is true and correct to the best
of my knowledge, information and belief.

/Original Signed By/

Bernard Stapleton
Executed in Rockville, MD
this 13" day of February, 2008



April 18, 2008
UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of

PACIFIC GAS AND ELECTRIC COMPANY Docket No. 72-26-ISFSI

(Diablo Canyon Power Plant Independent ASLBP No. 08-860-01-ISFSI-BD01

Spent Fuel Storage Installation)

— e N N

AFFIDAVIT OF BERNARD STAPLETON

I, Bernard Stapleton, do hereby state as follows:

1. | am employed as the Senior Program Manager for the Safeguards Information program
at the Nuclear Regulatory Commission (NRC). | have worked in this capacity for five years. |
am also an authorized NRC classifier and have authored several guidance documents involving
Safeguards Information and classified topics. Prior to joining the NRC, | worked as a National
Security Advisor in the Department of Energy's classification office. | have also represented the
NRC staff before several Atomic Safety Licensing Board hearings on information security and
have spoken before the Federal Appeals Board on information protection on behalf of the
Department of Justice.

2. This affidavit is written to respond to the issues regarding the propriety of the Freedom of
Information Act (FOIA), 5 U.S.C. 8 552, redactions raised in “San Luis Obispo Mothers for
Peace’s (SLOMFP’s) Response to NRC Staff's Vaughn Index, Request for Leave to Conduct
Discovery Against the NRC Staff, Request for Access to Unredacted Reference Documents,
and Request for Procedures to Protect Submission of Sensitive Information.”

3. As part of their responsibilities in preparing the document disclosures for the “NRC
Staff's Response to Commission Order to Provide Reference List and Vaughn Index,” dated
February 13, 2008, (Ref. 1), the NRC staff reviewed the unclassified portions of SECY-04-0222,

“Decision-Making Framework for Materials and Research and Test Reactor Vulnerability



-2-

Assessments” (“SECY-04-0222") (Ref. 2), line-by-line and identified information which should be
withheld from public disclosure pursuant to FOIA exemptions.

4. | personally reviewed SECY-04-0222 and certified that all of the information reasonably
segregable from information exempt from disclosure was released, and that the FOIA
exemptions invoked by the Staff were proper.

5. The Vaughn Index states that phrases on page 5 of SECY-04-0222 were withheld
because they contain "internal NRC analysis of a specific security feature which would aid an
adversary if disclosed.” (Ref. 1 at 130). At the time they were redacted, the Staff believed that
this information could aid an adversary if disclosed. Upon further review of those two
redactions, | have determined that they are not of such a sensitive nature that they cannot be
released.

6. Table 1, “Activity-Specific Attractiveness Category Ranking Matrix,” appears on page 3
of Attachment 2 to SECY-04-0222. The title, which should not have been redacted, was
inadvertently redacted when the table, which was properly withheld, was cut out of the
document. However, as the title of the table is identified on page 2 of Attachment 2, no
releasable information was withheld. The Staff withheld the information under FOIA exemption
2 because it is "NRC Staff guidance for using the framework methodology to estimate potential
consequences." (Ref. 1 at 131). Specifically, the matrix is used by the Staff as part of its
assessment of the attractiveness of certain scenarios to adversaries. The table contains
specific parameters placed into the matrix including iconic value, complexity of planning,
resources needed, execution risk, and public protection measures. Upon reviewing these
redactions, | still believe that if the information in the table were disclosed, it would provide
adversaries with additional information to form sabotage scenarios based on how the United
States protects potential targets.

7. | declare under penalty of perjury that the foregoing is true and correct to the best

of my knowledge, information and belief.



References

1. NRC Staff's Response to Commission Order to Provide Reference List and Vaughn Index,”
dated February 13, 2008. (ADAMS Accession No. ML080450260).

2. SECY-04-0222, “Decision-Making Framework for Materials and Research and Test Reactor
Vulnerability Assessments,” (ADAMS Accession No. ML080440119). (Document 8 in the Staff's
Reference List).

/Original signed by/

Bernard Stapleton

Dated at Rockville, Maryland
this 18" day of April, 2008.



July 31, 2008

Thomas S. Moore Anthony J. Baratta

Administrative Judge Administrative Judge

Atomic Safety and Licensing Board Panel Atomic Safety and Licensing Board Panel
U.S. Nuclear Regulatory Commission U.S. Nuclear Regulatory Commission
Washington, D.C. 20555 Washington, D.C. 20555

Paul Abramson

Administrative Judge

Atomic Safety and Licensing Board Panel
U.S. Nuclear Regulatory Commission
Washington, D.C. 20555

In the Matter of
PA’INA HAWAII, LLC
(Honolulu, Hawaii Irradiator Facility)
Docket No. 30-36974-ML; ASLBP No. 06-843-01-ML

Dear Administrative Judges:
Pursuant to 10 C.F.R. §§ 2.336 and 2.1203, enclosed please find an update to the

Staff's hearing file index in this proceeding, along with an affidavit dated July 31, 2008, from
Jack E. Whitten, Chief, Nuclear Materials Safety Branch B, Division of Nuclear Materials Safety,
Region IV. This update includes two documents, one of which is not yet available through the
NRC’s Agencywide Documents Access and Management System (ADAMS). For the document
not yet available through ADAMS, the Staff is providing electronic and paper copies to
addresses on the service list. The Staff expects this document to be available through ADAMS
within the next five business days.

Sincerely,

/RA/

Michael J. Clark

Counsel for the NRC Staff
Enclosures: As stated
cc w/encls:  David L. Henkin Michael Kohn Office of Commission

Fred Paul Benco Office of the Secretary Appellate Adjudication
Johanna Thibault Lauren Bregman
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UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of
PA’'INA HAWAII, LLC Docket No. 30-36974

ASLBP No. 06-843-01

Materials License Application

AFFIDAVIT OF JACK E. WHITTEN

I, JACK E. WHITTEN, do hereby state as follows:

1. | am employed as the Chief, Nuclear Materials Safety Branch B, Division of Nuclear
Materials Safety, in the Nuclear Regulatory Commission’s Region [V office in Arlington, Texas.
Among my responsibilities, | managedrthe review of Pa'ina Hawaii, LLC’s application fora
materials license. | am also managing the preparation of the hearing file and mandatory
disclosures in connection with this proceeding.

2. | hereby certify that all relevant materials required to be disclosed pursuant to

10 C.F.R. § 2.336 and 10 C.F.R. § 2.1203 have been disclosed, and that the disclosures are

accurate and complete as of the date of this certification. P
3. | declare under penalty of pe/rjliry that the foregoing is-true and gorrect to tfpe best

/
of my knowledge, information and b:elief.

Executed in Arlington, TX
this 29" day of July, 2008



July 31, 2008

UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of

PA'INA HAWAII, LLC Docket No. 30-36974

Material License Application ASLBP No. 06-843-01

NOTICE OF APPEARANCE

Notice is hereby given that the undersigned attorney herewith enters an appearance in the

captioned matter in accordance with 10 C.F.R. § 2.314(b).

Name: Molly L. Barkman

Address: U.S. Nuclear Regulatory Commission
Office of the General Counsel
Mail Stop: 0O-15-D21
Washington, D.C. 20555-0001

Telephone Number: (301) 415-1117

Fax Number: (301) 415-3725

E-Mail address: mib9@nrc.gov

Admissions: Commonwealth of Pennsylvania
Name of Party: NRC Staff

Respectfully submitted,

/RA/

Molly L. Barkman
Counsel for the NRC Staff

Dated at Rockville, Maryland
this 31%' day of July, 2008.



UNITED STATES OF AMERICA
NUCLEAR REGULATORY COMMISSION

BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the Matter of
PA’'INA HAWAII, LLC

Material License Application

Docket No. 30-36974-ML

ASLBP No. 06-843-01-ML

CERTIFICATE OF SERVICE

| hereby certify that copies of the following documents have been served on the
recipients listed below by deposit in the United States mail; through deposit in the
Nuclear Regulatory Commission’s internal system as indicated by an asterisk (*), and by
electronic mail as indicated by a double asterisk (**) on this 31 day of July, 2008: “NRC
STAFF'S VAUGHN INDEX AND UPDATES TO DISCLOSURES REQUIRED BY

10 C.F.R. § 2.336(d) AND 10 C.F.R. § 2.1203(c)” and “NOTICE OF APPEARANCE OF

MOLLY L. BARKMAN.”

Thomas S. Moore, Chair * **
Administrative Judge

U.S. Nuclear Regulatory Commission
Mail Stop: T-3 F23

Washington, D.C. 20555

E-Mail: thomas.moore@nrc.gov

Paul Abramson * **

Administrative Judge

U.S. Nuclear Regulatory Commission
Mail Stop: T-3 F23

Washington, D.C. 20555

E-Mail: paul.abramson@nrc.gov

Office of the Secretary * **

ATTN: Rulemakings and Adjudication Staff
U.S. Nuclear Regulatory Commission

Mail Stop: O-16C1

Washington, D.C. 20555

E-mail: HEARINGDOCKET@nrc.gov

Anthony J. Baratta * **
Administrative Judge

U.S. Nuclear Regulatory Commission
Mail Stop: T-3 F23

Washington, D.C. 20555

E-Mail: anthony.baratta@nrc.gov

Office of Commission Appellate
Adjudication *

U.S. Nuclear Regulatory Commission
Mail Stop: O-16C1

Washington, D.C. 20555

David L. Henkin, Esq. **
Earthjustice

223 South King Street, Suite 400
Honolulu, HI 96813

E-mail: dhenkin@earthjustice.org

Michael Kohn, President
Pa’ina Hawaii, LLC

P.O. Box 30542
Honolulu, HI 96820


mailto:thomas.moore@nrc.gov
mailto:paul.abramson@nrc.gov
mailto:HEARINGDOCKET@nrc.gov
mailto:anthony.baratta@nrc.gov
mailto:dhenkin@earthjustice.org

Fred Paul Benco **

The Law Offices of Fred Paul Benco
Suite 3409 Century Square

1188 Bishop Street

Honolulu, HI 96813

E-mail: fpbenco@yahoo.com

Lauren Bregman * **

Law Clerk

Atomic Safety and Licensing Board Panel
Mail Stop: T-3F23

U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

E-mail: laurenbregman@nrc.gov

/RA/

Michael J. Clark
Counsel for NRC Staff


mailto:fpbenco@yahoo.com
mailto:laurenbregman@nrc.gov
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