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TWG #7 Meetings

Participation:

NRC Staff—I&C, Criticality Safety, & FCSS
Division Management

NEI Management Staff

Fuel Cycle Industry Representatives from
GNF-A, AREVA, and Westinghouse
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8 Worklng Meetings Held to date:

* October 15, 2007 — Organizational Meeting
 November 16, 2007 — Statement of Problems
 December 12, 2007 — Problem Refinement

« January 30, 2008 — Independence of IROFS

* February 29, 2008 — Independence/Reliability
 March 27, 2008 — LOPA/IEC 61511 Discussion
* April 30, 2008 — Issue ISG-PS3 for Comments
« May 29, 2008 — Software Qual./Cyber Security
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Problem Statements ldentified

Cyber Security

Adequate Diversity, Defense-in-Depth
Criticality Safety, Independence
Communications Isolation, Separation
Software Quality Assurance

oL~
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Cyber Secu rity

* Draft ISG Issued for Comments —based
on guidance contained in recently issued
Draft Regulatory Guide DG-5022, “Cyber
Security Programs for Nuclear Facilities”

 Remaining Work: Need to Confirm NRC
Policy Applicability to Fuel Cycle Facilities
with Office of Nuclear Security and
Incident Response
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Adequate Diversity, Defense-in-Depth

* No Draft ISG yet. Plan to provide
guidance for Defense-in-Depth based on
criteria used in Layer of Protection
Analysis (LOPA) methods similar to what
Is currently addressed in OSHA regm’ts.

* Diversity Analysis to be based on criteria
described in NUREG/CR-6303, and
SECY 93-087
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Crltlcallty Safety/Independence

e Draft ISG issued for comments

« Guidance for Design of Digital 1&C used
for IROFS that perform Criticality Safety
functions are more stringent than for non-
criticality safety functions.

 Criticality Safety applications must
demonstrate greater degree of
independence for meeting the double
contingency principle
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Communications Isolation/Separation

* No Draft ISG yet

* Plan to utilize criteria developed for
communications channel separation

within Digital I&C TWG#4 for Highly
Integrated Control Room Communication

« Safety/non-Safety signals may be
combined into same HMI, but must be
iIsolated via qualified signal isolation
device
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Software Quality Assurance

e Draft ISG Issued for Comments

» Criteria for Achieving High Quality based on
NQA-1-95a methods:
— Specific Requirements for Various Lifecycle Phases
— V&V Process—Testing & Validation of Modules
— Configuration Control Procedures
— Documentation Requirements
— Verification Reviews
— Problem Reporting/Corrective Action
— Access Control
— Procurement/Commercial Dedication Process
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Plan Forward

* Continue Developing ISGs
» Continue with Monthly Meetings
* Visit GNF-A, Westinghouse, AREVA-

Richland |&C Engineering, Maintenance,

and Licensing staffs

» Estimated Completion of all ISG's:
November 30, 2008
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