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UNITED STATES
NUCLEAR REGULATORY COMMISSION
ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
WASHINGTON, DC 20555 - 0001

May 20, 2004
MEMORANDUM TO: G. Apostolakis,
S. Rosen,
FROM: B.P. Jain, Senior Staff Engineer
ACRS/ACNW
SUBJECT: DRAFT MEETING MINUTES OF THE ACRS JOINT

RELIABILITY & PROBABILISTIC RISK ASSESSMENT AND HUMAN
FACTORS SUBCOMMITTEES MEETING, APRIL 22, 2004,
ROCKVILLE, MARYLAND

Attached is a working draft meeting minutes of the ACRS joint Subcommittees on Reliability
and Probabilistic Risk Assessment and on Human Factors held on April 22, 2004, with
representatives of the staff and its contractors. The purpose of this meeting was to review the
staff’'s proposed guidance on ‘Good Practices for Implementing Human Reliability Analysis
(HRA)’ and development of data for Human Event Repository and Analyses (HERA).

Please review and provide me your comments as soon as possible in order the Minutes can be
certified by May 28, 2004, my last day with the ACRS.

cc: ACRS Members
J. Larkins
R. Caruso
S. Duraiswamy
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George Apostolakis Certified 06/01/2004
Stephen Rosen 06/01/2004

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
JOINT RELIABILITY & PROBABILISTIC RISK ASSESSMENT AND HUMAN FACTORS
SUBCOMMITTEE MEETING
GOOD PRACTICES FOR IMPLEMENTING HUMAN RELIABILITY ANALYSIS (HRA)
APRIL 22, 2004
ROCKVILLE, MARYLAND

Introduction

The ACRS Subcommittees on Reliability and Probabilistic Risk Assessment and on Human
Factors held a joint meeting on April 22, 2004, with representatives of the staff and its
contractors. The purpose of this meeting was to review the staff's proposed guidance on ‘Good
Practices for Implementing Human Reliability Analysis (HRA)’ and development of data for
Human Event Repository and Analyses (HERA). Mr. Bhagwat Jain was the Designated Federal
Official (DFO) for this meeting. The meeting was convened at 8:30 a.m. and adjourned at

3:15 p.m.

Attendees
ACRS Members/Staft NRC Staff Contractors and Industry
George Apostolakis( Co- Erasmia Lois (RES) Bruce Hallbert (INEEL)
Chairman)
Stephen L. Rosen (Co- Susan Cooper (RES) Alan Kolaczkowski (SAIC)
Chairman)
Graham Leitch (Member) David Lew (RES) Andreas Bye (Halden

Reactor Project)

Dana Powers (Member) Andy Kugler (RES) John Forester (SNL)
Mario V. Bonaca (Member) William Krotiuk (RES) Jeff Brewer (SNL)

Thomas S. Kress (Member)  Selim Sancaktar (RES)

Victor R. Ransom (Member)  J. Bongarra (NRR)

Bhagwat Jain (DFO) Lumbros Lais (NRR)
Jiang Hong (NRR)

A complete list of all attendees is attached to the Office copy of these Minutes.



The presentation slides and handouts used during the meeting are attached to the Office Copy
of these minutes. The subcommittee received neither written comments nor requests for time
to make oral statements from mermnbers of the public.

Background

The staff has developed a Draft Letter Report (JCN W6994), “Good Practices for Implementing
Human Reliability Analysis (HRA),” dated April 6, 2004. The draft letter report is intended for
performing and reviewing HRAs and as a supporting document to Regulatory Guide 1.200, “ An
approach for Determining the Technical Adequacy of Probabilistic Risk Assessment Results for
Risk-Informed Activities.” Regulatory Guide 1.200 describes an acceptable approach for
determining the technical adequacy of PRA results for risk informed activity, and reflects and
endorses guidance provided by available documents such as the American Society of
Mechanical Engineers standard for PRA and the Nuclear Energy Institute PRA Peer Review
Process Guidance (NEI-00-02). Since the guidance provided in these documents is at a high
level, there is a need to develop more detailed guidance. The staff’'s Draft Letter Report is
intended to fulfill this need. The staff is seeking Committee’s views on the Draft Letter Report
and concurrence for publishing it for public comment.

Opening Remarks ( G. Apostolakis and S. Rosen , ACRS)

Co-Chairman Apostolakis convened the meeting and summarized the agenda and the purpose
of the meeting.

Staff introduction (Erasmia Lois, RES)

Dr. Lois provided an overview of the HRA program. She stated that the staff will discuss the
status and results of HRA activities that include HRA good practices, quantification of A
Technique for Human Event Analysis ( ATHEANA), plans for improving ATHEANA practices,
human event repository and analysis, and Halden reactor project HRA activities.

A. HRA Good Practices (A. Kolaczkowski, SAIC, E. Lois. NRC-RES. S. Cooper, NRC-
RES, J. Forester, SNL)

Mr. Kolaczkowski stated that the purpose of the guidance regarding ‘Good Practices for
Implementing Human Reliability Analysis’ is to ensure some level of consistency and quality in
HRA analyses and their review.

Dr. Apostolakis stated that the report will benefit from a formal peer review by domestic and
international experts. Their participation in the development of the report will provide the
additional, and very important, benefit of contributing to its acceptance by the international
community. Therefore, the staff should organize such a review. Dr. Lois stated that the staff will
discuss this with its management.

Dr. Lois mentioned that the staff’'s “HRA Good Practices” guidance is being developed in two
phases. The first phase is the development of this “HRA Good Practices” document which has
been prepared on the basis of the staff’'s experience and lessons learned from developing HRA
methods (e.g., ATHEANA), and performing and reviewing HRAs. The second phase is a review
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and evaluation of existing HRA approaches for their capability to meet the good practices when
employed to address different regulatory applications.

Dr. Lois stated that the “HRA Good Practices” document describes the staff’s views regarding
good practices of a HRA as implemented within a broader PRA framework. As with any
evolving technology, both PRA and the implementation of HRA within the PRA framework are
continuing to improve. Hence, what is good practice today may be somewhat inferior or
outdated tomorrow.

Dr. Lois and Mr. Cooper presented bases and approach for and the scope of the HRA good
practices. The presentation included overall and general good practices, pre and post- initiator
human event good practices, identification of potential pre and post-initiator human failures,
modeling of specific human failure events, and quantification of the corresponding human
event probabilities.

Mr. Kolaczkowski stated that the good practices document provides guidance for performing a
good HRA, whether for the first time or when analyzing a change to current plant practices. The
guidance focuses on the attributes of a good HRA regardless of the specific methods or tools
that are used. The good practices guidance does not endorse nor is it meant to suggest that a
specific method or tool be used since many methods exist, and all have strengths and
limitations regarding their use and applicability. The guidance is specifically for HRAs for
reactors operating at full power and internal events applications although most of the guidance
may prove to be useful for other applications (e.g., external events, other operating modes) as
well. The guidance is very useful for assessing the quality of HRAs. In this regard, the
practices of a good HRA are provided which should be useful in formulating questions about
and measuring the “goodness” of a HRA. Its purpose is not to explicitly provide questions a
reviewer should ask, but rather to provide the technical basis for developing questions or a
standard review plan for the staff’s review of a HRA.

Mr. Leitch asked whether the HRA good practices document address a specific methodology.
Dr. Lois stated that since each method has its own strength and weakness, the good practice
document does not endorse any particular method.

Dr. Apostolakis, Mr. Rosen, and Dr. Kress provided several comments on the good practices
document, for instance: the uncertainty needs to be assessed in the human event probability
(HEP) and not in the mean values for each HEP; usage of the phrase 'recovery actions’ in
section 5.4 needs to be clarified; and the guidance on errors of commission should be
enhanced. In response, Dr. Lois stated that the staff will address these and other comments by
the members in the final guidance report.

B. ATHEANA Quantification (John Forester, SNL)

Mr. Forester of Sandia National Laboratories (SNL) discussed staff’s quantification approach
and treatment of uncertainty in ATHEANA. The staff developed ATHEANA, a HRA method, to
increase the degree to which human reliability analyst can represent the kind of human
behaviors seen in accidents and near-miss events at nuclear power plants. Mr. Forester stated
that an expert elicitation approach has been developed to estimate probabilities for unsafe
human actions based on error-forcing contexts (EFCs) identified through the ATHEANA search
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process. The expert elicitation approach integrates the knowledge of informed analysts to
quantify unsafe human actions and treat uncertainty (‘quantification-including-uncertainty’).

Mr. Forester explained that the analysis focuses on:
(a) the PRA sequence EFCs for which the unsafe human actions are being assessed,

(b) the knowledge and experience of analysts (including trainers, operations staff, and
PRA/human reliability analysis experts), and

(c) translation of information into probabilities useful for PRA purposes.

Mr. Forester then described a facilitator led, consensus expert judgment process which
integrates the knowledge of informed analysts (trainers, operators, plant PRA/HRA staff) to
quantify unsafe human actions and treat uncertainties based on NUREG/CR-6372,
“Recommendations for Probabilistic Seismic Hazard Analysis: Guidance on Uncertainty and
Use of Experts.” The expert elicitation approach emphasizes asking the analysts what
experience and information they have that is relevant to the probability of failure rather than
simply asking the analysts their opinion about failure probabilities. The facilitator then leads the
group in combining the different kinds of information into a consensus probability distribution.

Mr. Forester stated that in their analysis, they consider several sources of information such as
licensing event reports (LERs) and augmented inspection team (AIT) reports. With this
additional analysis, the intent is to find the information regarding performance shaping factors
that may be present in operating experience and contribute to human performance. Dr.
Apostolakis and Mr. Rosen asked whether the analysis being done is a root cause analysis. Mr.
Forester replied that they are not performing a root cause analysis rather they are trying to
integrate the information from various sources (e.g., LERs, AIT reports) and provide as
complete a record and description of the events as possible.

Mr. Forester concluded his presentation by providing an example of the quantification process
and resulting uncertainty distribution related to failure to isolate a stuck-open atmospheric dump
valve within 30 minutes of the initiating event.

D. Plans for Improving ATHEANA Practices (Susan Cooper, NRC-RES)

Dr. Cooper discussed the staff’s plans for improving ATHEANA practices and to make it more
user friendly. In the past, the ACRS has characterized ATHEANA implementation being too
cumbersome and that the document (NUREG -1624, "Technical Basis and Implementation
Guidelines for A Technique for Human Event Analysis (ATHEANA),” is voluminous. Dr. Cooper
informed the joint Subcommittee that the staff is planning to publish an addendum to
NUREG/CR-1624 that will delete lengthy description of the knowledge base and include a
description of HRA process, search process for human failure events, lessons learned from
ATHEANA applications (including illustrative examples), and up-to-date approaches to
ATHEANA quantification and uncertainty analysis. Dr. Powers asked if there are any ATHEANA
user groups and Dr. Cooper responded that she is not aware of any such groups. Mr. Leitch
wanted to know the difference between ATHEANA and Simplified Plant Analysis Risk (SPAR)-H
models. Mr. Hallbert stated that ATHEANA and SPAR-H are different since each one was
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inspired by different needs and each one suits to different applications. Mr. Hallbert added that
SPAR-H was developed to facilitate reviews of operating event information and to develop a
method that could be used in updating the conditional core damage probability and other risk
metrics.

E. Human Event Repository and Analysis (HERA) (B. Hallbert, INEEL)

Dr. Lois stated that the objective of HERA is to extract information on human performance from
operational experience, simulators, and the open literatures and make it more readily available
to human reliability and human factor analysts. HERA supports better integration of existing
human performance information into rulemaking, licensing and oversight, for example, license
applications for plant modifications, evaluation and feedback to licensee programs, and the
identification of safety concerns. Mr. Hallbert stated that HERA is an effort to develop data that
are relevant and qualified for use in HRA. The objective of HERA is to provide information about
human performance in PRA-relevant settings that includes information about conditions
affecting the outcomes consistent with HRA methods. Dr. Apostolakis and Mr. Rosen asked if
the HERA information will be made available to the experts. Mr. Hallbert replied that the
information can be made available to experts but the current set up of HERA system does not
have an user interface. Dr. Lois clarified that the intent here is more for the analyst to chose
event situations that are similar to those that need to be analyzed and create a distribution that
would help the analyst to enhance the decisionmaking capability or update the estimates.

F. Halden HRA Activities (Andreas Bye, HRP)

Mr. Bye of the Halden Reactor Project (HRP) provided an overview of the HRP efforts for
designing and performing simulator experiments specifically for HRA. Mr. Bye stated that in
order to gain an improved understanding of human performance and reduce uncertainties in
HRA and PRA, there is a need for empirical data, specifically for post-initiating event operator
actions. He further stated that they performed controlled experiments in realistic settings and
the realism was achieved by two simulators of real nuclear power plants, Forsmark 3 (BWR) in
Sweden, and Fessenheim (Westinghouse 3-loop PWR) in France. Fessenheim is a sister plant
of Ringhals in Sweden and Indian Point 2. Licensed operators and crew from Swedish plants
were used in the simulated experiments. The experiments were designed to understand and
address cognitive aspects of human performance, decision-based errors and dependencies
among actions, performance shaping factors (PSF) and the range of effects of PSFs in
accident scenarios, and improve the database for PSFs.

Dr. Apostolakis asked if Mr. Bye had any example to discuss. Mr. Bye provided an example of
‘task complexity’. He explained that the task complexity is defined by three items: information
load, time pressure, and masking. He further elaborated masking which can mean two things:
process of plant conditions (e.g., two parallel faults, one masking the other) and masking by the
instrumentation and control. Mr. Bye then provided examples of high complexity scenario in
which the element of time-pressure is manipulated when reactor scram occurs. Dr. Apostolakis
asked for clarification of the objective of the experiments. Mr. Bye stated that the objective is to
study how much the complexity of the task affects human performance.



Subcommittee Comments, Concerns, and Recommendations

Overall, the joint Subcommittee members were satisfied that the staff’s Draft Letter Report
provides a set of good practices that HRA analysts should follow regardless of the particular
model that they use. Members felt that this is an important first step toward achieving
consensus within the HRA community regarding the quantification of human reliability and that
the report is ready for public comment. Members believed that the report will benefit from a
formal peer review by domestic and international experts. Their participation in the
development of the report will provide the additional, and very important, benefit of contributing
to its acceptance by the international community. Therefore, the staff should organize such a
review.

Staff Commitments
The staff has agreed to brief the full Committee during 512" ACRS meeting on May 5-8, 2004.

Background Material Provided to the Subcommittee Prior to this meeting

1. Subcommittee status report
2. Proposed Schedule
3. “Good Practices for Implementing Human Reliability Analysis (HRA),” Draft Letter Report
(JCN W6994), April 6, 2004.
4. J. Forester, D. Bley, S. Cooper, E. Lois, N. Siu, A. Kolaczkowski, and J. Wreathall, “Expert
Elicitation Approach for Performing ATHEANA Quantification,” Reliability Engineering and
- System Safety 83 (2004) 207-220.
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Note: Additional details of this meeting can be obtained from a transcript of this meeting
available for downloading or viewing on the Internet at
“http://www.nrc.gov/ACRSACNW?” or can be purchased from Neal R. Gross and Co.,
Inc., (Court Reporters and Transcribers), 1323 Rhode Island Avenue, NW, Washington,
DC 20005 (202) 234-4433

Presentation Slides and Handouts Provided during the Subcommittee meeting



ADVISORY COMMITTEE ON REACTOR SAFEGUARDS
JOINT MEETING OF SUBCOMMITTEES ON
RELIABILITY & PROBABILISTIC RISK ASSESSMENT AND HUMAN FACTORS
GOOD PRACTICES FOR IMPLEMENTING HUMAN RELIABILITY ANALYSIS (HRA)
APRIL 22, 2004
ROCKVILLE, MARYLAND

-PROPOSED SCHEDULE-
ACRS Contact: B.P. Jain (301-415-7270)

THURSDAY, APRIL 22, 2004, CONFERENCE ROOM T-2B3, TWO WHITE FLINT NORTH,
ROCKVILLE, MARYLAND

Topics Presenters Time
L Opening Remarks G.Apostolakis/S. Rosen 8:30- 8:40 a.m.
: ACRS
. Introduction : D. Lew/E. Lois, RES 8:40- 8:50 a.m.
M1l. HRA Good Practices A. Kolaczkowski, SAIC 8:50-10:15 a.m.
BREAK 10:15-10:30 a.m.
V. ATHEANA Quantification J. Forester, SNL 10:30-11:45 p.m.
V. Plans for Improving ATHEANA  S. Cooper, RES 11:45-12:00 p.m.
Practices
LUNCH 12:00-1-00 p.m.
VI. Human Event Repository B. Hallbert, INEEL 1:00-1:45 p.m.
and Analyses (HERA)
VIl. Halden HRA Activities A. Bye, Halden 1:45-2:15 p.m.
VIll. Subcommittee Discussion 2:15-2:30 p.m.
Adjourn 2:30 p.m.

NOTE: Presentation time should not exceed 50% of the time allocated for a specific item.
The remaining 50% of the time is for Subcommittee questions.
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available through the NRC Public
Document Room at pdr@nrc.gov, or by
calling the PDR at 1-800~397-4209, or
from the Publicly Available Recards
System (PARS) component of NRC’s
document system (ADAMS) which is
accessible from the NRC Web site at
http://www.nrc.gov/reading-rm/
adams.html or http://www.nrc.gov/
reading-rm/doc-collections/ (ACRS &
ACNW Mitg schedules/agendas).

Videoteleconferencing service is
available for observing open sessions of
ACNW mestings. Those wishing to use
this service for observing ACNW
meetings should contact Mr. Theron
Brown, ACNW Audiovisual Technician
(301/415-8066], between 7:30 a.m. and
3:45 p.m. e.t,, at least 10 days before the
raeeting to ensure the availability of this
service. Individuals or organizations
requesting this service will be
responsible for telephone line charges
and for providing the equipment and
facilities that they use to establish the
video teleconferencing link. The
availability of video teleconferencing
services is not guaranteed.

The ACNW meeting dates for
Calendar Year 2004 are provided below.

ACNW
meeting
No.

Meeting dates

May 25-27, 2004.
June 22-24, 2004.
July 20-22, 2004.
August 2004—No Meeting.

153 s September 21-23, 2004 (Las
Vegas, Nevada).
154 ........... October 19-21, 2004.
November 2004—No Meeting.
155 oovvoores Becember 7-9, 2004.

Dated: March 26, 2004.
Andrew L. Bates,
Advisory Committee Management Officer.
[FR Doc. 04-7313 Filed 3-31-04; 8:45 am]
BILLING CODE 7590-01-P

NUCLEAR REGULATORY
COMMISSION

Advisory Committee on Reactor
Safeguards; Joint Meeting of the
Subcommittees on Reliability and
Probabilistic Risk Assessment and on
Human Factors; Notice of Meeting

The ACRS Subcommittees on
Reliability and Probabilistic Risk
Assessment and on Human Factors will
hold a joint meeting on April 22, 2004,
Room T-2B1, 11545 Rockville Pike,
Rockville, Maryland.

The entire meeting will be open to
public attendance.

The agenda for the subject meeting
shall be as follows:

Thursday, April 22, 2004—8:30 a.m.
until 2:30 p.m.

The purpose of this meeting is to
discuss the proposed staff guidance on
Good Practices for Implementing
Human Reliability Analysis (HRA) and
development of data for Human Event
Repository and Analyses (HERA). The
Subcommittees will hear presentations
by and hold discussions with
representatives of the NRC staff, and
other interested persons regarding this
matter. The Subcommittee will gather
information, analyze relevant issues and
facts, and formulate proposed positions
and actions, as appropriate, for
deliberation by the full Committee.

Members of the public desiring to
provide oral statements and/or written
comments should notify the Designated
Federal Official, Mr. Bhagwat P. Jain
(telephone 301/415-7270), five days
prior to the meeting, if possible, so that
appropriate arrangements can be made.
Electronic recordings will be permitted.

Further information regarding this
meeting can be obtained by contacting
the Designated Federal Official between
7:30 a.m. and 4:15 p.m. (e.t.). Persons
planning to attend this meeting are
urged to contact the above named
individual at least two working days
prior to the meeting to be advised of any
potential changes to the agenda.

Dated: March 26, 2004.
Medhat M. El-Zeftawy,

Acting Associate Director for Technical
Support, ACRS/ACNW.

[FR Doc. 04-7314 Filed 3-31-04; 8:45 am)]
BILLING CODE 7590-01-P

POSTAL RATE COMMISSION
[Docket No. C2004-1; Order No. 1399]

Periodicals Rate Complaint

AGENCY: Postal Rate Commission.

ACTION: Notice and order on new
complaint docket.

SUMMARY: This document announces the
Commission’s intention to hold hearings
on a formal complaint filed by several
major Periodicals mailers. The
complaint concerns the alleged
inconsistency of certain Periodicals
rates with several provisions of the
Postal Reorganization Act, given several
developments affecting the viability of
the longstanding rate structure. The
Commission also announces several
related procedural steps.

DATES: 1. Deadline for filing direct
testimony: April 26, 2004.

2. Deadline for filing notices of
intervention: May 21, 2004.

ADDRESSES: File all documents referred
to in this order electronically via the
Commission’s Filing Online system at
http://'www.pre.gov.

FOR FURTHER INFORMATION CONTACT:
Stephen L. Sharfman, 202-789-6818.
SUPPLEMENTARY INFORMATION: Summary.
Five mailers who make extensive use of
Outside County Periodicals rates have
lodged a formal complaint with the
Commission pursuant to section 3662 of
the1970 Postal Reorganization Act (the
Act or the PRA).? They assert that the
Complaint “‘concerns fundamental
reform of the Periodicals rate structure”
in the interest of achieving greater
conformity with statutory rate making
provisions. Complaint at 4.
Complainants contend that the need for
such reform is clear, as is the path that
should be taken to achieve it. They seek
hearings on their allegations regarding
the inefficacy of the rate structure and
other relief consistent with their claims,
including the potential adoption of an
alternative rate schedule.

The Commission accepts the
Complaint under section 3662, over the
Postal Service’s objection, and
announces its intention to hold hearings
under section 3624 to determine
whether the allegations in the
Complaint are valid.2 If the Commission
finds that to be the case, it will issue a
recommended decision on classification
changes under section 3623, This
decision will not include a rate
recommendation.

L. The Time Warner Inc. et al.
Complaint

The Complaint includes information
addressing applicable Rule 83
provisions, such as identification of the
Complainants; a statement of the
grounds for the complaint and the

! Complaint of Time Warner Inc., Condé Nast
Publications, a Division of Advance Magazine
Publishers Inc., Newsweek, Inc., The Reader's
Digest Association, Inc. and TV Guide Magazine
Group, Inc. Concerning Periodicals Rates, January

"12, 2004 {Complaint). These mailers are also

collectively referred to in this order as
Complainants. )

2 The American Postal Workers Union, AFL-CIO
(APWU), in a February 13, 2004 letter addressed to
the Secretary of the Commission, expressed its
opposition to the Complaint. Reasons include the
Complaint’s reliance on Docket No. R2001-1 rate
case assumptions; concern that the proposal is a
“radical departure” from the current methodology;
the possibility of establishing a poor precedent; the
absence of an allegation that current Periodicals
rates are illegal; and the alleged inappropriateness
of the Commission’s interference in the discussion
process. The rules of practice do not specifically
authorize the APWU's filing at this point in the
absence of a motion, but the Commission accepts
it and has considered the points it raises in reaching
its conclusions.
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From: George Apostolakis <apostola@MIT.EDU>

To: "Bhagwat Jain" <BPJ@nrc.gov>

Date: 5/25/04 10:15AM

Subject: Re: Fwd: DRAFT MEETING MINUTES FOR COMMENTS
BP:

The minutes are fine.

| believe Erasmia has a PhD, so she should be Dr. Lois, not Mrs. Lois. If
she doesn't have a PhD, she should be referred to as Ms. Lois.

Good luck.

George

At 04:13 PM 5/20/2004 -0400, you wrote:

>Sorry, missed the attachment.

>Date: Thu, 20 May 2004 16:10:58 -0400

>From: "Bhagwat Jain" <BPJ@nrc.gov>

>To: <historyart@computron.net>, <apostola@MIT.EDU>

>Subject: DRAFT MEETING MINUTES FOR COMMENTS
>Mime-Version: 1.0

>Content-Type: text/plain; charset=US-ASCII

>Content-Disposition: inline

>

>George and Steve:

>

>Attached is a working draft meeting minutes of the ACRS joint
>Subcommittees on Reliability and Probabilistic Risk Assessment and on
>Human Factors meeting held on April 22, 2004, with representatives of the
>staff and its contractors. The purpose of this meeting was to review the
>staff's proposed guidance on 'Good Practices for Implementing Human
>Reliability Analysis (HRA)" and development of data for Human Event
>Repository and Analyses (HERA).

>

>Please review and provide me your comments as soon as possible (PREFERABLY
>IN ELECTRONIC FORMAT or FAX 301-415-5589)

> in order the Minutes can be certified by May 28, 2004, my last day with

> the ACRS.

>

>Thanks

>

Dr. G.E. Apostolakis

Professor of Nuclear Engineering
Professor of Engineering Systems
Room 24-221

Massachusetts Institute of Technology
Cambridge, MA 02139-4307, USA

e-mail: apostola@mit.edu
tel: +1-617-252-1570
fax: +1-617-258-8863
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Nuclear Regulatory Commission

Human Reliability Analysis Program
Overview

David Lew, Erasmia Lois, Susan Cooper
Division of Risk Analysis and Applications
Office of Nuclear Regulatory Research
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Briefing objective and overview

® Objective
e Discuss status and results of HRA activities
¢ Obtain feedback and guidance

® QOverview
e HRA good practices
e ATHEANA quantification and implementation
e HRA data development
¢ Halden HRA activities




Human Reliability Analysis Activities
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HRA activities dicussed today

Guidance Reference Documents
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HRA Guidance

" Supports Reg Guide 1.200/ASME PRA standard
= 3- step Approach

e Document 1: High level summary of the HRA state-of-the-art
- Final Dec 04

e Document 2, "HRA Good Practices,” provides technical
guidance for performing/reviewing

- Public Review: July 04
- Final Dec 04

e Document 3: Evaluation of 1st and 2nd generation HRA
methods w/r to good practices

- Draft Sept 05
- Public Review and Comment: June 06

- Final: Dec 06
Praeed qu@t\-& P CJM-@%
Lol 1 PA

- wyp Unce oot
Wajor vRMme 15 = HRA JJ/W:‘M}




GOOD PRACTICES FOR
IMPLEMENTING
HUMAN RELIABILITY ANALYSIS

Presentation to ACRS

Reliability and Probabilistic Risk Assessment and
Human Factors Subcommittees

— April 22, 2004
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Issue / o et Solution

Need to address HRA quality:

— Consistency in practices
— Credible applications

PRA/HRA continuing to be used:

— Assess current operating risks
— Estimate A risks from plant
changes

— Examine the risks of newer
generation plant designs
HRA results need to sufficiently
represent the anticipated operator
_performance for making risk-
informed decisions

NRC seeks, per SRP 19, that
“modeling of human performance
1s appropriate™

Reg. Guide 1.200 reflects ASME
RA-S-2002 & NEI 00-02

— These address “what to do” but
less on “how to do it”

Develop a set of consistent, good
HRA practices

— HRA analysts and reviewers need

to know what constitutes “good
HRA” for risk decisions

— QGuidance needs to reflect what has
been learned in HRA

— HRA non-experts needtobe able . 4
to recognize an appropriate HRA HPA ov

. viot .
A “Good Practices for HRA”
document is being created

— Provides working level practices to
meet requirements

— Following these practices will
produce the desired HRA

Working toward a July 2004 Draft
for Public Comment and a final
version December 2004 for the

industry’s/NRC’s use




BASES & APPROACH FOR
HRA GOOD PRACTICES

e Bases for HRA Good Practices
— ASME Standard *vovids Sigwificodt apets
— Existing HRA methods and tools
— Insights from literature( Us & Euvope )
— PRA/HRA applications ( ICS%%M3

— Experiences of authors & reviewers of the document

e Approach for development of HRA Good Practices
— Consensus of experts at NRC
— Internal NRC reviews
— ACRS feedback
— Public comment




Scope of the HRA Good Practices

Pocument & foCriaeat (evewts that loats .
Specifically for reactor, full power, internal events; but

should be useful for external events, and to some extent
other modes & non-reactor applications

Does not endorse a specific method/tool

Linked to the ASME Standard — includes summaries of
ASME requirements

Provides possible impacts of not performing good
practices and additional remarks

Focused on HRA process (not, for example, data)

Many good practices are aimed at ensuring the context for
human actions (plant conditions & performance-shaping
factors) is addressed in modeling and quantification



HRA Good Practices Are Organized

bz Logical Analzsis Activities

e Overall/general

¢ Pre-Initiators:

— Identify potential human
failures

— Screen out from the above
human failures those that do
not need to be modeled

— Model specific human
failure events (HFEs)
corresponding to the human
failures |

— Quantify the corresponding
human error probabilities
(HEPs) for the specific
HFEs

e Post-Initiators:

— Identify potential human
failures

— Model specific HFEs
corresponding to the human
failures

— Quantify the corresponding
HEPs for the specific HFEs

— Add recovery actions to the
PRA

e Errors of Commission
(EOCs)

e HRA Documentation



Overall/General Good Practices

1. HRA is a multi-disciplined, integrated effort
within the PRA

2. Some combination of talk-throughs, walkdowns,
field observations, and simulations is used as

appropriate, to confirm judgments and assumptions

3. HRA addresses both core damage and large early
releases
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Identify Potential Post-Initiator Human
Failures

e Covered by 3 GPs that address:

— GP#1: What to review
— GP#2: How the review should be done (review process)

— GP#3: The expected potential human failures that are to
be identified

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Model could be incomplete and/or inaccurate, potentially
resulting in misinformation as to the risk dominant plant
features (including the important human actions).



Model Specific Human Failure Events (HFESs)

e Covered by 2 GPs that address:

— GP#1: Each HFE is to be modeled as a basic event linked to the
affected equipment in the model; criteria are provided for deciding
the appropriate level of the modeled basic event (i.e., function,
system, train, component level)

— GP#2: Each HFE needs to be defined based on plant & accident
sequence specific characteristics including sequence timing, cues,
procedures, training, & location of the act, with insights from talk-
throughs, walkdowns, and simulations as necessary

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Allowance for use of generic timing information provided:
* There is a reasonable basis |
* It is sufficient considering resolution of the HRA quantification tool

— Misinformation can result as to the risk dominant plant features
(including the important human actions); e.g., HFE has wrong
effect in the model




Quantify the Corresponding HEPs

* Covered by 8 GPs that address:

GP#1: HEPs need to include both cognitive and execution failures

GP#2: Conservative HEPs are acceptable provided:
» Values are clearly over-estimations (generally not lower than 0.1)

e Dependencies among multiple HFEs in a sequence are accounted for
(joint probability of two or more HEPs generally not lower than 0.05)

GP#3: Detailed HEPs (not conservative) are needed for dominant
human failure contributors

GP#4: Analysts need to revisit the use of conservative vs detailed
HEPs for each PRA application

GP#5: Specific performance-shaping factors (PSFs) are to be
considered for each HEP

* Separate PSFs for in-CR vs. ex-CR actions

* Some are always considered; others depend on certain conditions

* Appendix A provides guidance on “measuring” each PSF & addresses
interactions among PSFs



Quantify the Corresponding HEPs (continued)

— GP#6: Dependencies among HEPs in a sequence need to be
addressed; criteria are provided for deciding the potential for
dependency

— GP#7: Mean values and uncertainties (via distributions, sensitivity
studies, qualitative analysis) are to be used for the dominant HEPs
to the extent necessary to make the relevant risk decision

e Include both epistemic and important aleatory factors not already
addressed in the PRA (e.g. presence, or not, of nuisance alarms)

* Factors of 10 to 100 are typical between the lower and upper bounds

— GP#8: HEPs need to be reasonable (i.e., make sense)
* Relative to each other

* In an absolute sense to the extent that the relevant risk decision is not
overly sensitive to the HEP value(s)

* Strong negative PSFs — HEP ~0.1; strong positive PSFs — HEP ~E-4
 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Misinformation can result as to the risk dominant plant features (including
the important human actions) especially in light of uncertainties

— Could inadvertently screen out human actions as unimportant



Add Recovery Actions

e Covered by 3 GPs that address:

— GP#1: Add recovery actions considering-
e The failure(s) to be recovered
* The most logical recovery actions
* Cues, procedures, training, timing, resources (staffing) available
» Action is not a repair

» Equipment needed is accessible and avdilable/operable

— GP#2: Address dependencies among recovery actions and between
the recoveries and the other HFEs in each sequence

— GP#3: Quantify using relevant data (e.g., offsite power recovery)
or HRA analytical techniques

— Note: these are just another HFE/HEP — prior good practices apply

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Primary concern is applying recovery credit too optimistically



Errors of Commission (EOCs)

e The Good Practices document encourages EOC searches and
provides guidance specifically to ensure that future plant

changes do not introduce conditions prone to make operators
vulnerable to EOCs

e These conditions include:
— Information input to the operator could lead to a higher potential
for misdiagnosis
* There is a reduction in the redundancy in indications
* An action will be decided based on just one indication or multiple
indications subject to one common fault
— Procedures and/or training are such that they could lead to a
greater chance of implementation errors
* The procedure/training is ambiguous/unclear
* Repetitive procedure steps appear to have “no way out”
* Dilemmas exist without solutions

* There is a reliance on memory especially for complex or multi-step
tasks

* Calculations or other adjustments are required during time-sensitive
situations
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Identify Potential Pre-Initiator Human
Failures

* Covered by 4 GPs that address: ) oo
— GP#1: What to review ( which evests octel
— GPs#2-4: What to initially include

» Actions potentially covered by the affected equipment failure
data (i.e., in spite of possibly being covered in equipment data)

e Actions associated with any other equipment credited in the
analysis, e.g., fire barriers, seismic restraints

e Cases where redundant or multiple diverse equipment can be
affected by single or “common mode” failure acts

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:
— Model could be incomplete and/or inaccurate
— Number of cautions are provided




Screen Pre-Initiator Human Failures

e Covered by 3 GPs that address:

— GP#1: Criteria provided for screening, e.g., equipment will
receive an automatic realignment signal, compelling signal
of inoperable status in the CR, etc. ( CR_= Coutnf Re |

— GP#2: Does not allow screening pre-initiator failures that Latet

. . Enov
simultaneously affect multiple (redundant or diverse)
equipment items

— GP#3: For “new issues,” e.g., plant change, analysts need to
revisit the original PRA screening process to ensure issue-
relevant human actions have not been deleted from the PRA

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Emphasizes that important pre-initiators can be missed (tend to be
those affecting multiple equipment)

— Number of cautions are provided




Model Specific Human Failure Events (HFESs)

e Covered by 1 GP that addresses:
— GP#1: How and where to include the HFE in the model

 Place in the model such that it is linked to the unavailability of
the affected component, train, system, or overall function

e May combine multiple individual acts in a single HFE —
addresses relevant criteria:
— Are the acts and effects related?

— Will the same performance shaping factors (PSFs) be relevant
during quantification?

- — Will some of the acts have dependencies with other actions in the
model that might be missed? o Lotk evest:

* Clear specification of failure mode reflecting effect okaFE)

 POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— The model could misrepresent the effects of each human failure



Quantify the Corresponding HEPs

e Covered by 8 GPs that address:

— GP#1: Advocates the use of screening values during initial
quantification ( Humao, Bvor frdpditees)
» Must be over-estimations of HEPs - no lower than 1E-2 Fev Sugé #7¢

» Conservative accounting for dependencies across multiple
actions in a sequence - joint HEPAﬁﬁowéﬁﬁan S5E-3

— GP#2: Detailed quantification is needed of significant
contributors

— GP#3: For “new issues,” e.g., plant change, analysts need to
revisit the original PRA screening process

— GP#4: Provides PSFs & related guidance to be considered —
Cites: procedures, checklists, ergonomics, etc.

— GP#5: Provides “recoveries” that can be applied, e.g., post-
maintenance, calibration tests performed by procedure,
shiftly or daily checks, compelling signal, etc.



Quantify the Corresponding HEPS (continued)

— GP#6: Assess dependencies among potentially related
actions — addresses commonalities that could cause
dependencies and provides quantitative guidelines

— GP#7: Address epistemic uncertainties in the HEP mean
estimates (aleatory factors as needed — but generally not
applicable). Factors of 10 to 100 are typical between the
lower and upper bounds

— GP#8: HEPs need to be reasonable (i.e., make sense)
e Relative to each other

* ]n an absolute sense to the extent that the relevant risk decision is not
overly sensitive to the HEP value(s)

* Strong negative PSFs — HEP ~0.01; strong positive PSFs — HEP ~E-4

* POSSIBLE IMPACTS OF NOT PERFORMING GOOD
PRACTICES AND ADDITIONAL REMARKS:

— Misinformation can result as to the risk dominant plant features (including
missing of important pre-initiator human failures)

— Cautions are provided



HRA Documentation

Summary of approach, disciplines involved, and extent that
talk-throughs, walkdowns, simulations were used

Summaries of methods, processes, tools to:

— Identify pre- and post- human actions

— Screen pre-initiators from modeling
— Model HFEs
— Quantify HEPs

Assumptions, judgments & their bases including impacts
on results/conclusions

More detail on important HFEs (e.g., PSFs, specific
dependencies...)

Sources of data and their bases for quantification
(including uncertainties)

Results (listing of important HFEs/HEPSs) and conclusions



HRA Good Practices Document
should be useful to:

e Analysts performing HRA and particularly
for plant change submittals

e Reviewers reviewing HRA and when
examining plant changes for acceptability



ATHEANA IMPROVEMENT

" ATHEANA Improvement

¢ Quantification
- Addressed ARCS comments on quantification
- Adopted an expert elicitation process
- Developed approach to explicitly address uncertainties
- Used in the PTS PRA |
- Status: completed, CY02
¢ Implementation
- Addressing ACRS concerns for resources needed to apply ATHEANNA
- Build on lessons learned from applying ATHEANA
- Create an Addendum to NUREG-1624
- Technology transfer
- Status: just initiated



Quantification And Treatment Of Uncertainty
In ATHEANA

John Forester, Alan Kolaczkowski, Erasmia Lois and

Susan Cooper

Presentation to the Advisory Committee on Reactor Safeguards,
PRA and Human Factors Subcommittees

Rockville, MD April 22, 2004
Presented By
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Other Contributors to the Development of the
Quantification Process

* Dennis Bley
e Nathan Siu
e John Wreathall

P Sandia
National
Laboratories



Issue

ATHEANA (NUREG-1624,
Rev. 1) focused on search
process for unsafe acts
(including errors of
commission) and error
forcing context (EFC)

Quantification process relied
on existing HRA methods

ACRS - Quantification
process needed
improvement

ACRS/NRC - HRA
quantification needs better
treatment of uncertainty

Solution

Adopted a facilitator led,
consensus expert judgment
process

Provides a better approach
for incorporating the effects
of context as identified and
represented in ATHEANA

Striving for more formal and
systematic treatment of
uncertainty

Goal is more realistic results

@ Sandia
National
Laboratories



ATHEANA Prospective Search Process

e Identify important human failure events (HFEs),
“unsafe actions (UAs) and the contexts that could
cause them to occur (EFCs)

* Key aspects:

— Identify operational vulnerabilities that could set-up
potential unsafe actions

* Procedures, knowledge, biases...

— Identify potential deviations from expected conditions
that might cause problems

* Are there ways the scenario could evolve that could
confuse the crew?

o, g Sandia
e @ National
Laboratories



Basic Formulation
P (HFE|S) = J P(EFCS) x P(UA|EFC,S)

HFEs are human failure events modeled in PRA

— Modeled for a given PRA scenario (S)

— Can include multiple unsafe actions (UAs) and
error-forcing contexts (EFCs)

First determine probability of the EFC, including

plant conditions and performance shaping factors
(PSFs)

Determine probability of UA given the identified
EFC

P Sandia ;
National
Laboratories



Facilitator Led, Consensus Expert
Judgment Process

e Integrates the knowledge of informed analysts (trainers,
operators, plant PRA/HRA staff) to quantify UAs and treat
uncertainty (Based on SSHAC report, NUREG/CR-6372)

— Investigates information and “evidence” “brought to the
table” by experts

— Transforms informed judgment into probability distributions

— Considers a full range of PSFs, though quantification
ultimately dependent on those believed most significant

— Assesses interactions/dependencies between factors in terms

of their influence on performance in the context being
examined
P Sandia

National
Laboratories



Step 1 - Guidance to Multidisciplinary Panel About
the Process

e Overview of ATHEANA, quantification process,
terminology, etc.

e Try to “calibrate” on what the different
probabilities mean

— “Likely” to fail ~ 0.5 (5 out of 10 would fail)

— “Infrequently” fails ~ 0.1 (1 outof 10 would fail)
— “Unlikely” to fail ~ 0.01 (1 out of 100 would fail)
— “Extremely unlikely”

to fail ~ 0.001 (1 out of 1000 would fail)

e Analysts are allowed to assign any values to
represent the probability of the UA (e.g., 3E-2,
S5E-3 can be used)



Step 2 - Structure Scenario Context and Identify
Important Aleatory Factors

Results of ATHEANA prospective search process (UAs
and EFCs - vulnerabilities and deviation scenarios)

Facilitator (with help from analysts) establishes critical set
of event and scenario characteristics, PSFs etc.

P(UA|EFC,S)

— EFC,S may not initially include everything that can influence
performance, e.g, aleatory factors such as crew differences,
possible instrument problems, etc

— HRA/PRA has not typically addressed such factors explicitly

Created a factor checklist to help identify potentially

important aleatory factors, i.e., those could have strong

effects and that have a reasonable likelihood of occurring
— Plant context, crew behavior factors, environmental factors, etc.
— Compare against factors identified by searches

LForeser. Page 8 Sandia
i National
| aboratories



Step 3 - Translate Contextual Information into a
Probability Distribution for a given UA

* Each analyst independently develops a probability
distribution for the likelihood of the UA

— Begin by asking what the worst case for the probability of
failure would be (determine 99th percentile)

e e.g., worst case for reasonably likely/important aleatory factors
— middle of the night, least aggressive crew, significant
unexpected instrument problems, etc.

— Next ask what the best case for the probability of failure
would be (determine 1st percentile)

— Estimate UA probability at which 50% of the crews would
have a higher failure rate while 50% would have a lower
failure rate

— Fill-in the distribution with other estimates (10th, 25th, 75th,
90th)

* Discuss distributions, facilitator attempts to control for
bias, revise distributions, strive toward consensus

()
National
Laboratories



What Does the Distribution Represent?

e Each distribution for a given P(UA|EFC,S)
represents:

— The probability distribution of a UA given a particular
EFC in a given accident scenario, S, including the
uncertainty due to the effects of strong aleatory factors
and “‘error” in the estimate due to lack of knowledge

about the precise effects of all influencing factors
(epistemic uncertainty)

e If quantify multiple UAs or EFCs, then would

need to combine the obtained distributions for a
given HFE

1Foreser. Page 10 Sandia
i National
Laboratories




Quantification Example - Failure to isolate a stuck-open
atmospheric dump valve (ADV) within 30 minutes

General Context
Creates a small secondary side depressurization.

Since the ADV is stuck open, requires that an AO go to the roof and
use a “reach-rod” through the wall to perform the isolation.

While instruction to close any open ADYV is indicated in EOP 1.0, the
explicit instructions to go onto the roof indicated in EOP 6.0, Step 14.

Estimated that the crew would get to step in EOP 1.0 in about 5 min.
and that it could take 15 min. to diagnose SO ADV, assign AO, and
complete the action on the roof.

Since it was also estimated that it would take about 15 minutes for the
crew to reach step 14 in EOP 6.0, crew would probably need to begin

the process of getting an AO ready to go before reaching Step 14 in
EOP 6.0

A sheet of instructions are provided to the AO as to how to go up on
the roof and isolate the ADV. The action is practiced occasionally

im Page 11 Sandia
: National
Laboratories



Quantification Example - Failure to isolate a stuck-open
ADYV within 30 minutes (continued)

Aleatory Factors Addressed

Instrumentation or controls unavailable due to maintenance or failure.
In this case, particularly those displaying ADV position.

Support system failures that affect control of other systems (can cause
very confusing plant response, €.g., instrument air, instrument AC,
instrumentation and control system.

Aggressiveness of the crews with respect to anticipating actions,
planning ahead, and “taking control” vs. methodically applying
procedures

Whether they enter EOP 6.0 or EOP 9.0. Entry into EOP 9.0 could
lead them to take a little longer to reach the isolation step.

Crew “having bad day” (for any number of possible reasons), weaker
crew, Or a minimum crew present at the start of the event.

Time of day, weather, and random hardware/equipment problems
could have an effect on the crew’s ability to complete the action.
Limited lighting on the roof and wet, cold, icy, snowy weather could
make the task more difficult. Also, if late at night, AOs immediately
available to take care of ex-control room actions might be limited.

- Sandia
. National
Laboratories




Quantification Example - Failure to isolate a stuck-open
| ADV within 30 minutes (continued)

Basis for the Consensus Distribution

Likely that crew would diagnose the presence of the stuck-open ADV
during Step 7 of EOP 1.0.

But not as clear that all crews would send an AO up to the roof
immediately upon reaching Step 7 in EOP 1.0.

Agreed that if did not send someone during EOP 1.0, most crews
would at least begin the process of preparing an AO for the task
before reaching Step 14 of EOP 6.0.

Staff noted that in a recent training simulation of the scenario, an AO
was dispatched to the roof to close the ADV during EOP 1.0.

Agreed that not all crews would initiate the action that quickly — likely
to be fairly busy.

Main considerations for failing to perform the action within 30
minutes (aleatory factors) was

— Potential for bad weather and problems executing the action.
— Potential for slow or “non-aggressive” crews
— Problems with ADV indicators

FP— Sandia
National
laboratories




Uncertainty distributions for: Failure to isolate a stuck-open atmospheric dump valve (ADV) within 30

minutes of the initiating event.

Analysts Percentiles

I 10n 25th 50 750

90k

99th

#1 0.01 0.05 0.08 0.03 0.4

0.8

1.0

#2 0.001 0.003 0.008 0.02 0.07

0.1

0.8

#3 0.001 0.01 0.06 0.03 0.4

0.6

0.9

0.6

0.8

#4 0.005 0.01 0.02 0.033 0.1

Consensus 0.001 001 | _ 003 004 02 05

09

1 foreacr, Page 14
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Conclusion

e QOverall process appears to work well

— Initial estimates of HEPs and distributions reasonably
consistent (order of magnitude)

— Consensus generally easy to reach (analysts have
opportunity to listen to rationale of other analysts after
initial estimates obtained)

— Analysts generally more confident in consensus
distribution than in original personal distribution

 In spite of limitations of using expert judgment,
best existing approach for a realistic analysis

* Need more operational and empirical data to
support HRA

o, Fuge 15 Sandia
i National
Laboratories
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ISSUE

 ATHEANA Implementation

— Comments indicate that ATHEANA
implementation 1s cumbersome

— NUREG-1624 1s voluminous

— Additional work has been done that 1s not
included in NUREG-1624, Rev. 1

— Applications of ATHEANA have/can provide
useful lessons learned



SOLUTION

Q SHI V‘awm‘w? Stage )
Create an Addendum to NUREG/CR-1624
— Description of up-to-date ATHEANA quantification approach

Description of up-to-date approach for uncertainty analysis
Selective focus on HRA tools given in NUREG-1624

- Exclude knowledge-base, retrospective analysis approach, etc.
- Include HRA process

- Include search process for HFEs

- Include search process for deviation scenarios

Guidance on “fast-track’ approaches for applying
ATHEANA

Lessons learned from ATHEANA applications (including
illustrative examples)




Data Development

" Human Event Repository & Analysis (HERA)
e Effective use of existing information
e Currently focusing on NPP operational experience
® Future plans include other sources

® Status

- CY 03: Developed prototype and loaded limited number
of operational events

- CY 04 and Beyond
- Finalize software
- add events

- Develop Bayesian type methods to use the events




Idaho National Engineering and Environmental Laboratory

Human Event Repository
and Analysis (HERA)

Presentation to the Advisory
Committee on Reactor Safeguards

April 22, 2004
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Idaho National Engineering and Environmental Laboratory

Issue Solution
 HRA influences the uncenrtainty e Human Event Repository &
of PRA results. Analysis (HERA):

* The strength of available data — an effort to develop data
for HRA is an important that are relevant and
contributor to the uncertainties qualified for use in HRA.

e Data are needed to build — Develop Bayesian methods
models and estimate for using HERA data to
probabilities for PRA estimate human failure

e While hard data may be sparse event (HFE) probabilities

information/evidence about
human performance is available

* Bayesian methods allow the use
of this type of
information/evidence in
estimations



Idaho National Engineering and Environmental Laboratory

Background

HRA methods use structured processes to identify potential
human failure events and to estimate their likelihood.

Most methods permit or direct the analyst to account for
performance conditions and context.

Identifying important conditions and accounting for their effects
continue to be a challenge for HRA.

HRA methods may account for different Performance Shaping
Factors (PSFs) and may treat them each differently.

As a result, considerable analyst judgment is required.

Differences in the magnitude of effect of such factors contribute
to the uncenrtainty in the resultant risk metric.




Idaho National Engineering and Environmental Laboratory

HERA Objective and Approach

* Objective: Provide information about human performance in PRA-
relevant settings that includes information about conditions affecting the
outcome(s) consistent with HRA methods.

— Support both human factors and HRA activities
e Approach: -

Identify information sources that can be used to inform HRA
activities.

— Develop a formal process for analyzing information from sources to
extract HRA-relevant information.

— Perform analyses and extract information from candidate
information sources.

— Develop a repository that is used with other NRC information
systems to make information readily available.

— Develop Bayesian type methods to allow the use of various types of
evidence in estimations.




Idaho National Engineering and Environmental Laboratory

Human Performance
Information Sources

Considered several initially: Operating experience; behavioral
sciences literature; simulator studies, data from other industries. 2 A

Began and are currently working with Operating Experience;
Highly applicable to NRC mission; implicitly risk-relevant.
Using an available, NRC- and industry-reviewed, source.

Indicate what kinds of things have gone wrong (as well as right) during
events. |

Can be used to identify credible Unsafe Acts (UAs) and Human Failure
Events (HFEs) given same or similar contexts

Allows for identification and assessment of PSFs
Accounts for the role of personnel during accident mitigation




Idaho National Engineering and Environmental Laboratory

HERA Structure

Event summary

— Date, Licensee, Plant, Initiating Event, Basic event(s), context(s),
operating mode(s), source documents employed.

Graphic timeline and descriptive information for sub events

— Equipment conditions, human failure or success, dependency
between sub events.

Performing Organization (e.g., maintenance)
Performance Type and Action or diagnosis task description

— e.g., pre-initiator, initiator, post initiator action or diagnosis
Success or Failure information
Active versus latent failure distinction
PSF information; 8 PSFs used for HFEs and successful actions
Plant conditions (factors contributing to operations and maintenance)
Function, system, and component unavailability
Dependency




Idaho National Engineering and Environmental Laboratory

Process model

e Based on concept of

layering:
@ive Linkages

Error Mechanisms

N
s

Eror Types

Event Desc@ _.

Subjective
f

\Objective



Idaho National Engineering and Environmental Laboratory

Status

 [ERs from NRC system studies — EDG failures (12
events)

* Now Processing information from common cause
failure events |

e 80 data records (end of CY 03)

* Approximately 8 4unsafe acts and two positive
human actions (HAs) per LER

* Roughly 9 - Hunsafe acts per AIT




Idaho National Engineering and Environmental Laboratory

Bayesian framework development

e Concurrent with e Probability is quantification of
information/evidence degree of belief
development, working on e Begin with a prior distribution
method(s) to produce about hypothesis

quantitative results.
e Bayesian methods

e (Observe performance
e Develop a posterior distribution

— Use all available information for hypothesis.

— Can be used to produce e Estimate probability that a
parameter estimates from hypothesis is true, conditional
observations on all available evidence.

— Account for causal and » Differs from classical statistical
conditional nature of and “frequentist” methods.

performance and context.



Idaho National Engineering and Environmental Laboratory

Bayesian Example — Service Water

» (Collected recovery of service water data, failures versus successes
— We also have four HRA results for this recovery
* NUREG/CR-5319, Risk Sensitivity to Human Error

* Nuclear Computerized Library for Assessing Heactor Reliability
(NUCLARR)

» Standardized Plant Analysis Risk (SPAR) HRA
» A Technique for Human Event Analysis (ATHEANA)

 We could combine sources of HRA information to make our
prior (includes HRA models, expert elicitation information);
joined in example via probability (i.e., in the likelihood function)

Source NUREG/CR-5319 NUCLARR SPAR-H ATHEANA
W 0.1 0.1 0.2 0.6
4
Ty Sow

Sl




Idaho National Engineering and Environmental Laboratory

Bayesian HRA — Pooled

Information

o With prior from the pool of four HRA information
sources, we update our service water recovery data

1.0

0.9
0.8
0.7 J

0.6

CDF

0.5 1

0.4 ]

= Operational History
0.3

= = = Combined Prior
0244 «#

. =—o==Combined Posterior

[ ]
o1 !
4

0.0
0.00 0.10




Idaho National Engineering and Environmental Laboratory

Bayesian HRA — Analysis Types

e Two types of analysis are possible

— High level -- human performance, measured at
“sharp end,” and represented by fail/succeed

— Low level- - human performance from causal
interactions that affect performance

* [nference methods based upon Bayesian analysis do
not differentiate between constructs like “high” or
“IOW”

— Are allowed to shape Bayes’ Theorem into a
useful inference tool



Idaho National Engineering and Environmental Laboratory

Summary

Developing a source of HRA information - HERA - and a
framework for employing the information in analyses.

e Implementing human performance coding in NRC hardware
reliability system.

e Develop and demonstrate Bayesian framework for using
information from HERA to improve estimation of parameters
used in human reliability.

* Bayesian framework workshop planned to review:
— Concept of Bayesian Framework
— Examples of Bayesian applications using HERA
— Identify main priorities for framework development,

* Working with Halden on cooperative arrangement for integrating
results of research into HERA.



Halden Simulator HRA i

" Design simulator experiments specifically for HRA
e Experimental data is the best thing next to “real”
e Improve understanding of both successes and failures
¢ Examine operator and team performance

® Benefits

e (Capability to test hypotheses employed in HRA methods
® Achieve rigorous (systems-type) modeling methods

B Status

e (Y03 initial attempts to use the simulator for HRA
e CY04: more focused experiments



Halden HRA activities

Advisory Committee on Reactor Safeguards

PRA and Human Factors Subcommittees
22 April 2004

Andreas Bye
OECD Halden Reactor Project

—



ﬁﬁﬂ OECD Halden Reactor Project (HRP)

« 19 sponsoring member-countries
« 3 year program periods
« Experimental programs
* Nuclear fuels and materials, Halden Boiling Water Reactor (HBWR)

* Man — Technology — Organisation
« HAMMLAB, HAlden huMan Machine LABoratory

 Virtual Reality (VR) center (@] -
« Human Performance (T

 Human Reliability
 Design support

« Currently working with NRC on HRA informed research

“_.2



ﬁﬁﬂ HRA in Halden

Issue
 Need for empirical data for HRA (CSNI, 2004)

 Data for post-initiating event operator actions
 Improved understanding of human performance
« Reduced uncertainty of HRA and PRA

Solution
« Simulator experiments to provide HRA data

(CSNI, 2004) CSNI Technical Opinion Papers No. 4
Human Reliability Analysis in Probabilistic Safety Assessment for Nuclear Power Plants,
OECD 2004, NEA No. 5068

D |



ﬁﬁﬂ HAMMLAB

« Controlled experiments in realistic settings
* Full-scale simulators of real nuclear power plants
« Forsmark 3 NPP (ABB Atom BWR)
« Fessenheim NPP (Westinghouse 3-loop PWR)
 (Loviisa NPP (VVER))
e Licensed operators, in crews, from simulated plants
e PRA relevant scenarios
* Not replica control room, but computerised




ﬁﬁﬂ | HRA data from simulators

Empirical human performance data for accident situations

« Understanding human performance in accident operation
e Address cognitive aspects of human performance, why do errors occur
e Decision based errors
e Dependencies among actions

« Context, Performance Shaping Factors (PSFs)
e Focus on specific causal factors
» Assess the range of effects of PSFs in accident scenarios
» Improve data basis for PSFs, and interaction between PSFs
« Through experimental manipulation
» Input to direct quantification
e Bayesian approach

——_—_.5



ﬁﬁﬂ Experiments for HRA

» Task Complexity
» Example of method, design and measures
e Task Complexity in our terms defined by
 [Information load
« Time pressure
« Masking

NG
leg/ Cavxfﬂl‘w



HAMMLAB Experiment Execution

Process Operation Conduct Experiment Evaluate Experiment




iy

Example of Conditions defining Complexity

Time Pressure Masking Information Load
High * When SCRAM occurs, the closed 314- | » The loss of voltage on | ¢ First the loss of
valve open. If this is not closed busbar 641 will last just | voltage on busbar 641
Clx immediately, the risk is high for some seconds. It will and short time after that
Sce- | Feedwater Isolation (due to high level in | be difficult for the Feedwater Isolation
nario Reactor Tank). . operators to understand | (IM).
why relatively many High load because they
pumps stops and do not have time to
restart. follow up the loss of
* Indication for voltage and IM before
released condition for | containment isolation
feed water isolation is | occurs.
missing in the 516-
picture
L ow |*Low time pressure. It is possible to use | * It is reasonably *The initial turbine
the feed water system a long time. . difficult to understand | disturbances do not
Clx why Turbine Trip (TS) | affect Containment
Sce- occurs, but it has no Isolation (II).
nario direct significance. Relatively small load
and no problems with
the feed water.

“_.s




ﬁﬁﬂ Performance data

« OPAS Sheets

* Detections, situation assessment, planning (observed)
* Actions (log)

 Safety functions (plant system, components)
* L og of process and components |

» Subject Matter Expert (SME) ratings
« Operator ratings

« Observations

» Unexpected / deviations
e Narratives

« Crew’s own debriefing after scenario

e EE——— T




ﬁﬁﬂ OPAS (Operator Performance Assessment System)

« Human performance: Operator activities

* Detection, Sltuatlon Assessment, Plannlng, Action
[¢ > @L«]QJ@L@&S

OPAS

Scenario Number hca l a.
Scenario Name:

1-1-17 TO Cherl of by !
[1-1-2): TO: Detect increase of revolutlon tur
1-1-3] RO: Check reactor power

1-1-4} RO: Observe control deviation for CMT
1

1

e

TO Observation that turbine 2 are hal
- TO: Observe turbine revolution at 300

12]: Team work behaviour ; ; - s e

5
6
- RO and TO: Check situation and reacto
-2]. TO informs RO: Information of startin
3
3
4

RO informs TO: increase of reactor po
1-3]. Intervening operator actions
- RO; Start of dilution program TB12 TO
-3-2) TO: Start command to program SE10U001
TO: Open trip valves for turbine 1 an

3

3

3-4). TO. open non return valves to Low and
-3-5]: TO: Close excitation breaker SR10Q001
-3

-3-

-3

6] RO: From the dispiay YRO0/YSOQ increa
7]: TO: Start command to program SE 105001
8] TO open non return valves to Low and
1[1-3-9} Close excitation breaker SR50Q001
1(1-3-10}: RO: Increase of power from YS00 or YR
[Subgoal 2]: MALFUNCTION 99: Air leal=T
[Category 2-1}. Detecnon/ChecklngN
1(2-1-1]. TO: Observe start up of ej{ :
12-1-2) TO: Observe start up of ej
1{2-1-3} TO: Verify no leakage whd
[Category 2-2]: Teamwork behaviour |
[2-2-1) RO and TO: Discuss shalll.
1[2-2-2) TO calls FO: Checking of ledl
[Category 2-3] Intervening operator actions
1[2-3-1) TO: Try to find leakage by stopping e
1{2-3-2]: TO: Leave SD73N001 in operation
[Subgoal 3} SYNCHRONISE AND INCREASE POWER
[Category3 1] DetectlonlChe

e R R A e BB

TO Observ turbine revolution at 3000 rpm




ﬁﬁﬂ Subjective Complexity Questionnaire

1. Unclear or Ambiguous process picture, misleading or Vey £ E E E [£ C Easy

missing process indication difficlt 1 2 3 4 5 6 7

2. Ambigious, misleading or missing process feedback on Vy E £ E E E E L Eas

process actions difficult 1 2 3 4 5 6 7 y

3. Unexpected or ambiguous process development given the vy E C£C E E£E € E £ Eas

actual event difficult 1 2 3 4 5 6 7 y
. . o e Vey E E €L £ [E O e

4. Time available to assess the process situation difficult 1 2 3 4 5 6 7 Easy
. " , Viy E E C £ E E C

5. Time available to carry out needed actions difficalt 1 2 3 4 5 6 ; Easy
. . . Very C C e C | O e [

6. Time available to plan and verify work difficlt 1 2 3 4 5 6 7 Easy

7. Many simultaneous tasks making it difficult to perform the vey E E E E E (£ O E

individual tasks difficlt 1 2 3 4 5 ¢ 7 %

8. Collecting and using large amount of information was vy E E £ E E £ C

required to do the work difficult 1 2 3 4 5 6 7 Easy

. E C E C E C e
' fl Very
9. Conflicting tasks difficllt 1 2 3 4 5 p ,  Easy




==

PSF rating Questionnaire

Procedures
Training/experience
Indications in HMI
Actions in HMI
Team management
Team communication
Individual work practise
Available time for the tasks
Number of tasks/information load
. Masking
. Degree of severity

© ® N o g & 0w b =

R N — Y
- O

——.u



ﬁﬁﬂ Summary, Collaboration with NRC

- Experiments tailor-made to support HRA data needs
« Exchanging staff with INEEL as part of cooperation
e Curtis Smith in Halden Sep 2003 — July 2004

+ Integrating efforts with NRC HERA development
« HERA training in Idaho March 2004 |
 Design of studies to support HERA development

« Two Halden process experts to Chattanooga, two weeki
04 <

training to learn more about U.S. plants, April 19-30 20




ﬁﬁﬂ Summary

« Simulator experiments can inform HRA

« Data for post-initiating event operator actions
 Improved understanding of human performance
» Reduced uncertainty for HRA
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Good Practices for Implementing Human Reliability Analysis (HRA)

1. INTRODUCTION

1.1  Background

the last decade the NRC has been increasingly using PRA technology in atory matters to
the extent supported by the state of the art in PRA methods and data.” :
initiatives are: undertaking risk-informed rulemaking activiti
507, generating a risk-informed framework for supporting
licensing basis (Reg Guide 1.174),? risk-informing the
studies (e.g., for steam generator tube rupture (SG
significance of events. In addition, the NRC is using P
to licence new reactors.

Given the increasing importance of the role of PRA in & | making, it is crucial that
decision makers have confidence in the results produc ort this, the NRC has

adequacy of PRA results for risk informed acti ects and endorses guidance
provided by standards produced by societi . It currently addresses the
American Society of Mechanical Enginegf: babilistic Risk Assessment for

fire) Level 1 PRA and a limited : bilistic Risk Assessment Peer Review
Process Guidance (NEI-00-02).°

is not sufficient to address the detailed HRA quality issues
ory decision making. For example, in section A.8, Modeling of

ce is appropriate.” While the ASME Standard® and NEI-00-02° can
addresses the right issues, they do not give guidance on how they are

e 1.200*. The guidance is being developed in two phases. The first phase is the
this “HRA Good Practices” document which has been prepared on the basis of the
NRC expenence and lessons learned from developing HRA methods (e.g., THERP,® SLIM,® and
ATHEANA'"), performing HRAs (e.g., NUREG-1150" studies, and reviewing HRAs (in particular
the individual plant examinations [IPEs]). The second phase is a review and evaluation of existing
HRA approaches for their capability to meet the good practices when employed to address different
regulatory applications.



This volume describes the NRC staff views regarding good practices of an HRA as implemented
within a broader PRA. The volume is written in the context of a risk assessment for commercial
nuclear power plant (NPP) operations occurring nominally at full power. However, it is likely that
many of the good practices will also be applicable to low power and shutdown operations. Similarly,
the volume is purposely aimed for applications involving internal initiating events but should
generally be appropriate for external initiating events. Additionally, elements of this volume may be
of benefit in examining human actions related to nuclear materials and safeguard types of
applications.

within the PRA
somewhat inferior

As with any evolving technology, both PRA and the 1mplementat10
framework are continuing to improve. Hence What is good p

of it may be subject to newer technology, methods, and
considered a snapshot of good practices in HRA circa 2

ar industry in
t of temporary and permanent
f newer generation plants,
accordance with good
{or failure to do so) in

With the expectation that PRA will continue to be uses
assessing current operating risks, in estimating changes in
plant changes to existing plants, and as an adjunct to t
it is important that HRA practitioners perform huma
practices and that reviewers recognize the imple
these analyses.

1.2 HRA in the Context of PRA

probabilities for the human fail

operations. The human failure:
operation 1
miscalib

¥As that are associated with normal plant
an unrevealed, unavailable state, such as
€ an initiating event, such as a human-caused loss
¢ initiating event frequency), or 3) those modeled as human
ch as a total loss of service water (e.g., failing to backup

dencies among actions and conditions.

A good practices that when implemented will result in determining the
s as realistically as necessary in an assessment of risk. Note the emphasis
o rather than as realistic as possible. For example, depending on the purpose
A is to be used, a conservative treatment of human performance may be sufficient
ss a PRA application; more realism may not be necessary and could be a waste of resources.
However, a conservative approach may not be sufficient when used as the basis for not needing to
further investigate the issue at hand. Such an approach could potentially constrain the capability of
identifying weaknesses in plant operations and plant practices related to the particular human actions
credited in the PRA.




Recognizing that the volume will be used to guide a wide variety of applications, it is not intended
that all the practices be met for any specific PRA application; in fact, some may not be applicable or
necessary. A practitioner or reviewer should determine the applicable good practices for the PRA
application and perform or review the HRA accordingly.

1.3  Purpose

This volume serves as a reference guide of good practices in HRA. By good practicesgye mean those

processes and individual analysis tasks and judgments that would be expe (considering
current knowledge and state-of-the-art) in order for the HRA results tly represent the
1s1 ment is principally

anticipated operator performance when making risk-informeddecisiong

or details of specific quantification approaches. As
prescribed good practices to requirements in the ASME
of that document (although nearly all other sections ,
requirements with regard to operator actions such as i i Sis, success

guidance is specifically for
although most of the guida; 0l for other applications (e.g., external

nor is it meant to suggest that a specific

od"practices come from those advocated in such
P®, ASEP'2, SHARP1", SPAR-H Method", and
ell as the experiences of the authors and reviewers of this

in assessing the quality of the analyses. In this regard, the
provided which should be useful in formulating questions about
ess” of a HRA. Its purpose is not to explicitly provide questions
but rather to provide the technical basis for developing questions or a
n for the staff’s review of HRA.



2. OVERVIEW OF GOOD PRACTICES FOR HRA

2.1  Scope of HRA Good Practices Guidance

The purpose of this document on good practices for implementing HRA is to ensure some level of
consistency and quality in HRA analyses and their review. In order to achieve such consistency and
quality, the HRA good practices in this document are directed at specific HRA tasks or activities.

The performance of HRA typically involves several tasks or activities. ; fithese tasks are
dependent on the HRA method or quantification approach that is used :
practices document does not endorse or specify the use of
approaches, most of the guidance in this document is dir
However, this document does provide some non-method-s
quantification.

the issues that impact human perfo
ATHEANA'", Consistent with the
attempt to identify and model potghiie i 8 This report provides some guidance for

1s document specifically addresses pre-initiator (i.e., normal
_emergency operations) human actions since it is assumed that as
tions that cause or contribute to initiating events are already
any initiating event frequencies. Further understanding of specific

pically not required. It is noted that for support system initiators and other

1athave characteristics of either pre- or post-initiating event HFEs. The techniques
yze these HFEs are therefore covered by this document and should be followed. For
examp e, see HLR-IE-C high level requirement in the ASME Standard® and such supporting
requirements as IE-C9 concerning the modeling of recovery actions in an initiator fault tree, and IE-
C12 concerning procedural influences on the interfacing system loss of coolant accident (ISLOCA)
frequency.



While this document is written in a serial fashion, in practice, it is often desirable to perform or
review an HRA in a more holistic manner and address multiple steps of the HRA process
simultaneously to achieve greater resource efficiency.

Table 2-1 provides brief summaries of the good practices that are discussed in subsequent sections
of this document (to be provided later).

Table 2-1 Summary of Good Practices



3. HRA TEAM FORMATION AND OVERALL GUIDANCE

If human actions are going to be included realistically in the PRA, the modeling of human interactions
must consider each action evaluated in the context of a complete accident scenario or sequence of
events. To do this, HRA has evolved from the days when PRA analysts provided the human events
of interest to a HRA specialist who then assigned human error probabilities (HEPs) to the human
events, often in isolation. Such a process is no longer considered good practice. Understanding an
accident sequence context is a complex, multi-faceted process. The interaction of plant hardware
response and the response of plant operators must be investigated and mg deled dingly. Such
characteristics as the following need to be understood and reflected, as pece '1n the model of a
specific human action or group of actions: &

* plant behavior and conditions,
» timing of events and the occurrence of human actio

» the parameter indications used by the operators and ¢
proceeds,

se parameters as the scenario

» the time available and locations necessary to

“at good practices for understanding the context
action, and how that context affects both the definition of
their probabilities.

g., ATHEANA'!Y) and from other international efforts and recent
iences that together have provided a clearer picture of the ways in which
s factors and sityations can interact to influence the occurrence of inappropriate human actions
cason15 Woeds'S, Endsley"”...). Improvements have been made for how to address the broad
" uences on human performance, for both the identification of the human actions
the PRA as well as what to consider during screening and detailed quantification
of the actions. The guidance in this volume provides good practices that reflect these improvements
and ensures the proper treatment of context in performing a reasonably realistic HRA.

Hence, the modeling of human actions in the PRA should involve an integrated effort among PRA
modelers, HRA and human factors practitioners, thermal-hydraulic analysts, operations and



maintenance personnel, and sometimes other disciplines depending on the accident sequence (e.g.,
structural engineers such as if the timing of an action is dependent on when and how the containment
might fail). Each discipline provides a portion of the context knowledge. When the context is
sufficiently understood, only then can human failure events be realistically modeled and quantified.
In addition, as good practice in HRA, it is encouraged that there be the use of walkdowns of areas
where the action needs to take place, talk-throughs of the scenarios and actions of interest with plant
operators or maintenance personnel, field observations, and at least for the more important actions,
simulations of the human actions to be credited. Finally, the HRA should be perfo consistently
for both core damage prevention/mitigation and large early release prevention/mitigation since both
measures are considered in making risk-informed decisions as addressed ory Guide 1.174°.

Therefore, in summary and as the first measure of a go
assessment has utilized an integrated team and tools
necessary and practical for the PRA application and th
important aspect that should lead to HRA results that a

1. The HRA is an integral part of the PRA (not perfermed as an in the PRA
process) whereby the inputs from the following: ipli d together to define
the PRA structure including which human 3 ow they are defined and
modeled in the PRA, and the considerati ciated HEPs:

* PRA modelers

* HRA practitioners

*  Thermal-hydraulic analys
Operations and mainte

Other disciplines
-

iew

stem engineers...) as necessary

A is performed using the insights gained from
d assumptions made from the document review:

ons and actions are to take place

tions of interest

ort, the HRA is performed consistently for both core damage and

early release outcomes, since both are equally important in risk-informed applications.




4. PRE-INITIATOR HRA

The ASME Standard’ separates its requirements into two broad classifications; those that address the
modeling of failures of pre-initiator human actions and those that address the modeling of failures of
post-initiator human actions. This section provides good practices for implementing the requirements
for addressing pre-initiator human failure events in a PRA.

Pre-initiator human failure events are events that represent the impact of human failures committed
during actions performed prior to the initiation of an accident sequence (e.g/”during test or
maintenance or the use of calibration procedures). They are 1mport 6de] because plant
personnel can make the equipment needed to mitigate a partic e unavailable, thus
reducing the overall capability to respond to the initiating ey theissue b
addressed, this impact may need to be included in a PRA sk i

The following good practices are categorized under fo
initiator HRA. These analysis activities are:

g pre-

Identifying activities that have the potential to ator human failures

Modeling specific human failure events
Quantifying the corresponding human,

b S

4.1 Identifying potential pre-initia

4.1.1 OBJECTIVE: Toidentify f outi i ose pre-initiator actions whose failure
to perforrn correctly cou in4l uced unavailability of PRA-modeled

er failure modes in the PRA) that contribute to
11 the identified actions will be modeled since some may be
ie following analysis activity (screening). The following

Standard calls for a systematic process to be used to identify routine
ivities that if not completed correctly, may impact the availability of
quipment. There are multiple supporting requirements in the Standard that
address the need to consider test and maintenance activities, calibration
activities, and actions that could affect multiple equipment.



4.1.3 GOOD PRACTICES:

4.1.3.1 Good Practice #1:

The HRA process should include a review of the following:

* All routine (scheduled) test and maintenance as well as calibration procedures that affect
equipment to be credited in the PRA (for core damage frequency (CDF) and LERF) should be
identified and reviewed.

» Actions specified in the above procedures that realign eq ! normal operation

» cascading effects among the equip
procedure such as an air-operated y

of the above primary and support system

d identify pre-initiator human actions even if they may be potentially
pment failure data (see section 4.1.4 for additional information).

routine actions affecting barriers and other structures such as fire doors, block walls, drains,
seismic restraints, etc.



4.1.3.4 Good Practice #4:

The identification process needs to include possible pre-initiator actions at least within each system
where redundant or multiple diverse equipment can be affected by (a) a single act (e.g., misalignment
of a valve affecting multiple system trains or even multiple systems) or (b) through a common failure
with similar multiple acts (e.g., mis-calibrating multiple sensors due to incorrect implementation of
the same calibration procedure or use of the same mis-calibrated standard). For the latter case, the
analyst should not duplicate that already covered under the common cause failure mpdeling of the
equipment, but should include consideration of possible commonalities such as:

* same crew, same shift performing the actions (common
* common incorrect calibration source (common “wh

* common incorrect tool, process, or procedure/training
(common “what/how” mechanisms), and

* close proximity in time and/or space/location of si ts (common “when/where”
mechanisms).

The more these commonalities co-exist, the mo) ati hould consider the act as

] etc. that have no redundancy or dlverse means of functlon While typically such
situations do not exist in nuclear power plants, changes to the plant could conceivably and
unintentionally create such a situation. Affecting the operator’s ability to take the desired action
1s similar, functionally, to affecting the equipment item itself which is to be activated. Hence, it
at least should be ensured that such situations, from a possible pre-initiator perspective, do not
exist or if they do, they are addressed.

10



In practice, it is best to include pre-initiator actions even if the associated failure may already be
included in the failure data for the affected equipment item (e.g., in the failure-to-start data). This
is because it is often hard to determine if the failure data bases include such human failures since
data bases are typically insufficiently documented to know if the potential pre-initiator failure is
already included. Generally, unless the failure can affect multiple equipment, such failings tend
to not be important since missing them or double-counting them tend not to be serious PRA
problems. Potential double-counting is the most conservative thing to do, and yet typically not a
serious over-estimation of the failure’s significance. In addition, including a
initiators gives analysts the opportunity to identify potentially proble
with procedural or training problems, those that do not require appro cks, etc.

If applicable, one should include the possible failures as
or calibration procedures that could affect equipment ¢
(e.g., opening a fire door and failing to restore its clos
and barriers, wind barriers, etc. While typically su
plants since such equipment items often do not have
activities that would adversely affect their function, ¢
instance, could conceivably and unintentionally cre

the art in PRA. A search ac
injection) is an expansion of t

ONDING ASME STANDARD REQUIREMENTS:

The Standard addresses allowable screening of activities based on practices that
limit the likelihood of errors in those activities. There are multiple supporting
requirements in the Standard that address screening rules or criteria, as well as
the requirement to not screen actions that could affect multiple equipment.
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4.23 GOOD PRACTICES:

4.2.3.1 Good Practice #1:

A candidate pre-initiator action can be screened out (i.e., not to be modeled) if the nature of the
associated action meets any of the following criteria and the reason for screening is documented (see
exception under Good Practice #2 below):

the affected equipment will receive an automatic realignment signal and it can rg§pond (i.e., is not

disabled) if demanded, or

» there is a valid post-maintenance/test functional check
reveal misalignment or incorrect status (e.g., faulty p

» following the original action(s), an independent seco
written checklist that will verify incorrect status is pe

» avalid check, at least once per shift, of equipment sta
status, is used, or

per equipment status or

» there is a compelling signal (e.g., annunci
' aily, and realignment can be

inoperability in the control room, it is
easily accomplished, or

ting human error probabilities would
re to open) of the equipment.

( d depending on the issue being addressed (e.g., examination of a
evisit the original PRA screening process to ensure issue-relevant human

e obvious issues associated with inappropriate screening and thereby potentially missing a
risk-significant pre-initiator action, the following observations are noted.

* Generally, screening out pre-initiator failures (i.e., don’t have to be modeled) is acceptable based
on experience with past PRAs and the types of pre-initiator failures that are typically found to be

12



4.3

43.

unimportant. This is done to simplify the model and not expend resources addressing unimportant
pre-initiator actions. It should be clear that an appropriate level of investigation has been
performed to ensure the above criteria have been met and if these or other criteria are used, their
justification is documented for outside review. It is advisable that a record of all screened actions
be kept for later reference when performing specific applications (see Good Practice #3). When
in doubt, it is recommended the pre-initiator action not be screened out but the corresponding
failure modeled in the PRA for further analysis.

Since pre-initiator actions and related failures affecting multiple equipment ite an sometimes

to the plant, without spending the appropriate time to
and modeling choices made to create the original PR .
these assumptions and choices still apply for the issue ¢ , SOme pre-
initiator failures may not have been included in the ori Ai(i ., screened out) that in light
el (i.e., could be important
for addressing the issue). Hence 1t is good practlce to impleme s that ensures that some

1 OBIJECTIVE: To define ho
accurately represent the fai}
analysis activities. The,

‘practices for modeling pre-initiator human failure
lated Standard requirements.

Define each specific pre-initiator HFE to be modeled in the PRA as a basic event that describes the
human-induced failure mode and is located in the model such that it is linked to the unavailability of

the

affected component, train, system, or overall function (i.e., level of modeling) depending on the

effect(s) of the HFE (e.g., a single valve will not close, a train will be isolated, the automatic start

13



signal for an entire system will be disabled). The following attributes, as a minimum, should be used
to define the pre-initiator failure level properly in the PRA:

» the nature of the manipulation affects a whole train, system, etc. so it makes more sense to define
the HFE at that level,

* multiple individual acts affecting multiple equipment (e.g., different components) can be combined
as a single pre-initiator HFE affecting a higher level of equipment resolution £e.g., the train
containing the different components) as long as (a) the acts and effects are related, (b) how the
single HFE will be quantified (i.e., the performance-shaping faek at. would affect
quantification as discussed later) is not significantly dlfferggx; or wi
than if the individual acts were to be modeled and qudntif
potential commonalities/dependencies with other pre
potential common failures among similar individual
multiple signal channels), and

* consideration of the level of detail already modeled in the i
the associated equipment (less important factor).

The failure modes (fail to close, fail to start, etc.) sh i idering the equipment

affected and the effects of the human-induced

HFE effect to ensure proper 1nterpretat' i ( e.g., only two of three redundant
ctuati lable and not all three sensors have to

initiator ﬁ imity e e PRA model, to the equipment affected by the
parison can be made between the equipment failure and the

s-initiator basic events and their placement in the model (from both a
dpoints) ultimately define how the model addresses the effects of the

‘Quantifying the corresponding human error probabilities (HEPs) for the specific HFEs

4.4.1 OBIJECTIVE: To address how the human error probabilities (HEPs) for the modeled HFEs
from the previous analysis activity are to be quantified. This section provides good practices
guidance on an attribute or criteria level and does not endorse a specific tool or technique

14



(although THERP? or its ASEP* simplification are among those often used). Ultimately, it is
these probabilities along with the other equipment failure and post-initiator human error
probabilities as well as initiating event frequencies that are all combined to determine such risk
metrics as CDF, LERF, ACDF, ALEREF, etc. as addressed in Regulatory Guide 1.174'!. The

following provides good practices for quantifying pre-initiator human failure events while
implementing the related Standard requirements.

4.4.2 CORRESPONDING ASME STANDARD REQUIREMENTS:

The Standard calls for a systematic process for asse pre-initiator HEPs
that addresses plant-specific and a
multiple supporting requirements ing
associated with quantifying the HI
detailed estimates are appropriate
the evaluations, treatment of reco

HFEs, uncertainty, and reasonable
443 GOOD PRACTICES:
4.4.3.1 Good Practice #1:

The use of screening-level human error pro Virtually necessary during the

early stages of PRA development and qu i ble (and almost necessary since
not all the potential dependencies am: - nown) provided (a) it is clear that
the individual values used are over ati ities if detailed assessments were to be
performed AND (b) dependenci ' ndfy failure events appearing in an accident

sequence are conservatlvely . g values should be set so as to be able to

ter detailed analysis would actually result in higher
ons1der both individual HEPs and the potential for multiple
or a given accident sequence (scenario). To meet these
a more detailed assessment is performed of the individual
ues):

and possibly
conditions, it is
or combinati

As needed for the issue being addressed to produce a more realistic assessment of risk, detailed
assessments (not just screening estimates) of at least the significant human failure event contributors
should be performed. The PRA analyst can define the significant contributors by use of typical PRA
criteria (not addressed here) such as importance measure thresholds as well as other qualitative and
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quantitative considerations. While the use of screening-level values (supposedly purposely
conservative) may, at first, seem to be a “safe” analysis process, it can have negative impacts.
Screening values can focus the risk on inappropriate human actions or related accident sequences and
equipment failures because of the intentionally high HEPs. Such incorrect conclusions need to be
avoided by ensuring a sufficient set of more realistic, detailed HEPs are included in the model.

4.4.3.3 Good Practice #3 (application-specific):

For a specific PRA application and depending on the issue being addressgd (e.g
specific procedure change), revisit the use of screening vs. detail-ass
relevant human actions have not been prematurely deleted fr
use of screening vs. detailed values to properly assess the i

to ensure issue-
is an inappropriate
g risk.

4.4.3.4 Good Practice #4:

make undetected mistakes). It should
relevant to the act (based on an understar : een considered in the corresponding

¢., layout, available information [instruments, alarms, computer readouts,
ility, highly physical...).

labeling, t

hat tend to not be as important either because of typical nuclear plant practices or
becausethe factors are typically less relevant include (it should still be ensured that the typical practice
or irrelevancy is not compromised):

» skill level/experience/training of crew (typically adequate in nuclear plants for the jobs each crew
member is to perform),
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» stress level (not usually relevant in pre-initiator failures unless special situations such as potential
personal harm, the need for fast sequential responses, etc. play a role),

* environmental factors such as temperature, humidity, radiation, noise, lighting, etc. (typically the
environment is sufficiently benign except for special circumstances such as a high radiation
environment and thus the desire to hurry the actions), and

* availability of time (not usually a strong factor in pre-initiator failure

If the large majority of these factors affect the human perform.
is an overwhelming negative influence, the HEP will tend to
not accounting for recovery addressed under Good Pract
influences should yield lower HEPs (e.g., <1E-3, with a
as addressed under Good Practice #5 below).

4.4.3.5 Good Practice #5:

palyzed should be used
(multiple recoveries may be acceptable) where ap cies among the initial
failure and the recoveries, and among the re considered (see Good

* independent verification, usin
mamtenance/testlng/cahb t1

at a later

work sh | yrmed of component status, using a written check-off list,

applicable for a given pre-initiator HFE, the more the situation tends to increase
ntial (i.e., decrease the HEP) since each recovery, to the extent they are independent,
result 1 a multiplier (e.g., 0.1) on the original HEP estimate thereby reducing its overall value.

Basic HEPs for pre-initiator HFEs for nuclear plant applications (including recovery) are typically

expected in the 0.01 (among the highest) to 0.0001 range. Any values below the 0.0001 to 0.00001
range should be considered suspect unless justified.

17



4.4.3.6 Good Practice #6:

Dependencies among the pre-initiator HFEs and hence the corresponding HEPs in an accident
sequence should be quantitatively accounted for in the PRA model. This is particularly important so
that combined probabilities are not inadvertently too optimistic, resulting in the inappropriate decrease
in the risk significance of human actions and related accident sequences and equipment failures. In
the extreme, this could result in the inappropriate screening out of accident sequences from the model
because the combined probability of occurrence of the events making up an accident sequence drops
below a threshold value used in the PRA to drop sequences from the finalgisk re

To address these dependencies, usually a level or degree of dep sinan accident
sequence is determined, at first qualitatively (e.g., low, hig bined HEPs;
assessed accordingly. Once the first HEP has been esti
dependent human failures or recoveries of the original f

* 0.01to 0.1 for low dependence
* 0.1t00.5 for high dependence
* >0.5 for very high or 1.0 for complete dependence
Note that specific tools/techniques may use somewh an provided here based
on specific considerations.

In establishing the level of dependence » ection 4.1.3 addresses typical
commonalities that tend to make HEPs more dep 1. is not independent of another

s that tend to break-up these commonalities
ndividual HFEs more independent. The more the
r Good Practice #4 under Section 4.1.3 exist and the less
ice #5 above exist, the higher should be the assessed level
nt the converse is true, low or even no dependence should

- i,
o -

e

nts of uncertainty are typically performed by:

g uncertainty distributions for the HEPs and propagating them thru the quantitative
analysis of the entire PRA such as by a Monte Carlo technique, and/or

» performing sensitivity analyses that demonstrate the effects on the risk results for extreme
estimates in the HEPs based on at least the expected uncertainty range about the mean value.
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Note, in some cases, it may be sufficient to address the uncertainties by just qualitative arguments
without the need to specifically quantify them (e.g., justifying why the HEP cannot be very uncertain
or why a change in the HEP has little relevancy to the risk-related decision to be made).

In assessing the uncertainties, and particularly when assigning specific uncertainty distributions, the
uncertainties should include (a) those epistemic uncertainties because of lack of knowledge of the true
expected performance of the human for a given context and associated set of performance-shaping
factors, and (b) consideration of the combined effect of the relevant aleatory (i.e., random) factors to
the extent they are not specifically modeled in the PRA and to the exteng that t ould alter the
context and performance-shaping factors for the HFE. For pre-initiator should be few or
no aleatory factors worthy of consideration, since typicallyhe proc the environment
experienced, etc. do not randomly change. But, for ex :
experience levels are known to exist, it is random as to w
at any given time. In such a case, the mean should represe
uncertainty should reflect the possible range in those lev ' ally not
very relevant to pre-initiator HEPs and so typically are na

Whatever uncertainty distributions are used, the shape of: ] (e.g., log-normal, normal,
beta...) are typically unimportant to the overall risk results (i.e. sually not sensitive to
specific distributions). Further, typical uncertaintiessfi¢ )
of 10 to 100 between the lower bound value
value.

4.4.3.8 Good Practice #8:

ontexts and performance-shaping factors under which the acts are
that a rank-ordered list of the pre-initiator HFEs by probability be used
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4.4.4 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND ADDITIONAL
REMARKS:

Besides the obvious concerns about inaccuracies in the HEP quantification and thus whether the HEPs
“make sense”, as well as the resulting potential misinformation about the dominant risk contributors
if quantification is not done well, the following observations are noted.

resources on unimportant human events and accident sequences. The
allowing a level of useful screening without inadvertently and ing
analytical phenomenon of, for instance, multiplying three hynan ev
at a screening value of 1E-2 to yield a 1E-6 com
dependencies among the human events. In such
combinations of events, or even whole accident sequ
PRA model entirely because the accident sequence
Hence some of the dominant individual or combinatio
the screening values both individually and for combin:
screening stage. Further, if screening values are left i ed to some human failure
events that should be assessed with more detail t

e person as the originator of the action
performing the recovery ma o detect the original failure than an
independent checker). Treat tresponding recoveries as independent acts

aluation of both the relative and absolute importance of the
nt sequence equipment failures.

endency for analysts to want to use an existing PRA model to address issues such
he plant, without spending the appropriate time to revisit some of the underlying
1ons and modeling choices made to create the original PRA. A review should be done to
see if these assumptions and choices still apply for the issue being addressed. In this case, some
pre-initiator human failure events may be quantified in the original model using a set of screening
estimates and detailed failure probabilities that may not be appropriate for the new issue being
addressed. As an example, where higher screening values may have been acceptable for purposes
of the original PRA, these supposedly conservative values may over-estimate the contribution of
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these human failure events for the issue being addressed. Further, the relative risk contribution of
equipment and associated accident sequences with which the human failure events appear, may
be artificially too high (and therefore other events too low) because of the screening values. Hence
it is good practice to revisit the use of screening and detailed human failure event probabilities in

order to appropriately address the issue.
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5. POST-INITIATOR HRA

The ASME Standard’ separates its requirements into two broad classifications; those that address the
modeling of failures of pre-initiator human actions and those that address the modeling of failures of
post-initiator human actions. This section provides good practices for implementing the requirements
for addressing post-initiator human failure events (HFEs) in a PRA.

Post-initiator human failure events are events that represent the impact of human failures committed
during actions performed in response to the initiation of an accident sequence (e. ile following
post-trip procedures or performing other recovery actions). They are 1 0 model because
humans can have a direct influence on the mitigation or exacs )
after the initial plant upset. Hence, depending on the issue
be included in a PRA if a realistic assessment of risk is r

The following good practices are categorized under fo
initiator HRA. These analysis activities include:

1. Identifying potential post-initiator human failur .

2. Modeling specific human failure events (HFE r man failures

3. Quantifying the corresponding human errg iti specific HFEs
4. Adding recovery actions to the PRA

5.1.1 OBIJECTIVE: To identify t y ctions that may need to be taken by the
operators in response to a i
to be modeled in the P

e failures associated with these actions (e.g.,
initiate feed and bleed, failure to properly
0 align containment/suppression pool cooling) are
n combination with equipment failures, are expected to lead
ases. Such failures contribute to the overall risk and thus

Standard calls for a systematic review to identify operator responses
quired for each of the accident sequences. There are multiple supporting
requirements in the Standard that address what to review as well as the types
of actions to be included. Use of talk throughs and simulator observations are
also addressed as part of the supporting requirements.
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5.1.3 GOOD PRACTICES:

5.1.3.1 Good Practice #1:

Reviews of the following form the primary bases for identifying the post-initiator actions.

» Review plant-specific emergency operating procedures (EOPs), abnormal operating procedures
(AOPs), annunciator procedures, system operating procedures, severe accideng
guidelines (SAMGs), and other special procedures (e.g., fire emergency '
The review is done to identify ways operators are intended to inter
after an initiator as a function of the various conditiogs
development of the PRA accident sequences and equip#
Particularly note where operator actions are called o
conditions and indications (cues) such actions are ca
examine whether there are any potential accident cond i ghtnot
match the situation as well as would be desired, e.g '
incorrect guidance provided under some conditio tion about such potential
vulnerabilities will be useful later during quantificati entify actions that need to
be modeled.

While not necessary at this stage of the analysis

e Review of training material in i talk-throughs or walkdowns of the actions
with operations or trainin i vith training policies and teachings, and to

numerous or detailed talk-throughs, walkdowns,
alysis - the use of these techniques is more relevant later under
ases). For example, operators may cite a reluctance to

pecially where the procedure is ambiguous or leaves room for flexibility in the
e (although it is not the intent to perform numerous or detailed talk-throughs,
walkdowns, or simulations at this phase of the analysis - the use of these techniques is more
relevant later under the HFE modeling and quantification phases). For example, through
simulation it may be observed that a “single action” in the procedure (e.g., align recirculation) is
actually carried out by a series of numerous and sequential individual actions (e.g., involving the
use of many handswitches in a certain sequence). Again these observed “interpretations” of the
procedures can help complete and/or clarify the identified actions and ensure that later modeling
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and quantification of the actions will reflect the “as-operated” plant.

5.1.3.2 Good Practice #2:

The review process should involve the following:

» Knowledge of the functions and associated systems and equipment to be modeled in the PRA for
both CDF and LERF. .

. Identlfymg whether the function is needed (e. 8- mjectlon) or undesi tuck-open safety

undesired condition including structures and barrie
drains) especially for external event analyses.

equipment credited to perform the functions ' qquences modeled in the
PRA and/or (b) to respond to equipment and, ]

practice).

Include neg: ected actions (e.g., initiate RHR, control vessel level, isolate a

iled automatic responses (e.g., manually start a diesel generator that
) but be sure the action can be credited to recover the auto failure mode.

ater backup) although these may best be defined later as the PRA quantification
' portant possible recovery actions become more apparent.

Consistent with present day state-of-the art, acts whose failure involve an error of omission (EOO)
should be included when identifying post-initiator acts of concern. These involve failure to take the
appropriate actions as called out in the procedures and/or trained on or expected as common practice.
For example, failure to initiate feed and bleed or failure to start standby liquid control, are EOOs.
Possible acts whose failure would involve an error of commission (EOC) are generally beyond current
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PRA practice. These involve performing expected acts incorrectly or performing extraneous and
detrimental acts such as shutting down safety injection when it is not appropriate. These are not
necessarily expected to be identified but see Section 7 of this document for more on this subject.

Finally, it should be recognized that iterations as well as refinement and review of the PRA model
construction may (and often do) provide additional opportunities to identify any potentially important
missed actions as the PRA model evolves.

5.1.4 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTIGES ANE
REMARKS:

While not all the post-initiator actions will be important in th
initiator actions, it is difficult to predetermine (at this st
included as part of the identification process. Ways the o
outcome of any accident sequence need to be assessed in o

» ing provides good practices for modeling post-
ile implementing the related Standard requirements.

calls for the HFEs to be defined so that they represent the impact

“of detail of the accident sequences. There are multiple supporting
rements in the Standard that address the modeling level of detail for each
and how to complete the definition of each HFE.

523,

ood Practice #1:

Define each specific post-initiator HFE to be modeled in the PRA as a basic event that describes the
human failure of not properly performing the required response and is located in the model such that
itis linked to the unavailability of the affected component, train, system, or overall function (i.e., level
of modeling) depending on the effect(s) of the HFE (e.g., failure to manually depressurize using the
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safety relief valves, failure to manually scram, failure to align the backup train of service water). The
following considerations should be used to define the post-initiator failure level properly in the PRA:

 the nature of the action is performed on a train, system, etc. level so it makes more sense to define
the HFE at that level,

» the consequences of the failure and what would be affected by the failure (just a component is
affected, a whole train, a system, multiple systems, an entire function),
* multiple individual acts/responses such as at a system or compone
pressure injection and then subsequently opening a power-operated
be combined as a single post-initiator HFE affecting a highe
as at a system or a function level (e.g., initiating feed and
are related, (b) how the single HFE will be quantified 4
would affect quantification as discussed later) i
conservatively bounding than if the individual acts w
and (c) there are no potential commonalities/dependen
in the model so that potential common failures among sin ual acts might be missed (see
the discussion presented below),

» the level of detail already modeled in the PR ures of the associated

equipment (less important factor).

-as one or more HFEs, consider
ontrol reactivity in an anticipated
could be defined as one HFE, or as

As an example of how human responses
the case in a boiling water reactor (BWR

several HFEs based on the subt
lowering reactor water level

perform the subtasks (a) have different effects,

(b) mayin impz ery different performance-shaping factors (e.g., in-control room
actions vs. lo i ironment area, a subtask performed early in the scenario

in the scenario), or (c) involves an action that has a
dependency w. modeled in the PRA (e.g., failure to trip two reactor coolant

deled as separate HFEs. An alternative is to model them all as one
nsequence (such as the failure to control reactivity example cited
miting performance-shaping factors are used (e.g., the shortest time that

s depicted in the PRA model should be a direct result of considering the equipment
: effects of the human-induced failure (refer to the Good Practices under Section 5.1.3)
and stem from failure to properly perform the correct responses. The failures should sufficiently
describe the HFE and its effect to ensure proper interpretation of the HFE in the model (e.g., fail to
initiate feed and bleed within 5 minutes of the reactor pressure achieving 2400 psig).

As an aid to ensure appropriate modeling, it is recommended practice (but not necessary) that the post-
initiator failure be placed in close proximity, in the PRA model, to the component, train, system, or
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function affected by the human failure. In this way, a quick examination of the model can reveal the
modeled effect of the human failure.
5.2.3.2 Good Practice #2:

Each of the modeled post-initiator HFEs should be defined such that they are plant- and accident
sequence-specific. Where helpful to fully understand the nature of the act(s) (e.g., who performs it,
what is done, how long does it take, are there special tools needed, are there environmental issues or
special physical needs, etc.), use of talk-throughs, walkdowns, field observations, and s
particularly encouraged.

In order for the act to occur, the operator must diagnose the ne: d then execute the
act. While many performance-shaping factors are used {
perform the act correctly (as discussed later under quantifi
based on plant and accident sequence-specifics, the follo
to a basic understanding of the HFE and should be met t

ed (e.g., fail to initiate feed
nd the time necessary to

lved in implementing
average ’ plant since the

sequence-specific timing and nature of the co
the act (i.e., not another plant analysis o
number and nature of the specific manipii
response could be different, the locati tire different travel times, some
sequences require a fast response '
act, etc.),

ations, 1en they will be mamfested) should be used as
- ifferent in a variety of accident sequences (e.g.,
of some indications or alarms), and will affect the likelihood
e action,

se techniques in Appendix A.

5.2.4 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND ADDITIONAL
REMARKS:

The precise definition of the post-initiator basic events and their placement in the model (from both
a logic and failure mode standpoints) ultimately define how the model addresses the effects of the
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human failures. This needs to be done accurately if the model is going to logically represent the real
effects of each human failure and if the corresponding HFE is going to be correctly quantified (as
discussed later). This accuracy is best obtained if plant-specific and accident sequence-specific
information is used. Nevertheless, the following observation is noted.

* Not using plant/accident sequence-specific thermal hydraulic information for timing may or may
not be critical based on the relevancy and thus appropriateness of the non-specific (i.e., “general”)
timing information that is used. It is better to use plant and accident-specific information, though
it is recognized that in some areas (e.g., containment response for LERF) a practical

timing considerations may not be a significant issue.
timing information is used, it is reasonable to expect i
sequence being analyzed.

guidance on an attribute or criteria le

Ultimately, it is these probabilities i ipient failure and pre-initiator
human error probabilities as well4gs initi cies that are all combined to
determine such risk metrics as ' , etc. as addressed in Regulatory
Guide 1.174". The followi ides . iges for quantifying post-initiator HEPs

while implementing the re

swhen conservative vs. detailed estimates are appropriate,
n of cognitive and execution failures, performance-shaping factors
“in the evaluations, consideration of dependencies among HFEs,
, and reasonableness of the HRA results.

si g conservative or detailed estimation of the post-initiator HEPs, the evaluation should
include both cognitive (i.e., “thinking) as well as execution failures. For example, incorrectly
interpreting a cue or not seeing a cue and thus not performing the act can be one mode of failure. Or,
the operator can intend to take the act based on the proper and recognized cues but still otherwise fail
to take the act or perform it correctly. Both need to be part of the HEP evaluations.
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5.3.3.2 Good Practice #2:

The use of conservative human error probability (HEP) estimates is virtually necessary during the early
stages of PRA development and quantification. This is acceptable (and almost necessary since not all
the potential dependencies among human events can be pre-known) provided (a) it is clear that the
individual values used are over-estimations of the probabilities if detailed assessments were to be
performed AND (b) dependencies among multiple human failure events appearing in an accident
sequence are conservatively accounted for. These conservative values should be set g as to be able
to make the PRA quantification process more efficient (by not having to pesform defarled analysis on

or combination events to justify lower values):

* no individual post-initiator HEP conservative val
anticipated detailed value and generally not lower than f high post-initiator values in
PRAs), and

* multiple HEPs in the same sequence should no
case anticipated detailed joint probability
a 0.5 high dependency factor) at this sta

5.3.3.3 Good Practice #3:

As needed for the issue being addse e realistic assessment of risk, detailed
assessments (not just conserva i ominant human failure event contributors
should be peformed. The PR ie*dominant contributors by use of typical PRA

: asure thresholds as well as other qualitative and

. Conservative values can focus the risk on inappropriate
and equipment failures because of the intentionally high
be avoided by ensuring a sufficient set of more realistic,

ns have not been prematurely deleted from the PRA or there is an inappropriate
e vs. detailed values to properly assess the issue and the corresponding risk.

5.3.3.5 Good Practice #5:

As “good practice,” the following table of performance-shaping factors (Table 5-1) for both in-control
room and ex-control room (local) actions should be treated in the evaluation of each HEP per the table
guidance. The guidance should fit most cases, but it should be recognized that for specific actions,
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some of the factors may not apply while others may be so important, the others do not matter (e.g.,
time available is so short, the act almost assuredly cannot be done regardless of the other factors).
Further, if a specific situation warrants treatment of unique factors that are not, and cannot be

Table 5-1 Post-Initiator PSFs To Be Considered

In-Control Room Actions Ex-Control Room Actions
Always Consider the Following PSFs Always Consider the Folloy PSFs
Applicability and suitability of training and experience Applicability and suitability iming and experience

Suitability of relevant procedures and administrative itabili vant proced administrative
controls i

F.

of instrum®s ake
nfirm expected pi e

Availability and clarity of instrumentation (cues to take
actions as well as confirm expected plant response

e required to complete the act,
oncurrent and competing

Time available and time required to complete the act,
including the impact of concurrent and competing
activities

> along with workload,

Complexity of required response along with workload, v
cial sequencing, and

time pressure, the need for special sequencing, and
familiarity

Team/crew dynamics and crew characteristics (
of independence among individuals, operator a
biases - rules, use of status checks, approagh

Consideration
diversions
failed in
evolution n
Practice)

Additional Additional PSFs to Conditions When
Consider Particularly Relevant
Availab] R staff is Available staffing and Particularly when many or
TESOULs d to be decreased resources complex actions need to
impacted so others occur concurrently or in a
hust perform more than short time, and staffing
their typical tasks (not needs may be stretched

usually an issue)
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In-Control Room Actions

Ex-Control Room Actions

Human-machine interface

If could be problematic,
or not easily accessed or
used (not usually an issue
but consider, for instance,
the need to use
backboards, deal with
common workarounds...)

Human-machine interface

Additional PSFs to
Consider

Conditions When
Particularly Relevant

Environment in which the
act needs to be performed

Potentially adverse or
threatening sitnations such
as fire, flood, seismic, loss
of ventilation...(not
usually an issue)

Accessability and
operability of equipment
to be manipulated

If could be problematic, «f

or not easily accessed
used such as the ne

use backboards, or when
indications/controls could
be affected b :
initiating
failures

radiation area

Enviro
act ne

If could be problematic
(e.g., poor labeling) or not
easily accessed or used

humidity, smoke, toxic

gas, noise, poor lighting,

weather, flooding,
ismic...

If could be problematic, or
not easily accessed or
used such as when the
equipment could be
affected by the initiating
event or the environment
(e.g., fire, flood, weather)

be'need for special tools
eys, ladders, hoses,

radiation area...)

clothing such as to enter a

For situations where other
than simple switch or
similar type operations are
necessary, or when needed
to be able to access the
equipment
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In-Control Room Actions

Ex-Control Room Actions

Not usually an issue -
simply ensure that
communication strategy
allows crisp direction and
proper feedback;
otherwise only in special
situations such as needing
to communicate with

Communications (strategy
and coordination) as well
as whether one can be
easily heard

Communications (strategy
and coordination) as well
as whether one can be
easily heard

SCBAs on
Additional PSFs to Conditions When
Consider Particularly Relevant
Time of day Special sequences or

events such as invo

extremely
preferred ;
staffing
dif] t

For situations where
communication among
crew members (locally
and/or with CR) are likely
to be needed and there
could be a threat such as
too much poise, failure of

Conditions When

Particularly when many or
complex actions need to
occur concurrently or in a
short time, and staffing
needs may be stretched
such as during graveyard
shift

ecial fitness needs

For special situations
expected to involve the
use of heavy or awkward
tools/equipment, carrying
hoses, climbing...

Team/crew dynamics and
crew characteristics
(degree of independence
among individuals,
operator attitudes - biases
- rules, use of status
checks, approach for
implementing procedures,
e.g., aggressive vs. slow
and methodical...)

To the extent that the
timing and the
appropriateness of the
directions from the CR,
and the subsequent
carrying out of the ex-CR
action(s) could be affected




In-Control Room Actions Ex-Control Room Actions

Consideration of To the extent that these
‘realistic’ accident could affect the timing,
sequence diversions and specific directions, or
deviations (e.g., successful performance of

extraneous alarms, outside | the ex-CR action(s)
discussions, sequence not
exactly like that trained
on...)

and accident sequence-specific as necessary to address th
techniques as talkthroughs, walkdowns, field observation
in order to be realistic. Appendix A provides more spe of the PSFs

portant than others.

It should be apparent that the factors seemingly most rel as positive or negative
influences) and having the most impact on the HEP i ntitatively. Further, the
more the impacts of the factors have been dgté oughs, walkdowns, field
observations, and simulations vs. simple assy etter the quality of the HEP
evaluations.

5.3.3.6 Good Practice #6:

the corresponding HEPs in an accident
PRA model by virtue of the joint probability
1on of each sequence holistically, considering the
the sequence response and recognizing that early operator
successes or operator judgments and subsequent actions. This is
particularly im : combined probabilities are not inadvertently assigned
potentially resi iate'decrease in the risk significance of human actions and related

Dependencies among the po

» the actions take place relatively close in time in the sense that a crew “mindset” or interpretation
of the situation might carryover from one event to the next,
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» the procedures and cues used along with the plant conditions related to performing the acts are
identical (or nearly so) or related, and the applicable steps in the procedures have few or no other
steps in between the applicable steps,

* there are similar performance shaping factors for performing the acts,

* how the acts are performed is similar and they are performed in or near the same location, and

s

ght be related
egarding another

» there is reason to believe that the decision processes associated with t
and the interpretation of the need for one action might bear on the crew
action. "

The more the above commonalities and similarities exis
among the HFEs (i.e., if the first act is not performed correg .
third... act(s) will also not be performed correctly; or eTS D). For
example, if nearly all or all of the above characteristics exi '
generally be assumed. If only one or two of the above char: ist, then analysts will need to
evaluate the likely strength of their effect and the degre t should be assumed and
addressed in quantification.

The resulting joint probability of the HEPs in a | such thatitis in line with

be less than a justified value. It igisug; not be below the ~0.0001 to 0.00001
range since it is typically hard t at ot gcifically treated dependent failure modes

» A fa

. at would have been the independent HEP value for the
subsequent act(

low to moderate dependence

5.3 actice #7:

Mean values for each HEP (excluding conservative HEPs) and an assessment of the uncertainty in the
mean values should be performed at least for the dominant HEPs to the extent that these uncertainties
need to be understood and addressed in order to make appropriate risk-related decisions. Assessments
of uncertainty are typically performed by:
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* assigning uncertainty distributions for the HEPs and propagating them thru the quantitative
analysis of the entire PRA such as by a Monte Carlo technique, and/or

» performing sensitivity analyses that demonstrate the effects on the risk results for extreme
estimates in the HEPs based on at least the expected uncertainty range about the mean value.

Note, in some cases, it may be sufficient to address the uncertainties by just qualitative arguments
without the need to specifically quantify them (e.g., justifying why the HEP cannot be:

of the true expected performance of the human for a give
shaping factors (i.e., those factors for which we do not ha
to the “correct” HEP, such as how time of day affects =
operators), and (b) consideration of the combined effect of¢ i.e., om) factors
to the extent they are not specifically modeled in the
significantly alter the context and performance-shapin
the overall HEP estimate.

Concerning the latter, while it is best to specifi fagtors in the PRA (i.e., those
factors that are random and could significant}j ' ince, for example, the time of
day the initiator occurs, whether or not ot I ‘ pment failures may co-exist with
the more important failures in the seque ‘ iti pment failure occurs early in the
sequence or late in the sequence, e 1 :
make the PRA model excessiv ;
uncertainty distribution, analysts sh ] onal contribution from random factors
associated wi : eontext. This can be done by considering the
relevant . i 0ods of occurrence, and their effects on the HEP
estimate.

For example, s »
si gmflcantly nuisance and extraneous failures,” as opposed to when no or

xist (and yet these two plant “states” are not explicitly defined by

many nulsance/extraneous failures w111 occur about 50% of the tlme based
resultmg combined mean HEP value is 0.5P, + 0.5P, considering this random
ncertainty about the combined mean HEP value should reflect the weighted
ties in P, and P, (such as by a convolution approach, via an approximation, or other
. While it is not expected that such a detailed evaluation be done for every random
situation or for every HEP, the mean and uncertainty estimates for the most dominant HEPs should
account for any such perceived important aleatory factors that have not otherwise been accounted for
(i.e., the factors, considering their likelihoods and effects on the HEP, are anticipated to have a
significant impact on the resulting overall HEP).
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Whatever uncertainty distributions are used, the shape of the distributions (log-normal, normal, beta...)
are typically unimportant to the overall risk results (i.e., the PRA results are usually not sensitive to
specific distributions). Further, typical uncertainties include values for the HEP that represent a factor
of 10 to 100 or even more between the lower bound value and the upper bound value that encompass
the mean value.

5.3.3.8 Good Practice #8:

compared one to another), and

¢ inabsolute terms (i.e., each HEP value) to the extent t
is not important as to the absolute values for the HE

This reasonableness should be checked based on considerat plant experience and history,
against other evaluations (such as for similar acts at oth g qualitative understanding
of the actions and the relevant contexts and performance-shapin; pnder which the acts are

ability be used as an aid for
while to compare “like” HFEs
for different sequences such as failure a BWR when all high pressure
injection is lost during a LOCA as ction but during a simple transient. For
example, simple, procedure-guide ized cues and plenty of time to perform
orized, short time available type actions, all
most post-initiator HEPs are in the 01 to 0.0001
ontextual factors and proper consideration of
the Good Practices covered above. Helpful checks include:

* For a HFE performance-shaping factors exist or is the cumulative
aping factors such that they are either so negative or so
vould suggest a high HEP (e.g., 0.1) or a low HEP (e.g., 1E-4)
jis very high or low probability HFE should be one of the higher or
: itive to the other HFEs in the model. For example, while the manual

to be done in a short time, it is a proceduralized action, is often an early

ngly balanced combinations of both positive and negative factors, or are there weak
ral factor effects? If so, this is likely to lead to in-between values for the HEPs (e.g., ~0.01)
placing these HFEs (relative to others) ‘in the middle’.

* Do the individual HEPs and the relative ranking of the HFEs seem consistent with actual or
simulated experience? For example, if it is known that operators ‘have trouble with’ a specific
act(s) in simulations or practiced events, and yet the assigned HEP is very low (e.g., 1E-3 or
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lower), this may be a reason to question and revisit the assigned HEP.

Do other similar plant and action analyses support the HEP evaluation? Recognize, however, that
there may be valid reasons why differences may exist and thus this check is not likely to be as
helpful as the others above.

5.3.4 POSSIBLE IMPACTS OF NOT PERFORMING GOOD PRACTICES AND ADDITIONAL

REMARKS:

Use of conservative values is a useful and most ofte
expenditure of resources on unimportant human e
guidance is aimed at allowing some conservative value
allowing the analytical phenomenon of, for instance, r human events in the same
sequence each at a conservative estimate of 1E-1 to, bined probability, without
checking for dependencies among the human events. In such e human failure events

] popriately

Further, if conservatlve values are Jeff perman some human failure events that
listic assessment of risk (supposedly
an failure events and related equipment

dependent acts without checking for dependencies (thereby
being ables : 1Vi HEPs) can inappropriately lessen the risk significance of
nt failures in accident sequences. This can cause the inappropriate

d above under screening. Proper consideration of the dependencies
s in the model is necessary to reach the best possible evaluation of both

ean values and addressing uncertainties are a part of the Regulatory Guide 1.174"!
guidance and to the extent addressed therein, the HRA quantification needs to be consistent with
that guidance when making risk-informed decisions.

There can be a tendency for analysts to want to use an existing PRA model to address issues such
as changes to the plant, without spending the appropriate time to revisit some of the underlying
assumptions and modeling choices made to create the original PRA. A review should be done to
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see if these assumptions and choices still apply for the issue being addressed. In this case, some
post-initiator human failure events may be quantified in the original model using conservative
estimates and detailed failure probabilities that may not be appropriate for the new issue being
addressed. As an example, where higher conservative values may have been acceptable for
purposes of the original PRA, these may over-estimate the contribution of these human failure
events for the issue being addressed. Further, the relative risk contribution of equipment and
associated accident sequences with which the human failure events appear, ma
high (and therefore other events too low) because of the conservativ
practice to revisit the use of conservative estimates and detailed hum
in order to appropriately address the issue.

ecvent probabilities

5.4 Adding recovery actions to the PRA

ted in the post- RA and

5.4.1 OBJECTIVE: To address what recovery actions ¢ talol
ctions. Addingrecovery actions

the requirements that should be met before creditin
is common practice in PRA and accounts for other
to avoid severe core damage and/or a large e
modeled. For example, in the PRA modeli
offsite power, subsequent station blacko

e involving a loss of
would be logical and

powered core cooling systems) as wéll z raligning an independent firewater
system (not affected by the statio
such actions would subseque
the actions and further lowg
additional failure of these
good %{actices for crediti
Sta equirem

sequence model thereby crediting
lgnt sequence frequency because it takes
actually damaged. The following provides
actions while implementing the related

at the action is plausible and feasible for those sequences to
are applied. There are multiple supporting requirements in the
hat address what recovery actions can be credited as well as the need
r dependencies among the HFEs and any recovery actions that are

Based on the failed functions, systems, or components, identify recovery actions to be credited that are
not already included in the PRA (e.g., restoring offsite power loss, aligning another backup system not
already accounted for...) and that are appropriate to be tried by the crew to restore the failure. The
following should be considered in defining appropriate recovery actions:

38



* the failure to be recovered,

» whether the cues will be clear and provided in time to indicate the need for a recovery action, and
the failure that needs to be recovered,

» the most logical recovery actions for the failure and based on the cues that will be provided,

» the recovery is not a repair action (e.g., the replacement of a motor o that it can be

operated),

L 1ded earlier in Sections 5.1, 5.2, and 5.3 apply to
these recove ilure to recover is just another HFE like all the other post-
d be credited where any of the above considerations are

ultiple recoveries (i.e., how many recoveries to be credited in one accident
), the above considerations apply to all the recoveries. The analyst should also
con81der that one recovery may be tried (perhaps even multiple times) and then the second recovery
may be tried but with even less time and resources available because of the attempts on the first
recovery. Hence the failure probability of the second recovery should be based on more pessimistic
characteristics (e.g., less time available, less resources, etc.) than if such a possibility is not considered.
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5.4.3.2 Good Practice #2:

As stated above, all the good practices provided earlier in Sections 5.1, 5.2, and 5.3 apply. From these
good practices, particular attention should be paid to accounting for dependencies among the HFEs
including the credited recovery actions. More specifically, dependencies should be assessed:

» among multiple recoveries in the accident sequence/cut set being evaluated, a
* between each recovery and the other HFEs in the sequence/cut set be

As part of this effort, the analyst should give proper conside
in overcoming an initial mind-set despite new evidence (e.g
in the Three Mile Island accident despite new cues of the
and similar reasons, the assessing of no dependence ne
quantified credit for the recovery action(s) is not unduly

5.4.3.3 Good Practice #3:

* using the HRA method/tool(s) s (1.e., using an analytical/modeling
approach).

all the good practices under Section 5.3 are
Itiple/joint recovery credit). In addition, if
plant/sequence context or that the data is modified
e available experience data for the probability of failing to
experience data is based on designs for which all the

r not performing the above good practices is that recovery credit could be
ly; that is, the failure to TECOVET 1S assigned too low a probability Hence an

rankin g of the important sequences, equipment failures, and human actions potentially leading to false
conclusions of the dominant risk contributors.

40



6. HRA DOCUMENTATION

The ASME Standard’® provides a set of requirements for documenting a human reliability analysis
(HRA) in a manner that facilitates PRA applications, upgrades, and peer review. Specific
requirements are provided. The following provides good practice for documenting a HRA building on
those requirements.

Good Practice:

The level of detail that needs to be addressed in the doc
application and the issue being addressed as well as the ob
analysis. Whatever documentation is provided, the test fo
a knowledgeable reviewer understand the analysis to th
reproduced and the resulting conclusion reached if the s3
and key judgments and justifications are used?” Hence
following, but only to the extent it is applicable for the a

» screen pre-initiators from

model the specific HFEs t level of detail and the grouping of

e extent to which plant and accident sequence-
w dependencies were identified and treated,

> HRA, their bases, and their impact on the results and
ific basis, as appropriate),

portant to the risk decision to be made, the PSFs considered, the

d how they were used to quantify the HEPs, along with how
s and joint probabilities were quantified,

* the results of the HRA including a list of the important HFEs and their HEPs, and

¢ conclusions of the HRA.
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7. ERRORS OF COMMISSION (EOCs)

Explicit modeling of errors of commission (i.e., committing an incorrect act) has generally been
beyond current PRA practice and is not explicitly addressed in the ASME Standard HRA
requirements. This is largely because practitioners believe that there is potentially a large number of
acts that an operator might perform that are adverse to safe shutdown (i.e., fail or make unavailable
equipment/functions relevant to mitigating the scenario, or otherwise exacerbate the s@enario such as

of human failures that need to be modeled. Atbest, PRAs ha
of a base HEP) without a systematic or adequate search fg

However, more recent methods (e.g., ATHEANA) are
EOCs without the need of performing an exhaustive s
development and application of ATHEANA is that the
substantially reduced by focusing the search on id
operations associated with plant critical functions.

f rthe lessons learned from the
d to identify EOCs can be
tic vulnerabilities in plant

the need to address EOCs
d entlfy and model potentially
] nent should at least ensure that
conditions that promote likely EOCs it exi . onditions have not been introduced
by a plant change or modification any EOEs are modeled all the guldance in this
document has been written with b ¢

Given these advances and the potential for reg

manner (e.g., no sabotage), and

lance is being used by the crew based on the plant status inputs they

Cs are considered to be largely the result of problems in the plant
interface (wrong, inadequate information is present, or the information can
or in the procedure-training/operating crew interface (procedures/training do
the actual plant situation because they provide ambiguous guidance, no guidance,
guidance for the actual situation that may have evolved in a somewhat unexpected

way).
With a present focus on reviewing potential applications of current PRAs, the following is offered as

guidance in this area to aid in ensuring EOC-prone conditions do not exist or have not been introduced
as part of a plant change. Hence, a review of a plant change should look for situations where one or
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more of the following characteristics are introduced as a result of the change and thus should be
corrected if possible.

* Todeal with the ‘bad information’ interface, an analysis/review should at least look for those acts
that operators may take that (a) would fail or otherwise make unavailable a PRA function or
system, or (b) would reduce the accident mitigating redundancy available, or (c) would exacerbate
an accident challenge, because the change has caused such an action to be perfo on the basis
of just one primary input/indication for which there is no redundant m
status. Such a situation identifies a vulnerable case where EOCs majy
on just one erroneous (failed, spurious, etc.) input such a
observed condition.

performed based
r verbal cue of an

In identifying such cases, one should keep in mind

faulty input (e.g., subcooling margin indication and p e same
pressure transmitter(s); multiple reactor vessel leve s may rely on the same power
supply) and hence a single fault may actually affect m# its observable to the operator.
Depending on the how the failure affects the indicatiofi§ id-scale, etc.), the failure

may not be “obvious” and a EOC-prone situatio to be rectified.

» Todeal with the procedure-training interfa at least look for those acts
that operators may take that (a) would m, or (b) would reduce the
accident mitigating redundancy avail an accident challenge, because
the change has caused the proced 1ons) and/or training guidance:

» to become ambiguous/un

esponse steps where a way to proceed out of the
titive steps is not evident (e.g., at the end of a series of steps,
a previous step with no clear indication as to how the

fhe operators to perform calculations or make other manual adjustments especially
ensitive situations.

The above identify vulnerable cases where EOCs may likely be performed because the procedures
and/or training do not adequately cover accident situations that may be faced by the operator or rely
on techniques (require memory or adjustments) that may be difficult to perform properly especially
when in a dynamic response situation. In these cases, mismatches between the actual event response
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that is required and the procedure/training guidance can become magnified making conditions
potentially more prone to EOCs.

44



8. REFERENCES

[1] Use of Probabilistic Risk Assessment Methods in Nuclear Activities: Final Policy Statement,
Federal Register, Vol 60, p. 42622 (60FR 42622), US Nuclear Regulatory Commission, August 16,
1995.

[2] Code of Federal Regulations 10, Parts 1 to 50, Office of the Feder
and Records Admission, Revised as of January 1, 2001.

[3] An Approach for Using Probabilistic Risk Assessme
Specific Changes to the Licensing Basis, Regulatory G
Commission, November 2002.

[4]1 An Approach for Determining The Technical Adequac ilistic Risk Assessment Results
For Risk- Informed Activities, Draft Regulatory Guide 142 egulatory Commission,
February 2004.

0
[5] Standard for Probabilistic Risk Assessme . lications, ASME RA-S-
2002, American Society of Mechanical E
[6] Probabilistic Risk Assessment Pe ] 1 NEI 00-02 Revision A3, Nuclear
Energy Institute, March 2000 '
[7]1 Use of Probabilistic Risk 5 ' Risk-Informed Decisionmaking: General

Guidance, G-0800
[8] A.D. LE. ndbook of Human Reliability Analysis with Emphasis on
Nuclear Power P cati zport, NUREG/CR-1278, SAND80-0200, Sandia National

Laboratories,

D: An Approach to Assessing Human Error Probabilities Using
. I & II), NUREG/CR-3518, Brookhaven National Laboratory,

[12] Alan D. Swain, Accident Sequence Evaluation Program Human Reliability Analysis Procedure,
NUREG/CR-4772, SAND86-1996, Sandia National Laboratories, February 1987.

45



[13] SHARPI - A Revised Systematic Human Action Reliability Procedure, EPRT NP-7183-SL,
Electric Power Research Institute, December 1990.

[14] SPAR-H Method, NUREG/CR- later, INEEL/EXT-02-10307, Idaho National Engineering and
Environmental Laboratory, DRAFT, November 2002.

System Ergonomics Information Analysis Center (CSER
Patterson Air Force Base, Columbus, OH, December 19

[17] M.R. Endsley, Towards a theory of situation awaren
pp. 65-84, 1995.

We would like to thank Gareth Parry and Susan Ce¢ { veral thorough reviews
of this document at various stages of it de
suggestions. Similarly, we would like to t

Hallbert of INEEL for their reviews and ¢

Awood Consulting and Bruce

46



APPENDIX A
Guidance on Consideration of Performance-Shaping Factors for Post-Initiator HFEs

The following provides more detail on the performance-shaping factors presented in Section 5.3.3.5,
including some key characteristics to consider when assessing the influence of these performance-

specific and accident sequence-specific basis considering
performed.

It is important to re-iterate that this Appendix is written
initiator HFEs in a risk assessment for commercial nuclea
at full power, and for internal initiating events. Howeve
modes of operation and for other industry applications su essments of chemical plants,
space mission risk assessments, and others. Similarly, ed applicable for external
initiating events but it should be used with the additio

shaping factors somewhat differently 1s, they may use a different explicit
set of performance-shaping factors that actors listed below into the definitions
of their specific factors (e.g., stre ess, these summaries are provided as one

means with yvhich to asse ethod/tool has been used such that the

While quantita i (specific quantification depends on the method/tool that
isused), the foll friving at whether a performance shapln g factor, regardless

2 L(,

(e. g “good’, “adequate”, “poor’’) and a way to interpret the result

formance-shaping factors are addressed below.

experience. For both in-control room and local actions, this
- factor in assessing operator performance. For the most part, in nuclear plants,
operators can be considered “trained at some minimum level” to perform their desired tasks.

However, from a HRA perspective, the degree of familiarity with the type of sequences modeled in

the PRA and the actions to be performed, can provide a negative or positive influence that should be
assessed on the likelihood of operator success. In cases where the type of PRA sequence being
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examined or the actions to be taken are not periodically addressed in training (such as covered in
classroom sessions or simulated every one to two years or even more often) or the actions are not
performed as part of their normal experience or on-job duties, this factor should be treated as a
negative influence. The converse would result in a positive influence on overall operator performance.

One should also attempt to identify systematic training biases that may affect operator performance

may provide a reluctance to use “feed and bleed” in a situation where stea
to be recovered. Other biases may suggest operators are allowed to ta
procedural steps calling for those actions are reached, if the
Such training “biases” could cause hesitation and hence hig
first case above, or as in the case of not waiting to take o

Itis incumbent on the analyst to ensure that training and/or
situation and desired actions. The more it can be argued
event,” is varied enough to represent differences in the way th an evolve, and proficiency is
demonstrated on a periodic basis, the more positi pIf there is little or no
training/experience or there are potentially negative PRA sequence being

&

» there is no procedure or the procedure is likely to not be available especially when taking local
actions “in the heat of the scenario” and it cannot be argued that the desired task is simple and a
“skill of the craft” or automatic/memorized activity that is trained on or there is routine experience.
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Otherwise, this factor should be considered as adequate or even a positive influence.

Talk-throughs with operations and training staff can be helpful in uncovering ‘difficulties’ or ‘ease’
in using the relevant procedures considering the associated training that the operators receive and the
way the operators interpret the use of the procedures.

look for expected plant responses to dictate follow-on action
nuclear plant control rooms have sufficient redundancy

typically exists. Nevertheless, this should be verified lo
could make this a negative performance-shaping factor, in situations wh
redundancy in the instrumentation associated with the ac est:

y the initiating event or
indications, spurious

* the key instrumentation associated with an act is
subsequent equipment failure (e.g., loss of DC po
or failed as a result of a hot short from a fire)

* the key instrumentation is not readily ayatl: cally scanned such as on an

obscure back panel

ambiguous because it is not a direct
s really the position of the solenoid valve

* the instrumentation could be
indication of the equipment s
and not the PORYV itself)

* the ins ion is 6 ndttions for which it is not appropriate (e.g., calibrated
for no ondi ipsed to shutdown conditions)

. neou oing indications and alarms or the indication is so subtle,
o.act is@ﬁoﬂ, it may be difficult to “see and pick out” the important cue

jocal actions outside the control room, recognizing that in some situations,
xist (e.g., only one division of instrumentation and limited device actuators
n panel). However, on the positive side, local action indications often can
al observation of the equipment (e.g., pump is running, valve stem shows it is

It is incumbent on the analyst to ensure that adequate instrumentation is available and clear so that the
operators will know the status of the plant and when certain actions need to be taken.

Time available and time required to complete the act, including the impact of concurrent and
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competing activities. This can be an important influence for both in-control room and local actions
since clearly, if there is not enough or barely enough time to act, the estimated HEP is expected to be
quite high. Conversely, if the time available far exceeds the time required and there are not multiple
competing tasks, the estimated HEP is not expected to be strongly influenced by this factor.

It is important that the time available and the time needed to perform the act be considered in concert

repetitiveness of the cues that the act needs to be perfi
(discussed later), the need to get special tools or clothing (
and other concurrent requirements (discussed later), wh
interest are called out, crew characteristics such as whether

ocedures the steps for the act of
ee. oenerally aggressive or slow

Clearly there is judgment involved, but as descri

perform an act in ideal conditions with a stop w ,, i quired to perform the act.
Only when the sequence context is considered't i acing performance-shaping
factors that have been mentioned here, ca e estimated. Hence, especially
for complex acts and/or situations,

optimistic “times” have not been im . A method/tool is used, determination of
these times should include the cor

Complexit i g Wi ime pressure, the need for special sequencing

and the f: ] those catch-all type factors that attempts to measure
ituation at hand and for the act itself (e.g., many steps have
id succession vs. one simple skill-of-the craft action).

act to be successful especially if it involves multiple persons in different
vity may require very sensitive and careful manipulations by the operator,

d to be a negative influence. To the extent these “measures” suggest a simple,
straig yard, unambiguous process, this factor should be found to be nominal or even ideal (i.e.,
positive influence).

Team/crew dynamics and crew characteristics (degree of independence among individuals, operator
attitudes - biases - rules, use of status checks, approach for implementing procedures, e.g., aggressive
vs. slow and methodical crew). This is another catch-all type of factor which can be important
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particularly to in-control room actions where the early responses to an event occur and the overall
strategy for dealing with the event develops. In particular, the way the procedures are written and what
is (oris not) emphasized in training (may be related to an organization influence), can cause systematic
and nearly homogeneous biases and attitudes in most or all the crews that can affect overall crew
performance. A review of this factor should include looking for such characteristics as:

» are independent actions encouraged or discouraged among crew members (allowistg independent

much later in the scenario)

» are there common biases or ‘informal rules’ such as a #
overall philosophy is to protect equipment or run i
procedural steps are interpreted

» are periodic status checks performed (or not) by most ¢
on the same page’ and allow for checking what has beer ensure the desired activities
have taken place

event, including taking
nse times), or are typical
de) thereby tending to slow

* is the overall approach of most crews to a
allowed shortcuts through the procedural s

s can provide valuable insights into the
mes it takes them to get through various
ctions. This knowledge can be a key input
cal time to respond (see that factor above).

Observing simulations and using t
overall crew response dynamics,
procedure steps and deal with

ence diversions and deviations (e.g.. extraneous alarms
is not exactly like that trained on...). Particularly for in-

outside discussite
control room ac

important factor to be considered. Through simulations,
tes are written, operators ‘build up’ some sense of expectations as

actions will likely be appropriate. To the extent the actual sequence may
lator,” such as involving other unimportant or spurious alarms, the need

Hence the ‘signature’ of the PRA accident sequence and the potential acts of interest should be
examined against the expectations of the operators to determine if there is a considerable potential for
such distractions and deviations. Observing simulations and talking with the operators can help in
discovering such possibilities. This could impact the HEP mean value estimate as well as the
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uncertainty in the HEP, which may be important to assessing the potential risk or in establishing the
limits for doing sensitivity studies with the HEP.

Available staffing/resources. For in-control room actions, this is generally not an important
consideration (i.e., not a particularly positive or negative factor) since plants are supposed to maintain
an assigned minimum crew with the appropriate qualified staff available in or very near the control
room.

ation particularly
complexity of the

However, for ex-control room local actions, this can be an importa
dependent on (a) the number and locations of the necessary agt
actions that are required to be taken, and (c) the time availa
to perform the actions (see above for more on these relat
of actions are few and complexity is low and time availa
perform the local actions may be more than enough and
to be adequate or even a positive factor. On the other har
complexity is high, and with little time, perhaps three or - be necessary. Additionally,
the time of the day the initiating event occurs may be a fac et ight and graveyard shifts
have fewer people available than the day shift (see i or, below).

e known to exist that may negatively influence a
desired act, 3 in the HEP evaluation. Furthermore, it is possible that some
unique situation; ' an-machine interfaces less appropriate and for such
sequences, the be examined.

erfaces can be an important negative factor on operator success. For
¢ to open it manually requires the operator to climb over pipes and turn the
a laid out position, or in-field labeling of equipment is generally in poor

Walkdowns and field or simulator observations can be useful tools in discovering problems (if any
exist) in the human-machine interface for the actions of interest. Sometimes, discussions with the
operators will reveal their own concerns about issues in this area.
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Environment in which the act needs to be performed. Except for relatively rare situations, this factor
is not particularly relevant to in-control room actions given the habitability control of such rooms and
the rare challenges to that habitability (e.g., control room fire, loss of control room ventilation, less
lighting as a result of station blackout). However, for local actions, this could be an important
influence on the operator performance. Radiation, lighting, temperature, humidity, noise level, smoke,
toxic gas, even weather for outside activities (e.g., having to go on a potential snowz€evered roof to
reach the atmospheric dump valve isolation valve), etc., can be varied and; ideal. Hence
any HEP assessment should ensure that the influence of the environment w t(s) needs to take
place is accounted for as a performance-shaping factor. This fag lematic (adequate)
or a negative influence (even to the point of not being abl

Accessability and operability of the equipment to be mani
factor is not particularly relevant most of the time to special
circumstances such as loss of operability of indications as a result of the initiator or
equipment failures (e.g., loss of DC). However, for local sability and the operability of
the equipment to be manipulated may not always be en ;be assessed in the context
with such influences as the environment, the need to use i ssed later), and HMI.

accounted for as a performance-shaping fact oblematic (adequate) or a
negative influence (even to the point of no

The need for special tools (keys, lad
the environment and accessability 8, thi articularly relevant to in-control room
actions with the common except [ i1 1pulate certain control board switches or
similar controls (e.g., key foz i dby liquid control injection in a BWR).

ipment is needed, it should be ensured that the
ion is readily known, and it is either easy to use or periodic
training is pro o be considered to be positive or adequate. Otherwise,

this factor shouls

: is not particularly relevant although there should be verification that
cating in the control room is one that tends to ensure that directives are not

dblems in this area (such as having to talk with special air packs and masks on in
in a minor fire) should be accounted for if they exist.

For local actions, this factor may be much more important because of the possible less than ideal
environment or situation. It should be assured that the initiating event (e.g., loss of power, fire,
seismic) or subsequent equipment faults are not likely to negatively affect the ability for operators to
communicate as necessary to perform the desired act(s). For instance, having to set-up the equipment
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and talk over significant background noise and possibly having to repeat oneself many times should
be a consideration - even if just as a possible ‘time sink’ for the time to perform the act. Additionally,
there should be training on the use of the communication equipment, its location is readily known, and
its operability periodically demonstrated and shown to be in good working condition. Depending on
the status of these characteristics, this factor may be non-problematic (adequate) or a negative
influence (even to the point of not being able to perform the act).

1s could be an
. Having to climb
n especially heavy

Special fitness needs: While typically not an issue for in-control roo
important factor for a few local actions depending on the specific activit
up or over equipment to reach a device, needing to move and
or awkward tool, are examples of where this factor co
performance. In particular, the response time for a
performance of the act. Physically demanding (or not) act
of any HEP where it is appropriate to do so. Talk-thro
involved can help determine whether such issues are relev:

Time of day: While it is recognized that time of day a 1 such as day of shift can
affect the bio-rhythm of personnel and potentially thei i
to quantify such effects. Moreover, it is typically _
whole year, as opposed to at a specific point i : me of day is not typically
specifically treated in a HEP evaluation.

However, at least one easily measura . i s on the available level of staffing
during the early stages of a transient,
are significant differences in the s
treat the staffing level in a Hi
ccount fg

on the time of day, it is advisable to either
um available depending on the shift, or
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Abstract

In January 2002, the OECD-NEA (Organization for the Economic Cooperation and Development, Nuclear Energy Agency) Working
Group Risk (WGRISK) held a workshop at on Human Reliability data needs and potential solutions. The workshop was initiated to exchange
the possibilities to proceed in the area of assessing errors of commission, those interventions of operators that are not required from the
system point of view and aggravate the scenario evolution. A common sense in the research on errors of commission is that the respective
HRA methods require a more profound database than the classical HRA methods.

This paper summarizes the discussion of the workshop. It discusses the various data sources and their use in HRA, the problems that make
it difficult to get appropriate data for HRA, and possible approaches to overcome this bottleneck in HRA.
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1. Introduction

One of the important fields of Human Reliability
Assessment (HRA) is the data used for assessment. Any
method needs data as well as any data needs an underlying
model to structure it and therefore to get a systematic
approach in the observations.

1.1. Models and data

There are two possibilities for the coherency of a model
and observations. If the observations fit to the model, we
certainly do not notice any problem and think the model (and
the data) is correct. What happens if a model and observations
disagree? If there is a mismatch, we have several possibi-
lities: rejection of the difference (mostly done by ignoring the
observations), reluctant acceptance of the difference or
systematic evaluation of the disagreement (Fig. 1).

Problems occur every time this cycle is not working
either because the technical feasibility is not yet given or
organizational reluctance to approach the gap lead to
deviations in retrospective observations and predictive
models.

Errors of commission have been such a gap in the last
decades. The TMI accident of 1979 showed the relevance of

* Corresponding author. Tel.: 4-32-2-729-5054; fax: +32-2-729-9149.
E-mail address: oliver.straeter @eurocontrol.int (O. Striter).

0951-8320/$ - see front matter © 2003 Elsevier Ltd. All rights reserved.
doi:10.1016/j.ress.2003.09.004

these errors for system safety as well as several other serious
events did. Surely there was a gap between what the HRA
methods could predict (and prevent) and what the
operational experience showed regarding relevant human
error mechanisms as well as organizational and contextual
influences. So called 1st generation HRA methods (like
THERP; ASEP, HCR, etc.) were proven by such experience
as not offering sufficient prevention.

The reasons that 1st generation HRA methods cannot
cover these errors are manifold and there is no sweeping
answer. Depending on the method one can find one or more
of the following aspects lacking:

* An appropriate methodological framework, which allows
to identify and represent the relevant error-mechanisms
as well as contextual and organizational conditions.

* An appropriate representation of the error-mechanisms
as well as contextual and organizational conditions in the
quantification approach, dependency model or density
distribution.

s A sufficient database for the quantification of the error-
mechanisms as well as contextual and organizational
conditions.

If one looks at plant experience, errors of commission
can occur not only in serious events (like TMI, Davis Besse
or Chernobyl) but they also occur in more ‘daily’ events.
Their possible relevance for safety is therefore present
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Fig. 1. Model-Observation loop for behavioral and scientific progress.

though serious events are thankfully lacking. Nevertheless
their systematic and thorough treatment in HRA methods is
pending.

Contrasting these observations with what could be done
with 1st generation HRA methods led to the development
of the so-called 2nd generation HRA methods.
They extend the scope of HRA to a better representation
of human error mechanisms, contextual conditions
and organizational aspects and by this to the prediction of
errors of commission. A discussion of the differences
between 1st and 2nd generation HRA methods can be found
in Ref. [1].

A couple of problems arise when speaking about errors
of commission. The first problem is that these errors are,
from the behavioral point of view, not errors in the sense
that a person failed to perform correctly. Operators making
an ‘error of commission’ usually perform correctly from
their current understanding of the system, the system
behavior and future system process. However, the system
is in a state where this behavior with the correct intention is
not appropriate. The system-state is different to the one
assumed by the operator for instance. Two major aspects of
errors of commission arise from this mismatch of operators’
behavior and the system-state:

» Context, as the description of those aspects of the system
state that makes the operator conclude that his behavior
is correct, is one of the most important issues for
understanding and tackling errors of commission.

o The term error is, if at all, only appropriate from the point
of view of the behavior of the technical system. The term
specifies that the system performs outside a given
specification due to actions of operators that were
based on the intention to achieve a correct system
behavior.

Both aspects lead to a tension between engineering
demands of mathematical calculus (how to get Human Error
Probabilities from the observations) and demands of human
science (what are the invariant aspects leading to such a
human behavior). It is generally difficult to solve the
contradiction that the same human action can be understood
as error-free behavior from the human science perspective
but as an error from the system point of view. This tension is

based on various viewpoints one can have regarding
the issue of errors of commission:

o Viewpoint of descriptive correctness: Quantification of
human actions in a mathematical sense is in principle not
reasonable, because the quantitative figure requires a
precise estimation about the numbers of errors and about
the numbers of opportunities. Since neither the number
of opportunities can be precisely assessed, nor the
number of errors, quantification is not useful, analysis
has to focus on the correct qualitative representation of
the human behavior.

¢ Viewpoint of methodological correctness: Human errors
‘are only assessable by using models that only can
converge to statistical and descriptive correctness since
the number of errors and the number of demands are
always fuzzy.

e Viewpoint of statistical correctness: Human errors
have to obey the statistical exactness that the formula
of HEP (Human Error Probability) defines and has to
be calculated exactly as errors per demands.

Much progress has been made in the last years on how to
approach the issue of errors of commission (summaries in
Refs. [2,3]). The methods and approaches developed can be
distinguished into more data-driven approaches (investi-
gation of operational data, experimental studies) and more
methodological-driven approaches (search schemes, frame-
works). Both have in common that the general principle
outlined in Fig. 1 for achieving progress in methodological
development and operational event-investigations hold for
both, but with a different starting point (model vs.
observation).

1.2. HRA data exchange

A number of other activities within the OECD member
countries showed that an international effort to harmonize
the thinking about safety issues can lead to a successful
further development of the methods used. There is for
instance a common cause database of the OECD or the
incident reporting system (IRS) of OECD and IAEA [4-7].
However, there is a certain danger that a particular Human
Reliability Database may also narrow the potentials of
finding new safety issues not reflected in the observations
yet.

Nevertheless, the activities in other fields showed that
there is a good reason to consider HRA data exchange. Even
the building process itself helps aligning the practical needs
with the scientific ones (i.e. predictive model vs. observed
information). It reduces the gap between scientific thinking
and the way the methods are applied in the plants.

The OECD/NEA Working Group on Risk Assessment
created a task on errors of commission to exchange ideas
and approaches and to start the process indicated by Fig. 1.
A three-year working task was started in 1997 and two
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workshops were held in 2001 (Washington) and 2002
(Munich). This paper gives a short overview of the
discussions during the workshop held in Munich January
2002 [2,3,8]. The workshop objectives were:

What are the data needs in PSA/HRA?
How can data be generated?

Do we need systematic data exchange?
Do we need an HRA database?

A number of experts participated in the workshop (see
acknowledgements). The comments and statements as
follows are based on the common work performed during
the workshop. The discussion could be structured into three
main areas: Embedding of HRA in the PSA and regulation,
the invariance in HRA, and future considerations for HRA.

2. Embedding of HRA in the PSA and regulation
2.1. From relations to requirements

Probabilistic Safety Assessment (PSA), and therefore
also HRA, has been strongly influenced by regulatory
requirements. HRA feeds this regulatory purpose with
human reliability methods and data. Therefore any HRA
data exchange needs to meet one jmportant objective of
HRA, namely quantification. This, however, does not mean
necessarily that an HRA database has to contain figures. As
examples in the past show, this may even hinder the efficient
exploitation of the information for other methods than the
one underlying the data collection and data structure. For
the sake of data exchange, it is even more important that it
contains information that provides input for the develop-
ment and improvement of existing and planned HRA
models. Transferability of the knowledge contained in the
database will be an essential factor for its success.

Any activity resulting in an HRA database therefore
needs to clarify the most relevant regulatory requirements in
order to review them related to HRA. A basic question for
the success of such an activity is whether an HRA-data
exchange can help the utility and regulator with their
requirements. However, these requirements are often
neither explicit nor are they known completely. Fig. 2
represents the different parties and possible relations to
other parties.

Regulators are certainly related to the utilities and their
plants. Science (including HRA developers) is an important
driver for keeping safety assessments at the state of the art
and to achieve progress in new safety relevant areas. Finally
the public (and society) are important external drivers as
well as clients of safety assessments. A current social
driver is, for instance, the increasing age of the population
that leads-in combination with the increased use
of computer technology-to considerable changes in working
conditions. Replacements for retired workers in

Fig. 2. Different relations of the parties to be considered in the probabilistic
safety assessment.

a comparable old-fashioned technology like a nuclear
power plant are therefore difficult to get [9-11]. As a
client, the population finally agrees or disagrees to the safety
level achieved by safety assessments and can either support
or, in the other extreme, terminate the entire industry.

Certainly each party does not reflect a homogeneous
organization with a common understanding of the issue but
even the simplified relations show clearly that not all
probably seek for the accomplishment of common goals.
These differences also have an impact on what is expected
from HRA and what to be expected from an HRA data
exchange. .

The tension between utilities and regulator, for
instance, makes the collection of plant specific data
difficult. Strategies have to be built up to make the
collection of data attractive for a utility though they may
be also used for regulatory purposes. Such strategies are
ideally based on the role of HRA data in the entire
framework represented in Fig. 2.

2.2. Role of HRA data and methods

The context outlined in the previous chapter has an
impact on the requirements of any HRA data exchange:

s To define the purpose(s) of the analysis, it has to be
identified who will be the end user of an analysis: Utility,
regulator, scientist, or public.

o The selection of the quantification model must match the
purpose(s) of the analysis of HRA

e Any HRA data exchange must reflect the needs of the
respective HRA gquantification model(s)

2.3. Use of HRA data

Any HRA task happening in the interrelation of one of
the parties involved in Fig. 2 would require an information
exchange regarding operating experience, methodological
concepts, scientific developments or public opinions.

According to the different parties involved in a safety
assessment, HRA may have different meanings and different
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objectives. For users of a PSA/HRA quantification some
objectives are that the data and the method are accessible,
that they are simple to apply, and that the results are
repeatable. For HRA developers the correctness and
completeness in terms of correct representation of the
complexity of the situation to be assessed, the richness of
possible human behavior, and the uniqueness of the
contextual specificity of a situation to be assessed. Finally,
reviewers or regulators need repeatable results in order to be
able to generate a basis for comparisons between different
plants or different countries.

Consequently, the meanings of HRA may differ depend-
ing on the intended use. This also has an impact on the need
to collect relevant raw information because the definition of
relevance also differs with the intended use.

Despite all the differences, it is relatively easy to exploit
qualitative insights of other methods or databases for own
development. This possibility provides a clear hint that there
is a common underlying model of performance, though the
structure and contents of methods may differ and consensus
has not yet been achieved on such a model.

Up to now most discussions are focussing on the
differences between the models more than on the commo-
nalties. Therefore the discussion about which information
should be contained in a database may not find a strong
consensus. A step forward is to come up with a set of
‘neutral’ (i.e. method independent) frameworks and taxo-
nomies (e.g. for PSFs, causes, and error modes).

Such a neutral approach could be realized in a several
ways. To get an idea, several types of exchange approaches
were developed in the past or are currently under
development. Those can be distinguished into the following
principal approaches (additional discussions in {1]):

e Taxonomy related approaches: Structured and easy to
use by a wide scope of potential users but restricted if the
issues observable in an event are not covered by the
taxonomy used. :

e Structure related approaches: These approaches are a
mixture between open text and taxonomy. They are able to
provide information beyond what is coded in a taxonomy
and are fairly easy to use. Structured approaches accept
and code all sorts of information and data.

e Open text approaches: allow description of the full
richness of an event and is flexible to react on new
human reliability issues coming up in an event. An
example is the Incident Reporting System (IRS).

3. Invariance in HRA

Independent from the intended use, some aspects of any
HRA are invariant. These invariant aspects are represented
in Fig. 3..

Any HRA assumes that an individual or group of humans
‘links’ a certain plant condition given at a time #; with

Fig. 3. Invariant aspects driving human interventions on plant conditions

a certain plant condition given at a time 7, as an effect of the
preceding conditions (of the plant and the group of humans).
Every human action is conditioned by the personal factors of
the person(s) as well as the expectations and capabilities
of the person(s). Additionally, the embedding of the person
in the team and organization is important to consider for the
prediction of a possible action. On the side of the working
environment the visibility of signals and the accessibility of
controls are essential for successful achievement of a certain
diagnosis or action. Note that this general model finally also
holds for management and organizational influences on the
plant. These invariant aspects are often called ‘context’.
HRA should specify the serious, safety significant context.
Identifying these patterns is essential for safety and finally
has the potential to save lives.

Various instances of this general model of aspects have
been developed over the last years. Independent from the
method one may have in mind, the following questions have
not found a common denominator:

e Which conditions result in which cognitive behavior?

o Which PSFs are important?

o What is the degree of dependency among PSFs and how
can it be assessed (dependencies between human
performance and system or human and human or
human and contextual aspects, etc.)?

o How is the relationship of contextual conditions (linear
or rather non-linear)?

¢ What is the correct error taxonomy for Human Error and
failure modes (especially if new technologies like
advanced Instrumentation and Control are deployed in
the plants)?

o Is it possible to understand human performance failures?

o Which malfunction or failure introduces undefined tasks
and therefore potentials for errors of commission?

o What are the expected operator responses and
corresponding failure modes?

Looking at such questions may lead to the conclusion
that it is not feasible to identify a reasonable set of
characteristics that could practically form a basis for
specifying a ‘Human Error’ database. Finally one may
conclude that the HRA community will never manage to
agree on a common model of human performance. On
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the other hand, this is not needed to achieve progress. More
important is a robust data set that can be mapped to many
various models.

A first step in this direction is to think about what drives a
HEP.

The various HRA quantification methods assume in their
quantification model certain relationships of reliability to
external circumstances. Basic approaches are:

o Task and activity related approaches: They assume that
the equipment or components to be operated and
controlled, like valves or diesels for instance, mainly
drive a failure probability.

e Condition related approaches assume that a certain
property of the task and activity drive a failure
probability like the ergonomic layout of switches in the
control room, the organizational set-up of the work or
the constraints of the situation (time or others).

o Cognition related approaches that assume that
the demand of a certain cognitive activity drives the
failure probability like monitoring, coordinating etc.

Unless the questions mentioned in this section are solved,
no clear decision can be made on the best and most valid
approach. However, science provides HRA with hints
whether a certain way of assessment makes scientific
sense or not. These aspects can be further broken down into
five invariant aspects that are described below.

3.1. The idea of intransitive statements

Basically the quality of a quantification method can be
assessed based on the number of transitive statements it has
in its distributions (Straeter, in this paper).

Data can be transitive or intransitive. If, as a small
example, it is observed in plant A that operators make more
errors under time stress while operators of plant B make less
errors under time stress, the construct ‘time constrain leads
to more errors’ is intransitive. Once an intransitive
statement is observed, the underlying construct of the
observation is definitely proven as wrong (falsified).
Therefore the idea of intransitive statements allows judging
whether the approach ‘Omitting a step in a procedure’ is a
sufficient representation of the reliability of a human action.
According to the model-observation loop represented in
Fig. 1, one has to think about redefining the model so that it
is coherent with the observations, i.e. it has to be searched
for those aspects making the observation transitive.

Any other way is not according to scientific criteria and is
leading to wrong assessments with wrong safety impli-
cations for the plants and inappropriate means for improving
safety.

A shared database may help to find such intransitive
statements and by this to complete the ‘puzzie’ of HRA.
Maybe, in the long term, one can identify common
indicators for human performance and put uncertainties or

differences into the distributions of these common
indicators.

The idea of intransitive statements as a basis to proceed
would also allow defining a couple of success criteria for
important features of a HRA data exchange like:

o Coherency of field data (operational experience), expert
judgement and experimental data: A database allows to
conclude based on comparisons between various data
sources whether a certain approach for the quantification
is in principle stable or not. As a consequence, the HRA
database in mind here is not containing quantitative
figures but only frequencies of observations that allow
checking transitiveness of the bases for quantification.
Herewith experimental findings or effects observed in
experiments can systematically be included into HRA.
Overall it would provide effective use of various data
sources and would limit uncertainties in expert ratings.

e Rare limited event situations: The events, HRA
addresses are rare and therefore statistics are difficult.
An exchange of data would increase the bases for a better
estimation of the importance of a certain condition or a
certain human property.

¢ Differences of NPP personnel and other industrial
personnel: In many cases it would be desirable to
transfer HRA experiences from other industries into
nuclear settings. Such transfer could for instance provide
ideas of how people react in life threatening situations
that are (thankfully) too rare in nuclear to built a good
statistic. A transfer of HRA experience would be
acceptable if the transitive statements in the construct
used are minimal.

e Extension of the data: HRA could make use of non-
traditional data from nuclear plants like quality assess-
ments (QA), audits, performance data etc. This option is
important if one extends the view of HRA into the
quantification of organizational aspects and safety
culture. Also other fields like HRA for design-errors
can be approached because experiences from HMI
experiments can be exploited for new instrumentation
and control systems in nuclear facilities.

o Support the designers of experiments: Designers of
experimental studies could use such a repository to either
optimize the effects to be investigated during an
experiment or to set the criteria for screening useful
data. A systematic data exchange regarding human
performance would help for instance to identify points
where human performance is to be measured (freezing
points) or to define those systems faults that may lead to
unintended performance. Herewith simulator studies
could more efficiently recommend changing, selecting
or creating HEPs. This approach can also serve as a way
of cooperation between experimental set-up and evalu-
ations of operational experience. As an example, this
has been done very effectively in a small-scale
investigation of communication errors in nuclear settings
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in Refs. [12,13]. Communication errors observed in
operational experience were taken to build up hypotheses
for an experimental setting and to define the most
probable effects of cognitive demands on communication
quality.

e Judge about the correctness to transfer data from ‘daily’
events and experiments to the emergencies that are
usually assessed in HRA: Usually HRA is dealing with
rare events threatening human cognitive and emotional
abilities. A question of concem is always whether the
data from ‘daily’ events can be used to assess behavior in
events that HRA is concerned with (i.e. live or at least job
threatening events). Also experiments, though simulating
such threatening events, cannot simulate the fear of real
and serious consequences that would have to be expected
in live situation. Data exchange would enable better
judgement about such transfers from observed to
speculative behavior by using the idea of transitivity.
Also threatening situations from other industries, where
accidents are unfortunately more frequent (like aviation)
could be used to understand better the differences
between ‘daily’ and ‘threatening’ events. Experiences
with the developments of the methods are showing both,
aspects that can be taken over as well as aspects that
cannot be transferred (e.g. [1.14]).

3.2. The way of assessment

A second invariant aspect in HRA, which can be derived '

from Fig. 3, is the principal way of assessment. Fig. 4
outlines the principal steps for assessment: Conditions,
human properties, behavior and effect (on the technical
system).This way certainly has a couple of instances how to
‘walk the way of assessment’. For instance, method xy
entitles the conditions as PSFs (Performance Shaping
Factors), the human properties as error mechanisms, the
behavior as an unsafe act, and the effect as a human failure
event. Another method yz may be reluctant to use the term
error and therefore uses another terminology for this stage in
the way of assessment. A third method xz may distinguish
human properties further into cognitive aspects and biases.
A different method may finally merge human properties and

Principle way of assessment

e

Human

Unsafe act Failure
V Event

Fig. 4. Principle process of assessment and principle units of analysis
in HRA.

PSF

behavior to keep the assessment simple. All the methods
known in the field of HRA come from different perspec-
tives, different cultural environments and different con-
strains in the development. However, they are also
consistent in their basic principles. The differences allow
that the different HRA methods can learn form each other.
Despite all differences, Fig. 4 indicated that there is a way
and a use of shared information in order to enhance the
further development of each method. The performance
conditions used in various methods may hold as an example
for the possibilities of a shared use of experiences: THERP,
CREAM, ATHEANA, SPAR, CAHR or others are using
quite different conditions for the reliability of human
behavior. Sometimes they even use a different term for
the conditions like PSFs (Performance Shaping Factors) or
CPCs (Common Performance Conditions). However, a
comparison of the conditions modeled gives insights into
the completeness of the methods and the potential for
further development. Overall it is a useful comparison to
find out what is modeled differently in the various methods,
like:

What are boundary conditions for human actions?

What are the factors dominating the risk?

What is focus/purpose of analysis?

Can dependencies among conditions change over the

course of an event?

e What specific way is used within the principle approach
as represented in Fig. 4 (Human Failure Events,
Unrequired Action, etc.)?

e Which steps through the principle approach lead to the

optimal- (i.e. minimal intransitive) way through the

process? Is it simply conditions/context — effects
relation or conditions — cognition — effects or others?

3.3. The use of HRA

The HRA process and method also has to fit to the user
needs of persons performing HRA somewhere. According
to a WANO-PC survey from 2001 on HRA practices, only
69% of the plants conducted a plant specific HRA for a PSA.
In particular this tends to be the case in small countries or
countries not perceiving a decreasing ‘safety level’
(WANO-Survey on Human Performance Practices in the
Paris Center Region). This result shows that HRA methods
and processes have not reached the final user or client of the
development especially in those utilities with economic
constrains where HRA is not paying off.

A probable reason for this is that the methods
may probably not fit with the needs and constraints the
HRA assessor in a plant has (like time constrains in
the daily ‘work, practicability and understandability of the
method, availability of specific data, validity of the data
available, economic use).

Such problems also have an impact on the success of a
data exchange in the field of HRA, because the plants are
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important providers of the data (beside experimenters and
operational experience). Another issue of HRA is that it
does not fit to the industry needs. Transparency, guidelines,
and standards are lacking so that HRA-analyses are
frequently outsourced to specialists.

On the other hand many activities are going on in the
plants as well as in the regulatory body where the HRA data
exchange can be linked to. Basically any party producing
data (plants, experimenters, regulatory bodies) stores new
data into some kind of database. However, these databases
do not have a ‘common language’ or not even a ‘translator’
between different solutions.

Whether the utilities will provide the necessary infor-
mation for developers or specialists to understand the
cognitive behaviors involved in the observations will, for
instance, strongly depend on the gain the utilities will have
from this activity [15]. Potential gains are for instance:

e More realistic assessments and therefore better use of
HRA/PSA in the operational improvements (which in
turn will improve the productivity of a plant).

¢ Better assessment of human contributions and therefore a
more efficient relationship with the regulators (which
reduces the efforts to be put into PSA by the plants).

o Exploitation of the data for uses other than HRA like
defining training issues, procedural improvements, or the
introduction of new systems.

e Avoiding unnecessary conservatism in
assessments.

o Reduced costs and manpower effort in the entire PSA
process. '

safety

Compared to the costs and effort lost in cumbersome
discussions on these questions, the effort for creating a
‘common language’ or HRA data exchange will certainly
payoff very soon. Some kind of marketing would help to
raise the awareness of these advantages.

3.4. The sharing of information

Usually results of an HRA are shared by others parties of
the community. This can be done on a voluntary basis (e.g.
co-operations, conferences) or as a part of requirements in
the regulatory process (regulatory assessments). Sharing

information is part in these usual activities in order to avoid

arguments about expert judgements in HRA and for
comparing the safety issues and to learn from one another,

A common goal of HRA practitioners is therefore to
achieve a result that is traceable, can be reviewed and is
solid in its scientific grounds. Obviously, a data exchange
facilitates these daily tasks of HRA practitioners to face
questions like:

e How were the data in the HRA obtained and
which data sources were used for an assessment (to
conduct HRA)?

e What reference values were chosen and why have certain
anchors been taken and others left aside?

+ Which performance conditions and contextual aspects
have been considered and why not others?

e Which event data has been taken as a basis for the
assessment and how has the data be exploited regarding a
certain HRA?

e How have results from simulator trainings been con-
sidered in the HRA?

e Is the unit of analysis in the HRA properly chosen?

These question usually addressed in a review of an HRA
could be based on solid grounds quite easily if a common
HRA exchange would exist. They show therefore a common
set of criteria an exchange can be built upon.

As discussed in Ref. [16], improved event descriptions
could serve as a first idea of such an exchange. Minimum
requirements for the description of events were identified
that could be used already by existing 2nd generation
approaches. :

Following this idea of helping to find answers to such
questions, the factors already discussed as invariant
(performance, context and conditions, target behaviors)
are much more important than an exchange of HEPs or time
reliabilities. HEPs depend anyway on different conditions
(different man-machine interface, training and education,
etc.) and therefore statistics from other HRAs should take
over carefully because the backgrounds for the HRAs are
quite different.

3.5. Future challenges of HRA

The fourth invariant in HRA is related to future
challenges of HRA. There are a couple of issues pending
and waiting to be addressed in HRA.

o Often stressed in this paper was the assessment of errors
of commission.

* Related to the errors of commission is the assessment
of the impact of organizational changes on safety and
the possibilities to incorporate them into PSAs.

Additionally, future technological, economic and organ-
izational changes will challenge HRA more than PSA as a
whole:

e New technical specification in the plants: Technical
specifications may have an impact on the HRA
assessments in PSA. For instance, increasing the power
output to meet economic competitiveness with other
energy producing systems may lead to changes in the
time available for the operators in certain emergencies
and therefore this changed specification impacts the
human contribution to safety.

e Development of new technology: Errors in design often
lead to the problems on the operational level
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(unnecessary complex interfaces, complicated pro-
cedures, etc.). A tendency, currently observed in all
industries, is that design-errors impact the mental
workload and reliability of the user to a considerable
extend. This effect will also play a role in nuclear
safety to some extent, though the technological changes
are usually much slower. Such errors in design may
probably lead to an extension of HRA into the field of
system design.

Implementation of new technology: New technologies
will either substitute completely an old fashioned
system or have to be operated in parallel with the
conventional system. Both changes may lead to an
increased mental effort, either because the operators
need to learn the new system or have to switch
permanently between old and new technology. The
increased mental effort will also increase the potential
for errors of commission by the operational staff.
Staffing changes: Nuclear is a relatively old technol-
ogy. The average age of staff (as for the entire society)
in industrial countries is currently increasing. Overall
nuclear will be faced with the issue of loss of
knowledge due to retirements [11]. This may have an
impact on the basic assumption of HRA: the log-
normal distribution. It may have to be changed,
because the log-normal distribution assumes highly
trained persons for all tasks that are assessed {17].
Societal acceptance of nuclear: Nuclear is suffering
from a lack of public acceptance in many countries. As
politics is fairly often related to public opinion and
regulators are part of governments, the regulatory
influence may change. Governments may change
priorities in staffing of regulators and in maintaining
the level of knowledge in the regulatory bodies. Some
regulators currently extend their business areas to non-
nuclear industries in order to assure their future
economic existence. Though this has the advantage of
taking over experiences from other technologies, a
decreased detailed knowledge about nuclear is to be
expected in the long term. Therefore the issue of
keeping knowledge and organizational issues like
safety culture will come up for the regulatory. bodies
as well as for the scientific support (that is needed for
elaborating new safety issues). Beside the utilities,
which are currently the main focus of HRA, these
parties (regulator, education) may become an item of
Human Reliability Assessment themselves in long
term.

These open issues are not yet introduced into the safety
assessments but probably will be introduced into PSA
because PSA is utilized for decision-making. Overall,
these issues put a demand of responsibility on the HRA
community. These issues require to increase the
robustness of safety related decisions and to support
the safety assessment. The concept of risk informed
decision making might be a helpful way forward. An

international HRA exchange is useful to elaborate on
these future safety issues.

4. Conclusions

PSA (and HRA) are processes of thinking about and
understanding the safety problems. Concerning the role of
human issues, qualitative and quantitative information
should be exchanged as this is done in other fields of PSA
as well. Consequently the question of exchanging data in the -
field of human factors is rather more a question of how than
a question why.

The existing PSAs should be enhanced by the ‘new’
HRA methods having in mind that human factors play an
important role in plant risk profiles as discussed in this
paper. Also other aspects are changing and increasing the
importance of HRA in PSA (e.g. operation practice is
changed to on-line maintenance, decommissioning, aging of
equipment leading to increased importance of maintenance
and organizational issues etc.).

There is no way in HRA to substitute the creativity and the
flexibility of an HRA expert in order to assure that new safety
relevant aspects can be found. Such creativity stems either
from evaluation of occurrences, from taking over experi-
ences from other industries or other knowledge gained during
the work on the topic. A HRA data exchange may support this
activity and may help in managing the experiences -already
gained somewhere else. Herewith it may release the memory
of the HRA expert from “daily safety issues’.

Hence, an HRA repository for continuos data exchange
would be a promising way to go forward. The IRS showed
that such an activity leads to real safety improvements just
by learning from the experience of plants with a different
technology or from the experience gained in other countries.

A similar approach would also help HRA to find the way
to improved safety-especially in the field of assessing errors
of commission. A data-exchange would allow coming up
with a better base for quantification and therefore will lead
to improved accuracy in the quantitative assessments.

The big danger is to build an all-encompassing database
with too many factors that are never used. Therefore the idea
of exchange and feeding potential methods is paramount. As
the discussion showed in this paper, a narrative description is
the least but not the best one can provide for HRA. Constraints
in practicability may also lead to limiting the scope of the
database. Basic criteria could be to limit it to those situations
where the field data matches the modeling needs.

4.1. The need for HRA data exchange

Without a systematic data exchange regarding HRA issues
the data bases for the various existing methods would suffer
validity. Without well-founded data it seems tobe not possible
to prove all the recently developed and of course all the
actually used HRA-methods. Consequently the holes in
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the PSA cannot be filled. The holes discussed in this paper
were quite important safety issues like errors of commission,
new technology, ageing of the industry and organizational
aspects. Safety assessments would remain doubtful regarding
the human contribution torisk if the data problemis notsolved.

Often the argument of ‘conservatism’ of HRA methods is
brought into discussion with the hope that the pessimistic
assessment may cover safety issues rising from human
contributions. However, without an appropriate data base
this assumption remains unproven. Nuclear industry cannot
afford to base its existence on such vague approaches
though this has been done in the past years.

Astonishing in this context is that not even the classical
1st generation HRA methods were validated in the past
though this could have been done in 2 much simpler way
than for the new 2nd generation HRA methods (e.g. using
operational experience with ‘classic’ statistic methods).

This observation may lead to the conclusion that also the
importance of HRA in regulatory risk profiles and the
decision-making criteria need to be changed in nuclear
safety assessments. However, the HRA community can only
achieve this if it realizes a valid and driving contribution to
the PSA process.

The question is therefore not whether we need a data
exchange but how this can be achieved. Otherwise HRA
cannot meet its responsibilities and cannot achieve an
assessment of the challenges it is faced with. Though
nuclear could afford this under-representation of the
treatment of human contributions in the last decades, it
may be doubtful whether it can continue like this. PSA and
HRA in particular cannot afford to wait until it is proven by
a serious accident that one should have worked on the topic.

An HRA data exchange would solve a lot of disputes in
the framework of the parties involved in the PSA/HRA
process. PSA is dealing with reliability numbers, which
sometimes are not leading to new insights into safety but
fairly often do provide safety insights. However, the end
result of the use of information should not be mixed up with
the information that needs to be shared to generate
quantitative assessments.

The paper described that data exchange in the HRA field
does not mean generating an overall database that contains
reliability figures for human actions but rather an exchange
that:

¢ Is not only comparing how to come to a certain number
but also how uncertainties are modeled

e Is not looking for a ‘baseline’ HEP plus the effect of
several PSFs modifying this HEP but a sufficiently
neutral, relatively theory-free structure for exchanging
experiences.

« [s representing the dependencies of conditions and those
aspects of cognition that are needed to predict human
actions. .

¢ Is containing specific external factors, which can be used
to proof effects, observed in event analyses with

experimental investigations.

o Is complementing investigations of error mechanisms
and conditions in events and experiments.

e Is supporting expert judgement when information or
data is missing.

Issues were discussed regarding the enhancement of
event reporting and the motivation to build up such a data
exchange. The user groups providing information have to be
addressed and motivated to join in this activity.

Often events are ‘under reported’ in the existing event
analysis systems [5]. The field data rarely match exactly the
modeling needs. Different (new) ‘reporting’ criteria could
be a starting point to start enhancing the quality of event
reporting regarding human issues in order to update the
PRAs with advanced methods, models, tools and data to
improve the evaluation of human issues in PSAs.

The operational experience of the last years is clearly
showing that there is no way to circumvent this issue of
HRA in safety assessments. Low-power and shut down
PSAs require HRA as an essential basis to come up with a
good event sequence because most of the plant behavior is
driven by the decisions of the operators [18,19]. The
development in plant experience is clearly showing world-
wide the tendency of increased relevance of human
interventions and organizational issues for plant safety.
Among the challenging aspects are economy vs. safety,
competitive energy markets, decommissioning and aging of
the knowledgeable persons in the plants, etc.

These considerations led to the proposal of a new OECD
task with the following issues to address:

o Current status of HRA data collection and its usefulness
for HRA

¢ Outlining the evolving consensus model and the
associated methodological implications

o Evaluating the sources of risk (operations, maintenance,
design, management) to be considered, including future
risks :

e Evaluating the practices in other fields like air traffic
management, railways etc.

» Evaluating whether a common database (‘neutral struc-
ture’) can be efined.

o Evaluating the appropriate level of modeling and the
appropriateness of data requirements

o Evaluating a process for information exchange

¢ Increasing the public relations of HRA

¢ Evaluating how data exchange can be arranged, main-
tained and updated
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