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ABSTRACT

During May, 1979, the U.S. Nuclear Regulatory Commission approved for
issuance in effective form new interim regulations for strengthening the
protection of spent fuel shipments against sabotage and diversion. The new
regulations were issued without benefit of public comrent, but comments from
the public were solicited after the effective date.. Based upon the public
comments received, the interim regulations were amended and reissued in ef-
fective form as. a final interim rule in May, 1980. The present document
supercedes a previously iscued interim guidance document, NUREG-0561 (June,
1979) which accompanied the original rule. This report has been revised to
conform to the new interim regulations on the physical protection of shipments
of irradiated reactor fuel which are likely to remain in effect until the com-
pletion of an ongoing research program concerning the response of spent fuel
to certain forms of sabotage, at which time the regulations may be rescinded,
modified or made permanent; as appropriate. This report discusses the amended
regulations and provides a basis on which licensees can develop an acceptable
interim program for the protection of spent fuel shipments. o
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PREFACE

Concurrently with the publjcation of this draft reviSed interim Quidance.

the NRC will publish in effective form revised anendments-to 10 CFR Part

73 to require measures for the protection of spent fuel shipmedts~

against sabotage. This interim guidance provides a basis upon which
licersees can develop an acceptable program for the physical protection
of spent fuel shipments. Comments on this revised interim guidance

should be sent to:

Regulatoery lmprovements Branch
Division of Safeguards
U.S. Nuclear Regulatory Commission

Washington, D.C. 20555
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1.e INTRODUCTION

1.1 Scope of the Rule
The guidance contained in tnis document nertains to the physical protec-
tion of irradiated reactor  fuel subje.ct to the requirements in the
“Irterim Final Rule for the Physical Prataection of “Irradiated I2actor
Fuel in Transit". This regulation is contained in 12 CF® Part 73.37.

Shipments of irradiated reactur fuel usust te protected in accordance

with §73.37 if they meet both of the following conditiars: -

(1) The quantiiy of fuel in the shipucnt exceeds 126G crace {as
descrided below}, and

(2) The total external radiation dose rate seasured at a distance
of three feet from 3ny accessible surface, without inter-

vening shieldina. is in excess of 100 rems jper hosr.

For the purposes of the reculation and the accoipenyina «emidence, the
terns “irradiated reacter fuel® and “spent fuel” are -eansidared synon--

omous and are used interchangeably.

The regulations apply tb irradiated reactor fuel fror either power or
nonpower reactors that is ccntained in domestic shipmunts or the
domestic portions of import or export shipuﬁentS {i.e., while the shipment
is within U.S. territory or U.S. territorial waters). The 100-gram
threshnld quantity' is intended to apply to the comhinatiop of uraniun
and plutonium cormpounds and associated fission products oenerated during
irradiation. The weight of fuel cladding and other structural or
nackaging material associated with the fuel should not bde included
in det.ermining‘ whether the quantity of irrdaciated fuel in a given

shipment needs to be protected urnder the requirements of $73.37.
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1.2 Organization of This Document

" The gpidahce' contained in this’ doéument is 'organized to corfespond _

closely ﬁith ‘the reguiatioh. Chapter 2 corresponds to _the Geﬁeraj
' Requiremehts éqntained in §2.2/(b) of the regulation. TheSé require-
ments‘apply to 211 spent fuel shioments regafdléss of fhe_mnde(s) of
transﬁortatioh utiiized in a particular shipment. Chapfefs 3, 4 and 5
- correspond to §§73.37(c), (&)‘ahd (e),.which’cont?in additional requirz-

'ménts specific to each particular mode (i.e., road, rail cr Sea).

In addition to tue specifig bhysical protection fequirements contained
in §§73.37(b), (c),'(d) and (e), the regulation conﬁains bcrformance
objectives in §73.37(3;. ‘Thése performancé objeétives_are not iﬁtended
to be implemented a5 spécific requirements, but rather are general

staterents of the Commission's intent. These objectives characterize

and further define the ygeneral level of protection expected to be

provided by physical protection systems designed to satisfy the require-
ments of the regula*ion. Thus, the discussions for each of the specific
requirements in the regulation have been developed to be consistent
with and to support the performance objectives to the exteat e~ch

objective epplies to a given element of the physical protection system.

1.3 Definitions of Terms

The following definitions apply to the guidance for spent fuel shipments
cortained in this document. These definitions apply irrespective of the

mode of transport except as otherwise noted.

"Lucal law enforcement agency {or authority),” or LLEA, is understood

for the purposes of this regulation and the accompanying guidancﬁ to
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refer to any state, county er municipal agency which has law enforcement
authority within the louslity or jurisdiction where the shipment may be
located. [t usually is limited to the particular law enforcement
agencies which have responsibility for resbondiég to calls for assist-
ance by escorts, such as county or municipal police forces, nort
authority police, highway ::3trol, etc. In some instances, involviny sea
shipments, for examle, the #.S. Coast Guard or other Federal agency may
also be considered as the LLEA, depending upon whether they are relied

uvon to pro-ide a response to a request for assistance.

“Transport vehicle," or “shipment vehicle,” for road snipments weans 2n
integrated unit type tiuck or ¢ mhination tractor-trailer that bears a
spent fuel shipment. For 5 rail shipment, theushipment”vehicle, or
shipment car is the rail car contafning the spent fuel cask. The
regulatior is written in terms of a sinale transrort vehicle or shipment
car being used for a siven -pent fuel shipmenl. However, it is‘reCUg?
nized that more than one such vehicle may te a2m; Isyed in a single
shipment.v In this case, 211 provicions of the requlaticn should be
interpreted to apply *o all the transport vehi:le; as a qrodp,-unless

noted otherwise in the, guidance.

"Heavily populated area” mears any geogréphica] ared designated as such

by the NRC. (See Section 2.3 and Appendix A for further details.)

"LLEA radio commurications” means the radio communications system

normally used by the LLEA to communicate with its mobile units.

"Armed escnrt” is a term defined in the regulation [§73.2(u)], and means

"an armed person, not necessarily uniformed, whose primary duty is to



accompany shipments of special .nuclear mater1al for the protection of .

"such shipments against theft or radiological sabotage.“

“Escort," as used in this gocument, generally mesns a person with
similar duties to that of an armed escort, but who may or may not be
armed. If uparmed.. the escort is not expected to actively prevent or

impede acts of radioiogical sabotage when met pv armed force.




2.0 GENERAL REQUIREMENTS

2.1  Advance Notification

Intfoduction. Section 73.37(b)(1) requires that the NRC be given.

advance notice of each snipment, as provided in £§73.72.

~Objective. Advance notification of a movement of nuclear material
subject to spécific NRC requirements provides NRC witn timely planning
information anc allows a-zignment of NRC personnel to inspection and

monitorin; activities.

Timing of notification.  Section 73.72 providesv for notice at least

seven days in advance of the shipping date. This means the written
notice must be postmarked by the U.S. Postal Service at leasi seven days
pricr to the date that the shipment is to leave a fixed site. For
import or export.shipments, if the U.S. Postal Service is not directly
avai]abie, the licensee should assure that the NRC is notified, either
in writiﬁg (e.g., cable, telex, etc.) or by other means (e.g.,\te1ephone5,
'ét least seven days prior to the time the vessel bearing the shipment
first reaches a point Qithin'3 miles of U.S. land territory, to assure
appropriate arrangements may be made for NRC staff to inspect the

shipment.

2.2 Procedures for Coping with Safequards Threats and Emergencies
Introduction. Section 73.37(L)(2) requires the development of pro-
cedures for coping with circumstances. that threaten deliberate damage to

a2 shioment and with safeguards emergencies that have developed.
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ggjéctive. The purpose of this requirement is to‘assure the most

ective response possible fof coping with safeguards emergehcies whiéh
‘hﬁyythreaten the security of a shipment. This is to be achieved by
providing for the development of a piaﬁ containing specific procedures
to Se .used by drivefs, escorts,. licensee personnel, and other indi-
Qidualé involved in the safeguarding of the shipment in case thréats,
_attempted sabotage, cer other events jeopardize the security of the

'shipment.'

Promedvmestﬁ%be covered. . The procedures developed shduld provide
escorts with detailed_guidéhce on how to react to a variety-of‘abnormal
situations which may be anticipated to possibly occur and present either
 an immediate or‘inmﬁnent threat to the continued security of the shipment
(e.g., overt attempfs_ at sabotage, traffic accidents, derailments,
mechanical failures which may have beer caused by an adversary, eté;).
The p}ocedures should be documented in a form which indicates the actions
each escort o} driver would be expected to take in response to a given
situation. These actions shauld be consisteat with the priorities.

established in §73.37(b)(3).

Ayai]abiii{y of procedyres documeitaticn. The procedures. developed
should be ;ol1ected in & document which should be readily availabie to
each individual who is participating iﬁ--imp]ementiug the protection
requirements. At least_oné copy of the séfeguards emérgénéy'procédures
document should be available to the personné] in each vehicle (other
than LLEA vehi;les) involved 1n the transporting or escorting of a road.

shipment. Copies of this document should also be available to escorts
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for rail and sea shipments and to the persons»responsible for monitoring
the shipment at the communications center {as discussed in Section 2.5

 of thisgﬁﬁcument);

2.3 Designation of Peav11y Popu]ated Areas

Introduction. The phys1caJ orotection requ1rements in §§73.37(c), (d),
and (e), for physical protection of spent fue} shapments by d\fferent
transportation modes, differ depending on whether or not the shipment is
within 'a heavily populatéd area. This section prdvides guidance on
determining which areas within U;S. territory are cqnsidefed to be

heavily populated for purposes of this regulation.

Objective. The primary object%ve of designating.certain area§ is being
heavily populated is to identify those areas in which the population is
considered sufficiently large to justify the higher level of physical
protection against potentiai sabotage of\spent_fue] shipments while they

are passing through such areas.

Jesignation of heavily populated areas. Certair afeas within United

States territory are designatedvas heayi1y populated areas for purpoées
of. fégulation of ‘spent fuel shipments. Heavily populated areas are
7~characférized in terms of hrbanized areas, as defjned by the Bureau of
‘the Census (United States Department of Commerce), having total popu1a¥
tions'qf one hundred thousand (100.000)’persons or more. Precisg
definitions qf what constitutes an urbanized area, and maps shoﬁing

their boundaries, are contained in a Census Bureau publication available
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separately.* A list of the urbanized areas currently nmeting‘ﬁhe above

criterion is provided in Appendix A of tﬁis document. From time to time
the list may b; modified to reflect new information or new criteria.
Notification of any such chénges will be published in the Federal
Register and made available on a one-time basis to known affeétpd

licensees.

A shipment within three miles of the boundary of a &esignated urbanized
area, or located anywhere within a designated urbanized area, is con-
sidered to be within a heavily populated area. Information specifyiﬁg
which'roads are inside or outside-of_a heavily populated area sd desig-

nated is not furnished by the NRC. However, such information should be

obtainable through a comparison of the urbanized area maps available

from the Bureau of the Census with generall, av.ilable roza maps.

2.4 Instructions to Escorts

lggggggggigg. Section 73.37(5){3) requires certain instruciions be
given to ‘escorts involved in the implenmentaticn of physical protection
requirements for spent fuel shipnents. Generdally, these instructions
relste to confirmation and assessment of detections of possible threats

. to the sa?ety and security of a shipment, notificetion of and requests

*U.S. Burean of the Census, Supplementary Peport, 1870 Censu< of Topu-
lation, Series PC(S1)-128, "Population and Land Area of Jrbanized Areas
for the U.S.: 19720 and 1960." Apeil 1972, for sale by the Super-
intendent of Uocuments, U.S. GLovernmment Printing Office, Washington,
D.C. 20422, ' '
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for assistance from local law enforcement agencies. and implementation
of the appropriate emerﬁency procedures developed to cope  with such

situétions.

Objective. The purpose of this requircment is to assure that shinment
estorts are prepared té cope with ewnergency add sabotage threatening
situations and are properly instructed 45 to tne priority of the differ-

ent measures that need to be taken to protect the shipment.

Actions protected against. The aevelopment of appropriate emergency
pfocedyres and corresponding instructions to be given to escorts should
be done with ‘an understanding of the nature of the possible sabotage
related actions being protected against. Studies have been conducted
that conclude the anly credible way radioactive material couid be
released that might result in significant radiolagizal effects is
through the use of selected high explosives. To cause tne mwst signifi-
cant consequences with a minimal amount of explosives, the adversary
would have to gain access to the shipment cask(s) for ] conciderable
amount of time in order to ellowfprecise placement offﬁhe expplosives and
modification of the cask surface. Casks are considered to be essen-

tially impervicus to small arms fire and to small amounts of explosives.

Protection while not within heavily populated areas. The development of

detailed instructions for eséorts for providing protection while the
shipment'is nct within a heavily populated area will depend upon the
specific circumstances of each shipment (e.g., the mode(s) of transpor-
tation, route characteristics, physical protection resources ayai]able.

etc.). Therefore. the regulation specifies only the general nature of
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the instructions which should be given to escorts. The actual instruc-
- tiens g'wen are expected to be somewhat more detailed, and should
include the procedures developed for dealing k_ith,emérgencies [in

accordance with §73.37(b)(2) 1.

:‘i_ ‘Gne‘- of tne pn‘mad functions of fh’e escorts will be to maintain vi’gi-
lance to detect any abnormal or unusual situations'-involving persons or
vehicles in the vicinity of the -transport' thiélé that cbul.d pose va'
_ threat to the shipm_ent._ In caSé such -a situation ic detected, the
escorts are to be instructed to implement emergency procedures, includ-
ing those developed in accdrdancé with §73.37(b)(2), consistent with the
priorit} of actions required by §73.37(b)(}2'.3). .Since sabotage attempts
are considered easier to carry out v}hi]e the. shipment is stationary
than while it is 1in motion..the escorts will aiso be instructed to
maintain the shipment under continuous surveillance while tﬁe shipment
is stationéry._ Whi.e bthe shipmeni: is in motion the escoris should
situate themselves within view of the shipment vehiclé 'S0 thav'. the
shipment may be observed periodically and whenever there is reason to
susnect the shipment may be thréatened; The escorts _for road shipments
b'«&,shciﬁ'{ﬁvfélso-~be inStmcteo‘ as to the types of circumstances which would
dictate implémentation of procedures to immobilize the transport

vehicle (see Se_ct.ion 3.4).

Protection within heavily pcpulatec areas. While the shipment is within
a heavily populated area, the function of tiae cicorts will he similar to
that outside heavily populated areas but with several additional con-

siderations in recard to the continuity of surveillance, the range of
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op.ions available to protect the shipment in case of attack, and the

possible use of deadly force.

In normal circumstances, the escorts will endeavor Lo keep road or rail
shipments moving while paﬁsing through ¢ heavily populated area, making
only unavoidable stops. Hhile ucving, the shipment should be kept under
closer surveillance than i3 necessary for shipments not within: héavi.ly
populated areas. O(nly brief interruptions in this s&rveillar‘xce' should '
be ‘tolerated, such as those which may be 'unavoid&hle as a result of
traffic situations, bends in a road, etc. - Lscorts should be inst.ructed
alco to maintain a high lavel of alertness for possidle sitﬁations which
may threaten the. sa’fety or security of the shipgent. As in the case of
shipments not within heevily populated areas. the shipnent is reguired
to be kept unéer cortinuous surveillance durinu any unavcidatle stops

that micht te made.

In the eveat a safegquards esnwrgevlty situatior devélops. the escorts
should be instructed to call .immediately for law enforcewent assistance
and to take action to impede' any attempls ot redioloagical sabotage of
the shipmerit. These actions should Be in accurdance with the provisions
of §73.37(b)(3), and should include iumplementation of the procedures
developed in- accordance with §73.37(b){2). The safeguards emergency
procedures shculd include specific pfocédures designec to cope with
:hreateniﬁg‘ situations which occur while the shipment 1s within a
heavily populated area. The level of protection to be afforded ship-

ments. while within designated heavily populeted areas will differ from
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that putside of_heaVily populated areas because of the requirement; for
larger numbers of escort personnel or vehicles, and for armed eécorts.
Thg LLEA also may be directly involved in escorting the shipment.- The
instructions give, lb the escorts and the information given to LLEA
members serving as escorts should reflect this greater capability and

broader range of options for physical protectwn. | .

The use of armed escorts presents the possibility that the escorts may

be called upon to use deadly force in the course of protecting a

chipment. The use of deadly force by any private guard is presently;

governed by state laws, and may differ from state to staie. "However,
certain general principles are common to laws in al) states in regard to
the possible use of deadly force in situations in which private guafds

may carry out their assigned duties to protect shipments.
These are sumarized by the following three guidelines:

1.  An armed esédrt has no duty to retreat from a show of
force, 2r from a situation that could lead tbo a show of
force. Thus, if the escort is instructed in certain
situations to take up a position such that his own<safety
and retéhtion of control of the shipment are insepafable,
then his subsequent use of force to mect force in pro-
tecting the shipment would be considered justified.

2. Kﬁneﬂ escorts ray aenerally meet force with fe ~ce. Thé
degree of force considered jdstified is that which i<

-considered commensurate with the degree of force presénted

by the adversary.
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3. ‘Mse of deadly force is 'ggnerally considered justified when
there is 2 reasonable belief that it is necessary in self
defense or in the defense of others to protect against

death or grievous bodily injury.

ft ‘is believe.d that these three principles.' taken .together. constitute
an adequate. practical and publicly acceptable policy for the prdtection
df' spent fuél s.hipments insofar as the possible Q;e of deadly force is
concerned. _fheref.ore. these principles should foru ‘the basis of instruc.
tions giver to armed escorts for protection of spent fuel shicments.

while the shipments are within heavily populated areas.

2.5 Communications Center

Iatroduction. Section 73.37(5)(4)'»r:equires licensees to estahlish a
communications center. The oherator 2f the center is required to
“moniter the shipment to assure its contiﬁued integrity while. en route
and t. :10t1‘fy the apﬁrbpriate agencies should a safequards emergency

arise.

gt_:fjectdvve; The requirement to monitor the shipment by periodic status
reports to a remote location is designed to assure early detection of a
possible attempt at sabotage, even when specific information relating to
such an attempt is not received from the shirment escorts within a
-reasonable time. |t is also the cbjective of this monitoring require-
ment to aid in the recovery of a missing shipment by assuring the
availabitity of accurate bounding information regarding thé missing

shipmht.'s last known locat on.
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Egmgment. The comunicatibns center should be equipped with two

ﬂemcated telephone lines and any other eqmpc-.ent necessary to’ rece'lve
communications from the particular transport being used. Ordinarily.
one of the telephone lines is to be reserved for receiving status

reports from the shipment, while the other line is to be reserved for

emergency commnications with the LLEA. The comunications ceiter need

not be equip‘ped with citizens band (CB) radio equipment however, si‘nce
such equtpment will not usually allow direct comunicatwns between the
shipment escorts and the center over a lonq enc.qh range to be useful in

rmonitoring the Shl pment.

Procedures. The center should be staffed continuously with at least one

person who has the autnority to take the appropriate actions ih case of

a safeguards emergency whenever a shipment is en route. The 'operator‘

should maintain a2 record of the status reports that he r‘ecéi\res for
inclusion in the shipment log (see Section 2.6 beloﬁ). The operator
should also maintain a record of any deviation from the planned shipment

itinerary, any signi ficant :ncidents which occur, and of reports made to

the NRC and others. The ope-~atcr shcild have a copy of the route data .

for the ..shipme@t readily available and should request assistance from

the LLFA in whose jurisdiction the shipment is believed to be located if

the transport does not report in on schedule and cannot be contacted, or'

if a request for assistance is received from the shipment escorts.
(Escort procedures should require escorts to request LLEA assistance
directly in cases where it is operationally feasible to do s0. )

A procedure or device should be employed to assure the opeFaLgv’* ‘becomes

imediately aware of when 3 report from the shipment escorts becomes
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ove~due. The operator can carry out other worlr while a shipment is en
route, provided that the other work dues not intertore with prompt
response to incoming messages from the transport or with other safe-

guards duties.

2.6 Shipment Log

Introduction. Section 73.37(b)(5) require-s that escorts and communica-
tions center personnel maintain, fqr- each spert fvel shipment, a written
log incl_udin§ information describing the shipment and sigﬁificant
events occurring during the shipment. "‘”Thé loa is to be kept available
for review by authorizgtj NRC personnel for a period of at least one year

following completion of the shipment.

Objective. The purpose of the requirement fer keeping a shipaent log is
to provide assurance that protection requirements ﬁave been properly
carried out, to allow the Nk to identify areas where fmp_rovement in
‘protection 'i‘s"ﬁrieéded. and to asst e the avai,lability.bf:‘:‘a'n accurate
record of the shipment to assist in resolving any questions of public
concern regarding the ;hipment which could. arise after completion of the

shipment.

Content. The shipment log should include the following types of infor-

mation:

a. Names of shipping and receiving organizations, carriers,
escorts and,

(1) for road shipments, the names of the drivers;
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‘Ce

d.

€.

f.

go

i.

Procedures.

-]6--

(2) for rail shipments, the names of the chief engineers;_-

‘and

(3) for sea shipments, the names of the vessels and their

masters. ‘
Origin, destination and approved route (copy of route
overview). ‘ |
General description of cargo and shipping coﬁtainer(s).
Dates and times of departurg and arrival (planned and -
actual). _ ,’
Dates, times and iocations of'stopovérs and;custody
transfers. : |

Identification of the conr cations center and its

staff.

~ Dates, times and-locations of status reports made by

shipment escofts to the connunicatioﬁs center, and
schedule of ekpected status reports.

Deviations from the planned route.

Other abnormal occurrences with fegardfto routés. equip- -

ment, vehicles, personnel, weather, traffic or threats.

The written log may be recorded in'its entirety at the

commur ications center, based upon information received from the shipment

escorts during the trip, or it may be comprised of separate entries made

by the shipment escorts and the communications center statf, which are

subsequently colle.ted into a single document.
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2.7 Arrangements with toqgl Law Enforcement Agencies

Introduction. Section 73.3/(h)(6) requires that arrangements have been
made with local law enforcement agencies along tne routes of road and
rail shipments, and at U.S. ports where vessels carrying spent fuel
shipments are docked, fcr their response tb an emergency or a3 c:l1l for

assistance.

Objective. T'his requirement is designe? tv provide for rapid LLEA

assistance in the event of an er <gency or a call for assista&gé. itwm
also is intended to assure that the selected .LEAs along the route are
familiar with the types of situation: to erpect when responding to such

calle.

NRC;participatioh. The Commission will conduct surveys of proposed

routes including the responsé capabilities of LLEAs along the routes,
for the purpose’ of fulfilling its own respbnsibilities for establishing
safeqguards contingency plans. Certain elemnts of the infdrmation
developed in these route sur.c,s will be made available to the licensees

for plannirq and operational use.

Specifically, the following information will be provided to licensees
on a one-time basis. The information applies to all modes of transpor-

tation:

a. Route Nverview (See Figure 2-1)

(1) Route identification.
(2) Mileage data.

(3) LLEA identification, ifurisdictions and response centers.



EMERGENCY PHONE NUMBERS: (Area Code 703)

IRGINIA

——

Lexington - Staunton . Harrisohburg ' .Woodstggﬁ_ - "MWinchester
Sp 291-2548 sp 885-2142 SP. 434-8593 S 459-407 SP - 869~2000
(800) 542-5959 (800) 552-0962 (800) 552-0962 SN (800) 572-2260

(After 5 P.M.)

(After 5 P.M.)

(After 5 P.N.)

0 LLEA Response Center
HP Highway Patrol

SP State Police

S Sheriff

CP City Police

(1 CB Monitored (Base)

CB Monitored (Car)

. Channel Mcnitored
REACT Group Monitored .-

COMT Mobile velephone Useable -

Figure 2-1. Typical Route Overview

COMMUNICATIONS: _ '
Mr, [JcH 9719 MT, [JcH 19 | M7, [CJCH 9 MT, [:] CH.19, R‘[:]CH 19/9, R |
) i ///// LMY 2L
i : . ; - MARGINAL - .
Sp sp SP | S N3
MILEAGE DATA: | L
Lenenat MRA. o v : o ==
o Lexington | o Staunton 0 Harrisonburg . o Woodstock . o_winchester A '
Rockbridge Augusta - Rockingham B Shenandoah Fredarick WEST
MILES IN County County | County _ . County County VA.
COUNTY  |€----==34ecmmmedfemmmmmnn Kk SRR e --nnn 30-mmmnene M ommme e 37-nen-n 4& -------- 25-cn==
- TOTAL . :
MILES VA: O 34 67 97 134 159 '
- (TRIP): (313) (347) (380) (410) (447) (472)
KEY: '
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{4) LLEA telephone numbers.
(5) Citizens band (CB) radio channels monitored by LLLA or.REACT
groups.
(6) Observed effgctiveness of radiotelephone along “he route.
b. Available food and fuel stop locations along the route.
c. Possible safe haven ]ocatjons along the route for temporary refuge

or :mergency. assistance.

Licensee actions. The licensee should provide the above route infor- '

mation to the carrier bersonnel and escorts making the shipment and
en#ure that they are instructed in its proper use. The data should bev
updated beriodica]ly to nainta§n<its validity. If a large number of
shipments are planned over the same route, spot checking LLEA telephore
numbers and'contacts drring each tnib would be sufficient for updating
purposes. However, if shipments along the route are infrequént.-i.e.,
more than six months lapse between shipments, more systematic verifica-
tion procedures may be called for. Rodte information verifications

-should be recorded in the shipment log.

If unplanned détours from the approved route make it necessafy for the
shipment to enter jurisdictions where previous .LEA contacts are not
known to have been rade, the shipment escorts or cormunications center
staff should immediately seek to determine new LLEA te]ephone numbers

and contacts for those jurisdictions. .

't should be noted that §73.37(b)(6) does not require that notification

be given b the licensee to each LLEA along the routé for specific
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shipments elther 1mmedlately prior to the shlpment or durlng the Shlp-

”ha.lt requires only that arrangements have been made some time prior

fto %he flrst shlpment along the approved oute.

2.8 Advance Route Approval

‘Introduction.  Section 73.37(b)(7) providés that the licensee must
obtain NRC approval of the routes oyer-which spent fpel is -to be shipped
prior to any-;ﬁipment of the fuel over Such routes. Any U.S. ports
where 4 vessel carrying a spent fuel shipment is scheduled to dock ‘must
also be approved in advance of the first use of such a port. Certain
types of 1nformat1on are to be suhm1‘ted to the NRC staff descri. ing the

proposed route.

Objectf(g. Advance informatiop on routes.for spent fuel shipments is
used by the NBC in judging.wLether or not the public health and safety
would be protected alopg the propoéed route given'that the appfopriafe
physicq] pro-ection requirements would be implemented for spent fuel ship-
ments along such route.- This decision will be based upon thg requirements
conpaihed in the regulation and the route selection criterié:, The advance
routp infonmation is also used to identify the proposed route for purposes

of the NRC's contingency planning relative to the shipment.

Obtaining anproval of a route. Ordinerily, a proposed route for .a spent

fuel shipment (including the use of any U.S. ports} must- be approved by
the NRC in writinug prior to its initial wse. The submission of alter-

native rcutes at the tine of submissicn of the licensee's preferred

e m s e s -
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is encouraged. Information upon which route approvals may be

based should include the following:

a.

b.

Ce.

Cargo Description

(1)

(2)

(3)

Quantity and type of irradiated fuel_(éﬂg.,.ﬁumber of elements,
reactor type). _

Cask identification (e.g., type of cactk, caék capacity).
Specifi. cask identification parameters such as cask serial
numﬁers may be submitted later in the shipment planning procec.
if unknown at the time-the route apprnvéi request is first
submitted to the NRC.

Loaded weight of road transport vehicle or shipment rail car;

for sea shipments, weight of loaded cask({s) or cargo containers.

Anticipated Schedule

(1)
(2)

(3)

Number of shipments propnsed in a series of shipments.
Approximate duration of each shipment from point of origin
to destination. '

Date(s) of-éhipnuet(s)'anticipated.

Route Information

(M
(2)

(3)
(8)

Origin and destination (i.e., specific locations, addresses).
Proposed route and alternative.route descriptions. Indicate
which of alternatives is preferred route. Include foute
numbers in case'of road shipments.A

Road, rail or nautical mileé conprising each route segment.
Estimated travel time for each segment (i.e., estimated time

needed to travel segment under good conditions).
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(5) Locationiof planned or available stopover points for each" '
route segment (e.g., for food, fuel, loading or unloading).
~ {6) Designated heavily populated areas which would be traveersed

on planned route or on each alternative route.

d. Physical Protectioﬁ A}rangements Planned for Héavily Populated

Ar.as on ﬁoute | | '

(1) Escort arrangements made for travel through eachrdésignated
heavily populated irea . the route. (Describe fof proposéd
route and each alternative route.)

(2) Firearms to be carried by escorts while traversing hea;¥iyiu
populated areas (if brivate guards arz employed).

(3) Location and arrangemehts for Staffing of communications
center. | |

(4) Plans for providing required communications capabilities.

This information should be supplied by the licensee as early as possible
in anticipation of the first movement of spent fuel alone the proposed
route. The specific information identified above shouid be submitted in

writing along with a request for route approval to:

Director, Division of Safeguards

Office of Nﬁciear Material Safety
and‘Safeguérd$

U.S. Nuclear Regulatbry Commission

Washingtan, D.C. 20555

' Subsequent shipments in a series of shipments may be made on approved

routes without additivnal requests for route approval 1f the route has
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been approved specifically for the given series of shipments, unless the
licensee is notified by the NPC staff that the approval has been with-

drawn.

Route selection criteria. The following are descriptions of criterie

frequently used by the RC staff to determine the prgferability and
accéptability of spént fuel :hipment QIanned routes and alternative
routes. These criteria apply generally to road, rail and sea modes. In
the case of rcad shipments, in particulaf. interstate highways typically

best satisfy these criteria.

o Likelihood of swift LLEA response. Routes that permit more
timely responses by the LLEA when assistance is requestede
are preferred. .

o Avoidance of tactically disadvantageous positions. Routes

are preferred which gvoid passaga through areas including
featufes cr;téfrain which would place the shipment or shipment
'escorts in cignificantly tactically disadvantageou; positions
) (e.g., passage through long tunnels or over bridges spaﬁning
hexvily populated aréas). -

o Availability of_gggfopriate rest and refuel.ng stops. Road

shipment routes should feature sufficient locations for rest.
and refueling stops to allow flexibility in adjusting
schedules to acconmodate unexpected situations.

o Availability of good transportation safety design features.

Road and rail routes featuring advanced safety design features
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(e.g., divided highways, guard n@i];f limited @cccssihighways

for road shipments; high gfadé irack}for rail shipments) are
preferred over those including portions that are in disrepair

or obsolescent.

Unplanned detours. During the course of an aétual shipment, circum-

stances may arise.that preclude the use of some portion of an abproved

route for an'ex{ended pericd of time. In this case, detoufs may bé'
taken provided ihat.certain pfocedufes are followed in lieu of having
specific advance NRC qpprovalv of the revfsed portion of'rfhe‘ route.

These procedures are as follows:

é | .
(1) The iicensee establishes that the subject portion of the

approved planned route is impassable or that_condﬁtions ’
along such route will result in unplanned Stops in the _
.shipment schedcle of ane hour‘or more. '
(2) The licensee establishes that it is impractical to.utilize
| an alteriative route pfeviously approved by the Commission.
. {3) The licensee establishes that the detour selected will
VI most likely allow for uninterrupted travel until the ship-
ment is able to resume travel along the planned abproved'
route or along ;_previously apnroved alternative r09§e._or
result in fewer stops or delays as compared to the planned
approved ¢ ute. _
(4) The license~ assures that contacts with the LLEA along
the proposed detour route have previously been made, or

that they are made a% the time a determination is made to
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use the detour route (g.g.. radiatelephone calls to tele-
phone information operators, adjacent LLEA jurisdictions, or
. State police may be used.to obtain tﬁe desired information).
(5) The communications center s notified by the shipment's
escort(s) of the change in shipment itinerary, any delays
experienced along the planned or alternate route, and the N
estimated duraticn of the. detour. |
(6) Arrangements are made to provide any additional resources
| for physi;al protection needed to comply with the specific
requiranentS of'§73;37(c)(1), (d)(f) or (e){1) in case it
becomes necessary to travel within a heavily populated area
previously not included as part of the planned approved

rcute.

Escorts should anticipate as much as possible the need fqr making
unplanned detours sbrtth'the shipment may keep moving without intér-
ruptioﬁ. The shipment should rot be stopped solely for the purpose of
making new LLEA contacts of communicating with the communicatinns
center. In some situations, however, stops may be unavoidable. This may
occur, for example, if the only alternative for the detour involves
transit through a designated heavily populated aréa for which the
additionally recuired escort resources are not immediately available.
In tﬁ4s case, the sﬁipment should proceed to the nearest.available safe

haven before making the stcp.
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: 2.9 - Avoidance of Intermediate Stops

‘Introduction. Section 73.37(b)(8) proVides.that shipments be planned

to avoid scheduling of intermediate stops to the extent practicable.

Objective. -This provision is in recognition that‘tbé shipment is

generally’ more wulnerable when stationary than while in motion. . By
minimizing the number of scheduled stops du:ing any pérticu]ér shipment,
the opportunities for attempts at radiologiCa) sabotage are correspond-

ingly reduced.

Shipment planhing. When planning scheduled stops for spent fu.. ship-
ments, each planned'stop should be justified by a security or opera-

tional need for making the stop. Whenever possible, stops should be

planned to serve raltiple purposes, and should not be>planned to occur

within heavily populated areas. The licensee should arrange with the

carrier for the greatest degree of cooperation possible to assure that
the number of stops is minimized. Stops should be planned to avoid set

patterns in the times and places they occur.

2.10 Procedures at Stops

Introduction. Shipments are required under §73.37(b)(9) to be main-
tained under surveillance during periods when the shipment vehicie is

stopped, or when the shipment vessel is docked..

Objective. The shipment is considered to be inost vu!nerablé to sabotage
attack while stationary. Maintaining the shipnent under surveillance
during periods when the shipment is at rest is intended tu assure that

any sabotage attack would be detected as early as ~ossible so that the

[URRRY §
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advérsarygg_uld have only a minimal amuunt of Lime to attempt the

_sabstage‘hefore response forcec areived.

Road shipments stopped outside of heavily populated areas. At least one

escort is__:j_.,required to raintain visuul swveillanc_e o7 the shipment
'during periods when the transport venicle is stopped. This reguirement
ivs’ intended té apply to stops sede for purposes other than comliance
with traffic requlations or due to tne exigencies of normel traffic
conditions, which would Le expected tc result in stops of very limited
duration. The sufveillance is required to be perforiea hy 2 person
trained as 4n escort. However, the driver .oy rulieve the escort
for short periods ,ravided that he is far_m'.harized with the surveillance
procedures. . '

Normally. surveillance should be uaintaineq fron.x_‘_'i__.}fjc__!_e_w'._'hg_;r_ans;)ort"
vehicle. Auwever, it mey also be hr‘acticah‘lfe::"..c weintain sirveillance
from vutside of Lhe transport vehicle, such 2s from un escort vehicle or
another transport vehicle, or from a phone hooth. The position chosen
from which surveillance will be maintainea <should -ret each of the

e - “‘~»ﬁ~,~~1~iow{n'g conditions:

(1) The medns for immobiliziag the transiort vehicle should be
readily availahle to the person respunsible for maintaining
surveillance.

{(2) The person per-formjng the gurveil'lancc should have readily
available to him the radiotelephone ar other equivalent

means of two-way voice communications.
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f3) The per§6ﬂ~berforming surveillance should have read:ly avail--

able to him the route overviéw information containing LLEA

contacts (see Section 2.7).

Normally, when the transport vehicle is stopped and is being maintained
under surveillance, whether occupied or not, the doors and windows of

the transport vehicle should be closed and locked to impede unauthorized

access to the vehicle. Jus; prior to making the stop, the escort should

assure that the radiotelephone or equivalent communications equipment is -

Operatiﬁgfproperly. and that the appropriate LLEA contacts and telephone
numbers are 5mmediately available. The person perfdrming the surveilQ
lance should remain continually alert to any external activities which
may indicate a possible threat to the safety or security of the shipment.
When there is more than oﬁe vehicle being utilized for the shipment (an
escort vehicle or additional transport vehicles), surveillance responsi-
bilities may be divided among diffefént personnel if adequate comnunica-
tions are provided to allow the appropriaté level of cosrdination.

These communications imay be. provided through the use of CB radio dr

walkie-talkie, etc.

Persons end vehicles involved with the‘shipment should be situated, to
the extent practicable, in such a manner that they cannot be simultan-

eously prevented from commnicating with the LLEA in case of attack.

foad shipments stopped within heavily populated areas. Stops should

especially be avoided within heavily populated areas, ir accordance with

PO U U Up ORI SIPRCSUEPR PR
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§73.37(b){8). However., unscheduled stops within such areas nay some-
t imes betome necessary. If such stops occur, at least one of the
personc perfurming the surveillance at a givén time should be one of the

aried escorts required under £73.37(c)(1).

The basic procedures outlined above for road shipments: stopped outside
of heavily populated areas are applicable alSo for stops within heavily
populated areas. However, because a potential adversary would oe
Hp}ésehﬁéd-with fewer obstacles to a successful sabotage of 2 spent fuel
shipment already within a heavily populated area, additional precautions
should be taken t2 protéct the shipment during unanticipated stops

within such a&eas; as outlined below:

i (V) The fﬁll complement of arnéd_escorts available at the time of
the shipment's stopping should participate in the surveillance,
~as well as any drivers or other unarmed escorts not engag - d.in
essential activities associated with the purpose for which the
stop was made. This will result in a degree o! redundency.

- {(2) The armed escorts, where more than one is aviilable, should be
ﬁeparated so as to prevent, to the extent practicable, their
being simultaneously incapacitated by a single adversary act.

{3) Escorts or drivers participating in the surveillance should be
prepgred to attempt to conuunicate withvthc LLEA either directly
(e.qg., landline telephone) or indirectly (e.g., CB radio), in
case the radiotelephone or other equivalent two-way voice comuni-

cations becomes inoperable.

oirhatl
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(4) whgfe hnusual circumstances arise, if the LLEA is not alfeady
"déﬁéct1y involved in’esCorting ihe s*<ament [in accordance
with §73.37(c)(1)(i)], the LLEA should be contacted to advise
them of the pre§eﬁcévof the shipment within their jurisdiction,
the purpose and projected duration of the stob, and to requést
that they:be alert for écssib]e calls for assislance within the

stated.period.

These and other procedures should be included among the safeguards emer-

gency procedures required under §73.37(b)(2).

Rail shipments. Procedures for maintaining visual surveiIlancerof the
shipment car while a rail shipment is stopped reflect the same concerns
which form the basis of surveillance procedures for road shipments.
During all anticipated or unanticipated stops,‘the shipment car‘should
be placed under surveillance by at least one escort'whd will normally be
positioned on the train within view of the shipment car (e.g., in.thg
cahoose). If the escort.does not remain on the train, the escert should
< %zlioun b protected position from which he has an unobstructed view of
the shipment car, and possiblée approaches to it. The escorf should be
located in such a manner that he has immediate access to (1) the radio-
telephone or other equivalent NRC approved cormunications eqhipment By
which he may communicate with the LLEA and the communications center,
and (2) the route overview information containing LLEA contacts (see
Section 2.7). The escort should remain alert to any external activities
which may indicate a possible threat tp the safety or security of

the shiprent.




- 31 -

Rail shipments should be planned to the extent practfcable to esbecially
avoid intermediate stops within heavily populated areas. Howaver,
should such stops become necessény, the persons maintaining surveillance
choutd be the armed escorts required by 573.37(d)(1), supplemented by as
many other persons (e.g., unarmed escorts, train cievi) as may be avail-
ahle during the period the shipment 1is stopped, to assur= a degree of
redundancy in protaction of the shipment. Where more than one person is

maintaining_survei]lance, they should be separateiy located so as to
| ensure to the extent practicable that a single advérsany attack cannot

simultaneously prevent communications with tae LLEA by any of them.

Sea shipments. ProcedurésAfor maintaining surveillance of sea shipments
of spent ruel apply to shipménts located temporarily on a2 dock, ard o
shipments located aboard a docked vessel. For outgoing shibmenté, the
surveillance must be'provided continuously from the time the shipment
arrives at the terminal aboard « road or rail transport vehicle to the
time the loaded shipment vessel leaves the dock. Incoming shipments
mﬁst be.placed under continuous surveillance from the time the shipment
vessel docks to the time the_shipment is loaded onto & road or rail
trénsport vehicle and begins to he.movedifrom'the ‘terminal by road or
rail. These procedures alse-apply to:intermediate stops at U.S. ports
by shipment vesse}s; during whikh time the shipments remain on the

shipment vessel.

Visual survei1lénce of the shipment while on board the shipment vessel

may be accomplished by direct observation of the shipment, or by observ-

ing the points of accezs to the shipment if it is located in an enclosed
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cargo compartment. Shipments of spent fuel should be loaded and un-
loaded with a minimum of delay to limit the time spent at the trahsfer

point.

Surveillance procedures will be similar to that provided for rail and:

road shipments. E;corts'perfqrming the surveillance should héve immedi ~
ate access to (1) a radictelephone or other NRC—approvéd equivalent
means of communications by which they could call the LLEA and comwunica-
tions center,fand (2) the route overview information ;ontaining LLEA

contacts (see Section 2.7). Especially in'heavily populated areaS, the

escorts should be .locatec in protectéd positions while 'maintaiﬁing'

surveillance. - Escorts shoutd always be on the alert to any external

activities which could threater the safety or security of the shipment.

Within heavily populated areas, the escorts conducting the surveillance -

_ should be armed.

2.11  Escort Training Requirements

Introduction. Section 73.37(b}{10) 1=quires each individual serving as

an escort to have successtully complet~d a training program in accord-

ance with Appendix D of 10 CfR Part 73. Ship's officers serving as
unarmed escorts and members of local law enforcement agencies are

exempted from this requirerent.

Cbjective. The purpose of this requirement is to essure that the

escorts understand the reouirements for the protection of spent fuel

shipments and that they understénd and are trained in the procedures

necessary to carry out such requirements.

LI v e ke e e e

e e ch i

e emamaitd
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Discussion.. Escorts for road, rail, or sea shipments of spent fue!l
should undergo a training course in accordance with Appendix D of 10 CFR
ZI_.Part 73. This Appendix D contains a list of the subjects to be covered
“in such a course. fhe detatled material taught under each subject
heading should be adapted to the particular mode(s) of transportation
- ytilized for the shipment thé escort is. to be assignad to protect. The
licensee can adjust the length of the course»depénding upon the back-
G+ ound aﬁd experience of the_individuals selected to be escorts. The
licensee should be prepared tc demonstrate tr: efficacy of the traiqing
pregram to‘comply with RRC's inspection and enforcement [rogram. 1lhis
can be done, “or example, by keepinyg records of evaluations conducted
by the licensee of the trainees’ progress in the instruction program
{e.g., written or oral tests, field tests, observatioﬁ of performance

in the field),

While drivers (for road shioments) are not required by the regulation to
complete a training prograﬁ in accordance with Appendix D, a certain
émount of instruction”is required [873.37(c)(5)] to familiarize them with
procedures for transport yéhicle irmobilization, commnications, and
other security procedures they aré expected to help implement, suéh as
"those associated with routjné requirements and rest stops. Ship's
officers should similarly be fami]iarized with procedures they are
expected to implement if they are'hfred to serve as escorts for sea ship-

ments.

Appencdix D includes additional training requirements for armed escorts

beyond those for unarmed escorts. In general, it is intended that an
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armed escort be trained to perform all the duties expected of an unarmed

- ecrort, and in add1t1on, that he be trained ln the use of f1rearms and

'det1c> fnr the active protection of spent fuel shlpments.

Members of a law enforcement agency serving as escorts are considered to
b adequately trained to carry out the escort duties they are expected
~to perform, and are not requlred to. undergo the tra1n1ng specxfwcally
requlred for private escerts. A member of the LLEA should however, be
briefed on the shipment procedures as necessary for the performance of

the escort tunctions.

2.12 Periodic Contacts with Cmmnunwcat1ons Center

Introduction. Section 73.37(b){11) prov1des that escorts for road and

rail shipments make calls to the communications center [required to be
estan!ished by §73.37(b)(4)] at least -every two hours to advise of the
status of the shibment for road and- rail shipments. Such calls are
also required from escorts fornsea'shipments during periods when the

shipment vessel is dccked at a U;S.»port.

Objective. The purpose of thi;ﬁneQUirement is to assure early deiection
n-r.anj sabotage attempt that might result in a loss of communications
between the shipment escorts and the communications center, with a
coincident failure of thé escorts to successfully contact the LLEA to
request assistance. by maintaining frequent contacts with the shipment
escorts, the comnunications center staff can also describe, with reason-

able accuracy, the general location of a missing shipment based upon

information obtained in the latest communications. This would aid in

the early retocation and recovery of the shipment.

-

e Tt o e <+ Bt < e nns 00+ e b L DL bk Lo s S 5 v e




- 35 -

Procedures for periodic calls. Calls should normally be made to the

comiunicétions center using the radidtelephone or equivalent means of.
éonmmication requirad to be provided by §73.37(c)(3)(ii), (d)(3), or
(e)(3). The escorts should make frequent routine contacts with the
conmunications center to keep the staff at the center advised of the
shipment's general location and status. Such contacts should not be
more than two hours apart. Supplementary contacts shohld bé\made
whenever ihe shibment undergoes a significant change in status (i.e.,
- when makfng a stop requiring surveillance, resuming travel, or taking
detovrs) or when'delays arre encountered which will reéult in ;hanges in
‘the s‘hipment‘s schedule or itinerary.' .€alls should also be more fre-_
quént. when the' shipment is within or in close proximity to heaﬁﬂy
populated areas. 'In harticuiar, the cosmurications center should be
informed wﬁen entry to ;:r exit from a designated heavily [;opu'lated area
is accomplished, at which time the status of the escorts that have l;een

arranged ‘or should also be reported.



3.0 ROAD.SHIPMENTS

This chapter address2s requirements effecting the road portions of_a'
spent fuel shipmenf by rail or sea, as well as shipments made entirely

by road.

3.1 Protection of Road Shipments wifhin Heavily Populatgd Areas

Introduction. . Section 73.37(c)(1) réqUifes that a road shipﬁent within
a heavily populatec area be eséorted by either of two means. Under the
first "altermative [ &3.37(c)(V)(i)], ‘the transport vehicle would be
escorted by a member of the LLLA inva LLEA mobile. unit. Under'the

separate, private escort vehicles occupied by armed escbrts,

Objective. The purpose of this requirement is to assure that, until
LLEA response fbrces:arrive. there is a capability for immediate, active
protection of a shipment against sabotagé while the shipment is within a

heavily populated area.

Physicallprotection system options. Two options are permi.ted the
licensee in arranging for escor*s fcr the rrotect1on of 3 road shipment
of spent fuel 1in transii within a heavily b0pulated area. The first of
these options depends upon the active cooperation and perticipation of
the local iaw enforcement agency in the jerisdiction{s) comprising the
heavily populated area. In the second option, the escorts are private
quards hired bx‘the licensee. The fact that the licensee is given the
cption of utilizing members of é local law enforcement agency as escorts
does not mean that the LLEA of any givesn ;urisdiction has an‘obliqation

to make the option available to the Yicensee by providing LLEA personnel
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to serve as escorts. In som jurisdiciions LLLA escorts may be locelly
 1té;¥$red'reaardless of the presence of private escorts. Appropriate
=-.a+;$ngemnts would ha‘ve to be made between the licensee and the perti -
nent LLEA for each of the cdesiqnated héavily pcpulaze:s areas. The escort
'-f.,ouerat_ion. wheihor done by "LEA or by private escourts, is to bde contin-
uous while the transport vehicle is within the bouncs of a designaz;d

hcavily populated area.

._Escort provided by LLEA. s one of the permissable >, tions available

L s

g covs

under the r@%ulation. licensees mayv arrance for a road snirhent trav-
oling within 3 heavily popuiated area to be escerted by a member of the
LLEA for the given jurisdiction{(s). Under this aption, the transvdrt
vehicle is required.té he cccupied by a3t least two individuali. One of
these would'be the driver. while the second would bec 2 trained escort,
though one notAngcessgrjly armgd.  [f adcitional transport vehicles are
used in a convoy f&E.a single shipment, each additional lransport
vehicle may be occupied solely by fhe driver if all convoy vehicles:
remain within sight of ore another at all times, and maintain inirc-
convoy conmuﬁications via citizens band {CB) radio or walkie-talkie. [f
any convoy vehicle must stop. then all convoy vehicles should stop‘to
assure the continu{ty of escert protection for all the convoy vehicles.
The unarmed escort(s) located~in.the transport vehicle(s) should remain
especially alert to recognize possible threats to the safety or security
of the shipment. and should be responsiple for_operatinq the commwnica-
'tions equipment when necessary and coordinating-movement; cf the trans-

port vehicle(s) with the escort vehicle.
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. The transport vehicle(s) -must be escorted by at least one menber of the

. LLER who is armed and who occupies a mobile unit of the LLEA. = It is

intended that this mcbile unit be an enclosed motor véhiclé, rather than
& motor cycle, motor scooter, or other open conveyance that would leave -
tﬁé'LLEA member espevcia-lly vulnérablé to attack. The LLEA meaber."may be
'the driver and sole occupant of the mobile unit being used, and shou!‘d_
reﬁxain within ‘signt of the transport vehicle(s) while tra-\'eling'thrdugh
the heavily populated area. ‘e should be familiarized with thevviannéd'

route and the procedures to be vfoHowed in a safeguards emergency.

Escort by private guards. A spent fuel shipment traveling within a

heavily populated area may also be escoried by private ouards. lvn this.
case, the transport vehicle(s) may be occupied solely by the driver(s)
of the vehicle{s). Yowever, the shipment ﬁust be escoried by at least
two trainecf armed escorts, each occupying ocne of twe separate vehicles
other th‘“'j;,.the* transport vehicle(s). Generally, one escort venicle
should lead the transpert vehicle(s) while the second trails it (tﬁem).
The escort vehi:ies are expected tc te enclcsed mctor venicles. ard the
szcrs shoulc be.treined in accordance with Appendix D_ 6f Part’ 71.
i:onéél!y. oniy two 2rmed escorts are rc'quit"cd recarciess of the number
¢f trensport vehicles used in o sincle shicment. Mowever, if two or
nore transoort vehicles are to te escerted by the same sel of tuc ored
cicorte ‘r vwe separete vehicles, the same ﬁmvcy proceduroas’.oj.l’“ Sk
followed as descritea ahove ‘or ?..iifx_uscnrted shiprents, It 1% notea
thet drivers of escort vehiclcs are expecied o cosily wifh 2"l require~

sents of the redere! ".stor Carrier Safetv kuies apilicanle to comercial




-39 -

drivers 'f,or interstate shipments, which include mandatory rest beriods
for drivers after certain numbers of hours of driving. This may be an
especially significant consideration in case the same escorts are

intended to be used over the entire length of the shipment.

The armed escorts shculd remain especially alert during transit through
the heavily popuiated arca to recognize possible threats to the safety
or security of the shipment. The driver of the transport vehicle, or
one of the armed escorts in the escort vehicles, depending upon where
the radiotelephone equipment required to be provided for the shipment is
lbcated, should be prepared *o communicate with the LLEA in case of
emergency. The.escort vehicles should be driven in such a way that each
transport vehicle is under direct observation by one of the armed escorts

at all times(while traveling through the heavily populated area.

3.2 Protection of Road Shipments Not within a Heavily Populated
ﬂtgg ' .

Introduction. Section 73.37(c)(2) requireS that a transport vehicle not
within any heavily populated area be (i) occupied by at least one driver
and one other individual who serves as escort; or (ii) occupied by a
driver and escorted by a separate vehicle occupied by two individuals
who serve as escorts; or (iii) escorted as set forth in §73.37{c)(1).
These reqdirements'reflect a reduced level of protection in areasvthat
are not heavily populated, but also'allou the licensee to employ the
same escort configuration he may havevemployed satisfy the p}otectioh

requirements within heavily populated areas.
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Objectiv‘g_;' Currently available information indicates that the maximum
estimated potential consequences of successful sabotage of a spent fuel

shipment not within a heavily populated area ar: much less severe than

that which might' occur within a heavily populated area. Thu_s. the

required level of protection for spent fuel shipments outside the

designated heavily popuiated areas is less than that reqdiréd within

such areas. The objective of the physical protection requirements for:

spent fuel shipments outside of heavily populated areas is to assure
‘earl'y detection of po;sib!c threats to the shipment and &ommnicate
reﬁuests for assistance to the LLEA immediately upon detection of such
:threats. so thet a pntent.al adversafy cannot g43in cnontro] of the
~shipment and mcve it intc . heavily porulated area for the ,).urpose' of

attempting radiological sabotacge there.

Escort confiquraticn options no;__wii_t_@‘_ n _am;_h_c_a_v_i_lj__'g;-ié;@_g_r_e_q_.- The

licensee may chonse from amona two specific escert vcorxvfiguratl"on options
described below to sa:i;f}' the ;:hys'i:a! yrotection rcquirements for
- spent fuel shipmenic not within a heavily pc;;‘;iated area, 'dtcrhativc-
lj. the licensee may also enmloy one of tae escurt confiquration ontinng

described in Section 2.1 for protectior of ¢ roac shinment within a

heavily populated arex.  This laslt rotion i< perpitter ta accomodate -

licensees who wav fint 3t desirable to utilize the sawe f.rou: of es-

corts, drivers and vehicles lexclusive of unyv Lit». rarticigation)

over wost cor 211 of 2 route. These reyuirerente arrly to ¢ll portions

of the routes of shirmerta wnich are witnin .S, terriicry escont those
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. which arg;a’imi;’lnﬁéﬁ within the designated heavily jupulates areas. The
. j_. . M L .

ﬁtoﬁa*manirequnred tu be armed when escorting shipments not within

hearily populated areas.

Single wasfclesogtion.  In this option, the transgort vericle must be

Al

occupied by at least two indivi&uals. onc uf whor is the driver, while
‘the othér‘ is a trained escort. nLo additional escort vehicles are
required. If both occupants of the transhrort vehicle are trained and
qualified as drivers, and are to alternate dﬁver and escurt duties,
each of them must also be trainea as escort's: in accordance with Appendix

D of Part 73.

The escort normully performs most of the physical protection functions
required (é.g.; communications, surveillunce at stops, -instruction of
the driver regarding routes and locations of stops, and possible irwoni-
lization). 17 the driver performs certain of the safequards urien'ted
tasks. he should be familiarized with them in advance. The escori
‘should be thoroughly familiar with route overviews, LLEA contacts, local
:~pv:0hi~m"z‘ie-n"s_-;.zﬁd all safeguardsv requirements. He should “rena-.n espe-
- =~«c-ia~'Hy. -viﬁi-‘%a%ﬁ to recoynize possible threai: to the safety or secuyrity
of the shipmeﬁt. and should be prepared at ail times to imediately
communicate with the LLEA to summon assistance, if necessary. Neither
the driver nor the escort is required to be armed to orotect shipments

outside of heavily populated areas. '

In this optio‘n. additional transport vehicles in a single shipment may
be occupied solely by their drivers provided ti.at the convoy procedures

v"described" in Section 3.1 are followed.
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~ ; Separate eséort vehicle option. Under this cption, the transport'

"é?vehicle may be occupied solely by the driver, but is accompanied by a

separate vehicle occupied by at least two trained escorts. This option
may be particularly suited to those situations where the carrier does
not authorize non-drivers to occupy the cab of the transpbrt vehicle, ¢

where more escorts are to be employed than can legally be accommodated

in a single transport vehicle. All persons who serve as escorts during

the shipment are required to bé trained in accordance witﬁ Appendix D of
Part 73. The eﬁcorts' responsibilities are the same gs for the single
vehicle shipment except that’ihe éstoris,havé the added fesponsibility
of coordinating the nbvement§ of the trensporc vehicle with the escort
vehicle. 1If more than one.trénsport vehicle is eployed for a'sﬁmle
shiprment, no more than the two minimally réquired eséorts travellfng in
a3 separate escorf vehicle are required provided that the convoy proce;

dures descr‘bed in Section 3.1 are followed. -

Juring the course of the shipment, the escort vehicle should be situated

relative to the transpcrt vehicle(s) so as to allow ““he escorts contin-

uous direct observation of the transgort vehicle, except for brief -

lapses that might be caused by passage through sections of road featur-
ing hills, curves, other traffic. ett._ The escort and transport
vehicles should nuintain cbnuunicati§ns using. the citizens band {2B)
radio. lue escort vehicle can lead or trail the transport vehicle, as
necessary to effectively perfbrm.the escoft functions without establish-
ing predictable patternc. If additional transport vehicles are used in
a sing!e shipment without additional escort vehicles, the convoy pro-

cedures described in Section 3.1 should be follcwed.

et et e 8 8
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3.3 Cormunications for Road Shipments

Introduction. Escorts are required in accordance with 553.37(c)(3) to
be provided with the capabilities for comm:nicating with the communica-
tions vcenter.’ local law enforcement agencies and one another. These
communications are normally 1‘rrplemented through the use of radiotéle-
phones and citizens band (CB) radio equipment, but other equivalent
means of two-way: voice.ccmunications are permitted provided they are
approved by the NRC. Any LLEA mobile units ~~ployed as escort vehicles
are also required to be ejuipped with citizens band (CB) radio and the

normal LLEA radio communications ecuipment fdi- the given jurisdiction.

(_)b’jective. | The purpoSes of these commnications requirements for spent
- fuel shipments by road are to (1) provide a capability for the escorts
to call .for assistance when necessary, either dinectly to the LLEA, or
indirectly through the communications center, (ii) permit personnel at
the communications certer to monitor the progresé of the shipment, (iii)
provide the escorts with.a means of quickly obtaining route and LLEA

contact information when unexpected detours become necessary, and (iv)

. pravide a means of coordinating the movewent of transport and escort

vehicles when more than one vehicle is used in a shipment.
X /

Communications equiment. Radiotelephone or equivalent twqfﬁqy voice

comrunications are required to be provided in at least one of the ship-
ment vehicles. If the radiotelephone or other equivalent equipment is
provided in an escort vehicle, it must be a vehicle which is comitted
to use albng an ontire road portion of the shipment. It is recognized

that in some areas radiotelephone service may not be provided or may be
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S2nly ma’gm 1., effectwe or ineffective. The route overview will

”ﬁorina.ﬂy indw::ute portxons of the route where this is the case and

indicate what al-ternatwe commnications may be usaod. Usba]ly, in

such areas, periodic contacts with the communications center may be

" made b) 'reéﬁlé? land]ine telephones. The shipment itinérary shoﬂd
be planned to the extent practicable so that additional stops are not
‘mr:equired solely for the purpose of making such'caﬂs.: thernative
communications systems (rather than radiotelephone) ‘used by the ]icenS‘-
ee must be approved prior to the date of shipment. Such alternative
equipment must be demonstrated by the ";li‘censee to have effectiveness

"at least comparable to radiotelephone along the proposed route.

Citizens band (CB) ra'dio‘equipment is required to be provi'ded'in all

transport and escort yehicles -used in the shipment. This-gquipment is
provided primarily to allow escorts to coordinate tie movements of the
different vehicles used in the shipment. It may :also be used :as an
alternative means cof con*acting the LLEA when the radi.otelephcné or
other equlvalent lorg range comnunications equipment is not effective.
A2 7 csmm.,\.atlons equipment to be used during the chipment's progress

should be properly maintained and thor0ugh1y checked out before the

shipment starts.

Communications procedures. Communications between all escort and
transport vehicles involved in the shipment should be maintained while
enroute to assure. that drivers and escorts not having access to the

radiotelephone {or equivalent) communicat‘ons are kept apprised of

=irrent developments (e.g., changes in road conditions or itinerary) as
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the shipment progresses. All escorts and df%vers should be knowledge-
able of the specific citizens béﬁd (CB) chanmels normally monitored by
the LLEA or REACT grouszSS they pass.thrcugh different jurisdictions on
the shipment route, sb that in case uf emergency the .occipants of each
transport or escort vehicle are capatle of independently contacting the

‘LLEA by CB radio (where such contact is possibie).

"It should be reccgnized that the preferred arrzngement for combining the
radiotelephone (or equivalent) comunicaticns capability with S partic-
ular escort configuration ontion is one in which an escort having
responsibility for using such communications equipment is not also the
driver -of a vehicle, sc¢ that tﬁe escort is unercumbered in carrying out
his commurications and other duties while the shipment is moving.
Location of tHe radiotelephone equipment in the cab of a transport
vehicle occupied only by the driver would, for example, be one of the
less desirable arrangements. If such an arrangement is utilized,
the driver is raquired to be familiarized with the use and operation of

the comnunications equipment.

3.4  Immobilization of Transport Vehicle

Intrcduction. Section 73.37(c)(4} requires that the trarsport vehicle
be equipped with NRCtapprOQed features that‘permit immobilization of the
cab or cargo-carryin§ prrtion of the vehicle. Thisvrequirenent also
applies equally to any .additional transport vehicles used in .a single
shipment. in this requirement, hnuobilizatioq means rendering the

loaded transport vehicle incapable of movement under its own power.
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Objective. The purpose of this requirement is to deny an adversary who.

‘may 5ucceed‘in gaining confrol of a transport vehible a readily avéil-
able means of moving the shiphént to a 1oca;ion of his choice. If the
shipment is located outside of a heavily populated area, ‘this wi: .
preveni or delay the adversary from moving the shipment -into a. heavily
ponu1a;ed area. If the adversary succeeds in gaining contrﬁl of ihe
transport vehicle within a heavily populated area, innnbilizétidn of the

'tranSport vehicle may be advisable in certain situations to prevent or

delay the shipment from being moved from a le§S'densely populated3

portion of such an area to one which is more densely populated, or

from moving the shipmert to a hiding place.

Operation. The immcbilization technique should be implemented only when

it is apparent that an attempt is being made to gain unauthorized

control over the shipment, and there is no likelihood of avoiding

capture through flight, or early interdiction by local law enforcement
agency response forces. Irmobilization should not be initiated in a way
that would endanger the driver, escorts, or members of the public.

Immobilization procedures shou]d be developed and included in the

emergency procedures docurent developed in accordance with §73.37{b)(2).'

These procadures should include consideration of situations which Ay
occiur within heavily populated areas as Qe!l as outside of such éreas.
Operation of the imobilizstion technique and the procedures governing
its use should be covered in both the training coirse for escerts end

the familiarization progrem fer drivers (sec Sectiens 2.11 and 2.5).
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Techniques of inmobilization. The immobilization techniques should meet

each of the following critevia:

a. A me&ns must be provided so that the immobilization device and
procedure can be operated and performed from insidé the cab of
the transport vehicie by one person.

b.‘ Immobilization should be dCCOJallshed in a short period of time
(several seconds) after the immobilization procedure is ini-
tiated.

c. After the immobilization is accomplished, skilled technical
personnel should require at least one half hbur to return the
transport vehicle to norral operating condition. It should not
be possible, by coercion of the drivers or escorts for an adver-
sary to bypass the offects of the imnotilization or to signifi-
cantly»shoften the time needed to =make the transport operational
again.

d. . The device should not pose no significant safety hazard before,

during or after the immobilization.

Devices epployed to effect imnobilization may be mechanical or elec~
trical. They should be relatively simple and reliable to operate so
that they can be activated quickly‘undef stressful conditfons. Some
“techniques that may form the basis for acceptable immobilization pro-

cedures are:

0 Severing the main wire harness under the dashboard.
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o Disabling a'critical portion of the ignition syétem byvover-

loading or- dlsmantl1ng a key component of the 1gnitlon system

or starting system.
0 Disabling the gear shiffing mechanism.
0 Use oann electronic ignition control system with procedurally

irreversible time delay feature.

The specific.deVice and procedures to be utilized areirequivedvto be

approved in advance by the NRC.

3.5 _ Driler Familiarization Program
Introduction. Transport vehicle drivers are required under §73.37(c)(5)
to be fam1]1=rlzed with, and capable of rmplenentlng, transport vehtcle__

xnnnbilxzatxon conuunxcatxons and other security procedures.

| Objective. The purpose of this requirement is to assﬁre that drivers
invo?véd in»spent fuel shipments by road are able to func:ion as an
integral part of the sbent fuel shipment physical protectibn system to
the extent intended by the licensee, or as minimally required by the

regulation.

Driver physical protection responsibilities. Drivers may betoﬁe in-

volved in the physical protection of the shipment to a greater or lesser
extent depending upon the arrangemeﬁts made between the tarrier and the
shipper or receiver (licensee). .The greatest degree of driver involve-
ment ‘would occur when the driver is also a fully trained escort and
alternately assumes driving and‘ physical protection responsibilities

with other escorts. However, in other circumstances the driver may be
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only minimally involved, in which case he must at least be familiarized

with the basic security functions of transport vehicle immobilization,

‘radiotelephone and CB radio communications, and any other security

'procedures which would affect the driver's operation of the traasport

vehicle.

The driver familiarization program need not include forma: classroom
instruction, and no minimum number of hours of instruction is required.
1t is sufficient for the licensee to provide a limited amount of vin-
formal instruction and demonstrations to assure that the driver can
pertorm the safeguards functions eipe_cted of him. The greater the
driver's intended involvement in the pﬁysical protection system, the

greater will be the scope of the required familiarization program.




4.0 RAIL SHIPFENTS
This chapter addresses requirements affecting the raﬂ portion of a.
spent fuel ship_aent.

4.1 Protection of Ra_ﬂ Shipments within H_eavﬂy Populaied Areas

Introduction. Section 73.37(d)(1) requires thét" a rail shipment car

within a heavily populated area be accompanied by at least two armed

escorts, who may be members of a local law enforcement agency,. at least

one of whom is stationed at a location on'the train that will permit

observation of the shipment car.

Objective. The objectwe of this requimmnt is the same as for the

corresponding requirement for road shipments (see Section 3.1).

Physical protection system opti_ons.' The transport wvehicle, 'inv the case .

of a rail shipment, is the ;hipment'car carrying one or more Spent fuel

casks. A single spent fdel rail shipment may involve more than one

shipment car. In this case, the requirements for rail shipments should

be understcod to apply‘tu Athe shipment cars as a group, unless pated
otherwise. A spent fuel shipment by rail must be protected continucusly
by at least two armed escorts while traveling within a heavily populated
area. At least one of these escorts is required to be sitdated on the
train in a.r:\anner, that will permit -observaltion‘ ‘of the shi'pz'nent car(s).
However, continuous curveillance of the shipésent car, while it is in
motion, is not recuired.' Usually the escorts wi‘l\ travel in the train's
céboose with the shipment cdr(s) éither directly ahead or separated by a
single buffer tar. The armed escorts may be private quards (e.g.,
railroad police) or members of the LLEA. The escorts should be trained
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in accordance with Appendix D of 10 CFR Part 73, and should be thor-

i :;mgh!y;;ganiliar with all safequards requirements. A copy of the route

overview data (see Section 2.7) should be readily available to them at

all times.

During transit throuch a heavily populated .area, the r_ail shipment
escorts should be especia'nj alert to recognize any situations which
might constitute a threat to the safety or security of the shipment.
The escorts saxmld also maintain close cooperation with the train's crew
to assm-aaverance as close as practicable to the shipment schedule and
assure they remain aware of all safegquards requirements as the shipment
progresses. The emergency procednreﬁ a.-v_eloped in accordance with
§73.37(b)(2) should be collected in a document which is readily avail-
able to the escorts. These procedures should specificalily address
possible safeguards ewbréency situations which might arise within

heavily populated areas.

4.2  Protection of Rail Shipments Not within a Heavily Populated Area

Introduction. Section 73.37(d)(2) requires that a rail shipment car not

njthin any heavily populated area be accompanied by at least one escort
stationed at a location on the train that will permit observation of the

shipment car.

| Objective. Similarly to the case of road shipments, the required level
of protection for spent fuel rail shipments not within a heavily popu-
lated area is pemittéd to be lower than that within heavily populated

areas. The objective of the physical prdtecff&ﬁ requirements for
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shipinents outside of heavily populated areas is similar to that for road

siiipments wutside of such areas.

Escort requirement. Only one t-raine_él _escort’is required to acconpény a

spent fuel shipment while it remains ’outsidg of any heavily nopulated
:areas. The escort may be a privately hired seCur‘it_.y guai-d; a licensee
employee, or a member of the railroad police organization whd regu_laﬂy
provides securitj for raivlroad__property and shipments. In an} of these

cases, the escort shouid be trained in accordance with Appendix D of
© Part 73. '

While the shipment is moving, the vescbrt should be positioned in such a‘

manner that he may frequently observe the shipment car but need not _

maintain continuous surveillance of it. When the shipment is stopped,
however, the escort should maintain continuous surveillance of the

shipment-ca'r"a's discussed previously '(Se‘ction»z.w).

The escort for a spent fuel rail shipment traveling outside of heavily

" populated areas should remain in close contact with the train's crew to

L ATIura ‘11) that he learns immediately of any unanticipated route changes

or delays in the shipment, (2) that the train's crew is adhering to the

planned schedule and procedures, (3) that the crew is aware of the »

requirements for additional protection should the train have tb enter a
heavily pbpula_téd area not on the shipment's original itinerary, and (4)
that the escort is apprised of any i~formation which develops concerning
the nature of any detours or delays experienced so thét he may reiay

this information to the commurications center. Also, the escort shouid
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arrange to be made aware of upcoming stops <o that appropriate prepar-
ations can be made to implement established surveillance and rclated

procedures as soon as the train stops.

4.3 Communications for Rail Shipments.

Introduction. The escorts for a rail shigzment of spent fuel are re-

quired to have the canrability of communicating with the comaunications
center and with the LLEA through the use of radiotelephone equipment or
other equiveclent means of two-way voice cowswnicatinng approved by the

NRC. Such communications must be available on the train.

Objective. The purposes of the communications requivements for spent.

fuel shipments by rail are to (i) provide a capability for the escorts
to call for- assistance when necessary, (ii) perait personnel at the
commnications center to monitor the pruyress of the shipment, and (iii)
provide the escorts with a weans of quickly developing new LLEA contacts
and obtaining new route information when unexpgcted‘ detours hecome

necessary.

Communications equipment. Radiotelephone or other ¢ Jivalent two-way

voice communications are requi'red t? be provided for the esccrts’ use on
board the train. An acceptable eq}uivalent would be the cowrunications
system reguiarly used by the train's crew. Such corrunications equip-
ment must be made available for the escorts' use on bDoard the train.
Reliance on the use of telephones in call boxes located along the tracks
is not generally acceptable because the telephones might not be avail-

able‘ in case the train was forced to make an emergency stop. However,
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call boxes could be relied upon for short intervals where radiotelephone

service is not available.  If the train's communications Systan_i's used,

complementary communications capabilities such as _wa‘lkie-talkié or CB

radio equipment should be providéd to assure the escorts will have

immediate access to the communi cat ions equipment when necessary, if it
is Tocated apart 'frd.m where the escort is situated. The shipment rodte
overview will generélly indicate where radiotelephone or other eduiva-
lehf comuni.cations equipénent pm&ided_ may not be effective. For such

areas‘, alten_\étive means of communication should be,pl_'qnngq,__.

All equipment used to satisfy the communicat ions requirements of 573;37
(d)(3) should be properly maintained and checked outi’be‘for?e the shipment
starts, to assure it is in good operating condition just prior to its

intended use.

Comnunications procedures. When more than one escort is employed for a

given rail shipment, the communications equipment may be made available

to just one of the escorts provided that the remaining escorts are kept

apprised of all radiqtelephone (or equivalent) commnications on a

frequent basis during the progress of the shipment.

[V
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5.0 SEA SHIPMENTS
Thic chanter addresses requirements affecting the portions of spent fuel

shipments that are by sea.

5.1 Protection of Sea Shipments within Heavily Populated Areas
Introduction. Section 73.37(e){(1) requires that a vessel bdearing spent

fuel and docked within a heavily populated area is brotected by (i) two

armed escorts stationed on the vessel or on the dock at a location that

will permit observation of the vessel, or f{ii) an armed “merber of a
local law enforcement agency who is equipped with normal LLEA radio
communications, and who is stationed on the vessel or on the dock at a

1
location that will peniit observation of the vessel.

Objective. The purpose of this requirement is ts assure that there is a
capability for immediate, active protection of a shipment against
radiological sabotage while the shipment vessel i’s docked within a
heavily populated arez. This objective is to he achieved by ensuring
that there are people on duty on or near the shipuent vessel wnho are

capable of early detection of a sabotsge attempt and who have the

Cow. o -capability to delay or prevent sabotage until LLEA response forces

arrive.

Escort requirement. This requirement applies only while a vessel

bearing spent fuel is docked within a heavily populated area. Thus, the
primary duty of the escort(s) will be to maintain surveillance of the
shipment as required by §73.37(b)(9). A vessel is considered to be

docked when it is made fast to the dock and passage ways from the vessel

|
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and facilities ﬁave been put' in place for loading or unloading paséen-
gers or cargo. Vessels underway or being towed, or vessels at anchor

but not fastened to the dock, are not considered to be docked.

Two escort options a‘ré b_efmitt_ec to bAé used to satisfy the r_equiifenrents
 of §73.37(e)(1‘).> The first option requires that the 'shipme.n.t fs pro-
tected by two armed escorts, while t‘he‘ secor_'d opticn provivdes that the
‘shipment may be protected by a single member of a local ]'a‘w enforéem&nt. '
agency, provided that he isequipped with the normal LLEA radio comuni ~

~ cations.

Escort duties for the ’protecti'on’of' a ;shipment on board a vessel far;e
| si‘milar.to those for road and rail shipments. The escorts should always
remain ﬁgilant to de_t,ect .possitﬂe threats to the safety and security of
vthe shilprrent. It is recognized that it may not be pbss-ib]e for the
entire shipment vessel to be kept under contiruous sufveillance. In
such cases, the escort or escorts should focﬁs on. the possible ap-
proaches a potential adversary may have to gain access to the shipment.
Some pa_trolﬁng may be done by the escort{s} to assure that the ap-

proaches to the shipment are covered.

5.2 Protection of Sea S_t\_llg_ngqt_s__N_gt__.wlgu_i_q~a__H_¢_a_a_viLy Populated ‘Ar;ev_a-
Introduction. Section 73.37(9,(2) Eequires; that a shipment vessel be
protected by an escort -fmile in U.5. terr.itori_a‘s waters. or while docked
at a U.S. pert, but not within a heav-ﬁy pouulated area. A single
escort is reguired, whose mainr functionv will be io assure that tne

shipment is not off-lca<ed excepnt as provided by the licensee.
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Objective. The purpose of this requirement is to assure that the
shipment is under surveillance against possible sabotage attempts while
in U.S. waters, so that the LLEA may be alerted to respond to any attempt

to sabotage the shipment.

gscort reqpﬁrement.. For the purpose of this requirement U.S; waters are
~ considered to extend thrce miles from U.S.-]and terr{tony other than
small offshore islets. U.S. land territory includes the forty;eight.
.contiguous states, Alaska, the eight largest islands of Hawaii, the
ithree major islands of the U.S.'Virgin Xslands, Fuerto Rico, fGuam, and

Tutulia of American Samoa.

The escort may be provided in a number of ways. The escort'may cone
aboard the vessel at the time of loading (or stopover) in a foreign
port: he may come aboard das the ship nears U.S. territory as do ship's
pilots; or he may be a shis's officer who assumes the role of escort as
the shipment -enters U.S. waters. The regulatinon does not require that
an escort be provided while the vessel is beyond the territorial bounds

~ specified.

The escort should be familiar with the shipment vessel's itinerary.
Prior to entering a pori within a heavily populated area, the escort
should ascertain that the shipment is ‘intact and has not‘been\tampered
with. During unldading of any cargo in U.S. territory, the escort
should assure that the shipment is unloaded only at the port authorized

by the shipper (licensee). Should any deviation from authorized

handling of the shipment occur, the escort should bring the matter to ‘

the immediate at‘ention of the ship's most senior officer present at the

P
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"time. gIhewa$;;ft should also notify the licensee‘innediately by radio-

“telephone, bffnother equivalent communications means provided, if it.

appears that the shipment is likely to be unloaded at a port other than

thi planned-Zestinaticn.

5.3 Communications for Sea Shipments

Introduction. = Section 73.37(e)(3) requires' that radictelephon:. (or

other equivaient means of NRC-approved tWo-way vqice@connmnications) be
provided for the use of escorts ddring the portion of the shipment which

Objective. The purpose of this requirement is similar to that for road
and rail shipments, which is primarily to assure that a capabiljty
‘exists to contact the LLEA in éaée‘a”threat is détectéd'tp théuédfety or

security of the shipment.

Commur.ications equipment. The conmunicatidns'equipment provided may be

radiotelephone equipment, or the ship's regular ship to shore radio
Coovsunications system may be used. For shipments within a heavily
- pupuiated area, a single LLEA member serving as escort is required to be

equipped with the normal LLEA communications.

[ TP



APPENDIX A
LIST UF .
DESIGNATED HEAVILY POPULATED AREAS

Al. Introduction

Heavily populated areas are designated fcf purposes of the reyulation of
spent fuel shipments in terus of urbanized areas. Urbanized areas are
regional area§ ‘ithin United States territory which have been defined by
the Bureau of the Census (U.S.'Department of Comnerce) to jndicéte the
extent of Tutbani;gtion surrounding the larger c¢ities in the United
-States.* "fH $66;“case§, two or me:re large cfties may be clustered
together to forﬁ a single urbanized area. I[n other cdses, extensive

urbanization surrounds relatively small cities.

For purpuses of regulation, a shipmeﬁtvis said to liFf within a heavily
populated area if it is within three miles of the biundary of an urban-
ized area, as defined by the Bureau of the Cersus, having a total
population gréater then or equal to nne hundrea thousan& (100,000)
persons. It is noted that the boundaries of many urbanized areas do aot
necessariiy conform to the boundaries of the political subdivisions of

which theyxare_composed. Detailed maps of the urbanized areas, such as
the examp]é shown in Figure A-1, may be found in the reference cited

below.

*U.S. Bureau of the Census, Supplementary Raport, 1970 Census of Popu-
lation, Series PC(S71)-108, "Pogulation and Land Area of Urbanized Areas
for the U.S.: 1970 and 1960." April 1979, For sale by the Super-
intendent of Documents, U.S. Covernment Printing Office, Washington,
D.C. 20402.
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A2.  List of Urbanized Areas

ol

ne following list includes those urbanized areas designated as heavily

populated areas. [t is to be used tﬁ facititate planning protection for
spent fuel shipments. From time to time the designation of heavily
populated areas may be changed to reflect new information. Thus, this
Tist may not be complete at the time of 3 given shipnent. An updated
list of heavily populated areas designated by the Commission fér pur-
poses of the regulation ofkspent fuel shipments should be obtained from

thé?Comﬁission at the time proposed shipment routes are being planned.

Within the United States

Akron, Ohio

Albany-Schenectady-Troy, New York

Albuquerque, New Mexico

Allentown-Bethlehem-Easton, Pa. - Néw Jersey

Amarillo, Texas

Anchorage; Alaska

Ann Arbor, Michigan

Appleton, Wisconsin: -

A£1ahta, Georgia

Atlantic City, New Jersey
Augusta, Georgia.- S.C.

Auéora-Elgin. [1linois

Austin, Texas

Bakersfield, California

Baltimore, Maryland
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- Baton Roﬁge. Louisiana
Beaumont, Texas.
Biloxi-Ghlfport. Mississippi
Binghamton, New York
Birmingham, Alabama
Boston, Massachusetts. .. .
Bridgeport, Cénnetticut
Brockton, Massachusetts
Buffalo, New York

Canton, Ohid
Cedar Rapids, lowa
Champaign-ﬂrbana. IMinois
Charleston, South Carolina
Charleston, West Virginia |
Charlotte, North Carolina
Chattanooga, Tennessee-Ga.
Chicaéo, Illinois-Nortthstern Ind.
Cincinnati, Ohio-Ky.
Cleveland, Ohio
Colorado Springs, Colorads
Colurbia, South Carolina
Columbus, Georgia-Ala.
Colurbus., Ohio
Corpus Christi, Texas
Dallas, Texas

Davenport-Rock Island-koline, lowa-I11.
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Dayton, 0hio

Daytona Beach, Florida
Decatur, Illinois

Denver, Colorado

Des Moines, lowa

Detroit, Michigan
Du]uth—Superior. Minnesota-wis.
Durham, North Carolina

£1 Paso, Texas

Erie, Pennsylvania

Eugene, Oregon

Cvansville, Indiana

Fall River, Massachusetts-R. 1.
Fayetteville, North Carolina
Flint, Michigan ‘

Fort Lauderdale-Hollywood, Florida
- Fort Wayne, Indiana |
Forth Worth, Texas

Fresnd, California

Grand Rapids, Michigan

Sreen Bay, Wisconsin
Greeﬁsboro. North Carolina
Greenville, South Carolina
Harrisburg, Pennsylvania
Hartford, Connecticut

Honolulu, Hawaii
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e
Houston, Texas

Huntington-A;hland. West Virginia-Ky.-Ohio
Huntsville, Alabama

Indianaﬁoli;. !ndian$

Jackson, ‘lississippi

Jacksonville, Florida

Joliet, Illinois

Kalamazoc, Michigan

Kansas City, Missouri-Xansas -
Knoxville, Tennessee

Lancaster, Pennsylvania

Lansing, Michigan

Las Vegasf Nevada

Lavwrence-Haverhill, Massachusetts-N.H.
Lexington, Kentucky |
Lincoln, Nebraska

Little Rock-North Lftt!c Rock, Arkansas
:orain-Clyria, Ohio

Los rireles-Long Beach, California_
Louisville. Kentucky-Ind.

Lowell, Massachusetts

Lubbock, Texas

Hacon, Georgia -

ttadison, visconsin

Melhourne-Cocoa, Florida

Hseaphis, Tennossap-Migs,
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' _».f'.!‘.-igamif.ﬁ;:'r'lor'fda

:Hiiwa;kee. Wisconsin

Minneapolis-St. Paul, Minnesota

~ Mobile, Alabama

Modesto, California

Montgomery, Alabama

Muskegon-Muskegon Heights, Michigan
Nashvi\le-D&Qﬁdson. Tennessee

New Bedford, ﬁassachusetts

- New Britain, COnnect%cﬁﬁ

New Haven, Connecticut

New London-Norwich, Connecticut

New Orleans, Louisiana

Newport News-Hampton, Virginia

Mew York, New York-Northeastern New Jersey_
Norfolk-Portsmouth, Virginia

ﬁorvalk. Connecticut

Ogden, Utah

Oklahoma City, Oklahoma

Dmaha, Nebraska-lowa

Orlando, Florida
Oxnard-Ventura-Thousand Oaks, California
Pensacola, Flerida.
Peoria, Il]inoi§
Petersburg-Colonial Heights, Virginia

Philadelphia, Pennsylvania-llew Jersey
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Phoerix.‘Arizona
Pittsburgh, Pennsylvania
Port Arthur, Texas
,Port!énd; Maine
'Pdrtjand. Oregon-washington
.Poughkeepsie, Kew York
Providence-Pawtucket-Warwick, Rhode island-nasﬁ.
Provo-Orem, Utah |
Pueblo, Colorado

Racine, Wisconsin

Raleigh, North.Carolina
Reading, Pennsylvania

Reno, Nevada

Richmond, Virginia

Roannke, Virginia
Rdchester, New York
Rockford, I1lino s
Sacramento, California
Saqginaw, Michigan_ »

St. Louis, Missouri-IT1.
St. Petersburg, F]orida
Salt Lake City, Utah

San Antonio, Texas

San Bernardino-Riverside, California
San Diego, California

San fFrancisco-Oakland, California
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San Jose, California

Santa Barbara, California
Sarasota-Bradenton, Florida
Savannah, Georg%a |
Scr;nton. Pennsylvania
Seattle-Everett, Washington
Shreveport, Louisiana

South Bend, Indiana-Michigan
_ Spokane, Washington

" springfield, 111inois

Springfield, Missouri

Springfield-Chicopee-Holyoke. Massachusetts~Conn.

Stamford; Connecticut
Stockton, California
Syracuse, New York
Tacoma, Washington
 Tampa, Florida |
Toledo, Ohio-Michigan
Topeka, Kansas

Trenton, Hew Jersey-Pa.
Tucson, Arizona

Tulsa, Oklahoma
Utica-Rome, New York.
Waco, Texas.
Washington, 0.C.-#d.~Va.

Waterbury, Connecticut

| N



Waterloo, lowa

West Palm Eeach.lF)orida
Wichite, Kénsé§

Wilkes-Barre, PennsylVania
Wilmington, Delaware-!l.J.
Winston-5alew, North Carolina
worcester, Mass¢chgsetts
York, Pennsylvania

Youngstovn-¥arren, his

Arecibo, P.R.
Yayaguez, P.R.
Ponce, P.h.

San Juan, P.R.
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