May 22, 2008

MEMORANDUM TO: Those on the Attached List

FROM: R. W. Borchardt /Bruce S. Mallett for/
Executive Director for Operations

SUBJECT: INFORMATION SECURITY STEERING COMMITTEE

The purpose of this memorandum is to establish an Information Security Steering Committee
(ISSC) and request that you appoint a representative no later than June 6, 2008. Information
security at the Nuclear Regulatory Commission (NRC) is a critical component of achieving the
NRC’s overall mission and includes the appropriate use of all information owned, regulated or
under the control of the NRC, in all of its forms, by both internal and external entities. This
includes the protection of information through physical security, personnel security, and cyber
security efforts, as well as security of intelligence information. The key challenge associated
with implementing an effective NRC-wide information security program is to establish a balance
between ensuring that information is readily available when needed, while protecting the
information (and associated information systems) from unauthorized access, use, disclosure,
disruption, modification, or destruction.

Achieving this balance and establishing an NRC-wide information security program is made
more complex by the number of entities involved in the protection of information, and the nature
of their responsibilities. Additionally, as previously separated functions merge and mechanical
controls are digitized, the threat to critical operational data and operations is intensified.
Consequently, the appropriate use of information security controls to ensure the security of
nuclear materials and reactors is of particular importance to the NRC’s regulatory efforts.

On November 14, 2007, the Commission directed the staff to develop a comprehensive
information security strategy (reference SRM-S07-0181). The NRC Deputy Executive Director
for Information Services and Chief Information Officer (DEDIS/CIO) subsequently determined
that this comprehensive strategy should take the form of an Information Security Strategic Plan
(ISSP). In addition, on March 18, 2008, the NRC’s Office of the Inspector General (OIG) issued
a Memorandum Report entitled, “NRC’s Planned Cyber Security Program (O1G-08-A-06),” that
assessed how upcoming changes to NRC’s cyber security oversight processes might impact the
agency’s physical security inspection program. In this report, the OIG identified the issue that
the NRC has not finalized a clear plan for implementation of a cyber security inspection
program.
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The staff is currently conducting a wide range of information security-related activities in nearly
all NRC offices and regions. The formation of an ISSC will enable NRC to fulfill both its
strategic planning responsibilities and it’s information security issue resolution responsibilities by
providing advice to the Deputy Executive Director for Reactor and Preparedness Programs
(DEDR) and the DEDIS/CIO. This Steering Committee will also support line managers who are
accountable for the implementation of NRC’s information security responsibilities. The ISSC
through its working groups will be available to address information security issues that arise
related to NRC’s regulatory responsibilities, inclusive of cyber security, by gathering together
those staff members who possess the necessary skills to address all aspects of the issues. The
ISSP development effort will result in a proposal for the effective performance of information
security activities across the NRC, provide the NRC with a clear information security vision, and
align the NRC’s information security activities to attaining that vision.

The ISSC will establish and provide oversight to one or more working groups that will:

(1) Analyze and provide recommendations for response to emergent information security
issues related to NRC’s regulatory responsibilities, with support from outside expertise
(as needed);

(2) Identify all current information security efforts and responsibilities, including those
associated with security policy and guidance development, rulemaking, licensing,
oversight, inspection, and enforcement;

(3) Identify the lead and supporting offices currently managing and performing the work;

(4) Identify the total scope of information security efforts NRC should be performing,
specifically stating the current gaps;

(5) Inventory existing human capital and financial resources available in the Fiscal Year

(FY) 2008 and FY 2009 approved budgets and FY 2010 requested budgets across all
affected offices/regions;

(6) Identify a proposed mapping of the responsibilities for the desired scope;

(7) Determine what additional resources, if any, are needed to address any shortcomings
identified in the above-directed analyses;

(8) Establish priorities and time tables for implementing all required actions;

(9) Develop other action plans and monitoring processes (where applicable); and

(10)  Deliver the ISSP incorporating the information obtained through above-directed analyses
by December 31, 2008.

Your office should appoint at least one Senior Executive Service (SES) member at the Division
level or above, who is familiar with the broad range of information security responsibilities
(including regulatory activities) associated with the mission(s) of your organization (a single
representative for all the regions is acceptable), who will serve on the ISSC to develop the ISSP
under the guidance of the DEDR and DEDIS/CIO. The appointed SES ISSC representative
should understand business processes related to information security, but need not possess
knowledge, skills or abilities related to information security. Please provide these names to
Kathy Lyons-Burke and Scott Morris no later than June 6, 2008.

cc: D. Ash, DEDIS
B. Mallett, DEDR
M. Virgilio, DEDMRT
V. Ordaz, AO
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