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ADJUDICATIONS STAFF
UNITED STATES OF AMERICA

NUCLEAR REGULATORY COMMISSION
BEFORE THE ATOMIC SAFETY AND LICENSING BOARD

In the matter of Docket # 72-26
Pacific Gas and Electric Company
Diablo Canyon Nuclear Power Plant
Unit Nos. 1 and 2
Independent Spent Fuel Storage Installation

SAN LUIS OBISPO MOTHERS FOR PEACE'S
UNOPPOSED MOTION FOR LEAVE TO
FILE ATTACHMENTS OUT OF TIME

San Luis Obispo Mothers for Peace ("SLOMFP") hereby requests leave to submit, one

day late, two attachments to its April 10, 2008, Motion for Leave to Conduct Supplemental

Discovery and Supplemental Discovery Requests Regarding Documents Produced by NRC Staff

in Connection With Vaughn Index:

* Attachment 1, SECY-04-0222, Memorandum from Luis A. Reyes to the Commissioners

re: Decision-making Framework for Materials and Research and Test Reactor

Vulnerability Assessments (November 24, 2004) ("SECY-04-0222") (Vaughn Index

Document 8); and

* Attachment 2, Memorandum from Annette Vietti-Cook, NRC Secretary, to Luis A.

Reyes, NRC Executive Director for Operations re: Staff Requirements - SECY-04-0222

- Decision-making Framework for Materials and Research and Test Reactor

Vulnerability Assessments (January 15, 2005) (Vaughn Index Document 7).

Copies of Attachments 1 and 2 are attached to this motion. These documents were released by

the U.S. Nuclear Regulatory Commission ("NRC") Staff in conjunction with the issuance of its

Vaughn Index on February 13, 2008. They are significant to SLOMFP's Motion for Leave to



Conduct Supplemental Discovery and the attached SLOMFP's Supplemental Discovery Requests

Regarding Documents Produced by NRC Staff in Connection With Vaughn Index, and therefore

should have been attached to those pleadings pursuant to the Presiding Officer's April 4, 2008,

Scheduling and Case Management Order for Adjudication of Contention 1 (b).

The relief is requested because, in the press of submitting multiple filings on April 10

(supplemental discovery responses to the NRC Staff and Pacific Gas and Electric Company

("PG&E"), supplemental discovery requests to the NRC Staff, and a motion for leave to conduct

the supplemental discovery against the NRC Staff), counsel for SLOMFP overlooked the

Presiding Officer's requirement to submit the attachments. Counsel for SLOMFP therefore

requests leave to make this prompt correction to her error.

Undersigned counsel is authorized to state that neither counsel for the NRC Staff nor

counsel for PG&E objects to this motion, although their agreement to this motion should not be

taken as agreement to SLOMFP's Motion to Conduct Supplemental Discovery.

Respectfully submitted,

-Piane Curoran
Harmon, Curran, Spielberg, & Eisenberg, L.L.P.
1726 M Street N.W., Suite 600
Washington, D.C. 20036
202/328-3500
e-mail: Dcurrangharmoncurran.com

April 11, 2008
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Tyson R. Smith, Esq. Molly Barkman, Esq.
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Office of County Counsel Susan Durbin, Esq.
County Government Center Room 386 Brian Hembacher, Esq.
San Luis Obispo, CA 93408 California Department of Justice
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Barbara Byron, Staff Counsel San Luis Obispo Mothers for Peace
California Energy Commission P.O. Box 164
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1516 Ninth Street, MS 14
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Also by e-mail to:
B byron(@energy. state. ca. uLs
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Atomic Safety and Licensing Board U.S. Nuclear Regulatory Commission
U.S. Nuclear Regulatory Commission Washington, D.C. 20555
Washington, D.C. 20555 Erica.LaPlantenrc.gov
Roy.Hawkens(Wnrc.gov
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Attachment 1

SECRET

POLICY ISSUE
NOTATION VOTE

November 24, 2004 SECY,-04-0222

FOR: The Commissioners.

FROM:

SUBJECT:

PURPOSE:

Luis A. Reyes
Executive Director for Operations

DECISION-MAKING- FRAMEWORK FOR MATERIALS AND
RESEARCH AND TEST REACTOR VULNERABILITY.;,
ASSESSMENTS

To gain CQmmission approval of the proposed vulnerability assessment (VA)decision-making
.fraework and Commission direction on the associated policy issues.

SUMMARY:. ......

The attached decision-making framework embodies the process and criteria the staff will use to
.evaluate andincorporate the results of VAs int future security measures formaterials and -

research and test reactor-(RTR) licensees;.: it includes criteria to screen out unrealistic

CONTACT: William Orders, DNSINSIR Mbx rm lic release und Iootm of
(301) 415-7923 V.,rmatio.P.Act (5 U.S.C 552).

Patrick' Madden, NR Exmptionnumber 2.5 s
(301) 415-1188 Nuclear Regulatory Commission review reqcrired

.before public release. . ..

MA. Webeir",N811David Tiktinsky, NMSS ganizaton of person making.
(301) 415-6195 determination

Bernard W.ite, NMSS Date of Determination 11/18/04 "

(301 ) 45-815 8.

Upon separation of Attachments 1,5, and 6, Ihis
document is OFFICIAL USEONLY
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scenarios and consequences and a process to identify scenarios that warrant further
consideration. It has been informed by several independent comprehensive VA methodologies
including but not limited to-the Risk Analysis and Management for Critical Assets Protection
(RAMCAP) methodology developed by the American Society of Mechanical Engineers (ASME),
for the U.S. Department of Homeland Security (DHS).

Th'e current framework would employ the consequence criteria of prompt fatalities from -

radiation exposure-and chemical effects associated with radioactive material processes (i.e.,
UF 6). However, the staff recognizes that including additional consequence criteria such as
latent fatalities, land contamination, and non-process chemical risks in the framework.may be
warranted. The staff recommends that the Commission approve tb.&eproposed VA decision-
making framework and requests a Commission policy decision 6n 0nthen6 edfor cons ideration of
additional consequence criteria.

With respect to engaging the regulated industry, the staff recommends that the Commissiorn
approve the staff engaging the Nuclear Energy Institute (NEI) as"wellas the fuel cycle and RTR
.licensees subsequent to screening the VAs .through'the framework and requests a Commission
policy decision on the timing and extent of those interactions-

BACKGROUND: .

On July 29, 2004, the Commission was briefed by the staff on the status of VAs for certain
materials licensees and RTRs. The Commission provided guidance in a subsequent Staff
Requirements Memorandum (SRM), SRM-040729B.(ML042430412), dated August 30, 2004,
that required, in part,ý developmentof a simple, cLear'debcision-making frarmework for
Commission approval. TheQCmmission directed that this. dec'isioin-making fra'mework contain
the process and the criteriliathdt the staff will use to••valuateanrd incorporafte6 the results'of the
V.As into any future security measures for materials and RTR-licensees. Further, the
Commission directed that theframework include criteria to screen out unrealistic and
unre•.sonab! scenaios andconsequences and a'.process for the staff to independently identify
scenarios that warrant further consideratio'n. The 'sta'ffw- als6 directed to engage the e.

"'regulated industry to validate scenarios and their significance, fto obtain insights on reasonable.
mitigative,.strategies-and to provide a.realistic schedule to.complete-the VAs. - -

In response to the SRM, an NRC interoffice tem:'was formed to collaboratively develop'the
- required VA decision-making framework. The framew6irk development team is composed of
staff from the Offices of Nuclear Security and IncidentResponse-(NSIR), Nuclear Reactor-.-
Regulation (NRR), Nuclear Material Safety and Safeguards (NMSS), and Nuclear Regulatory
Research (RES).

Consistent with the Commission's direction, VA wo'rkwas minimized, pending completion bf the
framework. --

SrCRET-
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DISCUSSION:

The decision-making framework has been developed as a tool for NRC use to determine the
appropriate level of mitigative strategies required for a given threatfsce-nario. Threat'scenarios
were generated by the appropriate pmgrzam office, in ci51aiboratioh with NSIR's Threat
Assessment Section, to ensure scenario realism (Threat Assessment for Non-Power Reactors
and Non-Category I FuelCycle Facilities, Attachmehnt 1). Use of th dec'ision-making framew ork
will lead the staff to 6one of three results: reed, y' llow, or, green. e "v,

A red result indicates that additional assessment of thef scehaiois warranted. A yellow result
iridicates that maintaining the exisfing ecurityrequirementast are'g r
should evaluate the continued need for the additonalsecunty measures (ASMs) t mplem . 'd
since September 11, 2001. A gren r t "seect&onsene crteria ihdicates that

current securityrequirements:are adequate, and that theosice no ay b e iehmated fro m "-.
further consideration. 'Tih f taýfpians to assess ýOLjlts of the 6hy~sidca•§durity reviews to

determine if easy to implement, low-cost measures can be made that would -improve detection',;4''
assessmentdelay, or response to a security event. The results of the assessments and
recommended actions 'blibe pr•o'vide d to thde o r'e imissCdo"fbi' "iodn'b ideratioenn:'vrL"'•-: .r i n.

The proposed decision;-making framework does not include Categbry I fuel-cycle facihto'&
nuclear power Plants. These-facilities are required to successfully proiect against capa6iliiies

- described in a design basis'threat. Consequently, these facilities -will not'be subjected toi the.
additional screening proces's'calledfor in the'decision-making framewo''rk.

Several methodologies for conducting and evaluating comprehensive VAs for different types of
assets are currentl'y udperfdeveiopment. In p'I" ii"'. 'the A8.ASME,' in••noopetiri ith .numei`rbu's1

• stakeholders, is funded by'DHS to"'dev th RAMAP m~thodobi. This methothiogy is
designed to inform th;ealocatioc n Ofi-resources t6 pi-otec infrastructuriei components.", Th
methodology begins with conseice-nly scrd'dhin'g `;analysi os"r ýa-specified •S•et category in"
considerati~on of an assume het hs oneuhe r 'tfidt leetn€onsder te~o~of an as u e bia .°h se c n e u n e r uartfe !e etMn ,e' , d•.,:;• "••,-•i' .•.:•,- ,T'..•.•,.i.:•;¢,, ,-,;4,',' e,.que d6 ate•-'••:,:': qu,:i-i id-d"t•.t.•..,en -

practicable to provide a basis f-or 6companis6on OT •Ksk across :industry sec•trs"a to 5'rovi e
meaningful input to the decision-mak ig process. The screening analysisboffers the means.to
. wdecidewich assets should'be furthe -assessed using the.detailed methodology, contained in .
the RAMCAP guidance. In t6njrnti(•nwith tthis. prioess, "many industry. sector organizations,
including the American Petroleum Institute',, the National PeVtohemical and Refiners

Association, and the American institute of Chemical Enginees, are engaged in VA work....

.Rither than adopting RAMCAP, the.staff developed its o6wn methodology thatwas informed by
these methodologies.• Whii• he framework is not acuaily a riskassessment, as is the draft
RAMCAP methodology, the overall methodology is consistent with the general considerations in.
-the draft RAMCAP methodology with criteria established specifically for materials and RTR "

-licensees. The framework is a three-step decision-making process summarized below.

The first step in the decision-making process is the determination of the asset attractiveness
ranking. *Five attractiveness factors; each valued one .through'.five, are averaged to obtain the
overall attractiveness ranking. The attractiyeness factors are discussed inhhe 'Frark
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Attachment 
2' The overall, numerical 

attractiveness 
ranking is converted 

to an

alphabetical 
Attractiveness 

Category 
(A through E), shown in the attractiveness 

ranking matrix.

Category 
A indicates 

greater asset attractiveness 
and category 

E indicates 
lesser asset,.

attractiveness. 
Unrealistic 

and unreasonable 
scenarios 

would screen out whereas.more

attractive 
scenarios 

may warrant further consideration. 

, .

The second step in the decision-making 
process is the consequence 

category. 
The current

process uses priompt fatalities as the sote consequence 
criteria, and in gen.eral, ,the prompt

fatality consequences 
can be quantified 

for radiation 
and chemical 

effects fo~rreaIistic 
threat

scenarios, 
Security reviews ahd evaluations 

wilt be used to develop realistic activity-specific

scenarios. 
Consequence 

evaluation 
criteriaPi are dis~cussed 

in Technicar6asisfo.u 

..

Radiation Prompj Fýatali'tie s andTe'ch~nic~al 
B'a si's" for"h Ceimic6al 'Re lated P op tlt

Ata h etp- 4 
-

rom pt 

fatalities. 
•h .. , ,• : ".,•: -. .• 

,.- - ,•, :.-: , ::

Attchmnts3,and-4 
respectively., 

The. Consequence 
(Estimatedtj Efeet) Matrix , in t

..framework is used to-relate the numrberjof prornpt.fatalitie.s 
to a Consaequencp,, 

C~tegory ranging

fromI t V.Cateorymreates 
to thousainds of prompt fatalities,.and 

camepory: Vrlates to no

promirpt fatalities.,.-

Note that the RAMCAP 
methodology 

highgestQconsequence 
category 

is tes, ofthousands 
of

prompt fatalities, while the staff highest category is in the thousands 
of prompt fatalities.

Similarly the staff's.p~roppsed 
framework starts~at one category lower.than-,the.R, 

..MCP.

methodology. 
mherefo(rejf 

NfRli-e•nsed,,assets,"areo 
be irectly compared With the.RAMCAP

generated results,"••justrmertsWbl.d 
be needed., 

6itshould also, be noted thatconsistent 
with

the RAMCAP guidance, scenarios resultingr n0o prompt fatalities are screened outiand are not

put through the framework 
decision-making 

process.The third step in the decision--making 
process uses the.Attractiveness 

Category from the first.,,,

step awd the ConsequenceCategory0rom.the 

second step in a decision matrx to determine,

whethqr mitigative strategies are appropriate, 
astdiscussed 

in the framework..The 
decision

matrix indicator (red, yellow or green) yields insightrerdngheedfocran 

sec4rity 
-

requiremehts, 
beyond the established 

regulatory miinimur's,.as.,well 
as where ASMs~can.be

lessened, to allow for.more, efficient useTSof•pysical-protection 
resources. 

Finally, ,,h edecision 
-

. matrix may be used t6 t[rottize NiC 

n"

The- validity and valu y,othe prdpsed VA deVis.i.nriiaking 
frameworkca 

best be :" . : -

demonstrated 
through'the 

appicatfon 
of the frawowork. 

Twoexample 
ases,pAlicatior 

of the.

Decision Making Framework 
to a Postulated 

Securty Event Scenaro at a.Research 
Reactor

and, Application 
of the Decision Making Framework 

to a .Postulated 
Security Event Scenario at

a Fuel Cycle Facility are provided as Attachments 
5 and 6; resspectively. 

These diverse.

examples demonstrate 
the scope of application 

of the VA decision-making 
framework.

ASSOCIATED 
POLICY ISSUES: -Consequence 

Criteria
As discussed 

in this paper, the consequences 
considered 

are prompt fatalities-from 
radiation "

exposure andthose chemical effects associated 
with iadioactive 

material processes 
(i.e., UF,),

0

¼)
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Past Commission policy and practice:has varied with respect to consideration of consequehce
crite'ia. The proposed VA decision-:making framework uses only prompt fatalities as a
consequence criterion.

It is also recognized that other guidan ce, such as the.draft RAMCAP methodology, Uses other
consequence criteria. For example, RAMCAP uses criteria such as economic, environmental,
national security, symbolic and sociopolitical impacts, and loss of .output or production. ca pability
as metrics for "ational level screen ing.

Other related radiological consequence criteria that could be inci'eporated in the framework
include latent fatalities, land.contaminationDand chemical risks due to plant conditions which
affect the safety of radioactive materials. a-- Including some of.these. -

consequence criteria may also be consistent wit--•-h-thh-e-goal, i-nrte NRC's Strategic Plan, tW
ensure protection of public healt ,hand safety and the environment, and also with the section on
commercial nuclear reactors in tlýh National lnfrstructUre Pr6tectidhnPbPn. Thenre are various
points of view within the staff on the need for additional criteria, e.g., lgad bonta•iriation.

The staff also r recognizes that exposure to certain radioactive matelials, - . ---:-,
',•would nhotFesult in a prompt fafali•oyibV e'need fora dditional rasures-H-weT, •-V (-.-

.. ig otlerc06n6ee.Ace criteria (e.g., lahd contaamination) may require additimorn securit W
measures.

Note, if the Commission decides to add other consequence criteria to the staff's VA decision-
making framework, integration of any of these consequence measures and associated
thresholds into this framework would require further developmental effort, time and additional
resources. Consequence metrics for these measures would need to be developed .for
Categories I through V, similar to the framework's prompt fatality consequence ranges'.
Additionally, recommendations on modifying security measures would be made after
considering any additional consequence measures;

Communications with Licensees

The August 30, 2004, SRM stated that the staff should engage the regulated industry to
validate scenarios and their significance and obtain insights on reasonable mitigative strategies.
The SRM also stated that the Contractor.VA reports should not be shaied withbn'yone outside
of NRC without Commission approval. The staff has had initial discussions with NEI on their
role in the review of fuel cycle facility VAs. NEI exp'ressed a desire to interact with the staff on
the framework methodology and the implementation of that methodology on a site-by-site basis,
as well as, provide input on the information in the fuel cycle VA reports.

The staff could engage the fuel cycle licensees prior or subsequent to screening the scenarios
through the Commission-approved framework criteria. This could include interactions on the.
framework criteria as desired by NEI. The staff believes that the most efficient and effective
use of resources would be to interact with the fuel cycle licensees and NEI on scenarios that did
not screen out using the framework.

-SEeBRET-



SECRET
The Commissioners -6-

NEI's involvement would be limited to documents and discussions at the Safeguards
Information level (SGI) based on their'current security clearances and their "need to know".
Discu§sions at higher clas'sification levels Would only take place with appropriately cleared fuel
cycle licenseeostaff. 'Consistent with SECY-04-0093, "Sharing Vulnerability Ass.e•sent

Information with Licensees and Certificate Holders Regulated by the Office of Nuclear Materials
Safety and Safeguards", the staff will inform theCommission prior to sharing information with

the irdustry..

The extent to0which NRC interacts with NEI and the industry' nay impact both the resources
needed to complete the VAs and the schedule. The staff also requests aCornmmissioh policiy
decision on the timing and extent of interactions with NEI, as well as, the fuel cycle and RTR
licensees.,

RESOURCES.:

Implementation ofdthe VA decisi6n-making framework, as descbribed in this paper and its
attacher dts, fo applicable licensees is expected to requre approximately 5.8 FTE in FY 2005.
These resources are"not currently budgeted and would b'aexpehded in a co6rdinated effort as

follows: NMSS (2.5 FTE), NRR (1.0 FTE), NSIR (2.2 FTE), and RES (0.1'FTE). These
resource estimates include d•eVeopnrient of recommendation report for additions/reductions to
security me:asures and iti•rtactions with NEI, icQnsees ad other industry coordinationi .On the
basis of framnoork approval as presnted, the staff does not anticipate additional contractor
funding."

Resources and a6ssociated impactsof the acd!/shed process to support these activities will be

identified and sent to the Com.mission by December 3, 2004.

RECOMMENDATIONS:

The staff recommends that:

A. the Commission approve the proposed VA decision-making framework using prompt
fatalities. A realistic schedule for providing the VA recommendation reports is eight
months after the Commission approves the framework.

B. the 'Commission approve the process of conducting'the screening, consulting with the

Commission the results, and then engaging NEI as well as the fuel cycle'anrd RTR
licensees to validate scenarios, potentiaI consequences and mitigative strategies,
subsequent to screening the VAs through the framework.

-SECRE-T .
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COORDINATION:

The Office of. the General Counsel has reviewed this f/aper and has. no legal objeclion.

The Office of the Chief Financial Officer has reviewed this Commission paper for resource
implications and has no objection.

IM. Virgilio acting for/
Luis A. Reyes
Executive Director

for Operations

Attachments:
1. Threat Assessment for Non-Power Reactors and Non-Category I Fuel Cycle Facilities
2. Framework. Methodology -. "
3.. Technical Basis for Acute 5.adiation Prompt Fatalities ff..-

4. Technical Basis for Chemi*~ el-.ated Prompt Fatalities
-5 Application of the Decision Making Framewoitto a Postulated Security Event Scenario at a-".

Research Reactor
6: Application of the Decision Making Framework to a Postulated Security Event Scenario at a

Fuel Cycle Facility

.,,
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1OORDINAI iON

The Office of the General Counsel has reviewed this paper and has no legal objection.

The Office of the Chief Financial Officer has reviewed this Commission paper for resource
implications and, has no objection.

0

IM.'Virgilio acting fog
Luis A. Reyes
Executive. Director
for.Operations

ICE

Attachments:
1. Threat Assessment for Non-Power Redtdr6a-sndN6rh-Category I Fuel Cycle Facilities
2. Framework Methodology
3. TechnicalBasis for Acute Radiation Prompt Fatalities
4.. Techhical Basis for Chemical Related Prompt Fatalities
5.. Application of the Decision Making Framework to a Postulated Security Event Scenario at a

Research Reactor ' ;..

. . -Application,.of:thecision Making Framework to aPostulated Security Event.Scenario at a,
Fuel Cycle Facih -" ".

Package Accession No." ML043080333
Commission Paper Accession No..ML043080303
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Framework Methodology

The staff s framework to assess the need for mitigative strategies for potential vulnerabilities
has been developed considering the assessment guidance proposed for the Department of
Homeland Security (DHS).,' The DHS ranking and-assessment process uses estimates of
potential consequence in conjunction with estimated likelihoods of attack. The staffs decision-

making framework will utilize estimates of potential consequences, in terms of prompt fatalities
for various security event scenarios, in conjunction with asset attractiveness, instead of
estimated likelihood of attack.

Only the activities that passed an initial screening will be considered in the staffs decision-
making framework. The asset attractiveness will be categorized using a qualitative assessment

. that considers severaIlfactors. The values of the asset attractiveness and estimated
consequences are.use-d in a decision matrix (see Figure-1, "Decision Matrix") f6-db1eriine -....

whether mitigative strategies are necessary.

ii'&,. •:" " . . ... . . Decision -Matrix, ....

i~y ...... 1,•. 'Consequen'ce . .

Figuyre I

- , . . ..

The scenari-'thatfali•n:•.hRED.jangewill be assessed for activity-specific mitigative.

'strategies-an•boptions. For sarios in~the-GREEN range, current security requirements.re..:.,..:,.. ...

adequate afTd~hno frther actioY-whilb required. The activities in the GREEN for the selected,

•American Society of M-chnich a iEngineers in collaboration with: American Institute of Chemical Engineers,
American Nuclear Society, ýAericaip e Petoleumnstitute, American Society of Civil Engineers, American Society of-
Heating, Refrigerating and Air.orniti•nigiEngineers, Inc., Institute of Electrical and Electronics Engineers Nuclear
Energy Institute, Risk Analysis aid!6M6'gemhiet for Critical Asset Protection- General Guidance, July 30, 2004:
Draft, section3.3.2. Level 2:.Quantitat6ieRisk Analysis Screening"

2This matrix has fercategries•ifian those recommend in foot notel, because it is not practical for most
NRC-licensed facilities to reachth mq.ie severe consequence categories or the more likely categories noted by the
reference. Consequence category of l Jsrn6re'severe than II and so forth, and attractiveness category of A is more
probable than B and so forth.'

Attachment 2
O•rrlClL USE ONLY -



9
OFF•ICIIAL USE ONLY v.... -.

consequence criteria will then be screened from further considerat.ion. For activitiesthat fall m
the YELLOW range, the staff wiill evaluate the need to maintain compensatory measiures and
will consider-adding those measures to. reievant ..... requirements (e. g.. incoporated into
security plans). -.

Attractiveness

Several factpots will b qualitatively assessed to determinethe attractiveness category for an
activity. The factrs, identified in Table 1 ,1"Aivity-S ciflFAttracivenes C g Ranin
Matrix," are iconic value&(CON), comnpiexity of planhing'(C) reouce teedp (RaNking
execution 'riskr(ER), a ic ir (It shbicd p6tection (RN)•hreass

mea lutat(vM)>(lt sh;oNU:dt&66t'bdth•ffor•hr'ats : ''i
with an immediate release of radioactive material there is insufficient time in the scenario for
public protection measures to- have any impact oniscenario 'completion, and this factor does not-
contribute tohhe attractivenessiranking.In this ca'•ethere are only fourfactors to determine, the
Activity Specific Attractiveness Category (see foot noit fo.Table 2)). The documentation oflthis
qualitative assessment will formr the frdii-46r selecting a numerical. valfue (1 .throughi5) for each
specific category For example if a value of-3iassigned for thecategory resources needed
(RN) the qualitative assessment will have to raoibydemonstrate that it would take several
-adversaries, heavily armed, with explosives, and conmibat tactical training to achieve their goal.

Once the individual nuniericaI alues'.for each attractiveness factor are detprrhin~d; they are-

NN .S : . N ': N,. .. ,... .'',.:.:'.
-averaged to ~determine the overall attractivedness vaIu'ef This, value is converted to category A,.
B, C, D, or IEusing, Table 2,' "Aipha-nuiiieric Conversion, for Determining Attractiveness
Category." 4

. . N
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Table 2 -,AJpha-numeric Conversion for Determining Attractiveness Category

Attractiveness Value Range 0 - 1.0 1.0-2.0 2.0:3.0 .0 -4.0 4,0 -5.0

.Category Conversion A B C 0 E

Estimated Consequences

The radidlo-ical consequences caused by an event are estimated in terms of promprt fatalities
caused-bydirect expqsu:re'toadi~tio, inhalation of iadioactiv• m~tetial, or chemical 6ýposure.
The calculated consequence esti-mate ca-relf use1di•abie3', Co-nseq'uern6esi, to ýd1eermine
the appropriate consequence category. For example estimated fatalities, from a given
scenario, in the single digits would be classified as a Level IV consequence event.

Table 3 - Consequences?.

..PromptFatalities Consequence Category

Thousands

Hundreds II

Tens. III

Single-Digits IV

None V

ý2

Decision - Ma.king

Upon determining the attractiveness category and Th ".cosequence level, Figure 1, "Decision
Matrix" will be used.to determine if a scenario. falls into the red, yellow, or green areas. The-

.-c6lor. is .then mriatched up with the mitigative strategy as.ssessment. actions in.Table4, .Need.to- ::-.::;.,
iDeVelop Mitigative Strategies.." For example, if the activity specificattractivenesscategorywas

'determined to be an "A" and.the-consequence was estimated to be "Level I1", the overall.-: *..

attractiveness would be aRED condition. Table 4 would then direct the analyst to assess-and.
develop activity specific mitigative strategy options, beyond existing security/general
requirements, and recommendations for Commission consideration.

3Consequence evaluation of prompt fatalities, related to radiological (or chemical)
exposure resulting from facility sabotage, theft of material used as a radiological exposure
device or radiological exposure, or transportation sabotage will be developed by the respective
programs within NMSS and NRR.

4
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Table 4 - Need to DevelopMitigative Strategies

Assess and develop activity specific mitigative strategy options, beyond existing
security/general reqluirements, and recommendations for Commission consideration.

I Yellow Conditions Maintain existing security/general requirements. Evaluate the need to maintain
Compensatory Measures. Add required Compensatory Measures to the relevant
specific requirements.

Acceptable -Screen from further consideration and maintain existirig security
requirements. Eliminate unnecessary compensatory measures.

Activity Specific
- CoGnditions..

sAsess results of the activity specific security enhancement assessffierits to determine..
if easy to impiement low cost measures can be instituted-that would improve t
assessment, delay, or response to a secu~rity event. -ete.tipn,

*
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© TECHNICAL BASIS FOR CHEMICAL RELATED PROMPT FATALITIES

Chemical effects differ from radiation- effects in several key characteristics:

Chemical effects are deterministic'and predispose towards certain conditions and
mortality..
Chem"ical effects are receptor dependent - healthy adultworkers respond
differently th'an the' general population. The public in6lide an' age spectrum,
•afid susceptibleiand hyper-susceptible individuals (e.g., asthmatics) who
experience adverse symptoms at much lower concentrations..

- Chemical concentrations and effects are inversely felatedt"'exposure times& (i.e.,
.- in general, people can tolerate higher concentrations for shorter durations).

Chemical exposure effects.are nonlinear and chemical specific.
S.. -. . A. ,maximum che micl concentration limit usually exists; beyond this, the

.probability'f fatality is very-high._: .

The airborne chemical levels selected for the VA framework are called -Acute Exposure
Guideline Levels, or AEGLs for short. Derivation of AEGL values occurs through a Federal
-Advisory Committee processfthat includes participation from the National Academy of Sciences, -

the EPA, and stakeholders. AEGLs represent threshold exposure limits below which the stated
adverse health effects are not likely to occur for most members of the general public. Three..
levels - AEGL-1, AEGL-2, and AEGL-3 - are developed for each of five exposure time periods.7"
(10 minutes, 30 minutes;. 1 hour, 4-hours'-andS 8hours).:The VA framework uses the AEGL.
duration that was determined to best correspond to the timeframe of the specific scenariouOder
consideration.: Each AEGLnIevel represents dfi increasing level of, severity'of the effects;-AEGL'.
1 represents a level above which.0otable discomfort and/or irritation are experienced, AEGdL-*2
represents a level above which irreversible or long-lasting adverse- effects:•are experienced,,and, ...
AEGL-3 represents the. level above which life-threatening effects orm death are experienced.
Final AEGL values have,1been ,publi's'hed for uranium hexafluoride ahd hydrogen fluoride;ýinterim
values are available forother chemicals of Interest at fuel'cycle facilities..
Uranium uptake uses the value of 230•mgJromNUREG41391 for 50% lethality. The NRC/PNL

document on uranium uptakeý Identifies a rangeof200300,mg for lethality;.200 mg

approximates the onset of lethality.and 300 mg represents a high percentage of potential, "
fatalities in the exposed popu!atlon..

Chemica'lconcentrations and effects are deterministic to individuals. However, for a simple,
rating scale based upon exposure observations, the following levels were usediiý the .VA:'.-

Level I: Likely fatalities, many may be prompt. The basis is the'specific value
from the AEGL Technical Support Document on the chemical of interest,
.adjusted to different times by the ratio of the AEGL-3s. For a 10 minute
HF exposure, this Is 260 ppm; for a 30 minute exposure, this is 95 ppm;
and for a 60 minute exposure, this is 67 ppm. Uranium intake exceeds
300 mg. .

Attachment 3



Level i1: Probable fatalities - approximately the lethal level for 50% of the
population. Some fatalities may be prompt. The basis is exceeding
AEGL-3. For a 10 minute HF exposure, this is 170 ppm; for a 30 minute
exposure, this is 62 ppm; and for a 60 minute exposure, this is 44 ppm.
Uranium intake exceeds 230 mg.

Level III: Onset of fatality range.. increased risk/potential forajfew offsile fatalities
in jarge offsite populations. The basis is exceeding AEGL-2. For a 10
minute HF exposure, this is 95 ýppm; for a.30.,rinutelexposure, this is 34
ppm; and for.a 60 mnute exosure, th is is 24 ppm. Uranium intake
exceeds 200 mg. . ..

Level IV: No likely fatalities bu•u'potential for significant and/oridisabling health
... impacts requiring hospitalization/tre.atment.. The'basis is exceeding

AEGL-1. For a 10 minute HF exposure, this is.1pm; for a.30 minute
exposure, this'is also 1 ppm; and for a 60 minute exposure, this is also 1
. ,ppm. Uranium intake exceeds 30 mg. -

Level V: Existing licensing/accident basis•, no fatalities,.minimal effects (<-AEGL-
1). Uranium intake is less than 30 mg.

The number of exposed individuals is based upon the specific threat scenario and site
conditions. ,Reasonably conservatveinmeteorblogical.conditions and population-densities for the
specific site under evaluat.'_*-Will beassumed. :Plumei effects will consider populationwithin a
90 degree arc (25%/6 pie sectiov&)ýdonwind from the facility, scenario location, ,and effec0 zones
based upon the~consequenee leveld,4nd thedistance from the release. If indicated by site
considerations (e.g..,i a high percentage of wind direction variability), plume effects will be based
upon the population in the worst case 90.degreb airc. Tie:framework will sum the potential
-fatafity estimates from each zone for.com-parisbon to the. consequenrce-table.

Chemical events tend to be prompt (tyoically of 30-90 minuteduratiohs) and the analysis -wJ1i
only consider mitigation methbds&app'opriate forpthespecificsite, scenaro, and•release,
tbrneframe.'

References:
www.epa.gov/opttlaeql/process.htmn-.--

Stephen A. McGuirei "Chemical Toxicity of Uranium Hexafluoride Compared to Acute Effects of

Radiation," NUREG-1391, February 1991.

D.R. Fisher et 01, "Uranium Hexafluoride Public Risk," PNL-10065, August 1994.
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TECHNICAL BASIS FOR ACUTE RADIATION PROMPT FATALITIES

0 WHOLE BODY RADIATION EXPOSURE

The staff has reviewed several technical sources of information and data. to develop a technical
basis for an average number of prompt fatalities from acute whole body radjatign expos ure.
The United Nations Scientific Committee on the Effects of Atomic.Radiation (UNSCEAR) 2000
Chemobyl accident summary report provides the number of emergency wori r fata lities
observed in various exposure ranges (see Table 1). Other technical literature presents a
range of doses associated with mortality (in percentages) of an exposed population. Table 2
compares the LD,,, LDs,, and LD0 doses reported in the Textbook of Military Medicine,2 an
Armed Forces Radiobiology Research Institute (AFRRI) reference,3 and in NUREG/CR-4214. 4

These references apply to-high dose rate, whole body, acute, exposures only.

Table 1. Chernobyl emergency worker fatalities observed in different exposure ranges.
Range of Dos6 Number of workers exposed Number of fatalities 5

(rads) in this dose range

8041 021 4.

220-410 50 1 (2%)

420 640 22 7'(32%)

.50-.. 00.. -1 20 (95%)

ThhlA 2 Cnmnnrki'in nfl fllfl I flRfl ~nri I flQfl vaIii~s~ Idnq,~ in r~rLq.~-

Lethal Dose (LD) at Military AFFRI NUREG/CR-4214
various percentages Reference- without with supportive

of population hxposed untreated -medical care care

LD10  290 300 330
LD.- 430 - 530 450

LD9, 570 800 550

'From these references, which showed close agreement, the staff estimated a. range of fatalities
for the potentially exposed population during a postulated acciadent. • -

1 UNSCEAR, Volume 11 of the 2000 Report., ANNEX J. 'Exposures and effects of the Chernobyl accident,'

Table 11, 'Emergency workers with acute radiation sickness following the accident"

2 'Textbook of Military Medicine: Medical Consequences of Nuclear Warfare,' 1989, Figure 2-10, *Human
mortality for high-dose-rale, low-LET radiation doses to bone marrow, --

. "Medical Management of Radiological Casualties, 2'" Ed.,* Armed Forces Radiobiology Research
Institute, Bethesda, MD. April 2003, pp. 89 and 91. Note: Lethal Doses (LD) at 10%, 50%, and 90% probability are
estimated to be withou medical care.

"Health Effects Models for Nuclear Power Plant Accident Consequence Analysis,' NUREG/CR-4214,
Rev..2, Partl, ITRI-141, Pubrished October 1993, Figure 3-1, 'Risks of mortality from the hematopoletic syndrome
for n'iinimal, supportive, and mixed treatments: central estimates for exposure at a high dose rate.'

Percentage of treated patients in parenthesis
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DETERMINATION OF EXPOSED POPULATION

Specific threat or site conditions determined the number of exposed individuals. A range of
population densities will be assumed for off-site threats to simulate Ivenu es or locations where
individuals could be expbo'bd. For on-site threats, specific population estimates Will be used,
considering pote•ntiai mnitigating effects where applicable, e.g., evacuaiion and shelteriiig'. Site-
specific meteoriolgical conditions iilI be assumed unless the threat relates to iransportation,
where nominal meteorology data will 6e assoured.

," . - , ,

0

Rad'sindicates the rad-equivalent which is calculated by multiplying the high linear energy transfer (LET) component
of the absorbed dose by a relative biological effectiveness (RBE) factor. Specifically, when calculating the lung
dose, the high LET component is multiplied by ten.

2
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"Identification and Analysis of Factors Affecting Emergency Evacuations Volume 1: Main
-Report," Draft Report dated.July 25, 2004.
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MEMORANDUM TO:

FROM:

SUBJECT:

Luis A. Reyes

Executive Director for Operations

Annette L. Vietti-Cook, Secretary

STAFF REQUIREMENTS - SECY104-0222:- DECISION-MAKING
FRAMEWOK F9O MATERIALS AND RESEARCH AND.TEST.
REACTOR VULNERABILITY ASSESSMENTS,

The Commission has approved as modified in the following paragraphs staff implementing the.
decision-making framework for materials:and research-and test- re~act6r vulnerability

. assessments described.5in SECY-0470222. The-staf.f should report tp;the Commi sion the
results of these vulnerabilitV assessments by fability.type. and any-as§6ciated recommendations:-

(EDO) . ,. .. . ,(SEGY, Suspefse:g "-.-- : _:,.9/1-9/2005),

The Commission specifically approvesi as,-recommrended by the-staff,.the-use of prompt
fatalities as the consequence analysisin :the decision-rmakingframew0rk for this activity.:

* Directions to the staff.for consideration ofadditional -consequences. (such as land contamination
or economic consequences) are provided in a later section of this SRM.

The Commission.continues to'suppot, its earlier direction' that !Sandia National Laboratories'
draft, vulnerability astsessmentS not be shared with industry and should notbe released to
anyone outside the agency' In addition, the staff-should lplace a disc laimerin each freportthlat
indicates that the Commission does not'support many of the asimpltions nad/6r inforrmiation- -

. contained in these reports and that the reports cannot b6 uised ind6penidetly t0"v'6V6op ahy' "
con6•lusions regarding the security or protecti've measures for the facilitie.s contained in the-

0

May be exempt from public'release under the Freedom of
Information Act (5.,U.S.C. 552)

Exernptionnumbi -- -9,, . .
Nucle•ar R C" iew iequired before
public release...

Annette L. Vie!!i-Cook I SECY and'W. Bumside/ NSIR

Name a.nd'organization of person making determination.

Date of Determination January 19, 2005
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, S C , " C S: 1eoorl fo r inin.rnal dislr'ib-J.c n only.

The stall provided several examples in SECY-04-0222 to demonstrate implementation of the
decision-making framework. The Commission recognizes somhe subjective inputs were used to
perform the analysis. In the examples provided, it appears that some of the subjective inputs
were overly conservative. For example, the attractiveness category assigned in some of the
examples appeared to be too high. Lowering the attractiveness category in the examples would
have had no significant impact on the final results. However, such subjective inputs could have
significant impacts on other analysis. This demonsltrates that 'ihe staff will need to carefully
.evaluate the reasons Why a specific analysis results in other than a green finding to ensOre the
final result is not driven by a single speculative decision.

The Commission'has also approved the staff interacting with ihe Nuclear Energy Institute (NE!1)
. and -industry on the screening.; results. Lrnitations on these discussionso-are.-iprvided in the

-.............. following paragraphs. Prior to these interacti n' s slaff. s hould..keep .theCommission -informed of
the results of the individual analysis through appropriate briefings of the Commission.Technical
Assistants. "

"As demonstrated in the examples presehtbd in the decisi6n-making framiewo k, the staff
process should:screen out the very speculative actions in -the Sandia ieport0as.:well as oth'e'r

_!n- -,::-'scenarios "i•ia-re evaluated as of lowý. significance (i.e:.,those collecftj-'tions which:fall into
" the green ,ir- &in the analysis). When-discussingsceijarios which resui tin a green findgwithng
NEI and the, licensees;Ihe -staff will only identify the concern that has -been'raised, state that the.
staff evaluaete.drthe concern (without specifying'how the concern'co.uld occur);.and the staff. has
concluded that•n•b further actions are necessary to address this concern. -: -. " -

. ....- For issues whici,..fall into the yellow and red categories, the staff will provide licensees with -

sufficient ce1Hiitoallow'aipropriate discussions on the'next: course of action:,. The appropriate
discussfdhsshois•dhddress.the appropriateness 6f.staff assumptions and analysis,, potential

" --solutions or'rriitigating -measures to the identifiedconcern, and operational 'and economic - .....
--impacts of impleme.nt!ng the potential solutions. The staff will then make-appropriate .. - - -

r-ecommendations to the Commissioi for final.approva. --.

,oT~he staff should-not create site specific "voluntary.actions" containing securikty:measures .f•-the:
-licenseeto consid-er but which are noequired. Instead the staff couldidentily-best practices.. -.-..

-ona generidcbasis rather:than a plant spebific basis and -ensure that theyar ommunicatedas"
i ... 7.•:reiommendation'sacnd:.not requirements. The best practice list or lists will be briefed to the

Comimissioneir Technical assistants prior to issuance to the licensees.

The relaxation of-any current security requirement will need strong justification and should not
* be based solely on the numerical results of the vulnerabilityassessment. The-staff should not
discuss the relaxation of the current requirements in existing orders with industry, without -

Commission approval.: The staff should not commrunicate to the licensees thatithis specific
vulnerability assessment, by itself, will provide justification for removing specific requirements
-imposed by Commission orders. This analysis may identify areas for consideration for

erFieIlf US3E ONL'.'
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. ;10V PI: for 1uairdIE1h •ifg ,xisling requirements.

.As a separate issue from the vulnerability assessments conducted under lhe decision making
framework, the staff should not be independently developing criteria and standards for other
consequences (such as land contamination and economic impacts) at this time. Rather,
consistent with the U. S. Government programs for homeland protection and security, the staff
should continue to support the separate vulnerability assessment reviews being conducted
under the leadership of the Department of Homeland Security (DHS). These activities include
the consideration of consequences other than prompt fatalities. The staff interactions in this
area should focus-on the establishment of methodologies that develop scenarios appropriately
representing the relatively low risk posed by these materials and licensees. The methodology
developed by DHS should be realistic and should recognize the differences in the potential
consequences between NRC licensees and other major types of facilities. The staff should be
actively engaged with DHi, so that NRC views will be considered. If, for some-reason, the staff,
Jis not being.invited-tothe-important meetings, the Commission should be notified-immediately..
The staff should keep the Commission appropriately informed of progress of this activity and, at
the appropriate time,-make a recommendation to the Commission-if the existing NRC
consequence criteria- or- methodologies-for future vulnerability assessments should be modified.

Thee implementation 6f these activities will require strong management oversight; particularly in
the-.reprogramming:of_funds in order. to minimiie the impact on other activities' The~staff should.-: -
.keep the Commission thoroughly informed of these various activities through appropriate.
informal interactions with the Commission Technical Assistants;
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