April 8, 2008

Mr. Robert E. Brown

Senior Vice President, Regulatory Affairs
GE-Hitachi Nuclear Energy Americas LLC
3901 Castle Hayne Road MC A-45
Wilmington, NC 28401

SUBJECT: REQUEST FOR ADDITIONAL INFORMATION LETTER NO. 177 RELATED TO
NEDE-33295P, “CYBER SECURITY PROGRAM PLAN”"

Dear Mr. Brown:

By letter dated January 15, 2008, the U. S. Nuclear Regulatory Commission (NRC) staff
informed you of the result of the acceptance review of NEDE-33295P, “Cyber Security Program
Plan.” In that letter, the staff determined that the material presented in the topical report is
sufficient to begin a detailed review as part of the ESBWR design certification review.

The NRC staff has identified that additional information is needed to continue portions of the
review. The staff’s request for additional information (RAI) is contained in the enclosure to this
letter.

Pursuant to 10 CFR 2.390, we have determined that the enclosed RAIl contains sensitive
unclassified non-safeguards information (SUNSI), including security-related information and
proprietary information. We have prepared a non-sensitive version of the RAI (Enclosure 1) that
does not contain security-related information and proprietary information. The SUNSI is
portion-marked and indicated in brackets and underlined in Enclosure 2. We will delay placing
this document in the public document room for a period of ten (10) working days from the date
of this letter to provide you with the opportunity to comment on the security-related and
proprietary aspects only. If you believe that any additional information in the enclosure is
security-related or proprietary, please identify such information line by line and define the basis
pursuant to the criteria of 10 CFR 2.390 before the public release date.
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If you have any questions or comments concerning this matter, you may contact me at
301-415-6256 or Dennis.Galvin@nrc.gov or you may contact Amy Cubbage at 301-415-2875 or
Amy.Cubbage@nrc.gov.

Sincerely,

IRA/

Dennis Galvin, Project Manager
ESBWR/ABWR Projects Branch 1
Division of New Reactor Licensing
Office of New Reactors

Docket No. 52-010
Enclosure:
1. Request for Additional Information (Non-Sensitive)

2. Request for Additional Information (SUNSI)

cc: See next page (w/o enclosure 2)
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Requests for Additional Information (RAIS)
ESBWR Design Control Document (DCD), Revision 4
Licensing Topical Report (LTR) NEDE-33295P, “Cyber Security Program Plan.”

RAI Reviewer |Question Full Text
Number Summary
7.1-87 A Tardiff Editorial comment | This RAI refers to LTR NEDE-33295P.
on NEDE-33295P
Executive Page 1-1, Section 1.1-Executive Summary, Paragraph-4. Editorial comment:
Summary Il
1l
7.1-88 A Tardiff Editorial comment | This RAI refers to LTR NEDE-33295P.
on NEDE-33295P
Objective Page 1-2, Section 1.4-Objective. Editorial comment: This section states various
objectives that seem to pertain to an existing installation and not supporting new
designs or concepts utilizing current digital technologies. Missing programmatic
objectives are; training, advanced training, and other core programmatic
attributes that should be a part of the overall program objective. Please revise
NEDE-33295P to address the missing programmatic objectives.
7.1-89 A Tardiff Clarify the scope |This RAI refers to LTR NEDE-33295P.

of NEDE-33295P

Page 1-4, Section 1.5-Scope, Bullet-4. [[

1
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RAI
Number

Reviewer

Question
Summary

Full Text

7.1-90

A Tardiff

Clarify the status
of NEI 04-04

This RAI refers to LTR NEDE-33295P.

Page 1-5, Section 1.7.1 GEH ESBWR Licensing Position. Editorial comment:
The NRC has informed industry that the “Nuclear Energy Institute (NEI) 04-04,
“Cyber Security Program for Power Reactors,” Revision 1, dated November 18,
2005, is an acceptable method for establishing and maintaining a cyber security
program at nuclear power plants.” This statement is contained in a letter from the
NRC to Mr. Michael T. Coyle, Vice President, Nuclear Operations, Nuclear
Generation Division, Nuclear Energy Institute, dated December 23, 2005. The
program was identified as being “acceptable” by the staff but does not constitute
a formal endorsement of this program. Please revise NEDE-33295P to state that
NEI 04-04 is as an acceptable method rather than endorsed by the NRC.

7.1-91

A Tardiff

Clarify the NRC
Testing
Background
section of
NEDE-33295P

This RAI refers to LTR NEDE-33295P.

Page 1-6, Section 1.7.2, NRC Testing Background [[

1
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RAI Reviewer |Question Full Text
Number Summary
7.1-92 A Tardiff Identify how cyber | This RAI refers to LTR NEDE-33295P.
security
requirements and |Page 3-3, Section 3.2 Policies and Procedures, paragraph 2 references
cyber security Figure 4-1 to illustrate how cyber security requirements will be integrated into all
activities are phases of the software lifecycle for the ESBWR. However, when reviewing
integrated into Figure 4-1, it is not obvious what life cycle phases are in use or where activities
each respective [that are specified under RG 1.152 would be applied. Lifecycle phases identified
phase of the by RG 1.152 are as follows:
software lifecycle
for the ESBWR e Concepts
e Requirements
e Design
e Implementation
o Test
e Installation, checkout, and acceptance testing
e Operation
e Maintenance
e Retirement
The supplied diagram appears to be an extension of the NEI 04-04 program
management process but fails to clearly identify cyber security activities that
would be expected to exist within the lifecycle phases. Please provide additional
information as related to the planning stages to identify how cyber security
requirements and cyber security activities are integrated into each respective
phase of the software lifecycle for the ESBWR.
7.1-93 A Tardiff Clarify the This RAI refers to LTR NEDE-33295P.
ESBWR Cyber
Security Page 3-4, Section 3.3 The ESBWR Cyber Security Defensive Model,

Defensive Model
of NEDE-33295P

paragraph 10, sentence 1: [[

1]
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RAI Reviewer |Question Full Text
Number Summary
7.1-94 A Tardiff Clarify use of This RAI refers to LTR NEDE-33295P.
RG 1.152 with
NEDE-33295P Page 5-1, Section 5 Requirements Phase, paragraph 1, sentence 3: [[
1]
7.1-95 A Tardiff Clarify the This RAI refers to LTR NEDE-33295P.
development of
requirements for |Page 5-2, Section 5.2 Development of Requirements for Network Architecture.
network [
architecture
1]
7.1-96 A Tardiff Clarify the Design | This RAI refers to LTR NEDE-33295P.
Phase section of
NEDE-33295P Page 6-1, Section 6 Design Phase, paragraph-1. [[
1]
7.1-97 A Tardiff Clarify the Design | This RAI refers to LTR NEDE-33295P.

of Physical and
Logical Access
section of

NEDE-33295P

Page 6-1, Section 6.1 Design of Physical and Logical Access. Section 6.1 states
that, “NEDE-33399-P provides more guidance on the detailed cyber security
design process.” If NEDE-33399-P is necessary to implement the ESBWR cyber
security program, please provide NEDE-33399-P to the NRC for review.
Otherwise remove the reference to this document.
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RAI Reviewer |Question Full Text
Number Summary
7.1-98 A Tardiff Clarify the Test This RAI refers to LTR NEDE-33295P.

Phase section of
NEDE-33295P

Page 8-1, Section 8 Test Phase. [[

1




OFFICIAL USE ONLY — SECURITY-RELATED INFORMATION

DC GE - ESBWR Mailing List (Revised 04/01/08)

CC:

Ms. Michele Boyd

Legislative Director

Energy Program

Public Citizens Critical Mass Energy
and Environmental Program

215 Pennsylvania Avenue, SE

Washington, DC 20003

Mr. Ray Ganthner

Senior Vice President
AREVA, NP, Inc. 3315

Old Forest Road

P.O. Box 10935

Lynchburg, VA 24506-0935
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Email

aec@nrc.gov (Amy Cubbage)

APH@NEI.org (Adrian Heymer)
art.alford@ge.com (Art Alford)

awc@nei.org (Anne W. Cottingham)
bennettS2@bv.com (Steve A. Bennett)
bevans@enercon.com (Bob Evans)
bob.brown@ge.com (Robert E. Brown)
BrinkmCB@westinghouse.com (Charles Brinkman)
chris.maslak@ge.com (Chris Maslak)
craig.conklin@dhs.gov (Craig Conklin)
CumminWE@Westinghouse.com (Edward W. Cummins)
cwaltman@roe.com (C. Waltman)
dan1.williamson@ge.com (Dan Williamson)
david.hinds@ge.com (David Hinds)
david.lewis@pillsburylaw.com (David Lewis)
David.piepmeyer@ge.com (David Piepmeyer)
dennis.chin@ge.com (Dennis Chin)
dlochbaum@UCSUSA.org (David Lochbaum)
don.lewis@ge.com (Don Lewis)
erg-xl@cox.net (Eddie R. Grant)
Eugene_Grecheck@dom.com (Eugene S. Grecheck)
frankg@hursttech.com (Frank Quinn)
Frostie.white@ge.com (Frostie White)
gcesare@enercon.com (Guy Cesare)
GEH-NRC@hse.gsi.gov.uk (Geoff Grint)
george.honma@ge.com (George Honma)
george.stramback@gene.ge.com (George Stramback)
george.wadkins@ge.com (George Wadkins)
GovePA@BV.com (Patrick Gove)
greshaja@westinghouse.com (James Gresham)
gzinke@entergy.com (George Alan Zinke)
hickste@earthlink.net (Thomas Hicks)
james.beard@gene.ge.com (James Beard)
jeurtiss@winston.com (Jim Curtiss)
jeff.waal@ge.com (Jeff Waal)
jgutierrez@morganlewis.com (Jay M. Gutierrez)
jim.kinsey@ge.com (James Kinsey)
jim.riccio@wdc.greenpeace.org (James Riccio)
jim.rogers@ge.com (Jim Rogers)
JJINesrsta@cpsenergy.com (James J. Nesrsta)
joel.Friday@ge.com (Joel Friday)
John.O'Neill@pillsburylaw.com (John O'Neill)
john.sorensen@ge.com (John Sorensen)
Joseph_Hegner@dom.com (Joseph Hegner)
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junichi_uchiyama@mnes-us.com (Junichi Uchiyama)
kathy.sedney@ge.com (Kathy Sedney)
kathy.warnock@ge.com (Kathy Warnock)
kenneth.ainger@exeloncorp.com (Kenneth Ainger)
kimberly.milchuck@ge.com (Kimberly Milchuck)
KSutton@morganlewis.com (Kathryn M. Sutton)
kurt.schaefer@ge.com (Kurt Schaefer)
kwaugh@impact-net.org (Kenneth O. Waugh)
laura.bello@ge.com (Laura Bello)
lou.lanese@ge.com (Lou Lanese)
maria.webb@pillsburylaw.com (Maria Webb)
mark.beaumont@wsms.com (Mark Beaumont)
Marvin.Smith@dom.com (Marvin L. Smith)
matias.travieso-diaz@pillsburylaw.com (Matias Travieso-Diaz)
media@nei.org (Scott Peterson)
mgiles@entergy.com (M. Giles)
mike_moran@fpl.com (Mike Moran)
MSF@nei.org (Marvin Fertel)
mwetterhahn@winston.com (M. Wetterhahn)
nirsnet@nirs.org (Michael Mariotte)
PAC2@nrc.gov (Peter Cochran)
pareez.golub@ge.com (Pareez Golub)
Pat.Woodfin@ge.com (Pat Woodfin)
patriciaL.campbell@ge.com (Patricia L. Campbell)
paul.gaukler@pillsburylaw.com (Paul Gaukler)
Paul@beyondnuclear.org (Paul Gunter)
peter.jordan@ge.com (Peter Jordan)
phinnen@entergy.com (Paul Hinnenkamp)
pshastings@duke-energy.com (Peter Hastings)
randy.newton@ge.com (Randy Newton)
RJB@NEIl.org (Russell Bell)
RKTemple@cpsenergy.com (R.K. Temple)
roberta.swain@ge.com (Roberta Swain)
sandra.sloan@areva.com (Sandra Sloan)
SauerB@BV.com (Robert C. Sauer)
sfrantz@morganlewis.com (Stephen P. Frantz)
sharon.lyons@ge.com (Sharon Lyons)
steven.hucik@ge.com (Steven Hucik)
steven.stark@ge.com (Steven Stark)
tom.miller@hq.doe.gov (Tom Miller)
trsmith@winston.com (Tyson Smith)
Vanessa.quinn@dhs.gov (Vanessa Quinn)
VictorB@bv.com (Bill Victor)
Wanda.K.Marshall@dom.com (Wanda K. Marshall)
waraksre@westinghouse.com (Rosemarie E. Waraks)
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wayne.cutright@ge.com (Wayne Cutright)
wayne.marquino@ge.com (Wayne Marquino)
whorin@winston.com (W. Horin)
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