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§73.54 "Protection of digital computer and communication systems and networks"

(a) Each licensee subject to the requirements of this section, shall provide high assurance that
digital computer and communication systems and networks, which if compromised would likely
adversely impact safety, security, and emergency preparedness, are provided adequate
protection against cyber attacks, as bounded by the design basis threat described in Title 10 of
the Code of Federal Regulations (10 CFR) Part 73, Section 73.1.

(b) To accomplish this, the licensee shall:

(b)(1) conduct a site-specific analysis of digital computer and communication systems and
networks to identify those critical digital assets that must be protected against cyber attacks to
satisfy paragraph (a) of this section,

(b)(2) establish, implement, and maintain a cyber security program for the protection of the
critical digital assets identified through site-specific analysis, and;

(b)(3) incorporate the cyber security program as a component of the physical protection
program.

(c) The cyber security program must be designed to:

(c)(1) detect and respond to cyber attacks in a timely manner,

(c)(2) prevent adverse impacts from a cyber attack,

(c)(3) ensure that the functions or tasks required to be performed by critical digital assets are
maintained and carried out as intended, and;

(c)(4) apply defense-in-depth protective strategies to ensure the capability to detect, isolate,
and neutralize unauthorized cyber activities in a timely manner.

(d) To meet the program design requirements stated in paragraph (c) of this section, the
licensee shall establish, implement, and maintain the following:

(d)(1) a cyber security awareness and training program to ensure that appropriate facility
personnel, including contractors, are aware of cyber security requirements and that they receive
the training required to perform their assigned duties and responsibilities effectively.

(d)(2) a cyber security assessment program that includes a process to evaluate and manage
cyber risks in a systematic manner.

(d)(3) a configuration and control management program that includes a cyber risk analysis to
ensure that modifications to critical digital assets do not adversely impact facility safety, security,
and emergency preparedness before implementation of those modifications to include the
following:

(d)(3)(i) digital computer and communication system and network designs,

(d)(3)(ii) access control measures, and;

(d)(3)(iii) configuration, operational integrity, and management processes.

(e) The licensee shall establish, implement, and maintain a Commission-approved cyber
security plan through which the licensee will implement the cyber security program requirements
of this section.

(e)(1) The cyber security plan must describe how the requirements of this section will be
implemented and must account for the site-specific conditions that affect implementation.

(e)(2) The cyber security plan must include a written cyber security incident response and
recovery plan to minimize the adverse impact of a cyber attack. The cyber security incident
response and recovery plan must describe how the licensee will:

(e)(2)(i) maintain the capability for timely detection and response to cyber attacks,

€)(2)(ii) minimize and mitigate the potential loss and destruction from cyber attacks,

(e)(2)
(e)(2)(iii) correct any exploited vulnerabilities, and;
(e)(2)(iv) restore affected systems, networks, and/or equipment.
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(e)(3) The licensee shall submit the cyber security plan to the Commission for review and
approval before implementation.

(f) The licensee shall develop and maintain written policies and implementing procedures to
implement the cyber security plan and ensure that the cyber security requirements of this
section are met. Written policies and implementing procedures must:

(f)(1) account for site-specific conditions and,;

(f)(2) identify management expectations for the protection of critical digital assets.
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