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-CREDIBILITY ASSESSMENT SUMMARY

WILMINGTON INCIDENT

1/30/79 1600 PST

THE FOLLOWING CONCLUSIONS SUMMARIZE TH.E "-PRETLY AVAI-LBLE EVAL-.

BASED ON THE TEXT OF THE EXTORTION MESSAW.T:4..T TO MR 4-4KEMA.
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DR. KROFCHECKs CREDIBLE/MODERATE

IMPLEMENTATION OF

THREATNED ACTION

LLLs HOAK/M ODERATE

LASL: CREDIBLE/HIGH

COPIES OF THE ASSOCIATED DETAILED ASSEzSsmNTs HAVE BEEN TRANSMITTEll#*

TO DOE/EACT SEPARATELY. THIS SUMMARY WILL BE UPDATED'WITHIN 4 HOURS.6

FBI REPORTED INFORMATION SECOND MATERIAL SA•ZPLE

THIS ENVELOPE& NOTE* AND VIAL WAS HAND DELIVERED TO THE BEL.W

NEWSPAPER OFFICE. PLASTIC VIAL WAS SEALED WITH'ALUMINUM DUCT TAPE

AND HAD THE WORD. POISON AND THE SYMBOL SKU•._L AND CROSS-BONES PENNED

WITH A RED MARKX-NG PEN ON THE V IAL.

THE NOTE READS:,

MR, .W;:LL SMITH

MANAGING EDITOR

WILMINGTON STAR

PLEASE HAND DELIVER'

• . k
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DEAR MR. SMITH:

DO NOT OPEN THE ENCLOSED VIAL.

IT IS URANIUM.

IT IS RADIOACTIVE.

IT 15 DEATH.

FOR MORE INFORMATION CONTACT MR.. RANDALL ALKEMA TODAY, JANUARY :30i

1979o AT 343-5666. THIS MAY BE IMPORTANT.

A FRIEND

• ~~~TELECO0PY ...

TOS FRED JESSENJ LAWRENCE LIVERMORE LABS. (415 422-.821

DATE 1/30/79 TIME' 115P.M. 1 HR. RESPONSE

1. RECEIPT OF VIAL OF RADIOACTIVE MATERIAL URANIUM OXIDE AND

IDENTIFICATION OF THE MISSING VIAL NUMBERS /WHICH WE UNDERSTAND JiAS

BEEN VERIFIED/ INDICATES THIS THREAT IS REAL; I.E., THAT TRE SENDER '

OF THE MESSAGE POTENTIALLY HAS THE CAPABILITY OF CARRYING THROUGwi

ON HIS THREAT.

2. HE SPENDS A SIGNIFICANT PORTION OF THE MESSAGE DEVELOPING. THE..

NEGATIVE CONSEQUENCES /POLITICAL, ENVIRONMENTALANTI'-NUCI.EAR/,--

LATER IN THE MESSAGE HE STATES THAT NONCOMPLIANE WITH HIS-DEMANDS,

WILL RESULT IN A CITY BEING CONTAMINATED WITH RADIOACTIVE MATEIRI.AL.

3. DETAILS OF PAYMENT ARE GIVEN WITH FURTHER DIRECTIONS TO F-OLLOWJ. ,,..
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HE 15 CAUTIOUS ABOUT EXAMINING THE MONEY TO ENSURE IT IS NOTM.ARKZD.

4. HE ANTICIPATES FURTHER DIALOGUE /HE CLOSES WITH QUOTE YOU WILL BE--

CONTACTED UNQUOTE; OUTLINED RESPONSE PROCEDURE REGARDING DELIVEarY

OF THE MONEY; AND PROVIDES FOR TERMINATION OF THE THREAT BY $.
RETURN OF THE MATERIAL, ..

A RADIOLOGIC DISPERSAL THREAT PLUS THE FACTS CONTAINED IN PARAGRAPHS!

1# 3 AND 4 ABOVE STRONGLY SUGGEST A CREDIBLE THREAT.

S I0.p000 DOES NOT SEE1M TO BE A VERY LARGE RANSOM TO E0TRACT. IN THIS.

SITUATION. ,

WE ARE STRUCK BY THE APPARENT INCONSISTANCY IN MOTIVATION. THE EARLY1"".'l

SECTIONS OF THE MESSAGE IMPLY ALTRUISTIC CONCERNS FOR SAFEGUARDNG '

STANDARDS OF THE NUCLEAR INDUSTRY. THE SUBSEQUENT EXTORTION CONTENT.'

SUGGESTS THAT THIS APPARENT CONCERN COULD BE BOUGHT OFF FOR MONEY "

ONLY WITH NO OTHER MUSTS OR PENALTIES OF THE SYSTEM.* THE P0SSIBLITY.

CANNOT BE RULED OUT--IF THE ALTRUISTIC CONCERSNS ARE GENUINE--T$' ..

EACH ADVERSARY. SUBSEQUENT TO ANY PAYMENT& MIGHT STILL EXPOSE A....

OF SECURITY AS WELL AS THE GOVERNMENTS• COMPLACENCY IN COVE RI N's UP/ ý

THE MATTER.

AT THIS TIME WE BELIEVE THE ADVERSARY TO BE WORKING ALONE.

J. L. KROFCHECK. M.D. GAIL BASS. PH.D.
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FOUR HOUR REPORT*

OPERATI ONAL ASSESSMENT

BY: GEORGE MOORE /LLL/ .

EVALUATION; HOAX CONFIDENCE% MODERATE

SUMMARY:

THE PLAN, AS PRESENTED, IS EVALUATED AS A HOAX /WITH MODERATE. "B..

CONFIDENCE/ FOR.MANY REASONS AS DETAILED IN THE TEXT. THIS DOES NOT

PRECLUDES AND MAY STRONGLY SUPPORT, A SOPHISTICATED HOAX INVOLVING .

THEFT OF A SMALL AMOUNT OF MATERIAL. -THERE IS NO REASON TO CHANSE T

TEXT: E• '

I. THE FOLLOWING FACTS ARE KNOWN AT THIS TIME:

A.. THE LETTER AND VIAL 12.81 235U/ WERE DELIVERED.

B. THE EDITOR OF THE WILMINGTON START REPORTED RECEIPT OF A 35. HM

LIKE CAN MARKED URANIUM - POISON. CONTENTS HAVE NOT BEEN VERIFIE•.

C. 'THE REFERENCED CONTALNERS ANDTHEIR CONTENTS ARE' MISSING, •

WHETHER OR NOT THEY HAVE LEFT THE PLANT SITE IS NOT CLEAR.

2. THE RECIPT OF THE MATERIAL BY THE EDI•OR OF THE WILMINGTON, S 'TA•

WOULD INDICATE THAT 'THE PERPETRATOR HAS EXECUTED HIS "PLAN Bi; /. T•tl

SCENARIO. UNDER. WHICH HE AUTOMATICALLY INFORMS EVERYONE AND SPRIADS

THE CONTENTS OF ONE CAN THROUGH THE DOWNTOVN 'AREA OF A MAJ•••Y.4"

THE- DELIVERY TO THE WILMINGTON STAR WITHIN 24 HOURS OF PRESUMED
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RKLIPT OF THE FIRST MESSAGE /THIS OBSERVER SUFFER-S FROM LACK

OF A GOOD TIMETABLE/ INDICATES THAT IF THE PERPETRATOR IS FOLLOWING

HIS PLAN HE /1/ KNEW OF POLICE/FBI NOTIFICATION. /2/ HAND DELIVEAED-:

THE VIAL TO THE WILMINGTON STAR. IN CONTRAST TO HIS: ASSERTATION-

THAT VIALS WOULD BE SENT "FROM ALL PARTS OF THE COUNTRY" tIT C•0 UL D

BE INTERPRETED THAT THiS IMPLIES LOCAL MAILING FROM'ALL PARTS OF'

THE COUNTRY. BUT THAT SEEMS RATHER ILLOGICAL/-

3. EVEN IF THE VIAL SENT TO THE EDITOR OF THE WILMINGTON STAR IS .. : .ar

,.35U THERE IS NO CONCLUSIVE EVIDENCE THAT THE LARGE AMOUNT OF :UkANi

I5 OUT OF THE PLANT AS VERSUS HIDDEN ONPLANTSITE. IT SHOULD BE

'POINTED OUT THAT THE VIAL WAS .,ARKED TO PRECLUDE PERSONNEL INUiJURY/• .- . . .

RISK. THIS IS ONE OF THE INCONSISTENCIES OF "PLAN B". THE DUMPLAM

ONE CAN IN.A DOWNTOWN AREA IS INCONSISTENT WITH SUCH WARNINGS /!4v•!"•

IT WILL/NAY INFLICT INJURY/DAMAGE WITHOUT WARNING/. IF PLAN B: K

BEEN EXECUTED IT WOULD BE LOGICAL THAT A DESCRIPTION OF THE PLAN

WOULD HAVE BEEN SENT WITH THE- VIAL TO THE NEWSPAPER. THERE Is *,

INDICATION THAT THIS HAS BEEN DONE. THEREOREr. THE ACT OF THE k

/IF THE MATERIAL is 2.8/ 235U/ MAY BE. A MEANS OF SHOWING THAT..

PERPETRATOR IS SERIOUS AND WOULD FORESHADOW INCRZASED EXT-O.T.

.DEMANDS. AND SOME FORM OF CONTACT TO DEVUL.E .A REVIS.D P.LAN A'"
ONE..ITH.SOM INCREASE. , ORE.iT. . .P I . . .. .

.oN- I.TH SOMEINCREAS-E... FORESIGHT AN P.LANNING."...,
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4. THERE 1s A FLAWED LOGIC THAT RUNS THROUGHOUT THE THREA"W .;06:

ONCE THE PERSONAL THREAT AGAINST ALKEMA HAS BEEN REMOVED /I .E&., H

NOTIFIES THE POLICE/ THERE IS NO REMAINING THREAT AGAINST tM .a-.....

AND REALLY NO REASON THAT HE AND GE SHOULD CONTINUE TO FEEL AT, i:-

/I.E., THE THREAT 1S.PUBLICJ" ONE CITY AREA HAS BEEN CONTAMINATED..

SO WHY SHOULD GE PAY A RANSOM AGAINST SOME FURTHER CITY AS OPPOSED"

TO THE CITY ITSELF' OR THE FEDERAL GOVERNMENT/* THIS REALLY .BRIF JGS, 8 ;

THE REQUEST FOR MONEY INTO QUESTION. THE AMOUNT IS SMALL AND THE;-

PLAN CALLS FOR NO LOGICAL REDIRECTION OF THE RANSOM REQUEST AFTER Al

THE EXECUTION OF "PLAN B".

S. THERE IS AFLAW IN THE COMMAND/CONTROL OPERATION. HOW DO THE L'09.t

S /"THOSE OF US HERE..."/ PEOPLE MAINTAIN CREDIBLE CONTACT WITH THE

MAILERS AND TRANSPORTERS /"AT LEAST I*00,MILES"/ WHO "CANNOTf BE

LOCATED". IF THEY CANNOT BE LOCATED HOW DO THEY QUICKLY KNOW' TO

CARRY OUT PLAN B OR RETURN THE MATERIAL. ETC. THIS ALL SEEMS PUFF -,

TO OBSCURE A PLAN 'BEING RUN BY ONE. OR A FEW. LOCAL PERSONS/S/ /'T

IS THE SIZE OF THE INDIVI'DUAL PAYOFF FOR A LARGE-NUMBER OF PEOPLE WIT

ONLY S$00j020 RANSOM IF MONEY .S THEIR ONLY MOTIVE?/ WHO MAY HAVE•

SOME MATERIAL.

G. IT SHOULD BE NOTED THAT THERE IS :A CAREFULLY- DEVELOPED M

'ALLOW ONE TO BELIEVE THAT THE PERPETRATORS ARE "SERIOUS" ANDHAVE.
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THE MATERIAL /1.Eo, CAN NUMBERS AND MASSES, BUT CURIOUSLY N . .

MENTION OF THE MATERIAL COMP0SITIQN/a BUT THERE IS NO0EQUALLY

CAREFUL ASSURANCE THAT GUARANTEES THE RETURN /I.E., WE'LL GIVE :BA XK

HALF AND IF NO RANSOM IS PAID WE'LL SPREAD THE RES T AROUND/. ALSQ.

CONVINCING THE PRESS WOULD Bi MORE LOGICAL AND DRAMATIC BY DELI.VERY.

OF A SIZABLE CHUNK OF MATERIAL /A KILOGRAM OR TWO/ THUS VERIFYING

THEIR THREAT AS BEING CREDIBLE.

.7. OVERALL THE PLAN APPEARS TO BE CONSISTENT WITH RECORD TAMPERING,...

OR MISHANDLING IN A PLANT COUPLED WITH POSSIBLE THEFT OF A SMALL

AMOUNT OF MATERIAL BY ONE PERSON OR AT MOST A FEW. I EVALUATE THE

POSSIBLITY OF THEFT OF A SMALL AMOUNT AS HIGHLY PROBABLE TO SUPPORT

THE PLAN PRESENTED. THE PLAN PRESENTED& HOWEVER. IS STILL CONSIDE REDIP

A HOAX WITH A MODERATE LEVEL OF CONFIDENCE.

END REF LSO/JR-0340
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