January 31, 2008

Mr. Robert E. Brown

Senior Vice President, Regulatory Affairs
GE-Hitachi Nuclear Energy Americas, LLC
3901 Castle Hayne Road MC A-45
Wilmington, NC 28401

SUBJECT: REQUEST FOR ADDITIONAL INFORMATION LETTER NO. 143 RELATED TO
ESBWR DESIGN CERTIFICATION APPLICATION

Dear Mr. Brown:

By letter dated August 24, 2005, GE-Hitachi Nuclear Energy Americas, LLC (GEH) submitted an
application for final design approval and standard design certification of the economic simplified

boiling water reactor (ESBWR) standard plant design pursuant to 10 CFR Part 52. The Nuclear
Regulatory Commission (NRC) staff is performing a detailed review of this application to enable

the staff to reach a conclusion on the safety of the proposed design.

The NRC staff has identified that additional information is needed to continue portions of the
review. The staff’s request for additional information (RAI) is contained in the enclosure to this
letter.

If you have any questions or comments concerning this matter, you may contact me at
301-415-6256 or dig3@nrc.gov or you may contact Amy Cubbage at 301-415-2875 or

aec@nrc.gov.

Sincerely,

/RA/

Dennis Galvin, Project Manager
ESBWR/ABWR Projects Branch 1
Division of New Reactor Licensing
Office of New Reactors
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Requests for Additional Information (RAIs): ESBWR Design Control Document (DCD)
Revision 4; NEDE-33295P, "Cyber Security Program Plan"; and
NEDO-33304, "GEH ABWR/ESBWR Setpoint Methodology"

RAI Reviewer |Question Full Text
Number Summary
7.1-80 Hardin R |Elimination of This RAI refers to GEH submitted Licensing Topical Report (LTR)
remote access NEDE-33295P, “Cyber Security Program Plan.”
capability.
NEDE-33295P, Appendix B, “Cyber Security Plan Conformance Review,” Item 1
states that “this document conforms to the NRC ISG on communications, DI&C-
ISG-04, 9/28/2007” instead of RG 1.152, Section 2.1. RG 1.152, Section 2.1
addresses the following: “Remote access to the safety system should not be
implemented. Computer-based systems may transfer data to other systems
through one-way communication pathways.” DI&C-ISG-04 issued on
September 28, 2007 does not specify any guidance on remote access. Please
verify that GEH intends to comply with RG 1.152 with respect to the remote
access requirements. Specifically, verify that there will be no remote access to
any safety systems and discuss how this is achieved.
7.1-81 Hardin R |Addressing This RAI refers to GEH submitted Licensing Topical Report (LTR)
security NEDE-33295P, "Cyber Security Program Plan."

vulnerabilities of
pre-developed
software.

Regulatory Guide 1.152 states that the design configuration items incorporating
pre-developed software into the safety system should address security
vulnerabilities of the safety system. Please verify that Section 6, “Design Phase”
addresses this criterion and discuss how this is achieved.




RAI Reviewer |Question Full Text
Number Summary
7.1-82 Hardin R |Verification of no |This RAI refers to GEH submitted Licensing Topical Report (LTR)
undocumented/un [INEDE-33295P, “Cyber Security Program Plan.”
wanted code or
capabilities in Regulatory Guide 1.152 specifies that the development process should ensure
system. the system does not contain undocumented code (e.g., back door coding),
malicious code (e.g., intrusions, viruses, worms, Trojan horses, or bomb codes),
and other unwanted and undocumented functions or applications. Please
indicate how Section 5, “Requirements Phase” of this GEH Cyber Security
Program Plan intends to meet this criterion. In addition, provide specific
information on the process that will be applied to pre-developed software to
confirm it meets this criterion.
7.1-83 Hardin R |Documentation This RAI refers to GEH submitted Licensing Topical Report (LTR)

plan for results of
activities required
by Implementation
Phase.

NEDE-33295P, “Cyber Security Program Plan.”

Please indicate how the outputs from activities conducted based on requirements
from Section 7, “Implementation Phase” of the GEH Cyber Security Program
Plan will be documented. For example, indicate which report(s) will address the
requirement, “the developer shall follow the GEH Policy and Procedures
addressing security controls on development processes, including scanning,
where appropriate, during and after code development, to address
undocumented codes or malicious functions that might (1) allow unauthorized
access or use of the system or (2) cause systems to behave beyond the system
requirements. This development process will account for hidden functions and
vulnerable features embedded in the code, and their purpose and impact on the
safety system. As a design goal, these functions should be disabled, removed,
or addressed to prevent any unauthorized access.” In addition, describe which
GEH documented Policies and Procedures (SQAP, SMP, EOPs, etc.) will be
followed to meet this requirement.




RAI Reviewer |Question Full Text
Number Summary
7.1-84 Hardin R |Guidance for This RAI refers to GEH submitted Licensing Topical Report (LTR)
Installation, NEDE-33295P, “Cyber Security Program Plan.”
Checkout and
Acceptance Please describe the specific GEH Policies and Procedures that will provide
Testing Phase additional guidance on specific actions applicable to GEH during the Installation,
actions. Checkout, and Acceptance Testing phase as indicated in Section 9 of GEH
Cyber Security Program Plan.
7.1-85 Hardin R |Relationship This RAI refers to GEH submitted Licensing Topical Report (LTR)
between SMP, NEDE-33295P, “Cyber Security Program Plan.”
SQAP and Cyber
Security Program |Please provide additional details on how the Cyber Security Program Plan is
Plan documents. [related to the SMP and SQAP documents with regards to software development.
Will there be one master Cyber Security Program Plan for the whole system, or
will there be separate application specific components referenced back to the
overall plan? Alternately will any application specific information be included in
the specific detailed software development plans (i.e. SMP, SQAP, etc.)
7.1-86 Rhow S Application of the |This RAI refers to GEH submitted Licensing Topical Report (LTR) NEDO-33304,

graded approach
in setpoint
methodology and
setpoint
calculation

“‘GEH ABWR/ESBWR Setpoint Methodology.”

The graded approach allows for various levels of rigor (i.e., probability and
confidence) to be applied in setpoint methodology based on importance to safety.
Provide specific information how the graded approach is applied in setpoint
methodology and setpoint calculation based on the categories (A, B, C, D).
Regulatory Guide 1.105 states that for normally distributed uncertainties,

95 percent of the population will have uncertainties between plus 1.96 and minus
1.96. Based on a normal error distribution, this corresponds to a 2 sigma value
(1.96). Justify that the setpoint methodology can establish setpoints with the
95/95 tolerance limit for uncertainties for each of the categories.




RAI Reviewer [Question Full Text

Number Summary

7.2-2, Beacom R |Detailed interface |The response to RAI 7.2-2 S01, MFN 07-285 S01 states; “For the systems not
Supplement No. 2 information for listed in Table 2.2.15-1 but identified as interfacing with the RPS in Section 1 of
(MFN 07-285 each of these this response, the RPS Table 2.2.7-4, ITAAC 4 addresses the RPS interface with

Supplement No. 1,
December 18, 2007)

systems which
interface with the
reactor

protection system.

these systems.”

ITAAC 4 does not add information but refers right back to 2.2.15 by merely
saying; “Conformance with IEEE Std. 603 requirements by the safety-related
control system structures, systems, and components is addressed in
Subsection 2.2.15"; ITA “See Subsection 2.2.15”; and Acceptance Criteria “See
Subsection 2.2.15”

Neither the RAI response nor the RPS ITAAC identify the systems that interface
with the RPS but are not listed in Tier 1, Table 2.2.15-1. Please identify these
additional systems and revise ITAAC 4 of Tier 1 RPS Table 2.2.7-4.
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CC:

Ms. Michele Boyd

Legislative Director

Energy Program

Public Citizens Critical Mass Energy
and Environmental Program

215 Pennsylvania Avenue, SE

Washington, DC 20003

W. Craig Conklin, Director

Chemical and Nuclear Preparedness &
Protection Division (CNPPD)

Office of Infrastructure Protection

Department of Homeland Security

Washington, DC 20528

Mr. Marvin Fertel
Senior Vice President
and Chief Nuclear Officer
Nuclear Energy Institute
1776 | Street, NW
Suite 400
Washington, DC 20006-3708

Mr. Ray Ganthner

AREVA, Framatome ANP, Inc.
3315 Old Forest Road

P.O. Box 10935

Lynchburg, VA 24506-0935

Vanessa E. Quinn, Acting Director
Technological Hazards Division
National Preparedness Directorate

Federal Emergency Management Agency

500 C Street, NW
Washington, DC 20472

(Revised 1/3/08)
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Email

APH@NEI.org (Adrian Heymer)

awc@nei.org (Anne W. Cottingham)
bennettS2@bv.com (Steve A. Bennett)
bevans@enercon.com (Bob Evans)
bob.brown@ge.com (Robert E. Brown)
BrinkmCB@westinghouse.com (Charles Brinkman)
chris.maslak@ge.com (Chris Maslak)
CumminWE@Westinghouse.com (Edward W. Cummins)
cwaltman@roe.com (C. Waltman)
dan1.williamson@ge.com (Dan Williamson)
david.hinds@ge.com (David Hinds)
david.lewis@pillsburylaw.com (David Lewis)
David.piepmeyer@ge.com (David Piepmeyer)
dlochbaum@UCSUSA.org (David Lochbaum)
don.lewis@ge.com (Don Lewis)

erg-xl@cox.net (Eddie R. Grant)
Eugene_Grecheck@dom.com (Eugene S. Grecheck)
frankg@hursttech.com (Frank Quinn)
Frostie.white@ge.com (Frostie White)
gcesare@enercon.com (Guy Cesare)
george.honma@ge.com (George Honma)
george.stramback@gene.ge.com (George Stramback)
george.wadkins@ge.com (George Wadkins)
GovePA@BV.com (Patrick Gove)
greshaja@westinghouse.com (James Gresham)
gzinke@entergy.com (George Alan Zinke)
hickste@earthlink.net (Thomas Hicks)
james.beard@gene.ge.com (James Beard)
jeurtiss@winston.com (Jim Curtiss)
jgutierrez@morganlewis.com (Jay M. Gutierrez)
jim.kinsey@ge.com (James Kinsey)
jim.riccio@wdc.greenpeace.org (James Riccio)
JJINesrsta@cpsenergy.com (James J. Nesrsta)
joel.Friday@ge.com (Joel Friday)
john.o'neil@pillsburylaw.com (John O'Neil)
john.sorensen@ge.com (John Sorensen)
Joseph.savage@ge.com (Joseph Savage)
Joseph_Hegner@dom.com (Joseph Hegner)
junichi_uchiyama@mnes-us.com (Junichi Uchiyama)
kathy.sedney@ge.com (Kathy Sedney)
kenneth.ainger@exeloncorp.com (Kenneth Ainger)
KSutton@morganlewis.com (Kathryn M. Sutton)
kurt.schaefer@ge.com (Kurt Schaefer)
kwaugh@impact-net.org (Kenneth O. Waugh)
lou.lanese@ge.com (Lou Lanese)
MaddenG@BV.com (George Madden)
Margaret.Bennet@dom.com (Margaret Bennet)
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maria.webb@pillsburylaw.com (Maria Webb)
mark.beaumont@wsms.com (Mark Beaumont)
Marvin.Smith@dom.com (Marvin L. Smith)
matias.travieso-diaz@pillsburylaw.com (Matias Travieso-Diaz)
media@nei.org (Scott Peterson)
mgiles@entergy.com (M. Giles)
mike_moran@fpl.com (Mike Moran)
mwetterhahn@winston.com (M. Wetterhahn)
nirsnet@nirs.org (Michael Mariotte)
PAC2@nrc.gov (Peter Cochran)
pareez.golub@ge.com (Pareez Golub)
Pat.Woodfin@ge.com (Pat Woodfin)
patriciaL.campbell@ge.com (Patricia L. Campbell)
paul.gaukler@pillsburylaw.com (Paul Gaukler)
Paul@beyondnuclear.org (Paul Gunter)
peter.jordan@ge.com (Peter Jordan)
phinnen@entergy.com (Paul Hinnenkamp)
pshastings@duke-energy.com (Peter Hastings)
RJB@NEIl.org (Russell Bell)
RKTemple@cpsenergy.com (R.K. Temple)
roberta.swain@ge.com (Roberta Swain)
ronald.hagen@eia.doe.gov (Ronald Hagen)
sandra.sloan@areva.com (Sandra Sloan)
SauerB@BV.com (Robert C. Sauer)
sfrantz@morganlewis.com (Stephen P. Frantz)
sharon.lyons@ge.com

steven.hucik@ge.com (Steven Hucik)
steven.stark@ge.com (Steven Stark)
tom.miller@hq.doe.gov (Tom Miller)
trsmith@winston.com (Tyson Smith)
VictorB@bv.com (Bill Victor)
waraksre@westinghouse.com (Rosemarie E. Waraks)
wayne.marquino@ge.com (Wayne Marquino)
whorin@winston.com (W. Horin)
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