January 2, 2008

Mr. Alexander Marion, Executive Director
Nuclear Operations & Engineering
Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

SUBJECT:  ISSUANCE OF DIGITAL INSTRUMENTATION AND CONTROL INTERIM
STAFF GUIDANCE DI&C-ISG-01, CYBER SECURITY

Dear Mr. Marion:

The purpose of this letter is to provide you with the U.S. Nuclear Regulatory Commission’s
(NRC'’s) Digital Instrumentation and Control (DI&C) Interim Staff Guidance (ISG) addressing the
application of digital technology to operating and new nuclear power reactors and fuel cycle
facilities.

Consistent with the Project Plan dated July 12, 2007 (Agencywide Documents Access and
Management System (ADAMS) Accession No. ML071900253), the DI&C Task Working Groups
(TWGs) have been continuously working with their industry counterparts to develop ISGs to
refine, enhance, and clarify existing guidance. The approved ISGs will help guide NRC’s
reviewers in their reviews of DI&C technology, and will be in effect until they are further refined
and incorporated, as appropriate, into revisions of applicable regulatory documents.

Enclosed for your information is a copy of the finalized DI&C-1SG-01, Cyber Security (ADAMS
Accession No. ML072980159) along with Appendix A to the ISG (ADAMS Accession No.
ML072980164, not publicly available).
Previously issued ISGs include DI&C-ISG-02, 04 and 05 issued in September, 2007.
The above ISG does not convey a change in the NRC’s regulations or how they are to be
interpreted. Since ISGs provide documentation of the existing acceptance review criteria
associated with existing regulations, the NRC staff did not perform a backfit evaluation as no
backfits are imposed by the enclosed ISG.
If you have any questions, please contact me at 301-415-1274.

Sincerely,

/RA/

John A. Grobe, Associate Director

Engineering and Safety Systems

Office of Nuclear Reactor Regulation

Enclosures: As stated
cc w/enclosures: See next page



Mr. Alexander Marion, Executive Director
Nuclear Operations & Engineering
Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

SUBJECT: ISSUANCE OF DIGITAL INSTRUMENTATION AND CONTROL INTERIM
STAFF GUIDANCE DI&C-ISG-01, CYBER SECURITY

Dear Mr. Marion:

The purpose of this letter is to provide you with the U.S. Nuclear Regulatory Commission’s
(NRC'’s) Digital Instrumentation and Control (DI&C) Interim Staff Guidance (ISG) addressing the
application of digital technology to operating and new nuclear power reactors and fuel cycle
facilities.

Consistent with the Project Plan dated July 12, 2007 (Agencywide Documents Access and
Management System (ADAMS) Accession No. ML071900253), the DI&C Task Working Groups
(TWGs) have been continuously working with their industry counterparts to develop ISGs to
refine, enhance, and clarify existing guidance. The approved ISGs will help guide NRC’s
reviewers in their reviews of DI&C technology, and will be in effect until they are further refined
and incorporated, as appropriate, into revisions of applicable regulatory documents.

Enclosed for your information is a copy of the finalized DI&C-1SG-01, Cyber Security (ADAMS
Accession No. ML072980159) along with Appendix A to the ISG (ADAMS Accession No.
ML072980164, not publicly available).

Previously issued ISGs include DI&C-ISG-02, 04 and 05 issued in September, 2007.

The above ISG does not convey a change in the NRC’s regulations or how they are to be
interpreted. Since ISGs provide documentation of the existing acceptance review criteria
associated with existing regulations, the NRC staff did not perform a backfit evaluation as no
backfits are imposed by the enclosed ISG.

If you have any questions, please contact me at 301-415-1274.
Sincerely,
/RA/

John A. Grobe, Associate Director
Engineering and Safety Systems
Office of Nuclear Reactor Regulation
Enclosures: As stated
cc w/enclosures: See next page

ADAMS ACCESSION NOS.: Package: ML073510382

Letter: ML073510378 DI&C-ISG-01: ML072980159
Appendix A to DI&C-ISG-01: ML072980164 (not publicly available)
OFFICE | DI&C/PM DI&C/TWG/D NRR/ADES
NAME JRobinson PSilva JGrobe

DATE 12/17/2007 12/18/2007 01/02/2008




NRC ISSUANCE OF DIGITAL INSTRUMENTATION AND CONTROL INTERIM STAFF
GUIDANCE DI&C-ISG-01, CYBER SECURITY

DISTRIBUTION

PUBLIC

J. Grobe

M. Mayfield
J. Giitter

J. Uhle

R. Croteau
S. Morris

P. Silva

M. Gareri

D. Zhang

I. Jung

M. Waterman
P. Loeser

E. Eagle

M. Franovich
C. Doutt

W. Kemper
P. Rebstock
M. Marshall
J. Persensky
T. McGinty
S. Bailey

D. Jackson
J. Smith (James)
D. Zhang

S. Arndt

D. Herrmann
D. Santos

P. Hiland



CC:

Mr. Alexander Marion, Executive Director of
Nuclear Operations

Nuclear Energy Institute

1776 | Street, NW, Suite 400

Washington, DC 20006-3708

am@nei.org

Mr. James Riley, Director of Engineering
Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

jhr@nei.org

Mr. Gordon Clefton, Senior Project Manager
Nuclear Energy Institute

1776 | Street, NW, Suite 400

Washington, DC 20006-3708

gac@nei.org

Jack Roe, Director of Security/Operations
Support

Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

jwr@nei.org

Randy Bramlett, Project Manager
Nuclear Energy Institute

1776 | Street, NW, Suite 400
Washington, DC 20006-3708

rzb@nei.org

Matt Gibson (Progress)
Matt.gibson@pgnmail.com

Wes Bowers (Exelon)
wesley.bowers@exeloncorp.com

Mitch Lucas, (TXU)
mlucas3@luminant.com

Rick Libra, (DTE)
Rick.Libra@exeloncorp.com

Chuck Welty, (EPRI)
cwelty@epri.com

Jim McQuighan (Constellation)
James.P.Mcquighan@constellation.com

Ken Scarola (MHI)
kenscarola@nuclearautomation.com

Ron Jarrett (TVA)
rajarrett@tva.gov

Mike Gasparovic, (Westinghouse)
GarparMA@westinghouse.com

Bob Gill, (Duke)
rlqill@duke-energy.com

Mark Burzynski, (Areva)
Mark.Burzynski@areva.com

Rich Miller, (GE)
Richarde.Miller@ge.com

Frank Arcella, (Constellation)
Frank.D.Arcella@constellation.com

Manny Moe, (GE)
manolo.moe@ge.com





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


