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Vision

Incorporate hostile action as initiating event in routine
biennial EP exercises.

Phased Approach

Industry White Paper, “Enhancements to EP Programs
for Hostile Action”

> Phase I: Develop materials & conduct tabletops

> Phase |I: Validation drill

> Phase lll: Conduct baseline drills (each site over 3 years)
“No fault” opportunity — non-evaluated “off-year” drill

> Phase IV: Proposed incorporate as biennial exercise
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Hostile Action Based EP Dirill
and Exercise Initiative

= Bulletin 2005-02 (July 2005)
o Identified long-term expectation

= EP component of Force-on Force (FOF)
Exercises

o provided initial lessons learned

= Industry White Paper, “Enhancements to EP
Programs for Hostile Action”

= Endorsed by RIS 2006-12 (July 18, 2006)

= Commission SRM M060502 (June 29, 2006)

OME Control Nos: 3150-0011
3150-0002

UNITED STATES
NUCLEAR REGULATORY COMMISSION
COFFICE OF NUCLEAR SECURITY AND INCIDEN
OFFICE OF NUCLEAR REACTOR REGULATIO
WASHINGTON, D.C. 20555-0001

July 18, 2005

NRC BULLETIN 2005-02: EMERGENCY PREPAREDNESS AND RESPOMSE ACTIONS
FOR SECURITY-BASED EVENTS

ADDRESSEES

All holders of operating licenses for nuclear power reaciors, except these who have
permanzntly ceassd operation and have certfied that fuel has been removed from the reactor
vessel.

FURPOSE

The U.5. Muclear Regulatory Commission {NRC] is issuing this bulstin to:

1 Notify addressees about NRC staff's need for information associated with emergency
preparedness (EP) for securiy-based events at 3 nuclear power plant;

2. Reguest addressess provide mformation to the NRC within 30 days of this buletin
regarding actons taken or planned io be taken in the areas discussed below:

a. Security-based emergency classification levels and emergency action levels
(EALs), emergency response organization augmentaton for secunity-based
events, and a security-based EP drill and exercise program,

b. Accelerated NRC notifications and onsite protective measuras:
3 If actions regarding the topics covered in this bulletin have not been taken, the

address=es are requested io provide 3 schedule detailing expected completion dates for
all pending activities; and

4. Require addressees to provide a written response to the NRC i accordance with
10 CFR. 50.54(f).
BACKGROUND

EF measures are designed to address a wide range of event scenarios. Following the trmorist
attacks of September 11, 2001, the NRC evaluated the EF planning basis, issued orders

MLO31740053
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Historical Perspective
Commission SRM M060502 (June 29, 2006)

“The staff should coordinate with DHS to develop emergency
planning exercise scenarios which would help avoid anticipatory
responses associated with preconditioning of participants by
incorporating a wide spectrum of releases (ranging from little or no
release to a large release) and events, including security-based
events. These scenarios should emphasize the expected interfaces
and coordination between key decision-makers based on realistic
postulated events...”
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Scope: (“No fault”)

o Validate program changes implemented

o Demonstrate unique challenges posed by a hostile
action based event

Drills completed to date:

Quad Cities (April ) Braidwood (July 11)  Brunswick (July 24)
Vogtle (May ) Seabrook (July 18) Prairie Island (July 24)
Point Beach (August 21)  Perry (Sept. 12) Susquehanna (Nov. 13)
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Key Objectives/ltems

Incident Command Structure (ICS) integration
Initial event assessment/mitigation

Licensee Emergency Response Organization
mobilization

Control Room staffing / augmentation

Importance of State/local involvement in scenario
development and drill conduct/critique

Maintaining open ENS line ("commercial aircraft threat”)
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Current Observations

Representation

Briefings

ID controller with strong NIMS/ICS background
Mobilization of licensee ERO

Scenarios need to drive urgency

Protective actions
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Phase lll Drills “Region Opportunities”

Observation (familiarization)
o EP & resident inspectors, ERCs, RSLOs
o NOT an evaluation (industry initiative)

Participation
o Incident Response Center, Site Team deployment
o Byron February 27, 2007 HQ and Region participation
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NE| 06-04 (AUQUSt 2006) Nel0604
o Provide proposed guidelines
for the conduct of Phase IlI Nuclear Energy Institute
site drills

Guideline for the Development of EP
Drill and Exercise Threat-Based
Scenarios

o Support formal
Implementation as a biennial
exercise (based on
endorsement of guidelines)
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NEI 06-04 (cont'd)
Revision 1 to NEI 06-04

Addresses industry lessons-learned and NRC staff observations
Applicable to Phase Il drills only

o NRC will be reviewing for possible endorsement

INTENT: Ensure consistency in remaining Phase Il drills
For Phase 3 drills only (RIS)

2 NRC intends to make available for stakeholder comment
Review and submit comments via NRC public website:
http://www.nrc.gov/about-nrc/emerg-preparedness/respond-to-emerg/hostile-action.html

Informing staff as we more forward with incorporation in routine EP
biennial exercise cycle

10
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Moving Forward: “Program Changes”

Changes implemented to support of Phase Il drills:
FAQ 61.1 (ERO Participation Credit)
IP 71114.07 (FOF Exercise Evaluation)

Moving Forward: “Meetings”

Changes implemented to support of Phase Il drills:
NEI Workshop completed November 7 & 8

Intend to conduct public meetings with industry at ~6
month intervals, first one completed November 9.

11
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Moving Forward: “Implementation”

Support of Phase |V:
o Proposed EP Rulemaking (CY 2010)

Address incorporation of hostile action as initiating event in routine biennial EP
exercises

o (August 2006) Joint NRC/FEMA Exercise Scenario Working
Group
Address “preconditioning” of exercise participants (Commission SRM)
|dentified for NRC/FEMA management consideration: (pending)
o Changes to Exercise Evaluation Methodology (EEM)
o Timeline/milestones for engaging stakeholders

o Senior NRC & FEMA management are currently working towards alignment
in support of CY 2010 implementation

12
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Exercise Scenario Working Group'

Joint NRC-FEMA Working Group, includes NRC HQ, FEMA HQ and FEMA
Regions

3-year effort to develop guidelines for conducting more realistic and threat-
based scenarios

Initial recommendations provided to NRC, FEMA management and FEMA
Regions for discussion and alignment

Currently developing a consensus FEMA position
Timeline parallels Phase Ill drill schedule

Members are observing/participating in Phase Il drills to assist them in the
guidance development process

13
1 Slide information obtained from FEMA presentation conducted on November 9, 2007 at the NRC Public Meeting, ML 0731005020
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Working Group (cont’d): Proposed Milestones’

January 31, 2008: NRC-FEMA alignment on draft guidance

April 1, 2008: Issue proposed guidance for public comment

June 30, 2008: Public comment period closes

September 30, 2008: Comment resolution and NRC-FEMA alignment on guidance
February 15, 2009: Issue final draft for public comment (optional)

March 15, 2009: Public comment period closes (optional)

April 1 = June 30, 2009: Opportunity for public meetings/outreach and training

August 1, 2009: Comment resolution completed; NRC-FEMA alignment on final guidance

December 31, 2009: Final guidance published

14
1 Slide information obtained from FEMA presentation conducted on November 9, 2007 at the NRC Public Meeting, ML 0731005020
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Summary

Vision: Incorporate lessons learned from Hostile
Action-Based Dirills into the biennial exercise
program.

Key Objectives/Observations: NIMMS, UAC

Regional Involvement

15
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Questions

Mike McCoppin

Emergency Preparedness Specialist

301-415-2737
or
MDM2@nrc.gov
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