
Software Failure and Defenses
• Software failure requires two things: a software defect and a trigger in the signal 

trajectory
• When we built safety related I&C platforms, the defenses against CCF address both 

the defect and the trigger
• Reduce Defects: Quality of software life cycle process

– Simple Reusable software (function blocks that can be completely tested)
– Configuration control

• Triggers in signal trajectory: OS defenses
– Deterministic program execution limits failures from untested program paths and data sets
– Independence of channels: both conventional separation and in software execution (e.g., 

asynchronous)
– Constant loading of communication and processing buses, disconnects OS from external 

influences
– Application program errors cannot bring down OS

• Functional diversity is defense for both data trajectory and errors in functional specs.
• Criteria for SWCCF (complete dependence for similar SW or OS) recognizes only 

defects part of defenses
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