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Robert S. Enzinna
17 Laurel Lane

Lynchburg, VA 24502
November 13, 2007

Chief, Rulemaking, Directives and Editing Branch
Division of Administrative Services
Office of Administration
U.S. Nuclear regulatory Commission
Washington, DC 20555-0001

Subject: Comments on Draft NUREG/CR-XXXX "Approaches for
using Traditional Probabilistic Risk Assessment Methods for Digital
Systems"

General Comment
There should be a clearer distinction made in the research between process control systems (generally non-
safety related) versus protection systems (safety related). Ideally, the NUREG reports that are generated
should be separate as well; the title of this NUREG should be changed to "Approaches for using Traditional
Probabilistic Risk Assessment Methods for Digital Control Systems." Non-safety-related (NSR) control
systems used for normal plant operations and safety-related (SR) protection systems are different problems.
The design criteria are different, the effects of failure are different, and the issues and problems associated
with probabilistic risk assessment (PRA) modeling are different. The NSR control systems are relatively
complex compared to the protection systems, and they tend to be more integrated (more communication
between functions), and have less redundancy and diversity than is possible in a protection system. The
process control systems (even analog ones) are difficult to model probabilistically; however they are less
important than protection systems to both the regulatory process and to the PRA. Valuable risk insights that
could be applied for protection systems are being complicated and their application delayed while
attempting to advance the state-of-the-art for control systems.

The effect of failure of the plant control systems, from a safety perspective, is limited to their posing a
potential challenge to the safety-related mitigation systems. For this reason, control system failure
experiences from other industries, such as the airline industry, have limited applicability to nuclear power
plant (NPP) PRAs. A control system failure in an airline may be catastrophic. However, in the NPP PRA
it is the initiating event, which is assumed to occur as an initial condition of the model. The PRA is
thereafter focused on how the event is mitigated given that it has occurred (along with accounting for any
dependencies that may carry over from the initiating event). Consequently, the normal plant control
systems should be of limited interest to the regulator (and the PRA). For example, can it cause a unique
initiating event that is not covered by the safety analysis or a modeled initiating event? How does it affect
initiating event frequency? Are there components (such as sensors or power supplies) that are shared with
the mitigation systems? Detailed modeling of these systems is seldom of use to the PRA beyond
addressing these basic questions.

The NUREG seems to be inconsistent with itself. For example, it indicates (Section 2.3.7) that control
functions "can be modeled in the PRA in terms of the frequency of the initiating event." However, much of
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the discussion of operating experience and modeling in the NUREG addresses issues with how to perform
detailed modeling of control functions.

Much of this NUREG and the research associated with it focuses on non-safety related instrumentation and
controls (I&C) like the digital feedwater control system (DFWCS). Then the features of the non-safety
related I&C are incorrectly attributed via generalizations to the safety-related I&C. For example when the
NUREG discusses the criteria for dependencies related to communications (section 2.3.4) a generalization
is made "For new reactors, e.g., ABWR and AP 1000, the systems tend to share computer networks that
allow communication throughout the plant." This may be true for some non-safety related systems, but for
safety related protection systems, the requirements for independence and separation of redundant channels
(and associated mission critical communications) are the same as for the existing an~alog systems.

Many of the failure modes that appear in the operating history for NSR control systems are not applicable
to protection systems because the design characteristics involved are not allowed and/or the industry has.
.designed them out. For example, the Browns Ferry "data storm" event (8-19-2006) is mentioned several
times in the NUREG. This failure was limited to a NSR communication network and affected a NSR
control system; its safety impact involved an unnecessary challenge to safety systems (i.e., an initiating
event). While safety system challenges are obviously important, the more important issue with the PRA is
whether the plant safety systems can handle the event. The lessons to be learned from events such as this
do not necessarily carry over into the SR I&C system designs. The "data storm" event for example
involved a computer "lock up" caused by excessive traffic on the communications network. This type of
failure mode does not generalize to safety related computer systems because they do not use the same kind
of network; it is common practice in SR computers to use constant bus loading and cyclic processing. The
purpose of these design features is specifically to eliminate this failure cause, known as "special loading,"
in safety-related applications. For a SR computer system, it would be unacceptable for the system to be
sensitive to "excessive network traffic," as that would not be of much use during extraordinary
circumstances such as an accident.

A separate NUREG just focusing on issues and data applicable to SR protection systems would be more
useful.

Criteria 2 Identification of Failure Modes
The discussion in Section 2.3.2 of failure modes and the insights relative to the DFWCS may be applicable
to some (generally non-safety related) integrated control systems; however care should be taken before
making such generalizations relative to other digital systems such as protection systems (see general
comment). For example, the statement that a failure modes and effects analysis (FMEA) is insufficient and
that system response is too complex to predict without simulation tools are not supported for protection
systems.

Criteria 4.1 Dependencies related to Communication
The discussion in section 2.3.4 concerning experience and design features associated with shared networks
(e.g., ABWR, AP1OOO, Browns Ferry) are applicable to non-safety-related control systems (see general
comment). Safety-related I&C designs, such as in protection systems, do not transmit mission critical
information between redundant channels over shared networks. If information is shared between redundant
channels, such as for voting, then the communication is over dedicated networks (e.g., point-to-point fiber
optic connections). Safety-related I&C designs must meet the applicable design criteria for independence
and separation. Therefore, care should be taken before generalizing insights gained from non-safety-related
designs to all digital I&C.
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Criterion 4.5 Dependencies related to Dynamic Interactions
The type I and II interactions, as discussed in NUREG/CR-6901 and 6942, are primarily issues that involve
complex control systems in the non-safety-related part of the plant. These issues are of limited interest to
PRA because their impact is mostly limited to the initiating event. It has not been shown that these failure
modes are applicable to the safety-related systems that comprise the bulk of the typical PRA.

In addition, as this research clearly indicates, it is difficult to probabilistically model the performance of
complex integrated control systems, either digital or analog. The modeling methods discussed in
NUREG/CR-6901 and 6942 may have some use for stand-alone control system studies; however their
practicality and usefulness for modeling of PRA initiating event frequencies is unproven.

Criterion 4.6.2 Intra-system Software CCF
The criterion for software common cause failure (SWCCF) with respect to application software is too harsh
and unrealistic, and it ignores defenses against common cause failure (CCF) that the industry builds into
safety-related computer designs. Criterion 4.6.2 requires complete dependence for application software if it
is "similar." For modeling application software in a PRA this might be an acceptable assumption to make,
under some circumstances, such as software that has identical inputs, algorithms, and function. However,
extending this assumption to software that is merely "similar" ignores the generally recognized premise
(which is acknowledged in Section 2.3.3 of the NUREG), that software failure requires both a
programming defect and a trigger in the input data trajectory. The proposed criterion of complete
dependence for "similar" software recognizes only the contribution of the software defect and not that of
the data trajectory. Use of different inputs and data trajectories are recognized characteristics of functional
diversity, which is an accepted defense against SWCCF. Therefore, the dependence is not necessarily
complete just because the software is similar.

Criterion 4.6.4 Inter-system Software CCF
The criterion for SWCCF with respect to operating systems and platform software is too harsh and
unrealistic, and it ignores defenses against CCF that the industry builds into safety-related computer
designs. Criteria 4.6.4 requires complete dependence to be assumed between different systems that use the
same operating system (OS). This assumption is extremely unrealistic and ignores the principle that
SWCCF needs not just a common latent defect, but also a common trigger in the input data trajectory.
Even for a relatively unreliable OS such as used in office computers, it is unlikely that all of the computers
in the same office will lock up at exactly the same time, even though the OS clearly has defects, and these
defects are identically duplicated in multiple computers. The dependency is not complete, and it is
unrealistic to assume so.

The SR l&C systems that are used in nuclear power plants have a much more reliable OS than office
computers. The proposed criferia ignore features that vendors of SR digital I&C platforms have built into
their products to prevent exactly this kind of dependency. For example, it is a fundamental objective of
these OS designs that a failure in the execution of the application software code cannot cause failure of the
OS (which is a leading cause of OS failure in office computers). Features such as deterministic program
execution, cyclic processing, asynchronous operation, constant bus loading, and others are designed to
reduce failure triggers and to prevent failures that do occur from propagating through the OS. Industry
design standards such as draft standard IEC-62340 discuss design features for coping with CCF. To do a
realistic PRA analysis of digital I&C, these features must be understood and valued by the analyst.

Quantification of the degree of dependency in the OS should consider the specific design features of the
system that provide protection against common cause failure. If applicable operating experience is sparse,
then quantification of the impact of these features may have to be subjective, but that does not make their
impact any less real.
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While the supposition of complete dependency may, arguably, have some place in deterministic design
criteria (like BTP 7-19), it has no place in PRA (aside from maybe initial screening values used to show
insensitivity). The PRA should attempt to model these failures realistically so that is does not artificially
raise the importance of some failure modes and mask the importance of others. As indicated repeatedly in
the NUREG, realistic assumptions and data are essential to the PRA. To make an absurd example, if a
vendor were actually allowed to design the I&C systems so that every SR computer in the plant could lock
up simultaneously, then with these assumptions the PRA would not be able to distinguish it from a plant
with properly designed systems.

Criteria 5.1 Probabilistic Data for Hardware
The statement in section 2.3.5 that hardware data for digital components are scarce needs qualification.
What is meant is that hardware data for digital components are scarce in the public domain. This is
understandably a problem for regulators and researchers. However, vendors of I&C equipment typically
have failure rate or mean time between failure (MTBF) estimates for the components that they provide,
which may be based on field experience, testing, or theoretical analyses such as parts-stress. This data is
usually available to customers who are purchasing the equipment, and although the public has limited
access, its use in reliability studies is routine.

Criteria 5.2 Probabilistic Data for Software
This criterion should be clarified to indicate that subjective probability estimates are an acceptable
alternative, as opposed to detailed analysis of the specific application software. A probability can be
assigned subjectively using qualitative attributes of the!systems design, the platform, and the software
development life cycle. Coupled with sensitivity or uncertainty analysis, this can be an appropriate way to
proceed.

There should not be a criterion implying the need for a quantitative methodology for deriving software
failure probability when none exists and it may not even be possible. As stated in the report, there is no
generally agreed upon method to estimate the reliability of complex application-specific software. The
computer related industries have failed to produce a viable method for predicting software failure
probability despite years of trying (some of these efforts are discussed in Appendix C of the NUREG).
Studies that have attempted to use software metrics such as size and complexity to predict software defects
have been unsuccessful. Problems with these studies include the inability to quantify the relationship
between the number of software defects and the failure probability, which is related in part to the difficulty
in predicting the triggering mechanisms.

The crux of the challenge that faces the PRA community is how to model the software. Reliability models
for digital hardware are not particularly challenging, and are routine among digital I&C vendors.
Advancing the state-of-the-art for predicting software failure probability is not so easy. The SR computer
industry has moved beyond this difficulty by focusing on reducing the probability and consequences of
software failure, rather than on quantification of its precise probability. This is done by designing multi-
legged defenses against SWCCF. Standards written by the industry encourage a defense that includes not
only the quality of the software development process, but also operating system features that limit the
likelihood of failure triggers, features to cope with software failure when it occurs, and diversity. The PRA
community should not delay the opportunity to use risk insights, including the insight that digital I&C
represents a net improvement in risk, in order to wait for advancement in quantitative software reliability
methodology that may not be possible.

Although the precise probabilityof software failure may not be known, that does not mean that system
designers cannot nevertheless reduce that probability. Vendors of safety-related computer platforms have
studied the causes of failure in the operating history and have built features into their hardware and
software designs to both reduce the probability of software failure, and to cope with failures when they
occur. Standards have also-been written on this topic. The PRA community would be remiss if it did not
consider these efforts when assigning estimates of software failure probability, even if this consideration is
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subjective and carries some inherent uncertainty. It is more important for the PRA analyst to understand
the factors that affect software reliability, than to be able to quantify the precise failure probability.

Therefore, it may be necessary to acknowledge that a precise method for quantifying the failure probability
of application-specific software may not be possible, and focus instead on how to deal with it subjectively.
The PRA community can resolve this problem by developing bases for subjective probability estimates and
corresponding sensitivity analyses. The software failure probability assigned to the application software
should consider factors such as: the maturity of the platform, the quality of the software development life
cycle process, operating system features and defenses, and functional diversity. For example, it is common
practice in safety-related computer platform designs to use deterministic program execution. Deterministic
program execution means that there is just one path through the program instructions, and all of the
application code is executed on each cycle, in a process that is typically repeated multiple times per second.
The objective of this type of design is to limit the opportunity for failure due to untested software paths and
data sets. Other operating system features such as invariant cyclic processing, and invariance of process
and communication bus load are designed to reduce failures due to external influences as well as minimize
the impact of software failures when they occur. The quality of the customized application software is
affected by software life cycle features such as the use of automated development tools, use of reusable
software (i.e., simple software functional blocks that are verified, fully tested, and rigorously controlled),
and configuration control both before and after product delivery. Finally, functional diversity (use of
different algorithms, inputs, and data trajectories) is used to cope with possible functional faults in the
requirements specifications. These methods have proven to be effective for coping with software CCF and
are supported by the international consensus standards such as IEC-62340.

Criterion 8.1 Human Error/Configuration Control
Suggest changing the word "modeled" to "included." As the NUREG indicates, poor configuration control
is a leading cause of software failure, and should be evaluated by the analyst. Consequently, it is important
that the analyst understand how software configuration is controlled in the design. However, this
contribution may be implicitly included in the probability estimates for SWCCF, rather than modeled
explicitly.

Criterion 8.2 HSI design
Suggest changing the word "modeled" to "included." The PRA does not usually model the human-
systems interface (HSI) design explicitly. However, poor HSI design should be considered, and imbedded
as appropriate in the human reliability analysis (HRA).
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