Specific Requirements Pertaining to Fingerprinting and Criminal History Records
Checks

The new fingerprinting requirements supplement previous requirements issued by the
Increased Controls Order (EA-05-090).

Licensees currently have a program to grant unescorted access to individuals. As
required by condition A.1 of the Order, Licensees shall modify its current trustworthiness
and reliability program to include the following:

1. Each Licensee subject to the provisions of this attachment shall fingerprint
each individual who is seeking or permitted unescorted access to risk
significant radioactive materials equal to or greater than the quantities listed
in attachment 2. The Licensee shall review and use the information
received from the Federal Bureau of Investigation (FBI) identification and
criminal history records check and ensure that the provisions contained in
the subject Order and this attachment are satisfied.

2. The Licensee shall notify each affected individual that the fingerprints will
be used to secure a review of his/her criminal history record and inform the
individual of the procedures for revising the record or including an
explanation in the record, as specified in the “Right to Correct and
Complete Information” section of this attachment.

3. Fingerprints for unescorted access need not be taken if an employed
individual (e.g., a Licensee employee, contractor, manufacturer, or supplier)
is relieved from the fingerprinting requirement by 10 CFR § 73.61, or any
person who has been favorably-decided by a U.S. Government program
involving fingerprinting and an FBI identification and criminal history records
check (e.g. National Agency Check, Transportation Worker Identification
Credentials in accordance with 49 CFR Part 1572, Bureau of Alcohol
Tobacco Firearms and Explosives background checks and clearances in
accordance with 27 CFR Part 555, Health and Human Services security
risk assessments for possession and use of select agents and toxins in
accordance with 42 CFR Part 73, Hazardous Material security threat
assessment for hazardous material endorsement to commercial drivers
license in accordance with 49 CFR Part 1572, Customs and Border Patrol’s
Free and Secure Trade Program’) within the last five (5) calendar years, or
any person who has an active federal security clearance (provided in the
latter two cases that they make available the appropriate documentation?).
Written confirmation from the Agency/employer which granted the federal

' The FAST program is a cooperative effort between the Bureau of Customs and Border Patrol
and the governments of Canada and Mexico to coordinate processes for the clearance of
commercial shipments at the U.S. - Canada and U.S. - Mexico borders. Participants in the FAST
program, which requires successful completion of a background records check, may receive
expedited entrance privileges at the northern and southern borders.

* This documentation must allow the T&R Official to verify that the individual has fulfilled the
unescorted access requirements of Section 149 of the AEA by submitting to fingerprinting and an
FBI identification and criminal history records check.
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security clearance or reviewed the FBI criminal history records results
based upon a fingerprint identification check must be provided. The
Licensee must retain this documentation for a period of three (3) years from
the date the individual no longer requires unescorted access to certain
radioactive material associated with the Licensee’s activities.

4. All fingerprints obtained by the Licensee pursuant to this Order must be
submitted to the Commission for transmission to the FBI. Additionally, the
Licensee shall submit a certification of the trustworthiness and reliability of
the T&R Official as determined in accordance with paragraph B.2 of this
Order.

5. The Licensee shall review the information received from the FBI and
consider it, in conjunction with the trustworthiness and reliability
requirements of the IC Order (EA-05-090), in making a determination
whether to grant unescorted access to certain radioactive materials.

6. The Licensee shall use any information obtained as part of a criminal
history records check solely for the purpose of determining an individual's
suitability for unescorted access to risk significant radioactive materials
equal to or greater than the quantities listed in attachment 2.

7. The Licensee shall document the basis for its determination whether to
grant, or continue to allow unescorted access to risk significant radioactive
materials equal to or greater than the quantities listed in attachment 2.

Prohibitions

A Licensee shall not base a final determination to deny an individual unescorted access
to certain radioactive material solely on the basis of information received from the FBI
involving: an arrest more than one (1) year old for which there is no information of the
disposition of the case, or an arrest that resulted in dismissal of the charge or an
acquittal.

A Licensee shall not use information received from a criminal history check obtained
pursuant to this Order in a manner that would infringe upon the rights of any individual
under the First Amendment to the Constitution of the United States, nor shall the
Licensee use the information in any way which would discriminate among individuals on
the basis of race, religion, national origin, sex, or age.

Right to Correct and Complete Information

Prior to any final adverse determination, the Licensee shall make available to the
individual the contents of any criminal records obtained from the FBI for the purpose of
assuring correct and complete information. Written confirmation by the individual of
receipt of this notification must be maintained by the Licensee for a period of one (1)
year from the date of the notification.

If, after reviewing the record, an individual believes that it is incorrect or incomplete in
any respect and wishes to change, correct, or update the alleged deficiency, or to
explain any matter in the record, the individual may initiate challenge procedures. These
procedures include either direct application by the individual challenging the record to
the agency (i.e., law enforcement agency) that contributed the questioned information, or
direct challenge as to the accuracy or completeness of any entry on the criminal history



record to the Assistant Director, Federal Bureau of Investigation Identification Division,
Washington, DC 20537-9700 (as set forth in 28 CFR Part 16.30 through 16.34). In the
latter case, the FBI forwards the challenge to the agency that submitted the data and
requests that agency to verify or correct the challenged entry. Upon receipt of an Official
communication directly from the agency that contributed the original information, the FBI
Identification Division makes any changes necessary in accordance with the information
supplied by that agency. The Licensee must provide at least ten (10) days for an
individual to initiate an action challenging the results of an FBI identification and criminal
history records check after the record is made available for his/her review. The Licensee
may make a final unescorted access to certain radioactive material determination based
upon the criminal history record only upon receipt of the FBI's ultimate confirmation or
correction of the record. Upon a final adverse determination on unescorted access to
certain radioactive material, the Licensee shall provide the individual its documented
basis for denial. Unescorted access to certain radioactive material shall not be granted
to an individual during the review process.

Protection of Information

1. Each Licensee who obtains a criminal history record on an individual pursuant to this
Order shall establish and maintain a system of files and procedures for protecting the
record and the personal information from unauthorized disclosure.

2. The Licensee may not disclose the record or personal information collected and
maintained to persons other than the subject individual, his/her representative, or to
those who have a need to access the information in performing assigned duties in
the process of determining unescorted access to certain radioactive material. No
individual authorized to have access to the information may re-disseminate the
information to any other individual who does not have a need-to-know.

3. The personal information obtained on an individual from a criminal history record
check may be transferred to another Licensee if the Licensee holding the criminal
history record check receives the individual's written request to re-disseminate the
information contained in his/her file, and the gaining Licensee verifies information
such as the individual’'s name, date of birth, social security number, sex, and other
applicable physical characteristics for identification purposes.

4. The Licensee shall make criminal history records, obtained under this section,
available for examination by an authorized representative of the NRC to determine
compliance with the regulations and laws.

5. The Licensee shall retain all fingerprint and criminal history records from the FBI, or
a copy if the individual's file has been transferred, for three (3) years after termination
of employment or determination of unescorted access to certain radioactive material
(whether unescorted access was approved or denied). After the required three (3)
year period, these documents shall be destroyed by a method that will prevent
reconstruction of the information in whole or in part.
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