
 
 

 
 
 
 
 

 
November 20, 2007 

 
 
MEMORANDUM TO: Mario Gareri, Manager 
   Digital I&C Cyber Security Task Working Group 
   Instrumentation, Controls & Elect. Eng. Branch 1  
   Division of Engineering 
   Office of New Reactors 
 
FROM:   Jay E. Robinson, Project Manager     /RA/ 

Generic Communications and Power Uprate Branch (PGCB) 
Division of Policy & Rulemaking 
Office of Nuclear Reactor Regulation 

 
SUBJECT:  SUMMARY OF OCTOBER 25, 2007 MEETING WITH INDUSTRY 

REPRESENTATIVES AND THE DIGITAL INSTRUMENTATION AND 
CONTROLS CYBER SECURITY TASK WORKING GROUP TO 
DISCUSS THE CYBER SECURITY DRAFT INTERIM STAFF GUIDANCE 
AND PROJECT PLAN 

 
On October 25, 2007, the U.S. Nuclear Regulatory Commission (NRC) Digital Instrumentation 
and Controls (DI&C) Cyber Security Task Working Group (TWG) and industry representatives of 
the Digital I&C Project held a public meeting at NRC Headquarters in Rockville, Maryland.  A 
public meeting notice was issued on October 10, 2007 and was posted on the NRC’s external 
(public) web page (ADAMS Accession No. ML07283005).  This meeting notice was 
subsequently revised on October 23, 2007 to reflect a change in location (ADAMS Accession 
No.  ML072960083).  Agenda items included:  Discussion of Draft Interim Staff Guidance;  and, 
Discussion of Correlation Table between RG 1.152 and NEI 04-04.  Enclosure 1 provides a list 
of those in attendance and individuals who participated via teleconference.  Enclosure 2 is the 
meeting agenda.  Information presented by the NRC and NEI at the meeting is available in the 
NRC Agencywide Documents Access and Management System (ADAMS) under Accession No. 
ML073190387. 
 
The purpose of this meeting was to discuss the DI&C Cyber Security Task Working Group draft 
Interim Staff Guidance (DI&C-ISG-01) (ADAMS Accession No. ML072920423) and Project Plan. 
NRC management opened the meeting and representatives of both NEI and the NRC followed 
with opening remarks.  Specifically, NRC staff and industry representatives discussed the status 
of Cyber Security as it relates to the regulatory process and the approach taken by the Office of 
Nuclear Reactor Regulation (NRR) and the Office of Nuclear Security Incident and Response 
(NSIR) when addressing Cyber Security.  Additionally, Appendix A (ADAMS Accession No. 
ML073190460, not publicly available) to Draft DI&C-ISG-01 “Comparison of Regulatory Guide 
(RG) 1.152 , Rev. 2 and NEI 04-04, Rev. 2 Requirements, and Submittal Requirements to Meet 
RG 1.152 Rev. 2” was discussed in detail with both NRC staff and industry representatives 
concluding that it’s best to delay the issuance date of DI&C-ISG-01 on Cyber Security from 
October 31, 2007 to a later date.
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The review of Appendix A was closed to the public so discussion details relating to Appendix A 
will not be provided in this meeting summary.  The majority of the meeting was dedicated to 
discussing column 2 of Appendix A leaving no time to discuss Column 3.  NRC staff agreed to 
revise column 3 of Appendix A to DI&C-ISG-01 and industry representatives agreed to provide 
written comments to NRC staff within 10 days of receiving the revised document.  The possibility 
that column 3 may need to be removed from Appendix A and inserted in the ISG for Licensing 
Processing that TWG 6 is developing was also discussed.  NEI representatives stated that they 
would revise draft NEI 04-04 as discussed at the meeting to capture the necessary additional 
information from column 2 of Appendix A and then submit that latest NEI 04-04 version to NRC 
for review and acceptance. 
 
The need for another public meeting prior to issuing of DI&C-ISG-01 was discussed but there 
was no agreement on a particular date. 
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List of Attendees for October 25, 2007 Public Meeting 
of Digital Instrumentation and Control, Task Working Group 1, Cyber Security 

 

Enclosure 1 

NAME ORGANIZATION 

Ken Fitch Westinghouse 

Jerry Mauck STP 3 & 4 

Avni Patel Duke Energy 

Alex Marion NEI 

Wes Bowers Exelon 

Matt Gibson Progress Energy 

Gordon Clefton NEI 

Douglas Clifton Invensys Process Systems 

Guy Landine PNNL 

Frank Quinn STP 3 & 4 

Sandra Ho Member of The Public 

Mike Schoppman NEI 

Masafumi Utsumi MHI 

Phil Craig * Energy Northwest 

Steve Batson * Southern California Edison 

Michael Chandler * Southern California Edison 

Nathan Faith * AEP, DC Cook 

Paul Goekler Mitsubishi 

Scott Moris NRC 

Gursharan Singh NRC 

David Rahn NRC 

William Kemper NRC 

Mario Gareri NRC 

Deanna Zhang NRC 

Iqbal Ahmed NRC 

Jay Robinson NRC 

 
*  Participated Via Teleconference
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AGENDA 
 

MEETING WITH INDUSTRY REPRESENTATIVES TO DISCUSS DIGITAL I&C 
CYBER SECURITY TWG DRAFT INTERIM STAFF GUIDANCE, AND 

PROJECT PLAN 
 

October 25, 2007 

Time 
(approx) Topic Lead 

1:00 p.m. Introductory Remarks NRC 

1:15 Discussion of NRC Draft Interim Staff Guidance (ISG) NRC/NEI 

2:15 Public Questions and Comments NRC/NEI 

2:30 Break NRC/NEI 

2:45 
Discuss of Cyber Security Requirements Correlation Table Between 

Regulatory Guide 1.152 Rev 2. And NEI 04-04 Rev 2. 
NRC/NEI 

3:45 Closing and Adjournment NRC 
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