
UNITED STATES
NUCLEAR REGULATORY COMMISSION

WASHINGTON, D. C. 20555

September 19, 1977

Docket. Nos. 91

Tennessee Valley Authority
ATTN: Mr. Godwin Williams, Jr.

Manager of Power
830 Power Building
Chattanooga, Tennessee 37201

Gentlemen:

Enclosed is a Federal Register Notice of a petition for rulemaking
regarding physical searches of individuals entering a protected
area of a nuclear power plant and a copy of a proposed NRC regula-
tion which would require clearances for those individuals who are
permitted unescorted access within nuclear power plants. The
Commission is assessing the implications of these two actions,
particularly the "pat down" searches of individuals, and their value
as elements of the total physical protection system needed for nuclear
power plants. Also, the Commission is concerned with the potential
effects on employee effectiveness and morale of the physical search
and other requirements for the physical protection of nuclear reactors
currently specified in 10 CFR 73.55.

In this regard, the Commission is endeavoring to identify alternatives
that achieve the needed protection of nuclear power plants when
combined with the other elements of the total plant security system.
The Commission wants a broad base of public comment on these issues
and, recognizing that physical searches and the obtaining of government
clearances directly affect your employees, the Commission requests
that you inform them of this notice of rulemaking and of the proposed
clearance rule, and of the desire of the Commission to obtain comments
directly from those who are or would be most affected.

We request that you post this notice on employee bulletin boards or
otherwise notify your employees of the Commission's concerns and desire
for comments on these issues.

Sincerely,

Edson G. Case, Acting Director
Office of Nuclear Reactor Regulation

Enclosures:
As stated

-. C_ n -
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Tennessee Valley Authority -2 - September 19, 1977

CCS"

Herbert S. Sanger, Jr. Esq.
General Counsel
Tennessee Valley Authority
400 Conmerce Avenue
E liB 33
Knoxville, Tennessee 37902

Mr. E. G. Beasley
Tennessee Valley Authority
W9C165, 400 Commerce Avenue
Knoxville, Tennessee 37902-

Mr. Wesley Byrd, Project Manager
Tennessee Valley Authority
303 Power Building
Chattanooga, Tennessee 3740]



August .19, 1977

-• UNITED STATES OF AMERICA

NUCLEAR REGULATORY COMMISSION

In the Matter of
~)

PHYSICAL SEARCHES AT ) Docket No. PRM "I j__.
NUCLEAR POWER REACTORS

PETITION FOR RULE MAKING

Pursuant to 10 CFR S2.802, Wisconsin Electric Power

Company, Wisconsin Public Service Corporation, and Baltimore Gas

and Electric Company, hereby petition the Nuclear Regulatory

Commission to amend 10 CFR §73.55(d)(1) to eliminate the require-

ment for "pat-down" physical searches of individuals entering

a protected area. Such a requirement is unnecessary as demonstrated

by the absence of such physical searches for facilities such as

those in which nuclear weapons are stored as well as for

other highly sensitive areas. However, "pat-down" physical searches

would be permitted and individuals entering a protected area

would be put'on notice that they are subject to such searches.

Existing requirements for the use of detection equipment would not

be affected.

The petitioners are interested persons within the meaning

of 10 CFR S2.802 in that they own and operate nuclear power

reactors and therefore are subject to the existing physical search

requirements of 10 CFR S73.55(d) (1)

The proposed amendment to NRC's regulations would modify

10 CFR §73.55(d) (1) by deleting the bracketed words and adding

the underscored language:

C



The licensee shall control all points of personnel
and vehicle access into a protected area. Identi-
fication and search of all inrdividuals shall be
made and authorization shall be checked at such
points. The licensee sh-all post signs at such
points informing individuals that they may be
subject to physical'search prior to entering a

trotected area. The search function for detection
of firearms, explosives and incendiary devices
shall be conducted [either by a physical search
or] by use of equipment capable of detecting such
devices, to the extent such equipment is reasonably
available. The licensee may conduct a physical
search of an individual if deemed necessary or
appropriate. The individual responsible for the
last access control function (controlling admis-
sion to the protected area) shall be isolated
within a bullet-resisting structure as described
in paragraph (c) (6) of this section to assure
their ability to respond or to summon assistance.

A memorandum in Support of Proposed Rule Making is

attached which sets forth the justification for the proposed

rule.

Respectfully submitted,

SHAW, PITTMAN, POTTS & TROWBRIDGE

\ 7:
By ,

/ Gerald Charnoff -

/ J~y E. Silberg

1800i M Street, N. W.
Washington, D. C. 20036
(202) 331-4100

Dated: August 19, 1977
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August 19, 1977

UNITED STATES;OF AMERICA.,"
NUCLEAR REGULATORY COMMISS'ION

In the Matter of )

PHYSICAL SEARCHES AT Docket No.' PRMj
NUCLEAR POWER REACTORS'

MEMORANDUM IN SUPPORT OF
SPROPOSED RULE MAKING

On February 24, 1977, the Commission published in the Federal

Register amendments to its regulations setting forth requirements

for the physical protection of nuclear power reactors. 42 Fed.

Reg. 10836. Among these requirements is the obligation imposed

by 10 CFR §73.55(d) (1) that at all points of personnel access to

the protected area "searches of all individuals be made" and

that the "search function for detection of firearms, explosives,

and incendiary devices shall be conducted either by a physical

search or by use of equipment capable of detecting such devices."

Petitioners Wisconsin Electric. Power Company, Wisconsin Public

Service Corporation, and Baltimore Gas and Electric Company believe

that a requirement for a "pat-down" physical search is unnecessary

in view of the other protective measures required, the absence

of such a requirement for other (and more sensitive) facilities,

and the serious problems which the physical search requirement

imposes. On the other hand, "pat-down" physical searches should

be permitted in any case where security personnel are suspicious

about an individual and signs should be posted that individuals

entering a protected area may be subject to search.
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I. ACCESS CONTROLS OTHER THAN PHYSICAL SEARCH
REQUIREMENT PROVIDE ADEQUATE PROTECTION

Section 73.55(d) establishes numerous requirements

for the nuclear power plant physical security plan, in

addition to the physical search requirement, which provide

more than adequate control over access to the protected

areas of the plant. These include:

1. Control of all personnel and vehicle access

points;

2. Identification of all individuals;

3. Check of authorization for all individuals;

4. Search of all individuals by metal, explo-

sives and incendiary detectors, if available.

5. Isolation of individual controlling admission

to protected area within bullet-resisting

structure;

6. Search of all hand-carried packages:

7. Check of all deliveries into protected area

for identification and authorization;

8. Search of all deliveries into protected area;

9. Search. of all vehicles (except in emergency)

prior to entry into protected area;

10. Escort of all vehicles (except designated

licensee vehicles) in protected area;

11. Restriction of designated licensee vehicles

to protected area except for operational,

maintenance, repair, security and emergency

purposes;
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12. Positive licensee control over al1 designated

licensee vehicles;

13. Numbered picture badge system for all persons

authorized access to protected areas without

escort;

14. Escort required for individuals'n6t authorized

to enter protected area without escort;

15. Individuals requiring escort must register

name, date, time, purpose of visit, employment

application, citizenship and name of individual

being visited;

16. Access to vital areas limited to authorized

individuals requiring access:

17. Positive control of personnel and vehicle

access to vital areas;

18. Special badges for vital area access;

19. Protection by locks and active intrusion

alarms of unoccupied vital areas;

20. Reactor containment doors and hatches to be

alarmed and locked;

21. Positive access control to reactor containment

when frequent access required;

22. Control of keys, locks, combinations and

related equipment;

23. Change of key, lock combination or related

equipment on evidence of its compromise;
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24. Change of keys, locks, combinations or

related equipment on termination of employee

having access thereto.

Wholly apart from the extent and adequacy of these

measures, it must also be kept in mind that sabotage of a

reactor sufficient to cause significant public harm would be

a most complicated act to complete, that light water reactor

fuel is not a candidate for strategic material diversion,

and that spent fuel is an unlikely target for sabotage.

MTR-7022, Brennan et al., The Threat to Licensed Nuclear

Facilities (MITRE Corp. 1975), pp. 114-118.

The NRC has also proposed that a personnel security program

be instituted which would require, inter alia, that cer-

tain individuals involved in the operation of licensed

nuclear power reactors receive authorization from NRC for

access to or control of special nuclear material. 42 Fed.

Reg. 14880 (March 17, 1977).. As the Commission observes in

the statement of consideration accompanying the proposed

rule, "in the opinion of the Commission, experience has

shown that [clearance]j-programs do substantially reduce

the risk of such ["insider"] conspiracies." Petitioners

support the proposed rule to the extent that it would require

the lower level clearance for licensee employees. Certainly,

if such a clearance program is adopted, searches ought not to

be required for persons with clearances. This would be

consistent with NRC's proposed "Performance Oriented
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Safeguards Requirements", 42 Fed. Reg. 34310 (July 5, 1977),

§73.46(d) (4), which exempts from the search requirement ERDA

couriers and licensee employees with NRC or ERDA clearances.

Certainly, any requirements which require searches of cleared

personnel are totally unnecessary.

Modifying the rule to explicitly permit physical searches

on suspicion and to inform all individuals prior to entering

a protected area that they may be searched would also lend

further assurance to the security program.

II. OTHER FEDERAL AGENCIES WITH RESPONSIBILITY
OVER FACILITIES MORE SENSITIVE THAN NUCLEAR POWER
REACTORS DO NOT REQUIRE PHYSICAL SEARCHES AS PART
OF THEIR SECURITY REQUIREMENTS.

Nuclear power reactors are by no means the most sensitive

facilities operated or licensed by the Federal Government.

Nuclear weapons storage areas, military nuclear research

facilities and many military bases would seem to have a

greater need for physical security protection than commercial

nuclear reactors. Even the anti-hijacking precautions in effect

for all commercial airlines would appear to need measures at

least as strict as those for nuclear power plants. Yet in none

of these cases do government regulations require a physical search.

The security requirements for nuclear weapons are

governed by Department of Defense Directive No. 5210.41,

"Security Criteria and Standards for Protecting Nuclear

Weapons" (September 10, 1976). This directive applies to

all Defense Department components having responsibility for
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the protection of nuclear weapons. Enclosure 3 to Directive

No. 5210.41 sets forth the Criteria'and Standards for Protecting

Nuclear Weapons. Section F, Entry and Access Control,

governs entry into Exclusive Areas (defined as a designated

area in which one or more nuclear weapons are located) and

Limited Areas (areas surrounding Exclusion Areas) and requires:

1. entry control to assure positive identification,

including as a minimum

a. controlled picture badge system;

b. formal entry control rosters;

c. visitor escort system, and

d. a duress system (a system whereby

the security personnel can be covertly

informed of a situation of duress).

2. limitation of entry to authorized personnel,

including either personnel security clearance

for those authorized entry or surveillance by

a designated escort for persons without

clearance.

3. provisions for rapid entry during actual

response or exercises.

No requirement-existsfor physical searches, even when

nuclear weapons are involved.

The U.S. Army nuclear weapons security procedures

similarly do not require physical searches. Army Regulation

AR 50-5 (eff. September 1, 1976) provides for a badge system,
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entry control rosters, a visitor control system and a duress

system. Unescorted entrance to Limited and Exclusion Areas

is restricted to cleared individuals with an escort system

for persons without clearances. However, even for uncleared

(but escorted) persons having access to nuclear weapons, no

physical search is required.

Security regulations in other defense related areas

also have no requirement for physical searches. The Energy

Research and Development Administration procedures are set

forth in ERDA ManualChapter 2000. Specifically, ERDA

Manual Appendix 2401, Physical Protection of Classified

Matter and Information, makes no mention of physical searches.

Defense Department regulations used for the security of naval

shipyard construction (including naval nuclear construction)

require no physical searches. See DOD 5220.22-M, "Industrial

Security Manual for Safeguarding Classified Information",

and DOD 5220.22-R, "Industrial Security Regulation."

Nonmilitary security programs similarly-do not require

physical searches. To deter potential hi-jackers, the

Federal Aviation Administration in 1972 adopted 14 CFR

S121.538, "Aircraft Security." This regulation requires that each

carrier adopt

A screening system, acceptable to the Administra-
tion, that is designed to prevent or deter the
carriage aboard its aircraft of any explosive or.
incendiary device or weapon. ...

To our knowledge, no carrier has adopted, nor has the FAA required,

a screening system which requires physical search.



Thus., our investigation of physical security requirements

for activities with a sensitivity comparable to, or greater than,

nuclear power reactors discloses no examples where physical

searches are required

III. THE PHYSICAL SEARCH REQUIREMENT CAUSES NEEDLESS
PROBLEMS TO LICENSEES REQUIRED TO IMPLEMENT IT

A number of practical problems have already surfaced in the

short'time since the Commission-mandated physical search require-

ments has been implemented. Other problems can be expected over

the next several months.

Some plant personnel and their unions have made known their

feeling that a physical search is highly distasteful, personally

offensive, and in violation of individual rights. In at least

one case of which we are aware, the employee refused to submit

to.a physical search. As a result, the utility felt obliged to

place the employ ee on leave of absence without pay until such

time as another position in the company could be found where the

employee would not be subject to physical search. The employee

has retained a lawyer and is investigating the possibility of

legal action against the utility. Several unions have protested

and at least one has asserted that the new physical search

requirement constitutes a change in working conditions requiring

a negotiated settlement.

The problem of women employees and visitors is particu-

larly troublesome.' Although most utility guard forces may

include some women, there is no assurance that a woman guard

would be at every entrance at any time that a woman employee
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or visitor might appear. In the absence of a woman guard,

the physical search, and the woman's entry, would have to be

delayed until a woman guard was obtained. In some instances,

this might result in a significant delay in order to have a

woman guard report to the plant.

The likelihood of a substantial delay in processing

people through the security system is likely with the onset

of colder weather and the need for entering personnel to

remove their coats, jackets and sweaters, so that those

items can be searched prior to the physical search of the

individual.

Significant delays may be involved in processing large

numbers of people, particularly during outages when a

significant increase in the number of workers coming on-site

can be expected. This added time may result in additional

costs to the utility in terms of reduced productivity or

requests for additional compensation. Larger guard forces

may also be required in an attempt to reduce the delay.

IV. CONCLUSION

As shown above, the physical search requirement imposed

by the Commission is unique. In the perspective of the risks

of industrial sabotage accepted by American society and the

precautions taken in connection with those risks, the Commission's

physical search requirement appears excessive and unreasonable.

Other government agencies with responsibility over activities of

equal or greater sensitivity and susceptability to industrial or

other sabotage do not require a physical search as a part of their



-10-

security plans. And there is no known parallel to such require-

ment in connection with other private activities involving perhaps

larger risks to society. Other measures required by the Com-

mission give adequate assurance that a nuclear power reactor is

properly protected. Finally, the present requirements are causing

and will continue to cause'problems to the utilities which must

implement those requirements. We therefore respectfully request

that the Commission modify its physical search requirement to

read as follows:

The licensee shall control all points of personnel

and vehicle access into a protected area. Identi-
fication and search of all individuals shall be

made and authorization shall be checked at such

points.- The licensee'shall post signs at such
points informing individuals that they may be
subject to physical search prior to entering a

protected area. The search function for detection
of firearms, explosives and incendiary devices

shall be conducted [either by a physical search

or] by use of equipment capable of detecting such
devices, to the extent '-such equipment is reasonably

available. The licensee may conduct a physical
search of an individual if deemed necessary or

appropriate. The individual responsible for the

last access control function (controlling admis-
sion to the protected area) shall be isolated
within a bullet-resisting structure as described

in paragraph (c) (6) of this section to assure

their ability to respond or to summon assistance.

Respectfully submitted,

SHAW, PITTMAN, POTTS & TROWBRIDGE

*erald Charnoff
(JAy E. Silberg

1800 M Street, N.W.
Washington, D.C. 20036
(202) 331-4100

Dated: August 19, 1977
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This is to certiy that copies of the foregoing "Petition

for Rule Making" and "Memorandum In Support of Proposed Rule

Making" were mailed, first class, postage prepaid, this 19th day

of August, 1977, to the following:

Mr. Edson Case
Acting Director
Office of Nuclear Reactor
Regulation

U. S. Nuclear Regulatory
Commission

Washington, D. C. 20555

General Counsel
U. S. Nuclear Regulatory
Commission

Washington, D. C. 20555

Docketing and Service Section
U. S. Nuclear Regulatory

Commission
Washington, D. C. 20555

/ /

Jay/7 E. Silberg

/

/V~L Cy-~.
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proposed rules
This section of the FEDERAL REGISTER contains notices to the public of the proposed issuance of rules and regulations. The purpose of

these notices is to give Interested persons an opportunity to participate in the rule raking prior to the adoption of the final rules.

the opinion of the Commission are im-
portant tZ the common defense and se-
curity, that may be conducted only by
persons whose character, associations
and loyalty shall have been investigated
under standards and specifications
established by the Commission and as to
whom the Commission shall have deter-
mined that permitting each such person
to conduct the activity will not be in-
imical to the common defense and
security. 0 0 0"

Pursuant to this statutory authority,
the Commission is proposing regulations
which would require certain individuals
involved in the operation of licensed nu-
clear power reactors and fuel reprocess.
ing plants, in the licensed use, process-
ing, or storage of certain quantities of
special nuclear materials, and in the
transportation by the private sector of
certain quantities of special nuclear
material, to receive authorization from
the Commission for access to or control
over special nuclear material. These reg-
ulations are being prepared to utilize a
personnel security program as a measure
to protect against those employed in the
affected nuclear activities who might
conspire to steal or divert special nuclear
material or conduct sabotage which
would endanger the pubic by exposure to
radiation. Of course, a clearance program
itself does not entirely solve the problem
of the "insider," but, in the opinion of
the Commission, experience has shown
that such programs do substantially re-
duce the risk of such conspiracies. More-
over. the proposed program is one of
several elements in the Commission's
overall safeguards program which to-
gether protect against threats, both in-
ternal and external.

Two levels of special nuclear material
access authorization are proposed. The
higher level. NRC-U. would be based upon
a full-field background investigation and
would apply to (i) all individuals who re-
quire unescorted access to special nu-
clear material or within vital areas, 00i)
those iobs in which an' individual alone
or In conspiracy with another individual
who does not possess an NRC-U special
nuclear material access authorization
could act to steal or divert special nuclear
material or to commit sabotage, and iIi)
drivers of motor vehicles and pilots of
aircraft transporting certain quantities
of special nuclear material and thoie who
escort road, rail, air or sea shipments of
special nuclear material. The lower level.
NRC-R. would be based upon a National
Agency Check and would apply to all indi-
viduals who require unescorted access to
protected areas and who are not required
to possess an NRC-U special nuclear
material access authorization.

NUCLEAR REGULATORY-
COMMISSION

[ 10 CFR Parts 11, 50 and 70]
SPECIAL NUCLEAR MATERIAL

Authority for Access to or Control
Section 1611 of the Atomic Energy Act

of 1954. as amended, permits the Nuclear
Regulatory Commission to prescribe reg-
ulations instituting a clearance program
for those individuals who have access to
or control over special nuclear material.
Specifically, the section provides that the
Commission may issue regulations" 0 0
designating activities involving quanti-
ties of special nuclear material which in

FIDERAL IIOISTR., VOL 42, NO. 52-THUI4SDAY, MARCH 17, 1977
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Both the National Agency Check and
the full-field background investigation
are conducted by the Civil Service Com-
mission. The National Agency Check
consists of a check of files of the FBI
(fingerprint, criminal, and subversive
files), Civil Service Commission (Secu-
rity-Investigative.index), and a check of
military records and records of other,
government agencies, as appropriate. The
full-field background investigation con-
sstts of interviews of references, conduct-
ed by investigative agent-s of the Civil
Service Commission, in addition to the
records check. Sources of information de-
veloped in the course of the investigation
are also interviewed. The full-field back-
ground investigation conducted by the
Civil Service Commission generally cov-
ers the 15-year period of the individual's
adult life prior to the investigation.

The program being proposed by these
regulations is intended to supersede any
existing requirements for licensees to
screen or otherwise assure the trust-
worthiness of their personnel.

If the Commission adopts the proposed.
amendments, licensees and license appli-
cants would be required to amend their
security plans by identifying and describ-
ing Jobs at their facilities which require
authorization. Affected individuals would
be required to obtain authorization ac-
cording to the schedules set forth in the
proposed rule. Individuals who are newly
hired or who change jobs where the new
job would require a material access au-
thorization must obtain an authorization
before beginning the job. Authorization
would be updated every five years.

With due recognization of the gravity
of establishing a material access authori-
zation program in the licensed nuclear
industry which would affect individuals
who are not employed by any licensee or
contractor of the Commission as well as
licensee employees, it is the Commission's
intent to minimize both the impact on
the riqbts of privacy and association of
individuals affected, and the number of
individuals affected, while providing an
effective measure of protection against
those who would seek employment with,
or use their position in, the nuclear in-
dustry for purposes of theft or sabotage.
In preparing these regulations among the
matters considered were the scope of in-
vestigations (e.g., whether a full-field
background investigation should be re-
quired for all individuals), which job
functions should require material access
aUthorization (e.g.. reouire authorization
only for "key" positions or adopt a
graded system with level of clearance de-
termined by job), whether osychological
'.ssessment should be required, and the
relation of the proposed program to cur-
rent NRC and ERDA personnel security
programs.

The Commission also considered the
question of whether new criteria should
be developed against which a decision
for authorization would be made. The'
present NRC security clearance criteria
(10 CPR Part 10) were developed for
access to information and. as such, not
all criteria.may be equally significant for

questions of access to special nuclear CRTrFR^A FOR DE•TERMINING E11cwIFITTY MOR

material, and some may not be perceived SprI-itA NUCLEAR MATERIAL ACCESS AU-

as relevant in specific cases. Also, there - THORIZAATI(N

may be cases in which additional cri- 11.21 Application of the criteria.
teria, not now included in 10 CFPR Part AUTHORITY: Sec. 7, Pub. 1,. 93."377, 88 Stat.
10. would be more to the point. However, 47;ý sec. 1611. Pih. L,. 83-703.68 Sint. 948 (42
these criteria do correspond to the Fed- u.s'c. 2201)..
eral Government's general approach to
persoqnel secuity, and specifically, GENERAL PROVISIONS
ERDA had adopted them for use in its § 11.1 Purpose.
own materials access program (42 FR This part establishes the requirements
7946). Furthernore, the criteria are in for special nuclear iaterial access au-
the nature of guidelines to be used in a thor17ation, al d the criteria acd proce-
decision process characterized by com-
mon sense judgments, rather than quan- dures for resolving questions concerning
titative criteria. Moreover, the Commis- the eligibility of Individuals to receive
sion is reluctant to devise a new set of special nuclear material access authori-
criteria without evidence that, any new zation for conduct of certain activities,
criteria would significantly improve licensed or otherwise, which involve ac-
upon those which presently exist. Hence, cess to or control over unclassified ape-
the Commission's proposal is to rely on cial nuclear material.
the government-wide criteria as guide- § 11.3 Scope.
lines in deciding questions of access to
or control over special nuclear material. (a) The requirements, criteria, and
The Commission particularly requests procedures of this part apply to the: es-
comments both on the relevance of indi- tablishment of and eligibility for special
vidual criteria of 10 CFR Part 10. and nuclear material access authorization
on the completeness and suitability of for employees, contractors, consultants
the criteria as a whole for questions of of, and applicants for employment with,
access to or control over special nuclear licensees or contractors of the Nuclear
material. The Commission intends to give Regulatory Commission where such em-
careful consideration to this matter, in ployment, contract, service, or consul~ta-
the light of comments received, in de- tion involves any job falling within the
termining the provisions of an effective criteria of H 11.11 ' or 11.13 of this
rule. chapter.

Pursuant to the Atomic Energy Act of (b) The requirements, criteria, and1954,rasuamendthed bAth Energy Re- o procedures of this part are in addition to1954, as amended by the Energy Re- and not in lieu of any requirements, cri-
organization Act of 1974, and section 553of title 5 of the United States Code, teria, or procedures for access to or con-

notice is hereby given that adoption of trol over classified special nuclear ma-
a new 10 CFR Part 11 and adoption of terial.
the following conforming amendments § 11.5 Policy.
to 10 CFR Parts 50 and 70 is contem- It is the policy of the Nuclear Regula-
plated. All interested persons who desire tory Commission to carry out its au-
to sumbit written comments or sugges- thority to establish and administer a
tions with respect to the proposed personnel security program in the inter-
amendments, or any other matter pertl- eats of the common defense and security
ent to the subject of this notice, should for the purpose of safeguarding special
send them to the Secretary of the Corn- nuclear material and preventing sabo-
mission, U.S. Nuclear Regulatory Corn- . tage which would endanger the public by
mission, Washington, D.C. 20555, Atten- exposure to radiation in a manner con-
tion: Docketing and Service Branch, by sistent with traditional American con-
May 16, 1977. If suffic'ent interest is evi- cepts of justice. To this end, the Com-
denced by comments received, the Corn- mission has established criteria for
mission will give consideration to a public determining eligibility for special nu-
hearing on this matter. Copies of corn- clear material access authorization and
ments on the proposed amendments may will afford affected individuals the op-
be examined in the Commission's Public portunity for administrative review of
Document Room at 1717 H Street, N.W., questions concerning their eligibility for
Washington, D.C. special nuclear material access authori-

L. A new Part 11 is added to read as zation.
follows: § 11.7 Definitions.

PART 11--CRITERIA AND PROCEDURES As used in this part:
FOR DETERMINING ELIGIBILITY FOR 'a) Terms defined in Parts 10, 50, 70,
ACCESS TO OR CONTROL OVER UN- and 73 of this chapter have the same
CLASSIFIED SPECIAL NUCLEAR MATmE-
RIAL meaning when used in this part.

GENERAL PROVISIONS (b) "Special nuclear material access
11.1
11.3
11.5
11.7

Purpose.
Scope.
Policy.
Definitions.

REQUIRErMENTS FOrt SPECIAL NUCLZEA ?AATmIAL
ACCESS AUTHORIZATION

I I I I Requirernreint. at fixed silts.
11,13 Requir ments in transportation.
11.15 Application for special nuclear

material access authorization.

authorization" means an administrative
determination that an individual (in-
cluding a contractor or consultant)- who
is employed by or is an applicant for em-
ployment with a Commission contractor,
licensee of the Commission, or contractor
of a licensee of the Commission may
work at a Job which affords access to or
control over special nuclear material and
that permitting the individual to work

FEDERAL REGISTEi, VOL 42, NO. 52-THURSOAY, MARCH 17, 1977
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at that, Job would not be Inimical to the
common dvi't,i.sc and security.

1 (c) "NitV 'IrI sil'cc.lal nuelar mnt.rinl
norcv',.%llll)i•tl~t means a11 lll nd ld lls-

triitlvc' ctiltvimiinitioni batsd upiol a na-

tionnl auti'lln'y (iick ii"d it full-fi•eld
backgrolld iivv t ,l.lutloin rondllit.i(id by
the Civil Scr(-vh Co'irnnlL;:.ion thit an
indlividul Iln the lin's, oitf rniiliyiptii'eti
iseligible to work al, a Job falling within
tie criteria of ll.ll(aý (1) or 11.13.

(d) "NRC-'R' special nuclear material
access authorization" means an adminis-
trative determination based upon a

- national agency check that an individual
in the course of employment is eligible
to work at a job falling within the cri-
teron of I 11.11(a) (2).

(a) (1) of this section without an NRC-U
special nuclear material access authori-
zation. (2) After (540 days following
puhbliRtlon In final form) no individual
nay be permitted unescorted access to
atny protected area at a nuclear reactor
site subject to" this part, and after (180
days following publication in final form)
no individual may be permitted un-
escorted access to any protected area at
any other site subject to this part, with-
out either an NRC-U or NRC-R special
nuclear material access authorization.

§ 11.13 Requiremncts in tran-portlation.

(aI All individuals who after (180 days
following publication in final form)
drive motor vehicles in road shipments
of snecial nuclear material. ollot air-

1:RQIE Nr o PCA U~~ craft in air shipments of special n~uclear
MATERIAL Accass AUTHORIZATION material, act as monitors at transfer

§ 11.11 ltcquir'.me.Iq ut'hfied Cites. points, or escort road, rail, sea, or air
shipments of special nuclear material(a) Each licensee who (after 90 days subject to the appropriate physical

following publication in final form) uses, protection requirements of ps 73.30. 73.31,

processes, or stores special nuclear ma-. 73.35 or 73.36 of this chapter shall have

terial subject to the physical protection 73C-U sc nuclar terial ace

requirements of Part 73 of this chapter. authorization.
or who operates a nuclear reactor subject ,(b) Licensees who after (180 days after
to the physical protection requirements publication in final form) transport or
of Part 73 of this chapter. by amendment Publica to i fal for transport

to his security plan shall identify at his who deliver to a carrier for 'transp~ort
facility or plant and describe to the special nuclear material subject to the
aCmisitoran: physical protection requirements of

Commission: 73.30 73.31, 73.35 or 73.3 of this
(1) All jobs in which an individual c s 7. n35r 733 of thio

could steal or divert special nuclear ma- chapter shall confirm and record prior

terial, or commit sabotage which would to shipment the name and special nu-

endanger the public by exposure to radi- clear material access authorization
atio, b wokin alne o incooera onnumber of all drivers, escorts, and moni-ation, by working alone or in cooperation tors assigned to the shipment.

with an individual who does not possess a

an NRC-U special nuclear material ac- §.11.15 Application for Special Nuclear
cess authorization, or by directing or , Material Access Authorization.
coercing any individual to assist in the. ,(a) Application for special nuclear ma-
theft, diversion, or sabotage. Such jobs "terial access authorization, renewal, or
Include but are not limited to: change ift level shall be filed by the em-

it) yAll positions in the licensee's se- ployer on behalf of the applicant with
(it Management positions with the the Director, Office of Administration,
authority Mne n s n wh t U.S. Nuclear Regulatory Commission,authority to: . .. 05.
(A) Direct the actions of members 'Washington. D.C. 20555.

of the security force or alter security. (b) Applications for special nuclear
roctedsuri e or tmaterial access authorization shall beprocedures, or*mdonfrssplebyteCmn-

(B) Direct routine movements of spe- made on forms supplied by the Commits-

cial nuclear material, or sto. including:
(C) Direct the routine status of vital 11) A Personnel Security Question-

equipment. .. naire (PSQ) completed by the individual.

(11.0 All jobs which require unescorted (21 A fingerprint card with the In-

access within onsite alarm stations. . dividuals fingerprints (fingerprints may
(iv) All jobs which require unescorted be taken by a local police authority).

accessI to special nuclear material or (3) A statement by the employer, pro-

within vital areas. spective employer, or contractor, identi-

(2) All jobs which require unescorted fying the job to be assigned to or assumed

access within protected areas and which by the individual and the level of au-
do not fall within the criterion of para- thorization needed, justified by appro-
do n(al wI)othin thecriterion. o -priate reference to the licensee's security
graph (a) (1) of this section. plan.

'b)1l) After 4540 days following pub- 4ce Special nuclear material access
licatlon in final form) no Individual who authorizanoll shall expire 5 years follow-
works at a nuclear reactor subject to this ing the dute of issue. If continued special
'part and after 1180 days following pub- nuclear material access authorization is
lication in final form) no other lndiv!d- required, an application for renewal shall
ual may be permitted to work at any be submitted at least 90 days prior to ex-
job determined by the Commission to piration date. Failure to make a timely
fall within the criterion of paragraph application will result in expiration of

special nuclear material access authorl-
zation. Special nuclear material access
authorization for which a timely appli-
cation for newal has been made be con-
tinued beyond the expiration date pend-
lng final action on the application, An
application for renewal will consist of the
following:

(1) A Personnel Security Question-
nalre, completed by the applicant.

(2) A statement by the employer or
contractor that at the time of applica-
tion for renewal the individual's assigned
or assumed job requires the level of spe-
cial nuclear material access authoriza-
tion which he or she holds, justified by
appropriate reference to the licensee's
iecurlty plan.

(d) If at any time, due to new assign-
ment or assumption of duties, a change
in special nuclear material access au-
thorization level from NRC "R" to "U"
Is required, the Individual shall apply for
a change of level of special nuclear ma-
terial access authorization. Such an ap-
plication shall include a description of
the new duties to be assigned or as-
sumed, justified by appropriate reference
to the licensee's security plan.

(e) Each application for special nu-
clear material access authorization, re-
newal, or change in level shall be accom-
paniled by the employer's remittance
according to the following schedule:
(1) New application, "U". . $90
(2) New application. 'R"......... $30
(3) Renewal "IT' or `R"- ........ $30
(4) Chsane of level 'R" to "V-_ 4950
(8) Convert okisting NRC or

ERDA "Q" or "Q(X)*" to
U or R ..------------------ No charge

(6) Convert existdag NRC or
ERDA .!'L" or "11,(X)" to
U -----------------....---- •950

(7) Convert existiln N• C or
E RDA "Q•". "Q (X)". "16".
or"L(X)"toR....----------.Nocharge

CRITERIA roa DirEIfT INKd NO ELIGIrrLrrI
FOR AccEss TO, OR CONTROL OVER; SeE-
CIAL NUCLEAR MATERIAL

§ 11.21 Appllcation of the criteria.

'(a) The decision to grant or deny spe-
cial nuclear material access authoriza-
tion is a comprehensive, common-sense
Judgment, made after consideration of all
the relevant information, favorable of
unfavorable, that to grant or deny special
nuclear material access authorization Is
or is not inimical to the common defense
and security and is or is not clearly con-
sistent with the national interest.I(b) To assist In making these deter-
minations, on the basis of all the infor-
mation in a particular case. there are set
forth in 1 10.11 of this chapter a number
of specific types of derogatory Informa-
tion. These criteria are not exhaustive
but contain the principal types of deroga-
tory information which in the opinion
of the Commission create a question as to
the individual's eligibility for special nu-
clear material access authorization.
These criteria are subject to continuing
review and may be revised from time to
time as experience and circumstances
may make desirable,

This does not alter the requirement for
m.th'i_.h to obhserve Individuals within ma-
trial accesm areas as stated in 173 60(a) (7)
of this chapter.

: i'roess times for special nuclear material
aes aýithorlzatiton4 an be expected to be
ahtutt 90 c!ays for NRC-U and 30 days for
NRC -R.
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(c) When the reports of inestigation
of an individual contain information
reasonably falling within one or more
of the classes of derogatory information
listed in 1 1011, the application of the
criteria shall be made in light 6f and
with specific regard to whether the
existence of such information creates a
question as to the individual's' eligibility
for special nuclear material access au-
thorization by raising a reasoniable'belief
that the individual would use his access
to or control over special nuclear niate-
rial for theft or diversion ,of sPeciti
nuclear material, or sabotage which
would endanger the public by exposure
to radiation. The Executive Director for
Operations may authorize the granting
of special nuclear material access au-
thorization on the basis of the. informa-
tion in the case or may authorize the
conduct of an Interview with the individ-
ual and, on the basis of such interview
and such other investigation gss he deems
appropriate. may authorize the granting
of special nuclear material access au-
thorization. Otherwise. a question, con-
cerning the eligibility of an Individual
for special nuclear material access au-
thorization shall be resolved in .accord-
ance with the procedures set forth in
11 1020 through 10.37 of this chapter.

(d) In resolving a question concern-
ing the eligibility or continued'eligibility
of an individual for special' nuclear
material access authorization by action
of the Personnel Security Board.' the
following principle shall be applied by
the Board: Where there are grounds
sufficient to establish a reasonable belief
as to the truth of the information re-
garded as substantially derogatory' and
when the existence of such information
raises a reasonable belief that tlheý in-
dividual may use his access to or control
over special nuclear material for ,theft
or diversion of special nuclear material
or sabotage which would endanger the
public by exposure to radiation, this shall
be the basis for a recommendation for
denying or revoking special., nuclear
material access authorization. if not
satisfactorily rebutted by the individual
or shown to be mitigated by circurn-
stance.

PART 50-LICENSING OF PRODUCTION
AND UTILIZATION FACILITIES

2. Paragraph (c) of § 50.34 is amended
to read as follows: . I . '

§ 50.34 Contents of applications; tech-
nical infornimtion.

(c) Physical security plan. Each appli-
cation for a license to operate'a produc-
tion or utilization facility shall include
a physical security plan. The plan shall
consist of two parts. Part I shall address
vital equipment, vital areas, and isola-
tion zones, and shall demonstrate how
the applicant plans to comply with the

The function of the Personnel Security
Board Is described in Part 10 of thL% chapter.

PROPOSED RULES

requirements of Part 73 of this chapter,
if applicable, at the proposed facility in-
cluding the identification and description
of Jobs at. the proposed facility as re-
quired by I 11.11(a) of this chapter!
Part rl shall list tests, Inspections, and
other means to be used to demonstrate'
compliance with such requirements, if
applicable.

PART 70-SPECIAL NUCLEAR
MATERIAL

3. Paragraph (h) of 1 70.22 is amended
to read as follows:
§ 70.22 Contents of spplientiona.,

(h) Each application for a license to
possess or use at any site or contiguous
sites subject to control by the licensee
uranium-235 (contained in uranium en-
riched to 20 percent or more in the ura-
nium-235 Isotope), uranium-233, or
plutonium alone or in any combination
In a quantity of 5,000 grams or more
computed by the formula, grams-
(grams contained U-235) +2.6 (grami
U-233+grams plutonium), other than a
license for possession or use of such na-
terial in the operation of a nuclear reac-
tor licensed pursuant to Part 50 of this
chapter, shall include a physical security
plan, consisting of two parts. Part I shall
address vital equipment, vital areas, and
isolation zones, and shall demonstrate
how the applicant plans to meet the
physical protection requirements of Part
73 of this chapter in the conduct of the
activity to be licensed including. the
identilication and description of jobs as
req,.'red by § 11.l1 a) of this chapter.
Part LT shall list tests, Inspections, and
other means to demonstrate cormpliance
with such requirements.

Dated at Washington, D.C. this 11th
day of March. 1977.

For the Nuclear Regulatory Commis-
sion,

SAKUSEL j. CSAXLK,
Secretary of the Commisston.

IFR Doc.77-8023 Filed 3--16-77;8:45 am I
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IDocket Nos. 50 280 and 50-2811

11VIRGINIA ELECTRIC & POWER CO.

Proposed Issuance of Amendments to
Facility Operating Licenses

The U.S. Nuclear Regulatory Coniniis-
slon (the Commission) is considering
issuance of amendments to Facility Op-
eiating 1,icenses Nos. l)PR-32 and L)PR-
37' Issued to Virginia Electric and Powel
Co,. (the licensee), for operation of tile
burry lP ower Station Units Nos. 1 and 2,
l))at4tlvd in Surry County, Va.

In accordance with the licensee's ap-
t)i'(n:tllon for uinotodtnlit, rtited Aueut'st U.
ak1s stl)lilciilecnt August 216, 1977, the
anlen(inlcnLs would revise the provisions
hi tile Technical Sp)eciflcations relating
to the transient and accident analysis as
affected by an increase in steam genera-
tor tube pIlugging levels from the current
20% to 25%.

Prior to issuance of tile proposed li-
cense amendinents, the Commission will
have made the findings required by the
Atomic Energy Act of 1954, as amended
(the Act), and the Co1mmnission's rules
anid regulations.

By October 7, 1977, the licensee may
file a request for a hearing and any per-
son whose interest may be affected by
this proceeding may file a request for a
hearing in the form of a petition for
hIave to intervene with respect to tie
issuance ,f tile aimendments to the sub-
ject facility operating licenses. Petitions
for leave to intervene must be filed under
With or affirmation in accordance with
the Irovi:,lons of Section 2.714 of 10 CFR
I1ýirt 2 of the Colmnilntsson's regulationls.
A petition for leave to intervene must set
forth the interest of the petitioner in
the proceeding, how that interest may be
affected by the results of the proceeding,
und tile petitioners contentions with re-
spect to the proposed licensing action.
Such petitions must be filed in accord-
ance with the provisions of this FEDERAL
REcGmSTra notice and Section 2.714, and
iiiust be ihliA with tile Secretary (of the
('oiiunilssioti, U S. Nticheivr Regulatory
Comml'isslilon, Walshihigion, ).C. 2.0555,

Attention: iDockcting and kkervice See-.
tion, by the above date. A copy of the
petition and/or request for a hearing
should be uint to the Executive Legal
Director. U.S. Nuclear Regulatory Coma-
mission, Washington, D.C. 20555, and to
Mr. Michael W Mitupin. Esquire, luin-
toill Wlillains, (;ILy, and (ibsCUo, P.O. Box
1535, Rlictunuid, Va. 23213, the attorney
for ilthe licensee.

A petition for leave to intervene must
be ac:conmpaniied by a supporting all-Z
davit which identifies the specific aspect
or aspects of the proceeding as to which
hiterventilon is desired and specifies with
p)artcularity the facts oil which the pe-
titioner relies as to both his interest and
his contentions with regard to each as-
pect oil which intervention Is requested.
Petitions stating contentions relating
onlly to matters outside the Comnmission's
jurisdiction will be denied.

All petilions will he acted upon by the
Conlimis•ion or licensing board, (tesig-
Illli'hd by the Conimiii:wsioni or I).•i tle

Chairman of the Atomic Safety and Li-
censing Board Panel. Timely petitions
will be considered to determine whether
a liarihig should be noticed or another
appropriate order issued' regarding the
disposition of the petitions.

In the event that a hearing is held and
a person is permitted to intervene,,he be-.
comes a party to the proceeding and has
a right to participate fully in the con-'
duct of the hearing. For example, le may
present evidence and examine and cross-
examine witnesses.

For further details with respect to this
action, see the application for amend-
mcnit dated Augu'it 0, a8s supplemented
August 26, 1977, which is available for
public inspection at the Commission's
Public Document Room, 1717 H Street
NW., Washington, D.C. at the Swein Li-
brary College of William and Mary, Wil-
liamsburg, Va.

Dated at Bethesda, Md., this 6th day
of September 1977.

For the Nuclear Regulatory Commis-
sion.

ROBERT W. REID.
Chief, Opcrating Reactors Branch

No. 4,. Division of Operating
Reactors.

IFR Doc.77--26861 Ftiled 9-14- 77;8:45 amri

IDocket No. PRM-.73 2l

WISCONSIN ELECTRIC POWER CO., ET AL.
Filing of Petition for Rulemaking

Notice Is hereby given that Gerald
Charnoel, Esquire, and Jay E. Silberg,
Esquire have filed with tlle Commission
on behalf of the Wisconsin Electric
Power Co., Wisconsin Public Service
Corp., and Baltimore Gas and Electric
Co. a petition for rulemakinig dated Au-
gust 19, 1977.

The petitioners request tile Commis-
sion to amend § 73.55(d) (1) of the Coln-
mission's regulation "Physical Protection
of Plaitts and Materiils," 10 C]Iq liart
73, to clinillnate tihe requirement for "put-
down" lihylcal scarchecs of individuals

* entering a protected area.
The amendments proposed by the

petitioners would modify 10 CFR 73.55
(d) (1) by deletinig the bracketed words
and adding the italizcd language us
follows:

§ 73.55 IR,'quirementsm for fphyhicaul pro-
l ii on of Ih' ei'mled aictiities in ull-
olfitr ptower reiiamlorb U gaiim ,1 ilimdi-

(d Access requirements. (1) Tile li-
censee shall control all points of person-
nel aid vehicle access to a protected
area. Identification and search of all in-
dividuals shall be made and atithoriza-
tion shall be checked at such points. The'
licensee shall post signs at such points
in.oroiing individuals that they may be
subject to physical search prior to enter-
imu7 (i rote'cte'd area. The search func-
titll hi r detection iof fdrearins, cxplo.u•svI
and incendiary de'ctes shall be conducted
Icillicr by i tItv:.hV ;i, Search 0oil hy use

of equiplment capable of detecting such
devices, to the extent such. t'quipniew t is
reasonably available. The licensee may
(.al'.duct a physioul search of an idi-
vidual if deemed necessary or appropri-
ate. The individual responsible for tile
last access control function (controlling.
admission to the protected area) shall
be isolated within a bullet-resisting
str'uc('ture its described in paragraph tc)
(t;) of this section to assure their ability
to respond or to 61unliunn assistance.

The petitioners state that a require-
ienLt for a ;iut.(t-doiwn" shv.yicnl S r4.h

Is UIllInuccs:;ary Ill View of tile otllut Ir.-
tective ineasuires %k liti are rcquiired. I iýi
absence of such a requireient for ot.heicr
(and more sensitive) facilities, and the,
seriotis problems wvhich the physicsd
search requirement imposes. TIle pcti.-
tioners state, however, that "pat-down"
physical searches should be permitted in
any case where secuIrity personnel are
suspicious about all individual, anud signs
should be posted thiat individuals enticr-
ing a protected area may be subject. Lo
physical search.

The Commission is assessing the itli-
plications of "pat-down" searches and
their value as a part of a total physicaIl
protection system, considering their re-
lation to other features of security sys-
tems required by the rule that affect acc-
cess controls intended to protect with
high confidence against Insiders. It is
endeavoring to identify alternatives, that
will achieve equivalent protection ill the
context' of tile total security system. Pnb-
lie comments tare solicited spiecit•tally on
such alternatives, and further opinions
as to the value of searches as a contriibut-
ing element of security systems.

A copy of the petition for rule making
is available for public inspection at tihe
Commission's Public Document Roxm,
1717 H Street NW., Washington, D.C. A
copy of the petition may be obtained by
writing to the Division of Rules and Rec-
ords, Office of Administrat.ion, U1.S. Nu-
c(lear IItgulutory Cuiiumi 4.:,cil, Wasintog-
ton, D.C. 20555.

All persons who desire to submit writ-
ten comments or suggestions conicernmi•
the petition for rule making should send
their comimIleInts to the Secretiary of I he
Comnilslton, U.S. Nuclear FReguluLoury
Cuomimissioni, Wt'.slIngton, D.C. 20555,
Attention : Docket lig anid Service Bl3 1mch
lby tlctu)ber 17, 19 77.

Dated aL. Wu.,hinlmgt)ol, D.C., this 13(h
day of Scptcniembr 1977.

F'oir the N1Icletir Pegulatory C'uminuis-
slolt.

SAMUEL J. CHILK,
S(1ri iar! of th e Coin 0 lt iss on.

'FR Doc.77 --270b:1 Plied 9-14 77;8i45 iun

IDockel. No. 50-2661

WISCONSIN ELECTRIC POWER CO., AND
WISCONSIN MICHIGAN POWER CO.

Isstiance of Amendments to Facility
Operating Licenses

The U.S. Nuclear IRegultory Conlulis-
sioi 11 1c Cu lllii:.i.tO ti ilts i>:,ici .

I.,,
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