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Policy

The Office of Nuclear Security and Incident Response’s (NSIR’s) policy regarding
cellular telecommunications is applicable to all staff and contractors to whom NSIR has
designated to receive cellular service. This policy is authorized by the Office Director.

The term cellular device is defined as any device that uses cellular technology, whether
analog or digital, to send and receive voice and/or data traffic; i.e., cell phones and
Blackberry devices. This guidance applies to both the assignment of government issued
cellular devices, and the optional program of personal cellular device reimbursement. If
cellular device use is required by the NRC, an employee may request to be issued a
Government cellular device and service plan via the procedure outlined in this guidance,
or elect to utilize their personal cellular device.

Government issued cellular devices are used to conduct official business only, and
should be limited in use and scope for personal reasons in accordance with the NRC
Management Directive (MD) 2.7, “Personal Use of Information Technology” and MD 2.3,
“Telecommunications”. These government issued devices are provided when they are
essential for purposes of safety, security, protection of life and property, or expeditious
handling of administrative or other programs when alternate means of communications
are unavailable or inadequate to meet NSIR program requirements.

Objectives

e To provide adequate, effective, efficient, and economical cellular
telecommunications services, to support NSIR programs on a timely basis.

e To provide adequate and reliable cellular telecommunications capabilities for
support of NSIR emergency, incident, and contingency missions.

e To ensure adherence to applicable NRC standards in the operation and
administration of cellular communications systems.

e To ensure adherence to Federal policies, procedures, and practices governing
cellular telecommunications activities.

e To provide guidance to NSIR employees for use of personal cellular devices for
NSIR business.

Organizational Responsibilities and Delegations of Authority

NSIR Office Director

e Develop policy and procedures for management of NSIR cellular
telecommunications.

e Provide a memorandum indicating participants in the personal cellular device
reimbursement program and the level of reimbursement for each participant to
the Director, Division of Facilities and Security (DFS), OCFO and provide a
funding source document (Form 30).

NOTE: this responsibility cannot be re-delegated.

e Perform an annual review and certification of the cellular communication device
needs of NSIR.

e Insure proper internal controls are in place for approval of payment.
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Provide office level instructions to employees on how to request participation in
the personal cellular device reimbursement program.

Authorize exceptions to or deviations from this guidance within the limitations of
authority set by law, Federal regulation, and NRC policy.

Division Directors

Certify the needs of the Government with respect to:

o Government issued cellular devices

o Employee service level determinations;

o If the use of personally owned device is beneficial to the Government.
Approve employee requests for a government issued cellular device and for
reimbursement for personal cellular device use.

Perform an annual review and certification of the cellular communications device
needs of the division.

Employees

If approved, determine preference to use government issued cellular devices or
personally owned cellular device to meet their duties and submit the proper
documentation to their Division Director to start such proceedings.

o Request a government issued cellular device by submitting a NRC Form
30 to their Division Director. The approved NRC Form 30 will be
submitted to the NSIR IT Coordinator for processing.

o Submit a completed SF 1034A to request reimbursement for personal
cellular device service (does not include any equipment or accessories) to
their Division Director.

Adhere to security, protection of personally identifiable information, and other
NRC policies applicable to cellular devices.

Issuance Criteria

The following criteria should be used by NSIR management in determining the
appropriate personnel to be issued government cellular devices, or be reimbursed
through the personal cellular device reimbursement program:

NSIR management at the Branch Chief and above levels

Force-on-Force (FOF) Inspection Team Leaders

Information Assessment Team (IAT) members

Staff with key responsibilities for being on-call to maintain critical operations
center IT infrastructure.

Staff embedded or at other government agencies.

¢ Front Office and Divisional Technical Assistants
e NSIR SLS
Applicability

This guidance applies to and must be followed by all NSIR employees, and NSIR
contractors and subcontractors.
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References

1. NRC Management Directive 2.3, Telecommunications

2. NRC Management Directive 8.2, NRC Incident Response Program

3. NRC Personal Cellular Device Reimbursement Policy and Procedures, Feb
2007, ML0O70370227

4. NRC Management Directive 2.7, Personal Use of Information Technology
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Applicability

This guidance applies to and must be followed by all NSIR employees, and NSIR
contractors and subcontractors.
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