Office of the Clerk
United States Court of Appeals for the Ninth Circuit
95 Seventh Street
Post Office Box 193939

Cathy A. Catterson . 1 1 i -
oy A Caierson | San Francisco, California 94119-3939 © (415) 355-8000

May 11, 2007

U.S. Court of Appeals Docket Number: 07-71868
Agency Number: 10CFR
Short Title: Public Citizen v. NRC

Dear Counsel:

Your Petition for Review has been received in the Clerk’s Office of the United
States Court of Appeals for the Ninth Circuit.

The U.S. Court of Appeals docket number shown above has been assigned to this
case. Always indicate this Court of Appeals docket number when corresponding
with this office about your case.

The due dates for filing the parties’ briefs and otherwise perfecting the
petition have been set by the enclosed “Time Schedule Order,” pursuant to
applicable FRAP rules. These dates can be extended only by court order.
Failure of the petitioner to comply with the time schedule order will result in
automatic dismissal of the petition. 9th Cir. R. 42-1.

The following information is being provided in an attempt to answer the most

frequently asked questions regarding the appellate process. Please review this

information very carefully. For convenience, we use the term “Circuit Rules”

instead of “Rules of the United States Court of Appeals for the Ninth Clrcult and
- “FRAP” instead of “Federal Rules of Appellate Procedure.”.

Enclosed with this letter is an appellate processing schedule along with a case
processing checklist to help you monitor the progress of your case.

Petitioners who are filing pro se should refer to the accompanying
information sheet regarding the filing of informal briefs.



UNITED STATES COURT OF APPEALS

FOR THE NINTH CIRCUIT

PUBLIC CITIZEN; SAN LUIS OBISPO
MOTHERS FOR PEACE,

Petitioners,
V.

NUCLEAR REGULATORY
COMMISSION,

Respondent.

No. 07-71868
NRC No. 10CFR

" TIME SCHEDULE

ORDER

The parties shall meet the following time schedule:

Appellant/petitioner shall immediately file the civil appeals docketing
statement (CADS), pursuant to Circuit Rule 33-1;

7/30/07 Appellant/petitioner’s opening brief and excerpts of record shall be
' served and filed pursuant to FRAP 32 and 9th Cir. R. 32-1;

8/29/07 The brief of appellee/respondent shall be filed and served, pursuant to

- FRAP 32 and 9th Cir. R. 32-1

Failure of the appellant to comply with the Time Schedule Order will result in
automatic dismissal of the appeal. 9th Cir. R. 42-1

Appellants/Petitioners without representation of counsel in a prisoner appeal
may have their case submitted on the briefs and record without oral
argument, pursuant to FRAP 34(a). Within 10 days of the filing of the
appellant’s opening brief, parties may file a statement setting forth the
reasons why, in the opinion of the parties, oral argument should be heard.



FOR THE COURT:

Cathy A. Catterson
Clerk of Court

By: David Vignol
Deputy Clerk
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| i’ETITION FOR REVIEW
Pursuant to 42 U.S.C. § 2239(b) and 28 U.S.C. § 2344, petitioﬁeré Public Citizen, Inc,,
and San Luis Obispo Mothers for Peace, through their undersigned counsel, hereby petition for
.review of the United States Nuclear Regulatory Commission’s final rule, published at 72 Federal
Register 12705 on March 19, 2007, revising the Commiséion‘s ‘fdesign baéis threat” regulation,
10 C.F.R. § 73.1, which describes the'types o'f terrorist threats against which nuclear power

plants and certain other facilities must maintain effective security measures. A copy of the final
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BRIAN WOLFMAN

PUBLIC CITIZEN LITIGATION GROUP
1600 20th Street, N.W. ‘
Washington, D.C. 20009

(202) 588-1000

rule is attached.

- Counsel for Petitioners
Dated: ‘May 11, 2007
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rule modified existing debt refinancing
oligibility language and inadvertently
omitted threo key words that existed
prior to the final ruls taking effect. This
rule inserts those thres words back into
the debt refinancing eligibility language.

~ List of Subjects in 7 CFR Part 4279

Business and industry, Loan
programs, Rural areas, Rural
development assistanco,

» Accordingly, chapter XL, title 7,
Code of Federa] Regulations, is
umended as follows:

PART 4279—GUARANTEED
LOANNMAKING

® 1, The autharity citation for part 4279
continues to read as follaws:

Authority: 5 U,5.C, 301 and 7 U.5.C. 1888,

“Subpart B—Businese and Industry
Loansg

w 2.1n § 4279.113, peragraph {r) is
revised to read as follows:

§4279.113 Eligible loan purposes.

(r) Ta refinancs outstanding debt
when it is determined that the project is
viable and refinancing {s necessary to
improve cash flow and create new or
save existing jobs. Except as provided
for in § 4279.108(d)(4) of this subpart,
exisling lender debt may bs included
provided that, at the time of application,
the loan has been current for at least the
past 12 months (unlass such status is
achieved by the lender forgiving tho
borrower’s debt) and the lender is
providing better rates or terms.
Subordinated owner debt is not eligible
under this paragraph. Unless the
amount ta be refinanced is owsd
directly to ths Federal government or is
{eclerally guaranteed, the existing lender
dabt refinancing must be & secondary
?art (less than 50 percent) of tha ovevall
0&n.

L] " ” A *

Datod: Fubruary 23, 2007.
Jackie J. Gluasan,
Administratar, Rural Business—=Caapeéralive
Service.
{FR Doc. £7—4020 Filad 3-16-07; 8;45 am)
BILLING GODE 3410-XV-P

'NUCLEAR REGULATORY

COMMISSION

10 CFRA Part 73
AIN 3150-AHE0

Design Basls Threat

AGENCY: Nuclear Regulatory
Commission,

ACTiON: Final rula.

&UMMARY: The Nucleer Regulatary
Commission {NRC) is amending {ts
regulations that govern the requirements
pertaining 1o tha design basis threats
{DBTs). This final rule makes
gensrically applicable security
requirernents similar to thase praviously
imposed by the Commission’s April 29,
2003 DBT Qrders, based upon
experience and insights gained by the
Commission during implementation,
and redefines the lavel of sscurity
raquirements necagsary to ensurs that
the public health and safety and
common dsefense and security are
adequataly protected. Pursuant to
Section 170E of the Atomic Energy Act
{AEA), the final ruls revisesa the DBT
requirements for radiclogical sabotage,
generally applicable to power reactarg
and Category I fual cycle facilities, and
for theft or diversion of NRC-licensed
Strategic Special Nuclear Material
(SSNM), applicable to Category I fual
cycls facilities. Additionally, a patition
for rulemaking (PRM-73-12}, filed by
the Committee to Bridge tho Cap, was
considered as part of this rulamaking.
The NRC partially granted PRM~73~12
in the proposed rule, but deferred action
on other aspects of the petition to the
final rule. The NHC's final disposilion of
PRM~73-12 is containad in this
document,

DATES: Effective Date: April 18, 2007.
FOR FURTHER INFORMATION CONTACT:
Manash K. Bagchi, Office of Nuclear
Reactor Regulation, U.S. Nucloar
Regulatory Commission, Washington,
BIC 20555-0001, telephonsa 301-415—
2908, e-meil MKB2@GNRC.GOV.
SUPPLEMENTARY INFORMATION:
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Considurution of the 12 Factors of the

Enargy Policy Act of 2008

1. Summary of Specific Changes Made to tha
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Comments
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V. Guidance . :
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IX. Avatlability of Documents

X, Plain Language
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Availability

XT. Puparwork Ruduction Act Statement

XIV. Regulatory Analysiy

XV, Ragulatory Flexibility Act Cortification

XVI. Backiit Analysis

XVI. Cangressional Review Art

1. Background

The DBT ruquirements in 10 CFR 73.1
describe general adversary )
characteristics that designated licensaas
must defend against with high
assurance. These NRC requirements
include protaction against radiological
sabotage (generally applied to power
reactors and Category I fusl cycle
facilitiag) and theft or diversion of NRC-
licensed SSNM [genara”f' applied to
Catsgory 1 fual cycle facllities), On
Novembar 7, 2005 (70 FR 67380), the
Cammission published a proposed rule
for public comment sseking to amend
115 yegulation that governs the
requirements pertaining to the DBTs.
The DBTs are used by licensaas to form
the basis for site-specific defensive
strategles implemented through
physical security plans, safeguards
contingency plans, and security -
personnel training and qualifications
plans. Amendment of the DBT rule was -
influenced by a number of faciors
dascribed below.

. Following the lerrorist attacks on
Soptember 11, 2001, the NRC conductad
a thorough review of security practices
to ensurs that nuclear power plants and
other licensed facilities continued to
have effective security measures in
place to address the changing threat
environment. The NRC recognized that
some alements of the DBTs required
enhancemenl. After saliciting and
raceiving comments from Federal, State,
and local agencies, and industry
stakehalders, and reviewing an analysis
of intelligence information regarding the
trends and capabilities of patential
adversaries, the NRC imposed
su gplemankal DBT raquiraments by
order on April 29, 2003. The
Commission deliberated on the
responsibilities of the locul, State, and
Pedera! stakaholders to protect the
nation and the responsibility of tha
licensess to protect individual nuclear
facilities bafore issuing the April 29,
2003 DBT Orders.

. 'The April 29, 2003 DBT Qrders
required nuclear power reactors and
Category ! fuel cycle facllity licenseas to
rovise their physical security plans,
security personne) waining and
qualification plans, and safeguerds

-contingency plans to defend against the
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augplemental DBT requirements. The
orders required licensees to make
security enhancements such as:
Augmented security forces and
capabilities; increased: patrals;
additional securis; posts and physical
barriers; vehicle checks at greater
standoff distances; enhanced
coordination with Jaw enforcement and
military authorities; augmented security
and emergancy responge training,
equipment, and communication; and
more restrictive site access controls for
personnel, including expanded,
expedited, and more thorough initial
and follow-on screening of power
reactar and Category I fuel cycle facility
em‘ilayee& ARer gaining experisnce .
with implementstion of these orders,
the Commission concluded thet the
gonaral antvibutes of the orders should
be generically imposed by regulation on
certain classes of licensees.

In addition, PRM~73-12 was filed by
the Committee to Bridge the Gap on July
23, 2004, and was published for
comment (89 FR 64690; November 8,
2004). PRM~73-12 raquesta that the
NRC amend its ragulations to revise the
DBT regulations {in terms of the
numbarg, teamsy, capabilities, planning,
willingness 10 dig, and other
characteristics of adversaries) to a level
that encompasses, with a sufficient
mar%i)n of safety, the terrorist
capabilitios evidenced by the attacks of
September 11, 2001. The petition also
requests that security plens, systams,
inspections, and force-on-force (FOF)
exarcises b revised in accordance with
the amended DBTs, and that a
requiremant be edded to pert 73 to
construct shields against air attack (the
shields are referred to as "“beamhengas”)
which the petition asserts would enable
nucloar power plants to withstand an air
attack from a jumbo jet. The NRC
partially granted PRM=73-12 in the
proposed rule, but deferred action on
other aspscts of the petition to the final
rulemaking. The NRC's final disposition
of PRM—-73-12 is discussed in Saction
VI of this document.

Finally, the Energy Policy Act (EPAct)
of 2005 was signed into law on August
8, 2005. Section 651(a) of the EPAct
amended the AEA by adding Section
170E, that required the Commission to

initiate a rulemaking to revise the DBTs.

In addition, Section 170E also directed
the Commission to consider but not be
limitod to, the 12 factors specified in the
statute in the course of that rulemaking.
As stated in the proposed ruls, thesa

~ factors are:

(1) The events of September 11, 2001;
{2) An assessment of physical, cyber,
biochemical, and other terrorist throats;

{3) The potential for attack on
facilities by multiple coordinated teams
of a large number of individuals;

{4) The potential for assistanco in an
attack from several persons employed at
the facility;

(5) The patential for suicide attacks;

(8) The potential for water-based and
air-based threats;

{7) The potential usa of explosive
devices of considarable siza and other
modsrn weaponry;

(8) The po?autial for attacks by
persons with a sophisticated knowledge
of [acility operations;

{9) The potantial for fires, especially
fires of long duration; -

(10) The patential for attacks on spent

" fuel shipments by multiple coordinatad

teams of a largs number of individuals;
-(11) The a ecluacy of planning to
protact the public health and safety at
and around nuclear facilities, as
appropriata, in the event of a terrorist
attack against a nuclear fecility, and

(12) The potential for theft or
diversion of nuclear material from such
facilities;

The Commisslion took into account a
number of issues and sources in
conducting this rulemaking, which
included its experience in the
implementation of the DBT Orders, ths
issues raised in PRM~73-12, EPAct
requirements, and the public comments

-on the proposed rule. The Commission

has considered and deliberated ou the
12 factors identified in the EPAct. The

results of its consideration are set forth

in Section II of this document.
Additionally, the Commission
specifically invited public comments on
how theae factors should bs addressed
in the rule. Many of the comments
raceived substantively focused on the 12
factors. Thase comments and the
Commission's responses ara also
discussed in Section II _

It s important to nota that the
Commission was careful to aet forth rule
text in the final rule that does not
compromise licenses security, but also
acknowledges ths necsssity to keap the
public informed of the types of attacks
#gainst which nuclear power plants and
Category I fuel cycle facilities are
required to defend. To this end, the final
rule maintains a lave] of detail in the
rule language that is ganerally
comparable to the pravicus regulation,
while updating the general DBT
attributes in a manner consistent with.
the inslghts gained from the application
of supplementsl security requiremants
imposed by the April 29, 2003 DBT
Orders, the EPAct, end consideration o
public comments, '

The final ruls contains the DBT with
which licansess must legally camply,

Moare specific details (e.g., spacific
weapons, ammuaition, etc.) are
consolidated in adversary
characteristics documents (ACDs) which
contain classified or Safeguards
Information (SGI). The technica) basss
for the ACDs are derived largely from
intalligence information. They also
contain classified ar SGI that cannaot be
publicly disclosed. Theso documents
must he withheld from public '
disclosure and mads available only on
a need-to-know basis to those who are
cleared for access. -

Bocause the regulatory guides (RGs)
and the ACDs aro guidance documents
that provide details to the licensees
regarding implementation und
compliance with the DBTs, these
documents may bs updated from time to
time as a result of the NRC's periodic
threat reviews. The NRC has besn
conducting threat reviews since 1979,
Thass threat reviews are performed.in
conjunction with the intalligence and
law enforcement communities to
identify changes in the threat
environment which may, in twrn,
require adjustments of NRC sscurity
requirements. Futura revisions to the
ACDs would not require changes to the
DST regulations in 10 CFR 73.1,
provided ths changes remain within the
scope of the rule text.

I1. Analysis of Public Comments and
Consideration of the 12 Factors of the
EPAct

The proposed rule provided & 75-day
public comment period that ended on
January 23, 2006. The comment period
was extended by another 30 days in
response to a requast fram the Nuclear
Energy nstitute {NEI), sn indusiry
group, to allow additional time for
review of the proposed mle because the
comment period overlapped tha year-
end holidays. The extended comment
period ended on Februery 22, 2006, A
total of 919 comments were recelved
from about 908 individuals, one county,
13 citizen groups, one utility involved

_in nuclear activities, and two nuclear

industry groups, The comments covered
8 rango of jssues, some of which wers
beyond the scope of this mlemaking
because thoy were specific to protective
measures but did not relate to tha

. adversary characteristics. The commonts

havs boen organized under three groups:
Group I, Consideration of tha 12 Factors
in the EPAct; Group [, In-Scape-
comments, that includes comments
raising issues and concarns directly
related to the contents of the DBT rule;
and Group 1lI, Out-of-Scope comments,
that includes comments raising issues
and questions that are not divectly
related to the DBT ruls, although they
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are ganerally relevant to thae security of
nuclear facilities. Responses are
provided in tha fbllowing format:

"Group I: Consideration of the 12 Factors
in the Energy Policy Act

The Commission’s consideration,
public comments, and responses to ths
public comments are provided for the
12 factors described in Saction A.

Group I: In Scape Comments

Commoents in Groups II and III are
organized under the gllowing general
categories. The CommIission’s responses
to these commant categorios are
provided in Section B:
1. Definition of the Design Basis
Theests
2. Applicability of the Enemy of the
State Rule : : '
3. Compliance with Administrative
" Procedure Ast (APA) Notice and
Comment Requirements
4. Ambiguaus Rule Taext
5. Differentiation in Treatment of
Genersl and Specific Licenaes for ISFSI
" 6. Applicability of the Radialogical
Sabotage DBT to New Nuclear Power
Plants '
7, Consideration of the Uniqueness of
Each Plant in Applicatian of the DBTs
8. Continued Exemption of Research
and Test Reactars from the DBT
Requirements _
9. Changes in Security Requirements
to be Addressed Under Backfit Rule
10. Compliance with the Paperwork
Raduction Act :
11, Adequacy of the Regulatory
Analysis
12, Compliance with the National
Envirenmental Pollcy Act (NEPA)
13. Issuance of Annual Report Card
on Individus! Licensess

Group III: Out of Scope Comments

14. Federalization of Securit
15. Force-on-Farce Tests of gacurity
- 16. Screening of Workers in Nuclear
Power Plants - '
17, Self-Sufficient Defanse
Capabilities
18, Security of Dry Cask Storage
19. Security of Spent Fuel Pools
20, Inherent Design Problems that
meke Reactors Vuloerable
A Comments Matcix has bsen
provided in Appendix A, that references
wach topic with comments. The NRC’s
response to each topic s listed below:

Section A
Group 1. Congideration of the 12 Facters
in the Energy Policy Act

As discussed abave, Section 170E of
the AEA, as amended by Section 651(g)
of the EPAct, directed the Commission
to consider hut not be limited to, the 12

factors specified in the statute in the
course o? the DBT rulemaking. Meny of
the comments received by the
Commission focused on one or more of
these factors. Prior to discussing the
substance of the 12 factors, the
Commission notes that several
commenters charged that the
Commission violated Section 170E by
not considering some of the 12 factors,
and by deferring final consideration of
gome of the provisions to the final rule,
Thoss commenters suggested that this
not only violated the mandate of Section
170E, but also'tha Administrative
Procedure Act (APA) by not providing
adequate notice of the substancs of the
rule, and thus, the rule should be
withdrawn and re-propased.

To be clear, Ssction 1708 statad that
the Commission *'shall consider,” but
not be limited to, the 12 factors when
conducting the DBT rulamaking.
Howaver, the EPAct did not require that
tha Commisslon explicitly includs any
of ths 12 factors in the proposed or final
rule text. The Commission carefully
considered intelligance information,
vulnerability assessments, other
Commission-sponsored atudies, and
aach of the 12 factors in formulating the
final rule. Accardingly, a number of
provisions or rule changes ware adopted
that spacifically incarporate certain
language used in the 12 factors. For
instance, the final rule contains specific
provisions related to multipls,

coordinated groups? of attackers (Factor

3), suicide attacks (Factor 5), insider
assistance [Factors 4 and 8), and
waterborne attacks (Factor 6).
Additionally, based on the 12 factors,
public comment, and othar intelligance
and lew enforcement information, the
Commission has decidad to explicitly
include a cyber threat as an atwribute of
the DBT3 (Factor 2).

After careful consideration, the
Commission also choss not to adopt
alements related to same EPAct factors
as part of the rule text. However, that
decision should not be misconstrued as
lack of consideration of tha factars
themselves. Nor should the
Commission's statement in the proposed
rule soliciting comments on “whether or
how the 12 factors should bs addressed
in the DBT ruls” be interpreted to mean
that the Commission deferred
cansideration of the factors until after it

' Far putporos of this rulo, thera 1s no subatantive
differancs batwesn tha tetms “group” and “team™
In refsrunco to tho oporational capabilities of the
DBT advorsary force, Tha neaniny of the term
"grou?" {s the same as the maeaning of thn tarm
“team"” used {u the Eropaued tule. Tho torm “team™
was prodocvod in this final rulo only when
summarizing comments on the praposad ruloe or thy
12 Fuctors of the EPAct.

received comments. Rather, the
Commisuion proposed requirements that
would require licensees to defend
against threats the Commission
considered appropriate at that timo,
subject to change in the final rula aftor
further consideration of public
comments.

Several commenters specifically
charged that the Commission deferred
its consideration of air-based thrests to
the final rule, thus undermining
stakeholders’ abilitiss to know the
Commission's position on that factor. At
the time that the propased rule was

ublished, the Commission maintuined
ts viow that protection agsinst aithorne
attack could Il:ast be provided by the

- strengthening of airport and eirline

security measures. Accordingly, the
Commission did not proposs to include
a provision in the proposed rule that
would require licensues to provids
defense against an girborne attack but
the Commission specifically sought
comment on the issue in the proposed
DBT rule and has remained opan to
changing its position. In addition to
being raised in PRM-73—12, the
Cammission hag received numerous
comments on the sirborne threat. It has
carefully considered those comments
and has responded to them below. The
assertion about the lack of APA notice
with regard to the EPAct's 12 factors is
without merit. The proposad rla
discussion contained, under a section
designated “Proposed Regulations,"” (70
FR 67381) a detailed listing and
clarifying discussion of the 12 factors
and a specific requaest for public
comment on *whether or how the 12
factors should be addressed in the DBT

-tule.” (70 FR 67382).

Factor 1. The Events of Septembor 11,
2001 :

The Commission’s Consideration: The
svents of September 11, 2001, have been
central to the Commissian’s effarta in
reevaluating the DBTs, As o result of
these attacks, the NRC promptly
resvaluated the DBTs and imposed
additional requirements on licensess
through orders, including the April 29,
2003 Orders on the DBTs. A number of
ravisions to the DBTs have resulted
from consideration of the avents of
September 11, 2001, Those revisions
include increased advergaries’
willingness to kill or be killed, and tha
capability to operats in asveral different
modes of attack, including muliipls
adversary groups, and multiple
adversary entry points.

Public Commant: Several commenters
specifically chellenged the proposed
rula’s consideration of the events of
September 11, 2001, expressing cancern
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that the DBT rule does not require
licensees to defend ngainst a number of
attackers comparable to the number of
terrorists (18) who participated in the
attacks on September 11, 2001.
Response to Public Comment: The
Commission disagrees with the '
camment. The Commission's
consideration of the number of attackers
comprising the DBT is discussed in
more detail below under Factar 3.
However, with respact to the assertion
that the number of attackers shauld be
comparable to the number of Seprember
11, 2001, attackers [19), the Commission
notes that the official U.S. Government
terrorism report for 2001, ‘‘Patterns of
Global Terrorism,” statas that the
Septsmber 11, 2001, attacks consisted of
““four separate but coordinated aircraft
bijackings,” not a single attack
involving 19 assailants. However, in its
annual terrorism report for 2001, the
" Federal Bureau of Investigation (FBI)
considered the attacks as one act of
international terrorism by “‘four
coordinated taams of terrorists.”
Consideration of seemingly inconsistent
views was just one part of a significant
statistical analysis conductad% the
NRC as part of the post-September 11,
l2)03(3'1}. lc)lBT proctgss to gete{mina the
adversary force size. In summary:
¢ NRC poﬁ{ion: Disagrees with the
comment.
‘e Action: No action required.

" Factor 2. An Assessmant of Physical,
Cyber, Biochemical, and Other Terrorist
Threats

The Commission’s Consideration:
Although the DBT rule does not
vlaborate on the specifics of vehicle
bomb size, numbers of adversaries, or
axact lypus of weapons for operational
security purposes, the Commission
believes thuy ars appropriate. The DBTs
are the result of the NRGC's continuous
evaluation of current threats, That
evaluation is not limited to a particular
kind of threat, but naturally includes
consideration of physical threats, cyber
threats, and hiechemical threats. The
DBT rule reflocts the Commission’s
determination of the composite set of
adversary features against which privata
security forces shou%d reasonably have
to defend.

The DBT rule has been amended in
several significant respects ta reflect the
current physical. cybor, biochemlcsl,
and other terrarist threats. For example,
the radiological sabotage DBT has been’
enhanced 1o reflect ths requirement that
the licensees have a capability to defend
against attackers with the ability to
operale in several modes of attack,
including as multiple groups, attacking
from multipla antry points.

Additionally, in § 73.1(a){1)(i)(C), the
phrase up to and including" was
changed to simply “including” to
provide flexibility in defining the range

- of weapons available to the composite

adversary force,

One significant change 10 the rule
rolates to physical threats from the use
of vehicles, either as modes of
transportation or as vehicle hombs,
Section 73.1(a)(1)(i)(E), for example,
sffactively expands the scope of
vehicles availablo for the transportation
of advemsaries by deleting the refarence
to ""four-whee) drive” end by adding
water-based vehicles.

In addition, § 78.1(a}(1)(iii} (tha land
vehicle bomb provision) is similarly
revised 1o delete the **four-whesl drive"
limitation, and to add a capabllity that
the vehicle bamb *may be coordinated
with an external assault,” maximizing
its destructive potential. er, an
entirely new capability hus besn added
to the DBT involving a waterborne
vehicle bomb, which also is
encompassed in the coordinated attack
concapt.

The Commission has also carefully
considered biochemical threats both
before and after the svents of September
11, 2001. The previaus rule elready .
contained requirements that provided
the capability of using “'incapacitating
agaents,” and that attribute has been
retained In the final rule. In addition,
armed responders are raquired to be
equipped with gas masks to effsctively
implement the protective strategy an
mitigate the effects of the Incapacitating

- agents,

Public Comment: Although many of
the public comments could generally be
characterized ag addressing Factor 2,
On? a few comments specifically fell
under this factor, One commaenter stated
that the NRC needs to engage
independent experts to devalap a
comprehsnsive computer vulnerubility
and cyber attack threat assessment, that
must evaluate the vulnarahility of the
full range of nuclear power plant
computer systems and the potantial
consequences of these vulnerabilities.
The commenter further suggested that
the revised DBTs must incorporate these
findings and include a protacol for
quickly detecting such an attack and
recovering key computsr functions in
the event of an attack.

Two other commenters stated that the
regulations do not reflect protections
against explosive devices of :
considerable size, other modern
weaponry, and cyber, biochamical, and
other terrorist threats. Another
commenter did not helieve the propossd
DBTs protected against all conceivable
attacks, such as launching a large

explosive device from a boat, clogging
the water intakes, dropping a
conventional bomb into spent fual
pools, insider sabatags, etc.

Respanse to Public Comment:
Regarding the threat of cyber antack
comment, the NRC agrees with the
statement submitted by the commenter
and explicitly included a cyber attack as
an element of the DBTs in the final rule.
The basis for this addition, and
implications of the rule change ars
discussed further in Section 111 of this
document. In add|tios, the proposed 10
CFR 73.56(m), *Digital Computer and
Communicstion Networks," that is
inchuded in the propossd rule, “Power
Reactor Security Requirsments,” {71 FR
62664; October 26, 2006), contains
proposed measures to mitigate a cyber
attack.

With respect to the other comments
regarding protection against oxplasives
of considerablo size and modern
weaponry, as stated aarlier, the details
of the adversary cepabilities can not ba
specified publicly, but the Commission
beliaves thay ara appropriate,
Furthermore, the land vehicle homb
assault may be coordinated with an
external assault, maximizing its
destructive potential.

The NRC does not intend the DBTs ta
reprasent ‘‘waorst case” scenarios or all
concejvable attacks. It is impossible to
address all possible attack scenarios,
because thers is no theoretical limit to
what sttack scenarios can be conceived.
Therslore, the NRC staff considers the
1actica that have buen observed in use,
discussed, or trained for by potantial -
advarsaries. Thase tactics and DBT
provisions are subjected to an
interagency raview pracess where
Federal law enforcement and
intelligance community agenciss
comment and provide feedback. If
changss develap in adversary tactics
that could significantly impact nuclear
facility security, the staff would request
that the Commission consider thoso
tactics far inclusion in the DAT
provisions, In summary:

+ NRC position: Agrees with ona
element of comment—include cyber
threat as an attribute; disagrees with the
other two slamenta. :

s ‘Action: Final rule includes cybor
attack-as an explicit vlement of the
DBTs. No other action required.

Factor 3. The Potential for Attack on
Facilitias by Multiple Coordinated
Teams of a Lurge Number of Individuals

The Comrnirsion's Consideration: The
numbear of artackers and the tactics used
by those attackers is now and has
always been a core consideration of the
DBT. Although the NRC abviously
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cannot comment on the size (specific
number of attackers) of the DBT
adversary force for operational security
reasons, it can address the process how
these numbers are derived. As noted in
the Commission’s consideration of
Factor 1, the size of the DBT adversary
force and the number of assault teams
were derived through a careful and
deliberative process involving not only
the NRC staff, but Federal law
enforcement, and ntslligence
community, and homeland sacurity
agencies using a variety of classified and
unclassified sources. A statistical
analysis was done on terrarist group
size by looking at hundreds of terrorist
attacks aver several years, and
comparing them with previous group
size analyses for changes in long-term
wrends. Largs *'outlier’ terrorist events,
although few in number, wers included
in this analysis. This statistical analysis
was factored into a parsllel analysis of
known terrorist attacks against protectsd
facilitias {also few in numbar) and
terrarist training, tactics, and dactrinal
manuals concerning armed assanits
against facilities. :

- In addition, the NRC found that the
vague qualifiers [*'several porsons” and
"“small group") in the previous
adversary descriptions in 10 CFR 73.1
did little to add to the clarity of the rule
because the phrases are highly
subjoctive. Thus, the final rule now
contains the more specific langusge “by
an adversary force capable of aperatin
in each of the following miades: a aingﬁa
group attacking through one entry point,
multiple groups attacking through
multiple entry points, a combination of
one or mory groups and ons or more
individuals attacking through multiple
entry points, or individuals attacking !
through saparate entry points.” By
revising the languege in the rule and
eliminating the reference to **several
persong” and “‘small group,” the NRC
actually incressed the potential -
flexibility of the design basis adversary.
The use of multiple adversary groups is
not necessarily tactically advantagaous
ta the attacking force in all possibla
scenarios. In some instances, the
adversary force, as simulated in Forco-
on-Force (FOF) exercises can, based on
its analysis of the licensee's protective
strategy, concentrate its force in a single
group if necessary to best attack 8
facility. In other instances, a licenses's
protective strategy may be inore
vulnorable 1o multiple groups of
attackers attemnpting entry from different
locations. In any event, the final DBT
rule now providses enough flexibility to
account for all of these scenarios, whila

the guidance provides sufficient
specificity.

Public Comment; Several commentsrs
contend that for nuclear power plants,
the regulations should provide
Emtacuon against coordinated attacks

y multiple large groups of up to two
dozen soph.isticated and knowledgeahle
adversaries.

Respanse to Public Comment: As
stated above, the Commission has
cavised the rule to reflect these

considerations and to pravide maximum

Rexibility in developing threat scenarios
which licensees must defend ageinst. In

s T
"f‘frﬁ? position: Agreas partially with
the commant. .
e Action: No additional action

- required, beyond adoption of more

specific language in the final rule.

Factor 4. The Potential for Assistance in
an Attack From Sevaral Psersons
Employed at the Facility

The Cammisgion’s Consideration: The
Commission has always considered the
threuat of insider assistance to be a very
rea) end significent threat. Thus, the
DBTs have long contalned a provision
requiring licensees to protect against
insider assistance. Also, ather NRC
regulations contain substantial
requirements for access authorization
programs (10 CFR 73.56, “Personnel
Access Authorization Requirements for
Nuclear Power Plants,” and 10 CFR
73.57, "Requirements for Criminal
History Checks of Individuals Grantad
Unescorted Access to a Nuclear Power
Facility ar Access 1o Safeguards
Information by Power Reactor :
Licsnsees™). Hawever, the final rule has

amended this requirement to expand the

threat of insider asaistanca. For
instanca, 10 CFR 73.1(a)(1)(A) and -
(2)(i)(A) add language indicating that
the adversaries have “sufficient
knowledge to identify specific
equipment or lacations necessary for a
successful attack.” Thersfore, this
pravision suggests that this knowledge
could be obtained from an insider wha
has such knowledge.

The inslder assistance provision itsslf
has also bean revised. The final rule
deletes the term "“individual” to provide
flexibility in defining the number of
persons who may be involved in
providing inside assistancs.

Public Comment: One commenter
stated that the insider attribute must
include an active participant in an
attack and should includs the
pousibility of first responders and or
National Guardsmen providing insider

_assistance,

Hesponse to Public Comment: The
NRC agrees with part ons of this

comment. The capability of ""active”
insider essistance is clearly stated in
bath 10 CFR 73.1{a)(1){i)(B) for
radiological sabotage and 10 CFR
73.1(a)(2)(i)(B) for theft or diversion of
strategic special nuclear materisl,
Further, the “active’ assistance

‘capability has long been a component of

the NBTs. The usa of the conjunction
"or'" provides for increasad tactical
flexibility on the part of the advarsary,
based on the specific situation, It does
not preciude an active insider in favor
of a passive one, L
The NRC disagrecs with the socond
part of this comment. National Guard,
loca] law enforcement and other non-
licansee ascurity personnel already
stationed at the owner-controlled
boundary or entry portals of some
licenses facilities are not part of the
licensee warkforca and nat subject to
NRC regulatory suthority; hencs, they

~ ara considared bayond the scops of the

DBTs. Typically, these organizations
have their own internal screening
procedures to detarmine reliability and
trustworthiness. The NRC recognizes
that those processes exist and provide
an appropriate level of assurance against
an insider threat 1o that organization,
Furthermore, first responders, law
enforcement, and National Guard
persounel are not given unescorted
access to the Pratected Area (PA}.

First responders, law enforcement,
and other external sacurity personnsl
respending to an emargency or security
svent at a site would do so according to
eytablished emergency response
protocols. If a particular responding
organization had been penatrated by an
adversary insider, then that adversary
would be considered un external
adversary {or pwposes of the DBTs. The
requirement that licensees protect
against "'A datermined violeat external
assault, attack by stealth, or decaptive
actions, including diversionary
actions,” as described in §§ 73.1(a)(1){i),
and 73.1(a)(2)(i), anticipates such an .
advarsary. In summary: .

» NRC Position: Agreas with thae first
element of the comment, disagrees with
the second element of the comment,

» Actlon: No action required.

Factor 5. The Potential for Suicide
Attacks .

The Commission's Consideration: The
final rula contains language raflecting
the potential for suicide attacks, This
lsvel of commitment has heen assumed
since the first DBT5 ware aestablished by
the NRC, Language has been added ta
§§ 79.1(1)({1)(A) and 73,1(2)(i)(A)
indicating that potential adversaries
have the sttribute of a willingnaess to
“kill or be killed."”
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Public Comment: No public comment
received,

Respanse to Public Comment: No
response required.

Factor 8. The Potential for Water-Based
and Air-Based Threats '

8, The Commission’s Consideration:
Certainly one of the most substantial
considerations of the Commission, NRC
licensass, the Federal gavernment, and
the public is the threat of airborne - .
attacks against critical infrastructures,
As stated below, the vast majority of
comments receivaed by the Commission
on the proposed DBT rule regarded the
airborna threat. The Comamission has
been evaluating the issus of air-based
throats long befors it was required by
the EPAct, and its position on the
nacossity to add this attribute to the
DBTs prior to this rulemaking has been
well documented. The Commission’s
evaluation of the airborne threat has
been an ongoing process, and it has
spent a significant amount of time and
resources as part of this rulemeking in
considering whether to make some type
of airborne threat part of the DBTs.
Ultimataly, the Commission has
determined that active protection
against the airborne threat requires
military weapons and ordnance that
rightfully are the responsibilities of the
Department of Defenzge (DOD), such as
ground-based air defonse missiles, and
thus, the airborne threat is one that is
beyond what a private security force can
raasonably be expected to defend
against. This doss nal meen that the
Commission is discounting the airborne
threat: merely that the responsibility for
actively protecting against the threat lies
with other organizations of the Federal
government, as it does for any U.S,
commercial infrastructures,

Beyond active protection, the
Commission belisves that some
considerations involving airborne attack
relate to the development of specific
protective strategies and physical
protection measures that are not within
the scope of the DBTs. The deployment
of ground-based air defenss wespons
would be a decision for the Dapartments
of Defense, Homeland Security,
Transportation and Justice, not the NRC.,
In addition, the NRC belisves that
application of gound-based air defense
weapans would present significant :
command and control challenges,
particularly relating ta the time required
to Identify and confirm the presence aof
8 hostile aircraft and for a commercial
antity lo gat permission to engage. The
potential for collateral damage to the
surrounding community also would
have to be considered. Deployment of
protective measures such as no-fly

zones, combat air patrols, and ground-
based air defenses are undertaken by
many ather Feders] organizations
working on preventing and protacting
critical infrastructure from terrorist
attacks, including the U.S, Northern
Command (USNORTHCOM] and North
American Aerospace Defense Command
(NORAD), the Transportation Security

" Administration (TSA), and the Federal

Avigtion Administration (FAA). The
FAA has issusd a Norice to Airmen
(NOTAM) strongly advising pilots to
avold the airspace above, or in

roximity ta, such sites as power plants

nuclear, hydro-electric, or coal), dams,
refineries, industrial complexes,
military facilities and other similar
facilities. Pilots are warned not to lojter
in the vicinity of thess types of
facilities. The significant increase in
aviaticn security since September 11,
2001, gees a long way toward protecting
the United States, including nuclear
facilities, from an aerial attack. Soms of
these improvements include:

¢ Crimina! history checks on flight
crew;

« Reinforced cockpit doors:

¢+ Check
"‘no-fly” lists;

" o Increased control of cargo;

¢+ Random inspections;

» Incressed Federal Air Marshal
presencs; "

* Improved screening of passengers
and baggage; :

» Poderal Flight Deck Officer
Program;

¢ Controls on foreign passenger
carriers; '

¢ Requirements on charter aircraft;

« Enhanced vigilance of flight
training; and

» Improved coordination and
communication between civilian and
military authoritiea.

In February 2002, the Commission, in
addition 1o the actions of otheor Fedaral
entities, directed nuclear powsr plant
licensees to develap spacific plans and
strategies to respond to a wide range of
threats, including the impact of an
aircraft attack. NRC staff conducted
mock exercises to practice imminent air
atlack responses with each licenses. The
NRC has continued to wark with
licensees on these issues and has

: ins(}:ected licensee sctions to identify
an

implement mitigation strategies 1o
limit the effects of such an event. The
NRC has conducted detailed, gity-
spacific engineering studies of a limited
number of plants to gain insights on
potential vulnersbilities of nucloar
power plants to deliberate altacka
involving large commercial aireraft, The
results of these studies have confirmed
the effectiveness of the February 2002

ing of passenger lists against -

NRC-ordered mitigative measures, and

- have identifled the need for soms

additional enhancements. For the
facilities analyzed, the studies confirm
the low likelihood af both damaging the
reactor core and raleasing radioactivity
that could affect public health and
safety. Even in the unlikely event of a
radiolagical release due o & latrorist use
of a large alrcraft againat & nuclear
pawer plant, tha studies indicata that
there would be time to implement the
required on-site mitigating actions.
These results have also validatad the
potential radioactive source term for off-
site emergency planning basis.
Nevertheless, on June 20, 2008, the NRC
issued orders 10 approprlate power
reactor licensses requiring the
imflementaticn of additional key
radlological protection and mitigation
strategies to reduce potuatial
consequences from the loss of large
aroas of the plant dus to large fires or
explosions. Thia information is
discussed in, “In the Matter of

Opérating Power Reactor Licensees

Identified in Attachment 1; Orders
Modifiing Licenaees {Effective
Immediately),” (71 FR 36554; June 27,
2006). Additional studies are being
considered to furthar assess mitigative
capabilities. The NRC will continue to
coordinate with the Department of
Homeland Security (DHS) on this
initiative. (Sse Factor 9 for further
discussion of a related topic, "The
rotential for Bres, espoclally firus of
ong duration.")

Finally, in early March 2006, the NRC
hosted an Interagency Aircraft Attack
Tabletop Exercige at NRC Headquarzars.
Representativea from the DHS, the DODY/
USNQRTHCOM, and the FBI attended.
The purpase of the exercise was to
oxplore Federal respansibilities and
interfaces, consistent with the National
Infrastructure Protection Plan and
National Response Plan, for terrorist
incidents at nuclear power plants, with

-a focus on an aircraft attack on the

fucility. The tablatop exercise
recanfirmed the raspective
rosponsibilities of the participating
organizatians (NRC, DHS, DOD, and
FBI} in the event of a nuclear plant
aircraft attack and clarified protocols for
response-related interagency
communication end coordination.,
The final DBT contains two new
provisions that account for the
capability of & water-based attack, as
discussed under Factor 2. These
capabilities wers included liased on
conclusions drawn from the NRC's
continuing review of intelligence
information and lisison with Federal
law enforcement, intelligence
community, and homeland security
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agencies. Sections 73.1{a){1)(1)(E) and
73.1(a)(2)(i}(E) add the capability to use
water-based vehicles for transporting
personnel and aq]u.ipmant to the
proximity of vital areas. Sections
79.1(a)(1)(iv) and 73.1(a)(2){(iv) add a
new provision for a waterborne vehicle
bomb assault. The NRC has concluded
that defense against these new DBT
provisions will provide a high-
assurance of protection against the
waterborne threat. :

Public Comment: Approximately 820
commoents indicated that the
“beamhenges" concept or similar barrier
method of protection should be
considered for protection against
airbarne attacks, As generically
described by the commenters, a
“beamhenge” shisld is constructsd out
of an interlocking series of stesl I-beams
and cables that would bae built at
sufficient stand-off distances from
safery-related buildings at nuclear
power plants to protect against an
gircraft attack. Comments also indicated
that a “no-fly"’ zone should be imposed
around nuclear power plants and that
ground based-air defense systems
should be deployed 1o protact each site.

Further, multiple commenters
expressed concerns regarding the
vulnerabilities of nuclear powar plants
and other licensed facilities to terrorist
watorbome attacks. Commenters
sugpested that the revised DBTs should
require nuclear power plants and other
licensed facilities situated on navigable
walerways to be equipped with visible,
engineered physical barriers.

Responsa 1o Public Camment: The
Commission has spent congiderable
time and resources considering the
thraat of aicborne and waterborne
attacks on huclear facilities. Bused on
these considerations, the NRC has
chosen a two-track approach to respond
to thess threats it order to assure
adequate protection. First, the NRC has
determined that active protection
against the airborne threat rests with
other organizations of the Federal
government, such as NORTHCOM and
NORAD, TSA, und FAA. The NRC will
continuae to test these relationships
through exercisas. Second, liconsees
have been directed to implement certain
mitigative measures to limit the effects
of an aircraft swika. Ta the extent that
commenters have suggostod the
imposition of specific physical security
measures such as the “beamhenges”
concspt, the NRC has considered on the
issue, but has rejacted the concept
because it believes that the mitigation
measures in place are sufficient to
ensurs adequate protection of the public
health and safsty. :

With respect to the waterborne attack
threat, the DBT rule has baen revised ta
reflact two new water-based
capabilities, However, requirements of
physical barrlers for the protection of
the nuclear power plants and other
licensed facﬁiﬁas under waterborne
attack are not in the scope of DBT rule.
Raguirements for physical barriers are
addressed in a separate yulameking to
amend 10 CFR 73.55, The security
requirements in the proposed -
rulemaking that would smend 10 CFR
74.55 (71 FR 62684; October 26, 2006)
address protaective strategies and
security measures for nuclear power
plants and other licensed facl}itivs
under watsrborne attacks, and require
licensees to defend egainst the DBTs. In

sumnary:

. NRa?Position: Agraes wilh the
watarborne comment, Disagreas with
"no-fly” zones and “beamhengaes”
concept comments.

¢ Action: No sction required.

Factar 7. The Potential Use of Explogive
Desvices of Cansiderable Size and Other
Modern Weapoory

The Commission’s Consideration: As
part of its consideration of Factor 2, the
Commission assessed the potential use
of explasive devices of considerable size
and other modern weaponry. The
Commission notes that the DBTs have
been ravisad 10 specifically reflect these
two considarations. First, '

§§ 73.1{a)(1)(i)(C) and 73.1(a)(2)(I{C) -
wure amended to revise tha phrase "'up
toand .lncludiuﬁ" to simply “including”
to increase the Hexibility in defining the
available range of weapons, Second, the
vehicle bomb threat has been expanded
to include waterborma vehicles, This
factor has been further orticulated in
Factor 2.

Public Comment: Refer to Factor 2.

Response to Commant: Refer to Factor
2.

In summary:
s NRC Position: Agraes with the
comment.

¢ Action: No action required,

Factor 8. The Potential for Attacks by
Persons With a Sophisticated
Knowledge of Facility Operationa

The Camimission’s Consideration: As
noted above under the dlacussion of
Factor 4, §5§73.1(a)(1)(i){A) and
73.1(a)(2)(i){A) added language
indicating that the adversaries have

“*sufficient knowledge to identify

specific equipment or locations
necessary for a successful attack.”
Public Comment: No public comment
received.
Response to Comment: No responss
required.

Factor 9. The Patential for Fires,
Espacially Fires of Long Duration

The Comumission’s Consideration: The
DBTs describa specific adversary
charactaristics against which licensees
must be prepared to defend. Fires, in
contrast, are not agversary ‘
characteristics, but result from a
particular adversary atteck.
Neverthalass, the NRC considerad lires
resulting from several possible initiating
events, both accidental and malicious in
nature, The NRC conducted
vulnerability assessments for some
operating nuclear power Flants i the
1970s.and 19805 to establish the
tachnical basis for aacuri?'
requirements. The NRC also routinely
evaluatad the potential impacts of
terrorist attacks on power veactors as
part of the FOF exarcise program on a
plant-by-plant basis. After ths terrorist
attacks on September 11, 2001, the NRC
promptly assessed the potentisl for and
consequences of terrarists targeting a
nuclear power plant, including its spent
fuel storage facilities, for an aircraft
attack, the physical effects of such a
strike, and how compounding factors
(e.g.. fires, meteorology. etc.) would

-affect the impact of patential radioactive

releases. As part of & comprehensive
assessment, the NRC conducted detailed
site-specific enginesring studies of a
limited number of nuclaar power plants
to assess potential vulnerabilities of
deliberate attacks involving a large
commercia) aircraft. Additional
Commission cansiderstions are
provided under the discussion of Factor
8. A summary of the assessment study
i5 available in a publicly available
document.

Public Camment: One commenter
stated that the proposed ruls did not
consider tha potontial far fires,
especially firos of long duration snd
thus asserts that the proposed rule does
not comply with the Congressianal
directive becaugs Jt fails to mention the
fire threat, : )

Response ta Public Comment: The
NRC disagraes with the statvment
submitted by the commenter, As stated
abovs, the NRC cansidered fire tobe &
résult of seversl passibla threats.
Advarsary forces, bombs, and explasives
can all result in fires, and potentials for
fires have been considered during the
DBT rulemeaking process. The following
is providad as beckground information
related to this comment.

As part of & larger NRC effort to
enhance the safsty and security of the
Nation's nuclear power plants, an
initlative was undertaken as part of a
February 2002 NRC Order. ‘The order
required licensees to lock at what might
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happen if a nuclear pawer plant lost
large areas due to explosions or kires.
Tha liconsees then were required to
identify and later implement strategies
that would maintain or restors cooling
for the reactor core, containment
building, and spent fuel pool. The
requiremants listad in Section B.5.b of
this order directed licensees to identify
“mitigative strategies’’ (meaning the

" measures licensees could take to reduce
the patential consequences of a large
{ire or explosion) that could be
implemented with resources already
existing or *'readily available.” The NRC
hold inspections in 2002 and 2003 to
identify if licensees had implementad
the required mitigative strategies.

These inspections, as wall as
additional studies, showed significant
differences in the strategies
implemented by the plants. As a result,
the NRC developed additional
mitigative strategy é;uidance. The

idance was based oa ‘“‘lessons
. learnad” from NRC enginearing studiss
and included a list of *'best practices”
for mitigating lossaes of large areas of the
plant, Each plant was requested to
consider implementation of applicable
additional strategies by Angust 31, 2005,
The NRC inspocted each plant in 2005
to review their implementation of any
additional mitigative measures. The
NRC is continuing to ensure licensees
apprapriatoly implement these
measuras.

Finally, aircraft attack, another threat
likely 10 result in fires was also
considered and studies analyzing the
consequences of successful commercial
airline attacks were performed. In
conducting thasa studies, the NRC drew
on national experts from several DOE
laboratories using state-of-the-art
structural and fire analyses. The NRC
also enhanced its ubility to realistically
prodict accidont progression and
radiological release consequences. For
the facilitios analyzed, the studies found
that the likelihood of both damaging the
reactor care and releasing radioactivity
that could affect public health and
safety is low. Even in the unlikely event
of a radiological release due to \errorist
use of a large aircraft, there would be
time to implement mitigating actions
and off-site omargency plans such that
the NRC's emergency plenning basis
remains valid (71 FR 36554; June 27,
2008). Additional gite-spacific studies of
operating nuclear power plants are
undsrway or being plaonsd to
determine the need, if any, for
additional mitigating capability on a
site-spocific basis. In summary, the NRC
considered the Rgtential for fires during
the DBT rulemaking process, as requirad
by the EPAct,

» NRC position: Disagrees with the
comment. .
s Action: No action required.

Factar 10. The Potential for Attacks on
Spent Fuel Shipments by Multiple :
Coordinated Teams of a{axga Number
of Individuals

The Commission's Consideration: Ay
stated in response ta Factor 3, the
Commission considered the potential
for attacks on nuclear facilities by
multiple coordinated groups of a large
pumber of individuals. The number of
attackers and tha tactics used by those
attackers is now and has alwuys been a

" core consideration of the DRTs. In

addition, the Commission has
cousidered tho potential for attacks on
spent fusl shipments and issued an
order, raquiring specific protective
measures, The Commission is planning
to propose a rule on spent fuel
ghipments in tho near future. _
ublic Comment; No public comment

received. :

Respanse to Public Comment: No
response required.

Factor 11. Tha Adequaz of Planning To
Protect tha Public Haalth and Safoty at
and Around Nuclear Facilities, as
Appropriate, in the Event of a Terrorist
Attack Against a Nuclear Facility

The Commission’s Congideoration: The
DBT rule does not include requirements
imposing specific emergency planning
considerations. Nevsrthelsss, the
Commission considared the
implications of security-related
incidents on emergency planning. As
part of those affarts, following the
terrorist attacks of September 11, 2001,
the NRC evaluated the emergency
graparednaas'(EP) planning basis and

etarmined that the planning basis for
nuclear power reactors remains valid.
Purther, the NRC issued orders
requiring compensatary measurss for
nuclear gecurity and safety, and
observed licensee performance during
security-based EP drills and exercises
and security FOF exsrcise avaluations,
Also, the NRC raviewed current public
radiological protectiva action gnidance,
and discussed security-based EP issuss
with various stakeholders, including
licensees and Foderal, State and Incal
government officials, Based on the
infarmation abtainad from tha reviews
and evaluations, the NRC determined
that EP of nuclear power plants could bo
enhanced. The Commission approved
tha cammunication of enhancements 1o
EP and responsa actions for security-
based svents to power reactar licensees.
NRC Bulletin 200502, “Emsrgency
Preperedness and Response Actions for

"Security-Based Events,” dated July 18,

~ conduct security-based EP dri

2005, communicated enhancements in '
the following oraas:

o Security-based emergency
classification levels and emergency
action levels; '

» A 15 minuts prompt notification to
the NRC for security-hased events;

» On-site protective actions to
maximize personnel safety during
security-based events;

 Enhanced emsrgency response
organization augmentation: and

¢ Developmant of a security-based
smargency drill and exercise program.

As of Fabruary 18, 2006, all power
reactor licensees have implemented the
enhancaments to their EP programy with
the exception of the drill and exsrcise
program. A majority of nuclear power
plant licenseos indicated that adoption
of the sacurity-based EP drill and
exercise program s contingent on NRC
and the Department of Homeland
Security (DHS) endorsement. The NRC
continues to work with DHS and tha
Nuclear Energy Institute to develop and
implement a sacurity-based drill and
exercise progrum at power reaclor
licensewss. This program is being
canducted {n a phased approach.
‘Tabletop drills at four power redctor
sites and a facility drill were conducted
successfully, and areas for improvement
wers identified and incorporated by the
industry inta draft guidelines. Over the
next thres years, the industry {Jlans 10

Is at each
power reactor licenses with an end state
of the integration of security-based EP
scenarios into the biennial EP exercise
program. .

In addition to those security-related
emergency planning efforts, the NRC
and DHS worked together to develop
and improve EP for a terrorist attack

- through faderal initiatives such as

comprehensive review programs and
integrated response planning efforts.
The NRC and DHS have enhanced the
coordination of integrated EP programs
through evaluations of licenses and
State/local/tribal response capabilities,
and reviews of critical infrastructure
proparedness and response plans for
commercial nuclear power plants, Our
combined efforts have resuited in
specific enhancements to security-
related EP measures, and continued
improvement in capabilities for
licensess and off-site response
organizations to respond to & wide
spectrum of svents.

Public Comment: No public communt
received.

Response to Public Comment: No

_responss required.
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Fadm 12, The Potential for Theft or
Diversion of Nuclear Material From
Suoch Fagilities

The Commission’s Consideration: The
DBT rule includes two sepurats
components, the DBT of radiological
sabotage, and the DBT of theft or
diversion of formula quantities of
spectal nuclear materials. Although the
legal vequirements of the radiclagical
sabotage DBT uand the theft ar diversion
DBT, as embodied in the rule text of
§§73.1(a)(3) and in 73.1(a)(2),
raspectively, are the sama, the ACDs
and RGs differ in describing how pawer
reactor and Categary I fuel cycle facility
licensees should implement and comply
with the separate rules, These
differences are classified and are not
elaborated on hers.

As stated in 10 CFR 73.55(a), power
reactor licensees are only required to
protact against the threat of radiclogical
sabotage. Spant fuel is not an attractive
theft or diversion target due to its large
physical size and high thermal heat and
radioactivity (maost power reactor spent
fuel is considered *‘self-protecting'’). As
stated in the raspanse to Group II
Comments Na. 18 (Security of Dry Cask
Storage) and 18 (Security of Spent Fuel
" Pools), the NRC has required that
licansees take additional security and
mitigating measures against a
radioactive release of spent fusl.

The NRC has authorized the Duke
Energy Corporation, owner and oparator
- of the Catawba plant, to irradiate four
fusl assemblies of Mixed-Oxide (MOX)
fusl at the Catawha plant on a test basia
as part of its license amendmant issuad
on March 3, 2005, MOX fuel technically
maets the criterla of a formula quantity
of Strategic Special Nuclear Material, in
this cave plutonjum, and would be
subject to the DBT provisions of
§73.1(a){2) for thefl or diversion.
However, the NRC staff found that MOX
fuel is not attractive to potential
adversaries from a theft and diversion
standpoint at the reactor site dus to its
low plutonium concentration,
compasition, and form (size and
weight). The MOX fue] consists of
plutonium oxide particles disperzed in
a coramic matrix of depleted wranium
oxide with a plutonium concentration of
less than six waight percent. The MQOX
fuel assembliss are the same form as
cenventional fuel essemblies designed
for a commercial light-water power
reactor and are over 12 fest long and -
weigh approximately 1,500 pounds. A
large quantity of MOX fue! and an
slaborate extraction procass would he
requirad to yield enough material for
usa in an improvised nuclear device or
weapon. On the “attractiveness” bases,

the NRC staff found-that the complete
applicetion of 10 CFR 73.45(d)(1)(iv},
73.48 (C)(1), 73.46(h)(3), 73.46(b)(3}-
{b)(12), 73.46(d)(9), and 73.46(e)(3) for
MOX fuel was not necessary. The staff
therefore approvad the exemptions

" requested to these regulations, finding

that they wers authorized by law, and
will not endanger life or property or the
common defense and security, and that
are otherwisa in the publlec intersst. The
Commission later approved this
determination in an adjudicatory order
issued on June 20, 2005. Duke Energy
Corporation (Catawba Nuclear Station,
Units 1 and 2), CLI-05-014, 61 NRC
359,383 (2008).

Furthermore, transporiaticn of the
MOX fuel assembliea to Catawba will be
done by the Department of Energy's
(DOE's) Office of Secure Transpartation,
that has legal responsibility for the MOX
fuel assemblies until custody is '
transferred to the licenses. Afterwards,
the spent MOX fuel is cooled and stored
like other spent fuel on site and is _
subjsct to Lhe radiclogicul sabotage DBT
while stored in the spent fuel poal
inside the PProtected Area of the plant.

Public Cormment: No public comment
recefved. '

Response to Public Comment: No
rasponse required.

Section B _
Group II. In Scope Commsnts
1. Defining tha “Design Basis Threat™

Public Comment: Multiple
commentalars expressed cancern that
the NRC has not publicly defined or
explained tha “design basis threat.”
Specifically, commenters were unclear
ngal the Commission means by the
statement that the DBTs are bascd on a
“determination as to the attacks against
which a private security farce can
reasonab?y be expected to defend.”
These commaenters suggested that the
Commissions's failure to articulate the -
DBT concept creates an ambiguity in
ostablishing the division of
rasgonsibnity betwesn NRC licenssas
and the DOD, or DHS, Saveral
commenters suggested that if tha NRC
duas not require plants to defend against
air attack bacsuae It §s unreasonable for
a private security force 1o be able to do
§0, then it has no choice but to
foderalizo sacurity by raquesting thst
DHS or the miljtary assume full
responsibility for the protection of
nuclear pawer facilities,

Other commentsrs suggested that the
NRC's rationale for limiting the
characteristics of (he DBTs ta the attacks

‘against which 4 private security forca

could reasonably be expected to defend
appears to be based on cost

considerations, which is not permitted
for measures that are necessary for the
protection of public safaty.

Other conunenters representing the
nuclear industry, while agrasing that the
DBT scope must be clear, asserted that -
the DBT can not be groater than the

-largest threats against which private -

sector facilities can reasonably be
requested to defend themselves, and
threats beyond the DBT are reasonably
the responsibility of the national
defense systom.

Response to Public Comment: The
Commission has deturmined that the
DBTs, as articulated in the rule, are
bused on adversary characteristics
against which a private security force
can reasonahly ba expected to defond.

- This formulation provides the

Commission with tha Hlexibility
nocessary to make reasoned, well-
informed dacisions regarding the DBTs.
In cantrast, detailed, prescriptive
critsria would be unduly restrictive, and
would unnecessarily limit the
Commission’s judgmant. This judgment
is guided by the Comunlsslan's
considerable expertise in nuclear
security matters, developed ovor the
course of 30 years of experience
rogulating the physical pratection of
nuclaar facilites. :

With regard to the faderalization of
nuclear plants security forces, the
Commiseion does not have the authorit

" to faderalize nuclear security forces an

cannot demand deployment of military
forces to protect nuclear facilities. Nor

_has Congrass chosen to requirs these

measurss. As it has stated publicly
many times, the Commission is
confident that neither measura is
necessary or even prudent. A primary
reason for this is that the introduction
of a federalized nuclaar securiry farce or
military unit to provide day-ta-day
security would creats command and
control issues for plant management
becauss it would essentially establish
two classes of employees at commercial
nuclear facilities, both of whom would
be rasponsible for reactor safety in the
event of a terrorist attack. This could
result in a reduction in the licensea's
ability to ensure reactor safety. In
contrast, the continued vese of private
nuclsar security officers respansible to
the licenses maintains a unitary
command structurs focused an a unitary
objective. The tightly-regulated private
nuclear security forces fn uss today are

‘well trained on the unique ascurity

considerations specific to nuclear power

. facilitivs and through rigorous FOF

training have proven themselves to be
offactive and raliable. These conclusions
wera also documented when the
Commission originally studied ths issue
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in 1976 io a report ta Congress titled the
*Security Agency Study."

The DBT rule is also guided by the
Commisgion's knowledge that, in
addition 1o boing among the most robust
industrial facilities in the world, nuclear
pawer plants are arguably the most

hysically secured industrial facllities.
o other civillan industry security force
i subject to as much regulatory
oversight as the nuclear industry.
However, the Commission
acknowledges that the usae of private
- security forces to defend nuclear power
facilities faces limitations, For instance,
there are legal limitations on the types
of woapons and tactics svailable to
private security forces. Generally,
nuclear security officers have access
only to weapons that are available to
civilians, Although authority recently-
granted the Commission under the
EPAct of 2005 will allow the
Commission to authorize the use of
more sophisticated weaponry, the most
powerful weapons and defensive
systems will remain roserved for use
only by the military and law

- enforcement, Thus, it would be
unreasonable o establish a DBT that
cauld only be defended againat with
weapons unavailable to private security
forces, In addition, the Coramission
previously decided not to raquirs
licensees to defond agsinst attacks by
"Enemies of the Stale" ss defined by 10
CFR 50.13.

However, thess limitations an
weapans and defensive systems
availabls to private security forces do
not undermins the Commission’s
confidence in those forces to provids
adequats protection. The defense of cur
nation’s critical infrastructure iga
shared responsibility between the NRC,
the DOD, the DHS, Federal and State
law enforcement, and aother Faderal
agenciaes. A raasonable approach in
determining tha threat requiras making
cortain agsumptions about these shared
responsibilities. Although licensess are
not required to develop protective
strategies to defend sgainst beyond-DBT
svents, it should not be concluded that
liconsees can provide no defense against
those threats.

The Commission’s regulations at 10
CFR 73.55(a) require power reactor
licensees’ securit{programs to provide
“high assurancs that activitiss involving
special nuclear material are nat inimical
1o the common dsfense and security and
do not constitute an unreasonable risk
to the public health and safety.” Within
this requirement is the expectation that,
if confronted by an adversary beyond its
meximum legal capubilities, on-gite
security would continue to respond
with a graded reduction in effectivenass.

The Commission Is confident that a
licensee's sacurity force would respond
to any threat no matter tha size or
capabilities that may present itself. The
Commission expects that licensges and
State and Federal authorities will use
whatever resources are nacessery in
response to both DBT and beyond-DBT
avents. :

~ Several commanters felt that the DBT
rule should defins clearly demarcated
boundaries whers the responsibilities of
the licensee end and those of the
Government begin for defending nuclear
facilities. In the Cominission’s view,
establishing set boundaries demarcating
a.division of responsibilities is neither
passible nor desirable. Tha battar
approach ls for the Commission to
continue its efforts to encourage
licensees and Government organizations
10 integrate and complement their
respective sscurity and Incident-
response duties so that facilities subject
ta the DBTs have the benafit of all
available incident-response resources
during the widest possible range of
security events, Currently, those
integrated response planning efforts
include prearranged plans with local
law enforcement and emergency
planning coordination. Licensees slso
must comply with event reporting
requirements to the NRC so that a
Pederal respanse is readily available, if
nocassary,

Howaever, the DBTs are not defined by
cost considerations, as suggested by
several commenters. The ruls text sat
forth at § 73.1 represents the largest
adversary against which the
Commission believes Erivate security
forces can reasonably be expected to
defend, Thus, when the DAT rule is
used by licensees 10 design thair site
specific protective strategies, the

_Commission is thereby provided with

reasonable assurance that the public
health and safety and comman defense
and security are adequately pratected.
The Commission agrees with the
commenters that it mey not legally
consldar econaomic factors in
datarmining the levsl of adequate
protection of public health and safety
and common dafense and security
(Union of Concerned Scientists v. NRC,
824 F.2d 108, 117116 (D.C. Gir. 1987)),
and it did not do so in deciding what
lavel of pratection it consideratobs
adequate in this rulemaking. Rather, as
the Commission has clearly set forth
abova, tha requiraments in the DBT rule
are determined by the Commission’s
consideration of the staff's threat
assessments based on coordination with
law enforcement, intslligence, and
homeland security agencies, the
Commlssion's considerable uxperiance

in these matters, and the legal .
limitations on security forces available
to licensess. In contrast, the
Commissjon’s determination of specific
aspects of implementation of and
compliance with the DBT rule, s
described in the ACDs and regulatory
guidancs, may involve consideration,
along with other factors, of the relative
costs of various methods of
implementing particular requirements
of the DBTs. In summary:

. » 'NRC position: Disagrees with the
commants.

« Actlon: No action required.

2. Applicahility of the Enomy of tha
State Rule

Public Comment: Severa) commontars
also suggested that the proposed rule
does not clearly distinguish betwsen a

. threat posed by an “enemy of ths stata”

excluded by 10 CFR 50.13, and threats
covered by the DBTs, They assartad that
the phrass "‘enemy of the state” is
ambiguous and can no longer be relied
on te preclude the development of
defensive measures at nuclear powar
plants. Thove commenters again
expressed concern that the division of
respansibilities between the licensoes
and the national defense system are
ambiguous.

Other commenters argued that the
Comimnission has failed to sxplain why
the DBTs exclude an “Al-Qaeda like
terrorist arganization’’ as an "enemy of
the state” notwithstanding the
Commission's statements in the vehicle
bomb rulemaking, that described tha
characteristics of an “enemy of the
state,” that seemingly would have
included organization like an Al-Qaeda.

Commenters representing industry
stated that licensees ars not and should
not be required to defend against threats
posed by enemiss of the United States.
They argued that the DBTs represent the
largest threat against which a private
security force can reasonably be
expected to defend, and that any
escalation of this adversary would bo
inconsistent with 10 CFR 50.13. Thase
threats ar:a?roperly tha responsibiljty of
the natianal defeiise establishment and
other secu.ritty agencies,

Rusponsoe fo Public Camnment: Tho
enemy of the state rule, 10 CFR 50.13,

- was promulgated in 1867 amid concerns

thut Cuba might launch atlacks against
nuclear power plants in Florida, That
rule (32 FR 13455; Soptember 28, 1067)
was primarily intended to make clear
that privately-owned nuclear fucilitis
were not responsibla for defonding
against attacks that typically could anly
be carried out by foreim military
aorganizations. By contrast, the DBT rule
doos nat focus an the identity,
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sponsorship, or nationality of the
adversaries. Instead, it affirmatively
defines a range of attacks and
capabilities against which nuclear
power plants and Category I fuel cycle
facilities must be prepared to defend.
An advergary force that falls outside of
the range of attacks againat which
nuclear facilities are reasonably
expected to defend is considered ta be
- “beyond-DBT,” regardless of whether it

would or wauld not be deemed an
“enemy of the state.” The Commission
disagraes that any sxtension of the DBTs
automatically conflicts with 10 CFR
'§0.13. The Cammission may ruvise the
DBTSs in response to changes in the
threat environment without necessarily
implicating 10 CFR 50.13. To be clear,
"beyond-DBT" and “enemy aof the state”
are not equivalent concepts. In addition,
improved response capabilities may
become available to private security
forces in the future. In that case,
potential increases to the DBTs may be .
“reascnable to expect a private force 10
protect against” without caming inta
conflict with "ensmy of the state.” In
summary: :

] N'Re, position: Disagrees with the
comunents.

» Action: No action required,

3. Compliance With Administrative
Procedure Act (APA) Notice and
Comment Requirements

Public Comment: Multiple
commenters stated that sharing the
ACDs with an exclusive group of parties
constitutes a violation of the APA
because the technical basis for the
proposed ruls is contained in those
documents. Those commenters stated
that the NRC should disclose the general
and legal principles discussed in the
exchange ol thy documents without
releasing Safsguards Inforinatian.
Another commenter expressed concern
that the DBT rule is based on ex parte
communications recelvad from

‘nuclear industry after sharing the
contents of the proposed rule anly with
certain parties. Also, because the
general public has no idea what general
Iegal or technical principles were
discussed in these private
communications, it could not
in;elllgemly caommant an the praposed
rule. -

Otheor commenters charged that the
DBT rulemaking is simply codifying
secret orders to avoid public scrutiny.
Thus, they suggest that because the
proposed rule did not contain specifics
of the DBTs, the NRC is free to change
the apecific requirements without notice
to tha public, effectively conducting a
XJPC:\Et rulemaking in violation of the

Industry commenters suggested that
the ACDs and RGs should
incorporated by refarencs into the DBT
rule to ensure adequate stakeholder

articipution In changes to the specific
Satails of the DBT's. Otherwise, thess
commenters argus that the nse of the
ACDs and RGs has the potential for
circumventing the APA and Paperwork
Reduction Act.

Respanse ta Public Comment: The
Commission is confident that the
rulemaking process for the DBT rule
complies with the APA. As set forth in
the statements of consideration to the
proposed ruls {70 FR 67380, 67382;
November 7, 2005), the Commission has
carefully balanced the public interest in
knowing the security considerations for
the protection of special nuclear
material and the need for meaningful
comment with security interests related
to the disclosure of specific details of
DBT adversaries, The result is 8 DBT
rule that defines in reasonable detail a
range of attacks against which licenases
are raquired to defend. The DBT ruls
contains all of the requirements with
which licensees must legally comply.
No additional information was
neceasary to understand or to comment
on the praposged DBT rule.

The ACDs and RGs ars guidance
documsnls cantaining SGI and
classified information, and describe
how licensses can cornply with the
ragulations. The ACDs and RGs are not
regulations, and are not legally
enforceable. The APA permits agencies
to develop guidance documents lika the
ACDs and RGs without following
notice-and-comment rulemaking
requirements (5 U.S.C. 553(b){3)(A)).
Changing tha guidance in the ACDs ar
RGs based on changes to the threat
environment would not changs the
requirements of the rule.

o taxt of tho proposed rule
provided ample information to enable
mesningful comment on what tha -
current level of protection far nuclear

ower plants and Catagory I fual cycle

acilities should entail. Members of the
public can and have provided the
Commission their views in this
rulemaking on tha number of attackers,
amounts of explosives, and types of
weapons that licensees should be
required to defend against, sven without
having access to classified information
or SGI. Therefors, access to the ACDs
and the RGs was not necessary 1o enable
maaningful public comment on the
propossd DBT rule.

One commenter suggested that it was
improper for the Commission to share
the draft ACDs and RGs with members
of the nuclsar industry but not members
of the genera) public. The NRC shared

the draft ACDs and RGs wilh licensaos
at the vequast of NEI befors expiration
of the initial comment period because
NEI, in its capacity as the representative
of the nuclear industry, had the
appropriate clearance and a specific
need to know the infarmation in order
1o assiat licensees in planning and
designing protective strategies capable
of defending against the DBTs. The NRC
alsa shared thase documents with the
States of New Jersey and Illinois that
had establiched a need ta know and
obtained appropriate clearance. Other
NRC stakeholdera do not necessarily
share this need to know, and therefors,
have not been granted access 16 the
classified and SGI ACDs and RGs.

The NRC did not provide the draft
ACD:z and RGs to enable industry
comments on the rule, nor has the
Commission received or considered
non-public comments on the rule. The
Commission reiterates that no SGI or
classified information was necessary to
enable public comment, nor ware any
non-public comments received or
considered over the course of this
rulemaking. All of the comments
received and considered in this
rulemaking have been made publicly
available, _

- Finally, the Commission disagrees
that the AGDs and RGs should be
incorporated by referencs in the text of
the final rule. As explainsd abavs, tha
ACDs and RGs are guidance documents.
Ths logally-binding requirements are
contained in the text o? the rule.
Incorporating thesa documents by
reforence wounld nat enly bo -
inconsistent with that approach, but
would potentially subject these
documsnts 10 public disclosura based

. on the requirements of Section 552 of

the APA, and the Office of thse Federal
Register regulations. In surnmary:

* NRC paosition: Disagrees with the
comments,

» Action: No sction regquired.

4, Ambiguous Rule Text

Public Comment: Several commenters

stated that the continued use of the

hrase “‘one or more teams"” in the rule
ignores the lnherent ambiguity of this
type of construction, as identified in the
Atomic Safety and Licensing Beard's
2005 dacision in the Catawba licensing
proceedings. See Duke Energy’ '

- Corporation {Catawba Nuclear Station,

Units 1 and 2), LBP-05-10, 61 NRC 241,
297 (2005). The commaentors argued that
this construction i.e. use of the '
conjunction “or") permits licensees 1o
selact from ono of two options (i.e.

sither ane team ar more teams), and

thus permits licensees to develop their
protective stratagy ignoring the
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possibility of three teams or more. The
commenters therefora suggested that the
rule be revised to eliminate use of this
ambiguous construction. One
commenter suggested rule text that read
“eapable of oporating in multiple teams,
up to the maximum number of teams
that can ba formed from the adversary
force, whare a tearn has no fewer than
two members,”

Response to Public Comment: Though
the Commission doss not necessarily
agres that the phrase “'capable of
operating us one or more teams” is
ambiguous, in the findl rule, it has
nevertheless modified this languags to
be cloar that liconsees are required to
defend against multiple modes of attack,
including bath a single group as well as
multiple groups. Notably, the prior
mdloll:)gical sabotage DBT rule did not
contain language requiring licensees to
defend against multiple groups of
adversaries, as specified in the theft or
diversion DBT, The final rule adds a
requirement to the radiological sabotage
DBT thet Jiconsess protect against an
adversary “‘capabls of operating in each
of the following modes: a single group
attacking through one entry point,
multiple groups anacking through
multiple entry points, a combination of
ons or more groups and 6ne or more
individuals attacking through multiple
entry points, or individuals attacking
through separate entry points,” and the
theft or diversion DBT has been revised
for consistency. The rule therefore
requires that licenseas eveluate a wide
range of possible attack scenarios when
developing their protective strategies.
Under the final rule, licensees must be
able to defend against an attack from
multiple entry points by a number of
geaups and/or individuals. Neither a
protective strategy that is only capable
of defending against a single group nor
one that is only capeble of defending
against a number of smaller groups
would meat the requirements of the
rule. The revision of this languaga does
not, however, change the scope of this
provision as originally intended by the
Commission in the praposed rule. The
purpose of the change is merely to
provide the clearest possible
articulation of the rule's requirements.
In summary:

» NRC position: Disagrees with the
comments, .

¢ Action: No action required.

5. Differentiation in Treatment of
General and Spocific Licenses for ISFSI

Public Comment: One commenter .
stated that the NRC did not provide a
specific rat{onale in tha proposed rule
as to why a specific license ISFSI with
security requiremsnts arising from the -

security requirements in 10 CFR 72.182
should be subject to a different DBT
than a general license ISFSI with
gecurity requirements arising from 10
CFR 72.212, especially when nearly
identical spant fuel In Identical storage
casks is stored at thess two classés of
licensess. The commenter requested
that the NRC describe why these two
types of ISFSIs should be treated
diffarently from a DBT perspective in
the final rule, or indicate that these
licensess ara suhject to the same
security requirements.

Response to Public Comment: The
commentsr is correct in noting that
specifically-licenssd and &anarally—
licensed ISFSIs are treated differently in
tha cwrent regulations. For example,
the current regulation in 10 CFR 73.1(a)
contains an examption for specifically-
licensed ISFSIs, subject ta 10 CFR
72.182. Howaver, the physicsl

roteclion regulations for specifically-
icensed ISFSIs, found at 10 CFR 72,180
and 72,182, do not requira protection
against the DBT, so it s unnecessary to
exempt specificelly-licensed ISFSIs
from tha DBT regulation. By contrast,
generally-liconsed ISF8!s are raquired to
protect against the DBT for radiological
sabotage by 10 CFR 72.212(b){5), but by
tha same regulation, are excepted from
certain specific requirements containad
in the Dlg‘l'. Ultimately, thess
discrepancies have no effect on the
security of the facilities because hoth
Penera ly-licensed and specifically-
Icensed 1SFSIs have equivaleut
protective measurs In place, including
those imgosed by the October 2002
Order. The intent of this rulemaking
was to update the DBTs applicable to
ower reactors and Category I fuel cycle
acilities. Conforming changus were
made to preserve the existing regulatory
structure for other licensees. Hawavar,
the NRC is currently considaring future
rulemakings to align the generally-
licansed and specifically-licensed ISFSI
requirements and to avalnate the
application of the DBT. In summary:

s NRC position: Agrees with the _
comments. :

» Action: No action required as part
of this rulemaking, ‘

6. Applicability of the Radiological
Sabatage DBT to New Nuclear Power
Plants

Public Comments: Two commenters
stated that the DBT for new nuclsar
power plants should be the same as for
operating nuclear power plants. One
commenter specifically stated that tha
proposed rule did not juslify the
adaption of different DBTs for new
nuclear power plauts. The commenter
beliaves that the NRC has alrcady sot the

DBTa at the lavel of the largest threat
against which a private guard force can
reasonably be expected to defend.
Thersfore, there Is no reason to have a
different set of DBTs for new nuclear
power plents. The commenter axpressed
a cancern that different DBTy for nuw
plants could result in two different sets
of DBTs for the same nuclear powsr
plant site with & currently operating
nuclear power plant.

Hesponse to Public Comment: The
NRC agrees with the commenters that
the radiological sabotage DBT should be
uniformly applicable to new and
currently operating nuclear power
plunty, In fact, the NRC did nat propose
different radiological sabotage DBTs for
new nuclear power plants in the
proposed ruln. As stated by the

. Commission in the staff requirements

memorandum on SECY-05-120,
“Security Design Expectations for New

"Reactor Liconsing Activities,” the

expectation is that new reactors will be
designed and constructed to be
inherently more securs with less
reliance on other elements ofa
traditional security program. To assess
the security of new reactars, the NRC is
developing propased requirements for

" new reactor licensees to submit security

agsessments as part of their licensa
application package. In summary:

¢ NRC position: Agrees with the
commsents,

= Action: No action required as part
of this rulamaking.

7. Consideration of the Uniqueness of
Each Facility in Application of the DBT4y

Public Comment: One commenter
stated that each nuclear facility is

‘uniquse due to its location and

surrounding population, and therefaro,
the DBT for each facility must have its
own specific requirements. The DBT .
cannot be 8 one-size fits all program.
Reapanse to Public Comment: The
DBT rule spacifies threat charactar!stics,
and does not specify or include
requirements for any specific programs.
Site-specific security requirements are
embodied in site security plans and
security measuras. The NRC does not
agree with the statement submitied by
the commantaer that each facility must
have its own specific requirements. Site-
specific requirements are taken into
account by licensaas during
development of their phyasical security
plans. The NRC considers the sits-

- epecific requirements when it reviews

snd approves the plans, and tests the
adequacy of the site-spscific
requirements when it conducts FOF
exsrcises at nuclear power plants.

It should be noted that the DBTs are
comprised of attributes selected from
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the overall threat environment. The
technical bases for the DBTs are based
on tha NRC's periodic threat
assessments performed in conjunction
with the Federa! intelligence and law
enfarcement communities for
identification of changes in the threat
environment. The assessments contain
clasgified and SGI that cannot be
publicly disclosed. The NRC believes
that the DBTs should be uniformly
applicable to all comparable nuclear
facilities and will continue to ensurs
adequate protection of public health and
safsty and the common defsnse and
security by requiring the secure usa and
managament of radicactive materials. In
summs.z:
* NRC pasition: Disagrees with the
comments. : .

* Action: No action required.

8. Continued Exemption of Research
and Test Reactors From the DBT
Requirements

Public Comment: Two commenters
stated that ressarch reactors possessing
Category I quantities of high.ﬁr—enriched
uranium (HEU) must provide protection
against thef at the sams level as any
other Category | facilitz. _

Response 10 Public Comment: The
NRC disagrees with this comment. The
NRC has mads a policy decision that
Research and Test Reactors (RTRs) who
possess Category I quantities of Speclal
Nuclear Material ﬁrotecl this material as
specified in the physical protection
requirements for non-power reactor fuel
Ain 10 CFR 73.60{a) through (e) and
73.57. These regulations do not require
licensess to protect against either the
radiological sabotage or the thef or
diversion DBT. Under 10 CFR 73.60,
noh-power reactor licensses who

033055 or 160 5 kilograms or preater of

U are exempt from the requirements

in 10 CFR 73.60(a) through (e) If the
HEU is not readily suparabls and has a
tota] oxternal radiation dose rate in
excess of 100 rems per hour at a
distance of 3 feet from any sccussible
surface without intervening shislding.

It should also be noted that moat
RTRs possess limited quantities of
nuclear matarial on-site, and that the
nature and form of this material is not
easily dispersed or handled. As a result,
the NRC has determined that RTRs poss
a relatively low risk ta public health and
safuty from potential radiation exposure
and has tailored the security
requiroments and oversight for these
facilities consistent with their relatively
low risk.

The NRC requires that RTR licanseas
have security plans and/or pracedures
that reflect a graded approach which
considers the sttractiveness of the

reactor fual as a target, and the risk of
radiological relsase. RTR security
programs and systems provide for
detection and response to unauthorized
activities. In general, these programs
include eccass control to the facilitles,
obsarvation of activities within the
facilities, and slarms or other devices to
detact unauthorized presence. RTRs also
have emergency plans in place to
respond to emergsncy situations,
hose RTRs that ars still licensed to

use HEU ere either already scheduled to
convert to low-enriched uraniwm (LEU)
or intend to do so, The DOE is the laad
agency for converting RTRs ta LEU fuel,
The NRC has been working with the
DOE to facilitate this effort. In 8 :

¢ NRC Position: Disagrees with the
cormment.

» Action: No actian required.

8, Changes In NRC Security
Requirements To Be Addressed Under
the Backfit Rule

Public Comment: Ona commentator
stated that the Backfit Rule requires that
the NRC perform a backfit analysis for
changes in regulatory position. The
commenter observed that the NRC has
determined that a backfit analysis is not
necessary in connection with the
changes to the DBTs because the
changes result from redefining the level
of protection that should be regarded as
adequats, but that such a determination
should be supported by a documented
ovaluation and the proposed rulemaking
does not provide such an evalustion,
and sach future change to the ACDa and
RGs will require a separate backfit
analysia,

Respanse ta Public Comment: The
Commission disagrass with the
comment that the proposed rulemaking
does not provids 2 documentad
aevaluation of its decision. As stated in
the Federal Register (70 FR 67387;
November 7, 2005), the NRC has
datermined, pursuant to the excaption
in 10 CFR.50.109(a){4)(ili) and 10 CFR .
70.78(a)(4)(iv), that a backfit analysis is
unnecessary for this rule. Sectlons
50,109 and 70.76(a)(4)(iv) state, in
pertinent part, that a backfit analysis ia
not required if the Commission finds -
and declares with appropriats
documented evaluation for its finding
that a “regulatory action involves
defining or redetining what levsl of
protection to the public health and
safety or common defense and security
should be regarded as adequate,” When
the Commission imposed security
enhancernents by order in April 2003, it
did so in response to an escalated
domestic threat lavel. Since that tims,
the Commission has continued to
monitor intelligence raports regarding

plausible threats from terrorists
currently threatening the U.S. The
Commission has also gained experience
from implementing the order
raquirements and reviewing revised
licensee security plans. The
Commission has considered all of this
infarmation and finds that the socurity
requiremsnts simllar to those previously
Imposed by the Apri) 28, 2003 Orders,
which applied onry to existing
licensess, shonld be made generically
applicable. The Commission further
finds that the rule redefines the security

‘requirements stated in existing NRC

regulations, and is necessary to ensure
that the public health and safety and
common defensa and security are
sdequately protected in the current,
past-Septamber 11, 2001, environment,

The Commission concurs with tha
commenter’s pogitich that documented
evaluation should be performed when
there are changes in ACDs and RCGs
nacessitated by changes in the threat
environment, In summary:

¢ NRC posltion: Disagrees with first
slement of the comment. Concurs with
the second element of the comment.

* Action: No current action is -
required. Future changes in the ACDs
and RGs will require a documented
evaluation.

10, Compliance With the Paperwork
Reduction Act

Public Commeni: Sevaral commeontars
stated that the Paperwork Raduction Act
is tircumvented by this approach. The
commenters assert that the proposed
approach using RGs and ACDs ta
establish the details of tha DBTs has the
potential for circumventing the
Paperwork Reduction Act, and avoiding
proper regulatory analyses and backfit
analysas. The rule pravides broad .
requirements that lack details and
providaes the NRC with significant
flexihility to change the dstails of the
DBTs, which drives the design of
pratective messures and protective
strategias withaut appropriate input
fram the affected regulated licensees.

The Paparwork Raductlan Act
Statement in the proposed ruls (70 FR
67380; November 7, 2005) states that:
*‘This praposed rule daes not contain
new or amended information collection
raquiraments subject to the Paperwork
Reduction Act of 1895.” The cominenter
believes that this statement ia incorroct
and underestimates the impact on
licensees due ta future changes to tha
RGs and ACDs. The Paperwork
Reductlon Act Statement is flawed and
should b ravized.

Response to Public Comment: Tha
DBT rule specifios threat characteristics
used by licensses to design their
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protective atrategies. The rule doss not
contain prescriptive maasures to be
adopted by individual licensees. The
ACDs and RGs include certain details
and guidance related to such threat
characteristics. This approach has been
adopted because the ACDs and RGs
contain SGI or classified information
that cannot be disclosed in tha public
domain and would bs useful to
patential adversaries. This approach is
not a circumvention of the Paperwark
Reduction Act, but reflacts the inherent
dichotomy of the DBT rulemaking in
trying to reach a balance between tha
needs for meaningful public :
participation and the requirsment to
protect SGI and classified information,
where public disclosure of specific
attributes or details of security designs
or protactive messures would have the
potential of making them ineffective,
The statement, ‘“This propased rule
‘does nat contain new or amended
information collection * * =. Actof
1995," is accurate. The final rule
consolidates the supplemental
requirements put in place by the orders
with the previous DBTs in § 73.1(a), and
does not impose additional burden for
the current licensees even though the
rule contains a cyber threat as an
additional attribute of the threat, This is
becauss the licensees subject to the
DBTs waere directed by the Interim
Campensatary Measures (ICM) Order
(BEA—02-026) to consider and address
cyber safety and security vulnerabilities.
In April 2003, the Orders {EA~03-086)
and (EA-03-087) that supplsmentad the
DBT, also contained languaga
concerning the cyber threat. Licensees
ware subsequently provided witha
cyber security sslf-assessment
methadology, the results of pilot
smdies, and a guidance document
issued by the NEI to facilitata
devslopment of site cyber security
grcgrams. The designated licansees
ave done so accordingly. The burden
for future licensees will be covered
under 10 CFR Part 52 {3150-0151), In
summa?: ' :
« NRC Position: Disagrees with the
comment.
» Actiun: No action required,

11. Adequacy of the Regulatory Analysis

Public Cainment: A commenter stuted
that the regulatory analysis is based on
an incorrect premise and should be
revised. A statement in the Regulatory
Analysiy states that “Impacts upon the
licensees from this proposed role would
be minimel. Because the adversary
characteristics would remain consistent
with those promulgated by orders, no
technical changes will be required.
Licensees may need to updata

references in their security plan
documentation, which cauld be
accomplished without NRC review and
in conjunction with future plan
updates.” One commenter beliaves that
this statement is incorrect and
underestimates the impact on licensess.

Responsa to Public Comment: The
Commission disagress with the
commoenter that the regulatary analysis
i3 based on an incorrect premise and
should be revised. The regulatory
analysis contained in the proposed rule
stated that, “The proposed regulatory
action would not involve imposition of
any new requiroments, and would not
expand the DBTs beyond the
raquirements in place under NRC
regulations and arders.” Consequently,
the DBT amendmants would not require
existing licensees to meke additional
changes to their current NRC-approved
security plans. This premise was correct
then and is correct even now becsuse a
cyber threat is explicitly included 4s an

" attribute of the final rule. Even thaugh

the regulatory action involves tho
impagsition of a cybar threat ag en
sxplicit requirement, this doss not
impose additional burden for the
licensees. This is because the licensees
subject to the DBTs wera directed by the
ICM Order (EA~02-02B) to consider and
address cyber safety and sacurity
vulnerahilities, Licensees were
subsequently provided with a cyber
security self-assessment methadology,
the results of pilat studies, and a
guidance document issuad by the NEI to
facilitate development of site cyber
security programs. This additional
requirement in the final rule doss not
expand the DBTa beyond tha '
requirements currently in place under
existing NRC regulations and orders.
Consequently, DBT amendments will
not require existing licensees to make
additiona} changes to their current NRC-
approved security plans. Howsver, tha
NRC acknowledges that any future
changes to the threat environment may
effect the ACDs and RCs, and could
possibly effect the Mcensses’ security
plans that would require either NRC's
approval or officlal communications
noting the changes to the NRC. This
may also imposs additional burden on

‘the licensaes. In those events, the

regulatory analysis would be changed
accordingly. In summary: :
¢ NRC Position: Disagrees with the
commaent.
» Action: Regulatory Analysis to be
changed when there ia changa in the
threat environment in the future.

12. Compliance With the National
Environmantal Policy Act (NEPA)

Public Cornment: Several commenters

‘stated that the proposed rule falls 1o

satisfy NEPA, and the NRC must
prepars an Environmentsl Impact
Statement (EIS) for the proposed rule
because this is a major federal action
significantly affecting the quality of the
human environment. These commenters
stated that the actlon {s significant
because ‘‘the NRC's limitations on the
scope of adversaries against which ‘a
privats secwity forca could reasonably

- bo expected to defend’ bears directly on

the degree to which public health and
the environment will ba protected
against the impacts of accidents caused
by terrorist attacks.” Furthar,
commentsers suggested that the NEPA
commenting process would be & better
forum to dlsclose and discuss the policy
considerations assaciated with
devalopment of the DBTS.

Response to Public Comment: The
Cornmission disagreas that this rule
requires the complstion of an EIS, ant
that the NEPA commsnting process
would pravide a bstter forum for
discussion of sensitive security issues.
The NEPA and the Commission’s
regulations at 10 CFR 51.20(a)(1) only
require preparation of an EIS ifthe -
proposed action is a major Federal
action significantly affecting the quality
of the human environment. The NRC

repured an environmental assessment
) for the proposed rule (70 FR 67387;
November 7, 2005) and found that there
would be no significant environmental

_ im%act associated with implementation
oft

he proposed rule if adopted; and
therefors, concluded that no EIS wak
necessary. NEPA (40 CFR.1508.8(b))
only requires that the Commission
congider tha “reasonably foreseeabls’” .
environmental effects of its actions in
determining whether an EIS is
necessary. Effects that are ramote,
speculativs, or embody the worst-case
outcame of a particular action do not -
require an EIS.2 In this instance, the

" consequences of a terrorist attack cannat

be said to be “an effect” of this rule, and
analyzing the effects of a terrorist artack

3Tho Commission rucoguizos that ita position on

the necesally of 8 terrorium annlysis a3 purt of an
unvironmental review for a apacific pmpased

- facidity hns bunh called Into quostion by o rocant

decision in tho 0th Circuit Covrt of Appaals (San
Luis Oblspo Mathers for Psage v, NG, 440 F.3d
1016 (ath Cir. 2006)). Howsvor, tho 9th Clreult's.
duturmination that tha potontial onvironmontal
offocts of & terrastet utteck ad a ropult of tho
lichmneing of an Indopendent Spont Fuol Starngo
Installatian should bo consldnrid, dnes nat
nocsasarlly lead to the conalusion thet such offocts
should bo conyidnrnd ay part of this rolamaking
action.
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would be speculative at best. NEFA
does not require such an inquiry. -

" The Commission does not agree that
the NEPA process would provide a
better forum for disclosure and
discussion of the DBT rule than this
rulemaking action. It is not clear how
publishing an EIS for public comment
would result in the disclosure of
additional information bacauss NEPA
does not provide any other mechanism
how addlitional information on a
proposed rule could be obtained by
cammenters; the APA natice and -
comment procsss providas ample
opportunity to comment and provide
pertinent information on the proposed
rules. Nor does a request by a member
of the public to have access to
additional information on a particular
agency action mandate that the agency
conduct a full EIS. All information
neceasery for public commaent on the
proposed rule has been made available
and thersfore, no greater level of detail
contained in the ACIs and RGs need to

-be discussed in the NEPA comment

" process. The Commission’s public
comment process in developing an EIS
is not a forum for sensitive security
issues. In summary:

« NRC Position: Disagraes with the

comment.

* Action: No action required.

13, Issuance of Annual Report Card on
Individual Licensees '

Public Comment: One commentor
stated that the NRC should publish an
annual report card assessing specific
plant performance to defeat attacks in
ongolng “table top" and mock “force-
on-force” exercises. :

Response to Public Comment: The
NRC partially agrees with the statements
submitted by the commenter. Section
851 of the EPAct required that the
Commission submit two annual reports
to the Congress, one classified and
another unclassified, dascribing the
results of the Commissian’s force-on-

_ force exarcises and rolated corrective
actions. The detailed results of security-
related drills and exercises are, and will
remain, protscted as SGI becauss this
information can provide insights to
potential adversaries in planning of
attacks. The Commission recently
submirted ths first set of these reports to
Congress. The unclassified version of
the annual rapert to the Congress is
publicly available, and posted on the
NRC's website. Through these reparts,
the NRC provides information regarding
the avarall security performance of the
comumercial nuclear power planta to
keep Congress.and the public informed
of the NRC's effarts to help protect our
nation's electric power inlrastructure

against terrorist attacks. In addition, the
NRC recently revised its policy on
public availability of security inspection
rosults. Under the revised policy, the
existence of inspaction findings for a

ecific site's FOF gxarcisas will be
identified in the publicly available
cover lettar transmitting the inspaction
results 1o the Jicenses. In sumunary:

o NRC Position: Partially agraes with
the comment. '

o Action; No action required as part
of this rulemaking.

Group HI. Out of Scope Commants

Though tha following topics and
commaents are pertinent to the security
issues of nuclear facilities, they are not
directly relevant to the DRT rulemaking.
The DBT rule identifies general threat
charactaristics, but does not raquire
apecific protective strategies and

_securlty measures io defend agalnst and

thwart attacks, Accordingly, the
following comments are deemed outside
the scope of this rule. However, ralevant
information is provided as background
matarial to facilitate o bettar
understanding of the existing security
measures in place and planavd for the
future, and to answer the underlying
questions and Issues raised in the
following public comments.

14. Foderalization of Security

Public Comment: Commenters slated
that the proposed rule should indicate
that the threat of an air attack exceeds
the delensive capebilities of a plant’s
security forces, and that the Federal
government should sither take ovar the
security of the plant and/or integrate the
respanse from local, State, and Federal
government rasources. '

Response to Public Comment: The
Commission disagroes with the
comment. Fedaralization of nucloar
power plant security is outside of the
scope of the proposed rule. However,
the following background information is
provided for a clearer understanding of
the issues involved and the rationale of
the Commission's position.

Tho issue of a Federal protective
sacurity force 1o provide protection at
comunercial powsr reactars was initially
studied by the NRC and documented in
a raport to Congress, "Sacurity Agency
Studx\." {August 1976). The study found
that the ** * * creation of a Federal
guard force wauld not result {n a higher
degree of guard force effectiveness than
can be achieved by the use of private
guards, praperly trained, qualified,
trained and certified by the NRC."
Shortly after Septamber 11, 2001, this
issue was again raised. The NRG
continuss to support the concept that &
private security guard force with spacial

emphasis on performance based training
and full accountability is the best.
approach to securlng our nation's
commercial nuclear facilitias. The
security for nuclear facilities should be
addreesed in the context of tha

. protection of athar sensitive

infrastructure. Society should allocate
its escurity resources according to the
relativa risks, and, as a result, the
separation of nuclear facilities frorm all
other typss of sensltive infrastructury
will fragment the analysis
inappropriately. '

Past lagislation proposed that the NRC
establish a security force for sensitive
nuclear facilities. Current security forces
at sensitive nuclear facilities are well-
teained, and have high retention rutes.
This change would bring about a
fundamental ebift in the responsibility
and mission of the NRG, diverting the
agency from being an indepandent
re%l.lator of nuclear safety and sacurity
to being a provider of nuclear security.
This could creats command and cantral
issues because it would establish two
classas of emplayees at nuclear sites:
licensee staff to ensure the safe-
operation of the reactors and Federal
ataff 10 ensure security. This could lsad
ta conflicts and confusion in emargency
situations, that could diminish nuclear
safety.

The changs would serve to increase
the Federal budgst needlessly.
Presumably, given the enhancement in
the security threat against which the
guard forca would be required ta
defend, the NRC would be required to
hire mors guards than currently exists at
sensitive nuclear factlities (mare than
7,000 new Faderal workers, which is
mora than twice the number of stalf now
smployed by the NRC.) Thaso now
waorkers would have to undergo
extenzive background checks, be wained
and qualified, and be armed and
equipped. The training of this force
alone would likely overload any Federal
law enforcemant agency’s training
capebility. Presumably, the NRC would
have to assume the responsibility for
establishment of new security barriers
and communications capahbilities ut the
nuclear facilities that by itself raises
complicated iasues associated with the
interplay of security barriers and safety
consideratians, The NRC sstimates that
the additionsl cost to the Federal
government to implement these changes
may well be over $1 billion a year.

upplementing the guard force with
Faderal forces inside the plant areas
raises similar concerns. National Guard
forces and local/Stats law enfarcement
units have been used successfully at a
number of facilities to provide
addItional security external to the plonts
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when desmed necessary, circumventing
difficult command and contro! issuss.
Such an external capability can more
easily be “surged” when needed, In
sum, the Commission does not believe
such a change is needed. In the
Commission’s view, the qualifiad,
trained, and tightly regulated private
guard forces at nuclear plants should
not ba reFIaced by & new Fodaral
security force. In swmmary:

* NRC positian: Disagrees with the
comment,

+ Action: No action required.

15. Force-on-Force (FOF) Testing of
Security .

Public Comment: Several commenters
stated that security and FOF exercises
must be upgraded in order ta
demonstrate a high degres of confidence
that site security forces are able to repel
an assault like the September 11, 2001,
sttack. In addiion, under Section
651(a)(1}(b) of the EPAct, the NRC shall
mitigate any potential conflict of
interest thet could influence the results
of a FOF exercise. In some instances, the
same coniractor had supplied both the
security guards as well as the mock
terrorists.

Response to Public Comment: The
Commission disagrees with the
comment, The requirements related to
FOF testing are outside the scope of this
rule. However, the following is provided
us background infarmation pertinent to
this comment. '

The NRC FOF exercise program is
designed to provide a realistic
evaluation of the proficlency of licensee
security forces against a threat
_ consistent with the supplemented DBTs
reflected in the arders issued by tha
Commission on April 29, 2003, After the
" attacks of September 11, 2001, the
agency has expanded and refined its
FOF program to make the exercises
. more realistic. These changes have
significantly incroased tho lavel of
complexity for each exercise in terms of
planning, preparation, and logistical
supgntt.

The NRC agrses that a credible, well-
trained, and consistent mock adversary
force {s vital to the NRC's FOF program.
Thersfore, the NRC has worked with the
nuclear industry to develop a composite
adversary force (CAF) that iu trained ta
the atandards Issued by the :
Commission. The new CAF has been
used for all FOF exercises conducted
after October 2004 and represents a
significant improvement in ability, -
consistency, and effectiveness over the
provious adversary forces. The NRC
continues to svaluats the CAF at sach
axarcise using rigorous NRC
performance standards.

The CAF is currently managed by a
company (Wackenhut] that provides
mucrl of the sacurity for U.8, nuclear
power plants and is, therefors, well-
versed In the security operations of
nuclear power plants. The NRC
recognizes that there may be a
perception of a conflict of interest. The
NRC gstablished a clear separation of
functions between the CAF snd plant
security force to ensure an independent,
reliable, and credible mock edversary
force. In addition, the CAF composition
includes security officars that are not
employed by Wackenhut and na
membear of the CAF may participate in
an exercise at his or her homae site.

It is important to emphasize that the
NRC, not the CAF, designs, runs, and
evaluates the results of the FOF
exercises, Because the CAF does not
establish the exercise objectives,
boundaries, or timelines, and the CAF’y
performance is subject to continual
observation and gvaluation by the NRC
and its contractors, the agency controls
tha exercise. I the indusiry is unable to
maintain an adequate and objective CAF
that meets the standards mandated by
the NRG, the NRC will take the
necessary actions to ensure the
effeativensss of the force-on-force
evaluation program. The NRC is
documenting requiraments for the
performance of FOF testing as well as
implementing EPAct requirements for
the mitigati:]n of io;\ﬂict of interest in
& separate rulemaking. In summary:

¢ NRC Position; Disagress with th
comment. .

» Actian: No action required.

* 16, Screening of Workers in Nuclear

Power Plants _
Public Commaent: Dne commenter

. stated that the NRC must be able to

regulate or at least oversee the initial
and follow-up screening of temporary
and permanent workers who will have
access to the reactor vesss], the spant
fuel pool, and the related valves,
generators, pumps, alectrical systoms, -
and miles of piping that are required for
the plant’s operation and are vulnerable
ag terrorist targets.

Response ta Public Comment: The
Commission agraes with the comment to.
the extent that the NRC does regulate -
the screening of hoth permanent and
temporary workers with unescorted
access to the protacted area. The DBT
ruls does not regulate or oversee
specific programs. Instead, {t defines the
general threat against which licensees
must be able to defend sgainst with high
assurance. Accordingly, NRC regulation
ar ovaraight of screening of workers at
nucloar power plants is outsids the
scope of this rule.

Howsver, it should be noted that the
NRC requires licensees to have an
access authorization program that meets
NRC requirements. 10 CFR 73.56,
""Personnel access authorization
requirements for nuclear Sawer plants,”
requires all 10 CFR 50 and 52 liconsees
to include the required access
autherization program &s part ol their
site Physical Security Plan. Specifically,
10 CFR 73,56 states that the licenses is
responsible for granting, denying, or
revoking unescortad access
authorization to any contractor, vendor,
or other affectad orgenization employeo.
Those requirements are intanded to
cnsurs that personne] granted
unescorted access to vital areas.of a
nuclear pawer plant are trustworthy and
reliable, and do not constitute an
unreasonable risk to the health und
safsty of the public, including a
potential to commit radiological
sabotlgﬁe. In summary:

» NRC Position: Agrees with the
comment,

v Action: No action required.

17. Seli-Sufficient Defense Capabilitios

Public Comment: Two commeantars
stated that in some regions, notably in
large matropolitan areas,
communication and transportation
modes make it impossible to provide
outside help in time to aid in facility
defense folﬁ)win a tarrorist attack.

Response to Public Comment: The
Commission disagrees with the
comment. The capabilities of off-site
responders ars beyond the scope of this
rule. However, the following pravides
an overview of the axistinﬁ TORIEMG
and policies in place for addressing
issues raised in this comment,

After the Saptember 11, 2001 attacks,
the NRC has worked with licunsees, the
DHS, and Stats and local governments
to improve the capabilities of first
responders as part of the National
Infrastructure Protection Plan. Part of
this program Includes conducting
Comprehansive Reviews of commercial
nuclear site security. The _
Comprehensive Review, led by the DHS,
is a Government und private sector
analysis of critical Infrastructure
Pacilities to datarmino the facilities’
exposura to potential terrarist attack, the
cansaquences of such an attack, and the
integrated prevention and respanse
capabilities of the owner/aperatar, local
law enforcement, and emergency
responss organizations,

2 regults are used to enhance the
socurity posture of the facilities and
community firet responders by using
short-lerm improvements in aquipment,
training, and processss; and informing
longer-term risk-based investments and
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science and technclogy declsians, In
leys than a year, Comprehensive
Reviaws have re_sulteg in identifying
readily adaptable, low-cost protective
measures for increased readiness and
preparedness in the event of a terrorist
attack or naturs) disaster. The nuclear
sactor was the first of the ssctors to
participate in (hese reviews. A number
of Federal agencies participated in
various assessments involving these
facilitiss. Although recognizing thet
nuclear plants are the best-protacted
assets of our critical infrastructure,
those Federal agencies and tha nuclear
industry alsa recognized the vslue of a
unified, collaborative effort to enhance
the protection of these vital assets. In

summag':
) Position: Disagrees with the
comment, :

» Action: No action required.

18. Security of lry Cask Storage

Public Comment: Multiple
commenters expressad concerns .
regarding vulnerabilities of dry cask
storage at nuclear Eower plants under
tarrarist attacks. The commenters
suggested that dry cask storage should
be protacted by;

(1) Separation with a minimum
spacing of 50 yards bstwesn each cask,

(ii) Hardening with beamhenge, and/

or

(iil) Burial in earthen mounds.

One commenter stated that the NRC
must require berming of dry storage
casks as part of the DBT.

-Response ta Public Comment: The

Commission disagrees with the

" commaenters’ statements. In addition,
requirements related to the security of
dry cask storage ars bayond the scape of
this rulemaking. However, design basis
and vulnerabilities assessment of dry
cask storage facilities are pravided
balow as background information far
better understanding of existing
requirements, '

ry cask storage facilities {e.g.,

independent spent fuel storage :
installations (ISFSIs)) at nuclear power
plants are designed to protect against
external events such as tornados,
hurricanes, fires, floods, and
ecarthquakes. The standards in 10 CFR
Part 72 Subpart E, “Siting Evaluation
Factors,” and Subpart F, “"General
Design Criteria,” ansure that tha dry
cask storage designs are very rugged and
robust, The casks must maintain
structural, thermel, shielding, criticality,
and confinemant integrity during a
variety of postulated external events
including cask drops, tip-over, and
wind driven missile impacts.

After the terrarist attacks of
September 11, 2001, the Commission

initiated & program in 2002 to assess tha
capability of nuclear facilities to
withstand terrorist attacks. As part of
the program, the Commission analyzed
the performance of [SFSIs under aircraft
attacks and has evaluated the results of
detailed security assassments involvin
large commercial aircraft attacks, whic
wera performed on four representative
spant fual casks, The large aircraft
impact studies included structural
analyses of the aircraft impact intoa
single cask and the resulting cask-to-
cask interactions. Thase avaluations
indicate that it s highly unlikely that e
significant release of radioactivity
would occur from an aircraft impact on
a dry spent fuel storage cask.

“The Commission is finalizing the
security assessments for & number of
reprasentative spent fue) storaga casks
for additional types of attacks and
weaponry (including ground attacks),
and will continue to svaluate the results
of the ongoing assessments. Based upon
these results and any ather new
information, the Commission will
ovaluats whether any changs to its spent
fuel storage palicy is warranted. The
Commission issued a gecurity order for
ISFSIs in October 2002, and roguirsed
the licensees to implement additional
enhancement measures for dry cask
storage. These enhancements to security
included increased vehicle standoff
distances, additional security posts, and
improved coordination with law
enforcement and intelligence
communities, as well as strengthenad
safety-related mitigation procedures and
stratsgies. In summary: '

» NRC Position: Disagrees with the
commexnt.
» Action: No action required.

19. Security of Spent Fuel Poals

Public Comment: Four commenters
expressed concerns regarding
vulnerabilities of spent fuel storage
pools at nuclear power reactors under
terrorist attacks. The comments
referenced the summary of the study
performed by the Nationsl Academy of
Scisnce (NAS) which indicated that a
terrorist attack on spent fuel poolsis a
cradible threat and may lead to arelease
of a largs amount of radioactive

materials to the snvironment if it were -

successful. One commont specifically
stated that nat only is the NRC’s
response to the findings of the NAS
study slow, but also, that the NRC has
no intention of addressing thess risk

_issues. It further stated that the apparant

absence of a concerted spent fusl

security program in the revised DBT is
er evidence of the NRC's failure to

recognize end address the problem.

. 10 CFR 73.85. Accordingly,

Response to Public Camment:
Security program requirements are the
subject of another rulemaking, namely
¢ heed for
a concerted spent fusl security program
in the revised DBT is beyond the scopa
of this rule. In addition, the Commission
disagress with the statements submitied
by the commenters. The following is
provided as background information
pertinent to these commants.

The NRC hes taken numerous actions
to enhiance tha sacurity of spent aucluar
fuel, and will take appropriate
additional action as necessary as a rasult
of on-going svalpations. Before
Saptomber 11, 2001, sgent fuel wag well
protected by physical barriars, armed
guards, fntrusion detaction systems,
area surveillance systoms, access
controls, and accass authorization

‘requirements for employees working

{nside the plants. After September 11,
2001, the NRC has enhancad its
requirements, and licensaes have
increased their resources to improve
security at nuclear power plants. Far
example, the NRC's Fobruary 25, 2002
Order to power ronctor licensees dealt
with spent fuel pool conling capabilities
in the event of a terrorist sttack. As a
rasult of the supplemanted DBT, the
security of spant fuel paols has boan
enhenced at operating power roactors.

The NRC alsa initiated a program in
2002 to assess the capability of nuclear
facilities to withstand a terrorist attack.
The early focus of that program was on
power resctors, including spent fuel
gools. As the results of that pragram

scame availabls, the NRC provided
power reactor licensees additional
guidance in Fobruary 2005 on the
hnrslamentation of the February 2002
Qrder regarding spent fuel mitigation
meaasures. The power reactar liconsoes
respondod to those additional specific
recommendations in May 2005,
Mitigating measures that are being or
have been established include thase
specifically recommended in the NAS
study regarding fuel distribution and
enhanced coaling capabilitisg.

The NRC is working with industry to
canduct additional plant-specific =~
damaga assessments for a range of
potential attack scenarias. The NRC
cantinuea to evaluate gpent fusl pool
gecurity in FOF exercises, which the

'NRC canducts at laast onca every three

years at each power reactor site. In

ummary;

. NRg Position: Disagrees with the
comment.

» Acton: No actlon required.

20. Inherent Design Problems That
Maks Power Reactors Vulnerable

Public Comment: One commentsr
stated that the present DBTs ignore
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vulnerabilities inherent in the design of
nuclear facilities. The commenter stated
that the NRC has granted exemptions
from certain safety regulations (e.g.,
Appendix R fire protection standards) to
many licensees that present obvious and
unacceptablo vulnerabilities. The
commenter statad that the vulnerability
of fire-safoty related pump roowms at a
nuclear power plant under an attack
scenario was disregarded. The
commenter further related tha
documentation of concerns of
vulnerabilities regarding inheront
design problems ﬁ'u‘ough numarous
petitions and alleinh'ons to the NRC.

Response to Public Comument: The
Commission disagrees with the
commenter’s statement that the present
DBTs ignore vulnerabilities inharent in
the design of nuclear facilities. The
Commission has high assurance that the
designs of currently oporating reactors
ara safe, and provide adequats security
protection. Moreaver, the notian of
. “inherent design vulnerabilities' of
nuclear facilities is beyond the scope of
this rule, since the DBTs da not spacify
specific protective measures, such as
design features. However, plant specific
vulnerabilities ere cansidered during
the process of target set development
and are utilized during forcs-on-forca
testing to assure the licensee is capable
of dofending the plant. In addition, the
NRC is undertakins saveral sgparate
rulemakings related to this issne. For
instance, the Commission has proposed
& rule that would emend its regulations
related to security requiremsnts for
power reactors (71 FR 62664; October
26, 2006). Also, the Commission i3
considering issuing a proposed ruls that
would require applicants 1o assess
specific design features that would ha
incorporated into the final design to
supfort averall security sffectiveness of
nucleyr power plants,

With respect to the commenter's
statement on the exemptions from
certain safoty regulations {e.g.,
Appendix R fire protection standards),
the NRC staff believes that the comment
is out of scope of this rulemaking,
However, a response to the issue raised -
in this question is in arder. To that end,
the following information is provided as
background information,

Plants licensed to operate before
Jannary 1, 1879, must comply with fire
protection requiremsnts as speclfiad in
10 CFR 50.48(b) that backfit paragraphs -
IILG, ] and O of Appendix R. Plants
licensed to operate after January 1, 1979,
must comply with the approved fire
protection program incorporated into
their operating license. When the
Commission promulgated 10 CFR Part
50, Appendix R, the Commission

recognized that there would be plant
specific conditions and configurations
whaere strict compliance with the
prescriptive features specified in
Appendix R would not significantly
enhance the level of fire safety already
provided by the licensee. Therefore, in
certain cases, whare the licensee could
demonstrate an equivalent level of fire
sefaty that satisfied the underlying
purposs of the rule, the licensee could
apply for a specific exemption from
Appendix R. Thug, the exemption
process allowed through 10 CFR §0.12
provides a means of allowing licensses
to meet Appendix R through alternato
means.

The NRC has granted and continues to
grant exemptions when a liconsee meets
the criteria of 10 CFR 50.12and
demonstcates that the alternate msans
provide an adequate level of fire safety.
The NRC believes that individual fire
protection exemptions have had a small
impact on plant risk,

Regarding the commentsr’s statement
concerning the petitions and allsgations
documented and submittad to the NRC,
the NRC is currontly preparing
responses to those that have been
received. :

" e NRC Pasition: Disagrees with the
comment that the present DBTs ignore
vulnerabilities inherent in the design of
nuclear facilities.

* Action: Na action {s required with
respect to this DBT rulemaking.
Howavar, the NRC will provide propser
responses to the petitions and -
allegations that have been received.

III. Summary of Specific Changes Made
to the Proposed Ruls as a Result of

Public Comment

One change Is being mada to the rule
to add a cyber threat as an explicit
element of the DBT ruls for both
external and internal adversaries.

The pravious DBT requirements in 10
CFR 73.1 did not spacifically include
the threat of a cyber attack. However, a
cyber attack capability was implied in
the froposed 10 CFR 73.1 {ssued for
public comment In the Federal Rogistor
on November 7, 2005 (70 FR 67380).
Under Section 651(a)(2) of the EPAct of
20085, Congrass also directad NRC to
consider making an “assessment of
physical, cyber, biochemical, and other
terrarist threats” when devsloping the
revised ruls, and the NRC specifically
asked for public comment on whether
this and a number of other aspects
should be included in the DBT. One
commenter specifically reforred to the
nead for the DBT rule to contain
requiraments pertaining ta cyber sttack
capabilities.

The NRC has histoxically required
licensees to evaluate cyher
valnerabilities, Tu February 2002,
)icensees subject to the DBTy were
directed by ICM Order (EA-D2-026) to
consider and address cyber safety and
gecurity valnarabilities. In April 2003,
NRC Orders (EA~D3-086 and EA-03-
087) that supplemented the DBTs -
contained language concerning the
threat of a cyber attack. Licensees were

- subsequently provided with a cyber

sacurity self-aysessment mathodology
and the results of pilat studies, as wall
as additional guidance issued by the
nuclear industry, to facilitate
development af site cyber security
programs.

e February 2003, U.S. National
Strategy to Sacure Cybarspace suggests
that the ¢yber threat likely will increase
both in capability and frequency in the
future, In fight of this threat, tha cybar
security programa already initiated by
the industry, tha proposed draft 10 CFR
73.558(m), “DigitaFComputer and -
Communication Networks,"” that is _
included in the proposed rule on pawer
reactor security requiremants (71 FR
62664; Octaober 26, 2006), and the
requirements of the EPAct of 20085, the
Cummission has dacided to include a
cybor attack as an element of the DBT.

V. Section-by-Sectien Analysis

The follow!ng provides a comparison
between the previous rule text and the
final rule text in 10 CFR 73.1.

{a) Previous Ruls: Purpose. This part
prescribes requirementas for the
establishment and maintenance of a
Ehysical-protectinn system which will

ave capabilities for the protection of
spacial nuclear matarial at fixsd sites
and in transit and of plants in which
special nuclear material is used. ‘The
[ollowing design basis threats, where
referenced in ensuing sections of this
part, shell he used ta design safegnards
systems to protect against acts o
radiclogical sabotage and to prevent the
theft of special nuclear material.
Licensees subject to the provisions of
§§72.182, 72.212, 73.20, 73,50, and
73.50 sre exempt from 73.1(a)(1 ){i)(E)
and 73.1(a){1)(iii).

(a) Final Rule: Purpose. This part
prescribes requirements for the
establishment and maintenancs of a
Ehyeical pratsction system which will

ave capabilities for the protection of
apecial nuclear material at fixed sites
and in transit and of plants in which
special nuclear material is used. The
following design hasis threats, where
veferenced in ensuing sections of this
part, shall be used to design safeguards
systems to ¥rotecl against acts of
radiological sabotage and to prevent the
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theft or divarsion of special nuclear
matarial. Licensees subject 1o the
provisions of § 73,20 (except for fuel
cycle licensees authorized under part 70
of this chapter to receive, acquirs,
possess, transfer, use, or deliver for
transportation formula quantities of
strategic spucial nuclear material),
§§ 73.50, and 74.60, are exempt from
§§ 73.1(a)(NG)(E), 73.1(a)(1)iii),
73.1(a)(1)(iv), 73.1(a)(2}(iii),
73.1{a){2)iv). Licensees subject to the
provisions of § 72.212 are exempt from
§73.1(a)(1)(iv).
(a) Change: The paragraph is modified
_to clarify that the DBT is dosigned to
rotect against diversion in addition to
theft of special nuclear material. The
exemnptions are updated based on the
order requiromsnts and conforming
changpss to other paragraphs of this part.

(1)(i) Previous Rule: Radiological
sabotage. (i} A determined violent

assault, attack by stealth, or
deoceptivs actions, of several parsons
with the following attributes, assistance
and equipment:

(3)(1) Final Rule: Radiological
sabotage. (i) A determined violent
oxternal assault, attack by stsalth, or
deceptive actions, including
diversionary actions, by an advers
force capable of operating in each ::?the
following modes: a single group
attacking through one entry point,
multiple groups attacking through
multiple entry peints, a combination of
one or mose groups and one or more
individuals attacking through multiple
entry points, or individuals attacking
through separate entry points, with the
following attributes, assistance and
squipment: :

(1)(i) Change: The paragraph adds
new capabilities to the DBT including
oporation in multiple modes of attack.
The language in the final rula was
modified to provide specificity that
licensees are required to maintain the
capability 1o protect against several
mades, and that a physical security plan
only capabla of de?anding againet one of
the prescribed modes would not satisfy
the requirements of the rule.

(1){(i)(A) Previous Rule: Wall-trained
{including military training and skills)
and dedicated individuals,

(1)(i)(A) Final Rule: Well-trained
{including military training and skills)
and dedicated individuals, willing to
kill or be killed, with sufficient
knowledge 1o identify specific
equipment ar locations necessary for a
succeasful attack,

(1)(i)(A) Change: The paragraph adds
advaersaries who are wilﬁng to kill or bs
killed and are knowledgeable about
specific target selection to the DBT,

(1)()(B) Previous Rule: Inside
assistance which may include a
knowledgeable individual who attempts
1o participate in a passive role (e.g.,
provide information), an active role
(a.., facilitate entrance and exit, disable
alarms and communicatians, participste
in violent attack), or both,

(1)(i)(B) Final Rule: Active (e.g..
facilitats entrance and exit, disable
alarms and communicetions, participate
in violent attack) or passive (o.g.,

ovide infometion?. ar both,

owledgeable inside assistancs,

(1)()(B) Changa: The reference to an
individual is removed and the
paragraph reworded to provide
flexibllity in defining the scope of the
inaide threat,

{1)(i)(C) Previous Rule: Suitable
weapons, up to and including hend-
held automatic weapons, equipped with
silencers and having effective long range
accuracy,

(1)(i)(C) Final Rule: Suitable weapons,
including hand-held automatic

" weapons, equipped with silencers and

having effactive long range accuracy,

(vlli?ﬁ(C] Change: The phrass “up to
and including” is changed to
“including” to provide flexibility in
defining the range of weapons licensees
must be able to defend against.

- (1){i)}(D) Previous Rule: Hand-carried
equipment, including incapacitating
agents and explosives for use as taols of
sntry or for otherwise destroying
reactor, facility, transporter, or container
integrity or features of the safeguards
yystem, and :

{1)(i)(D) Final Rula: Hand-carried
equipment, including incapacitaﬁn?
agenis and explosives for use as tools of
entry or for otherwise destroying
reactar, facility, transporter, aor container
integrity or features o?tl\e safognards
system, an

{1)(3)(D} Change: This description is
not revised by the final rule.

(1)()(E) Previous Rule: A four-wheel
drive land vehicle used for tran?nﬂing
personnel and their hand-carrie
equipment to the proximity of vita)
greas, an
(1)(i)E) Final Rule: Land and watar

' vehicles, which could be usod for-

trangporting parsonns! and their hand-
carried equipment to the proximity of
vital ateas, and

(1)(i)(E) Change: The scope of vehicles
licensees must defend against is
expanded to include wator vehicles and
» rangoe of land vehicles beyond four-

wheel drive vehicles,

{1)(ii) Previous Rule: An internal
threat of an insider, including an
employee (in any position), and

(1)(i]) Pinal Rule: An internal threat,

q . .

(1)(11) e: The currant rule
dascribas the internal threat as a threat
posed by an individual. The language is
ravisod to provide flexibility in defining
the scope of the internal threat,

(1)(iii) Previous Rule: A four-whes}
driva land vehicls bomb.

(1)(i11) Final Rule: A land vehicle
bomb assauit, which may be
coordinated with an external assault,

and

(1)(iii) Change: The paragraph is
updated to reflect that licensees are
rm}uired to protect against a wide range
of Jand vehicles. A new mode of attack -
not graviously part of the DBT
rogulations is added indicating that
adversaries may coardinata a vehicle
bamb assault with another external
assaunlt. : :

(1)(iv) Previous Rule: None,

{1)(iv) Final Ruls: A waterborno

.vehicle bomb assault, which may be

coordinated with an external assault,

and
(1){iv) Change: The paragraph adds s

" new mode of attack not previously part

of the DBT, that baing a waterborne

- vehicle bomb assault. This paragraph

also adds a caordinated attack concept.
(I)Ev} Previous Ruls: None.

1)(v} Final Rule: A cybec attack.

1){v) Change: Adds a cyber aitack.
The capability to explait site computer
and communications system -
vulnergbilities ta modify or destroy duta
and programming code, deny access ta
systems, and provent the c:-garation of
the computer system and the squipment
it controls, '

(2)(i} Previous Rule: Theft or
diversion of formula quantities of
siratagie spocial nuclear matwrial. (i) A
determined, violent, external assault,
attack by stealth, or deceprive actions by
a small group with the following
attributes, essistance, and equipmont:

{2)(i) Final Rule: Theft or divarsion of
formula quantities of strategic special
nucloar material. (i) A determined
vialent external assault, attack hy
stealth, or deceptive actions, including

- divarsionary actions, by an adversary

force capable of operating in each of the
following modes: a single group
attacking through one entry point,
multiple groups attacking thraugh
multiple antry polnts, & combination of
one or more groups and one or more
individuals attacking through multiple
entry points. or individuals arttacking
through separate entry points, with the
following attributes, assistance and

- equipment:

(2)(1) Change: The paragraph adds
new adversary capabilities to the DBT
including operation in multiple modes
of attack, The languags in the final rule
was modified to provide specificity that
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licensees sre required to maintain the
vapability to protect against several
mades, and t}‘:at a physical security plan
only capable of defending againat one of
the prescribed modes would not satisfy
the requirements of the ruls.

{2){i}(A) Previous Ruls: Wall-trained
(including military training and skills)
and dedicated individuals;

(2)(i)(A) Final Rule; Well-trained
(including military training and skills)
and dedicated individuals, willing to
kill or be killed, with sufficient
knowledge to identify specific
equipment ar locations necessary for a
successful atiack; . :

(2)(i)(A) Change: The paragraph adds
to the DBT adversaries who ars willing
1o kill or be killed and are
knowledgeabls about spacific target
selaction.

(2)(i)(B) Frevious Rule: Inside
assigtance that may include a :
knowledgeable individual who attempts
to participate in a passive role (e.g.,
provide information), an activa role
(e.g.. facilitate entrance and exit, disable
alarms and communications, participate
in violent attack), ot both;

(2)(i}(B) Final Rule: Active (e.g.,
facilitate entrance and exit, disabls
_ alarms and communications, participate
in violent attack) or passive (e.g.,
provide information), or both,’
knowledgeable inside assistance;

{2}(i}(B} Change: The reference to an
individual is removed and the
sara aph reworded to provide

exibility in defining the scope of the
inside threat,

(2)(i)(C) Previous Rule: Suitable
weapons, up to and including hand-
held automatic weapons, aquipped with
silencers and having effective long-
ranga accuracy;

{2)(1)(C) Final Rule: Suitable weapons,
‘including hand-held automatic
weapons, equipped with silencers and
huving affactiva long-range accuracy;

(2)(3)(C) Change: The phrase “up to
and including” is changed 1o
“including" to provide flexibility in
defining the ranga of weapons licensees
must be able to defend against. :

(2)[i)(D) Previous Rule: Hand-carried
equipment, including incapacitating
agents and explosives for use ag tools of
ontry or for otherwise destroying
reactor, facility, tranaporter, or container
inlagrity or features of the safeguards
system;

(2}(i)(D) Final Rule: Band-carried
equipment, including incapacitating
agents and axplasivas for usa as tools of
entry ar for otherwise destraying
reactor, facility, transporter, or container
“integrity or festures of the safaguards
system; and :

{2)(i)(D) Change: This description is
not revised by the final ruls, i

(2)(i)(E) Previous Rule: Land vehicles
used for transporting personnsl and
their hand-carried equipment; and

(2)(i)(E) Final Rule: Land and water
vohicles, which could be used for
transporting personnel and their hand-
carried equipment. :

(2)(i)(E? ange: The scape of vehicles
licensees must defend against is
expanded t include waler vehicles and
a rangs of land vehicles beyond four-
wheel drive vehicles,

{2)(i)(F) Previous Rule: Tho ability to
operats as fwo or more tgama.

(2)(}(F) Final Rule; Deleted. _

(2)(i)(F) Change: This requirement is
included in (2)(1). _

{2)(ii) Previous Rule:An individual,
including an employea (in any
position), and

(2)(ii) Final Rule: An internal threat,

(2){1i) Change: The current rule
describes the internal threat as a threal
posed by an individual. The luncgluags ls
ravised to provide flexibility in defining
the scope of the Intarnal threat.

[zj(iif) Pravious Rule: A conspiracy
between individuals in any pasition
who may have:

(A} Access to and detailed knowledge
of nuclear power plants or the facilitive
referred to in §73.20(a), or

(B) Items that could facilitate theft of
special nuclear material (2.g,, small
tools, substitute matarial, false
documents, eic.}, orboth. -

(2)(iii) Final Rule: A land vehicle
bomb assault, which may be
coordinated with an external assault,

and

{2)(iii) Change: The %aragraph is
updated to reflect that licensees are
required to protect against a wide range
of‘}and vehicles. A new mada of attack
not previously part of the DBT is added
indicating that adversaries may
coordinate a vehicle bomb assault with
another extemnal assault, '

(2)(iv) Previons Rule: Nane.

(2)(iv) Final Rule: A waterborns
vehicle bomb assault, which may be
coordinated with an external assault.

{2)(iv) Changa: The paragraph would

add a new maods of attack not previously

part of the DBT, that being & waterborne
vahicle bamb assault. This coordinated

attack concept is another upgrade to the
current regulation.

{2)(v) Pravious Rule: None.

(2)(v) Final Rule: A cyber attack.

(2)(v) Change: Adds a cyber attuck.
The capability to explolt aita compnter
and communications system
vulnerabilities to modify or destroy data
and programming code, deny access to
systemas, and provent the operation of
the computer system and the equipment
it controls,

The Commission concludes that the
amendrnents to § 73.1 will continua to
ensure adsquate protection of public
health and safety and the common
dofanise and security by requiring the
sacure use and management of .
radioactive materials. The revised DHTs
rapresent the largest threats against
which private sector facilities must be
able to defend with high assuranca. The
amendments to 10 CFR 73.1 reflect
requirements currently in place under
existing NRC regulations and arders.

V. Guidance

Tha NRC staff is preparing new
regulatory guides {RGs) ta provide
detailed guidance on ths revised DBT
requiremants in 10 CFR 73.1. Thase
guides are intended 1o assist current
llcansees in ensuring that their sacurity
plans meet requirements in the ravised
rule, as well as future license applicants
in the devalg n;ent oé Lhah- aecuri;y

rograms and plans. The nuw guidenca
?ncorporates the insights gained from
applying the varlier gnidance that was
used to develop, review, and apprave
the site security plans thal licensoos put
in place in responsa to the April 2003
Qrders. As such, this regulatory
guidance is expected to be consistent
with revised security measures at
curront licensees, The publication of the
RC:s is planned to coincide with the
puhblication of the final rule,

1. Regulatory Guide (RG=-5.69) ,
"Guidancs for the Implementation of
the Radiological Sabotage Design-Basis
Threat (Safeguards).” Tﬁis regulatory
guide will provide guidence to the
industry on the radlological sabotage

'DBT. RG—5.60 contains SGI and,

therefore, is being withheld from public
disclosure angd distributed on a need-to-
know hasis to thoss who otherwiso
qualify for access.

2. Regulatory Guide (RG-5.70},
""Guidance for the Implementation of
the Theft or Diversion Dasign-Basis
‘Threat (Classified).” This regulatory
guida will pravide guidance ta the
industry on the thaft or diversion DBT,
RG~5.70 contains classified information
and, tharefore, is withheld from public
disclosure and distributed only ona
need to know basis to those who
othorwise qualify for access.

V1. Resolution of Petition (PRM-73~12)

The staff incorporated consideration
of a petitlon for rulemaking into this
rulemaking filed by the Committee to
Bridge the Gap (PRM—-73-12) on July 23,
2004, The petition requests that NRC
conduct a rulemaking to reviso tha DBT
regulations (including numbers, tearns,
capabilities, planning, willingness to
dis, and other characteristics of
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adversaries) to a level that encompasses,
with a sufficient margin of safety, the
terrorist capabilities demonstrated
during the attacks of September 11,
2001. The pstition alsa requests that
security plans, systems, inspections,
and FOF exercises be revised in
accordanca with the amended DBTs.
Finally, the petition requests that a
requiremsent be added to Part 73 to
require licensess to construct shields
against air attack (referred to es
"beamhenges") so that nuclear power
plants would be able to withstand an air
attack from a jumbo jet similar to the
Septamber 11, 2001, attucks.

- PRM-73-12 was published far public
comment in the Fedsral Register on
November 8, 2004 (69 FR 64690). There
wers 845 commaents submitted on PRM~
73~12, of which 528 were form letters.
The staff reviswed both the petition-and
the comments on the pstition against
the supplemental DBTs lo datermine if
the DBTs shauld he revised as requested
by the petitioner. Based on this review,
the NRC staff determined that a number
of tho proposed revisions in PRM~73~12
had slready been set forth in the
propoesed DBT rule language. The NRC
partially granted PRM-73-12 as stated
in the public¢ notice of the proposed 10
CFR 73.1 DBT rulemaking, (See, 70 FR
87380; November 7, 2005), but deferred
action on other aspects of the patitlon,
particularly with respect to its
consideration of the airbarne threat, to
the final rulemaking, '

During the course of this rulemeking,
the Commission considered if it would
be necessary to add somae type of
airborne threat as part of the DBTs. After
careful evaluation and consideration,

the Commission has chosen a two-Irack
vesponse to the air threat that axcludes
phyasical security meagures such as
“‘beamhenge.” First, the Commission
determined that active protection
against the airborne threat requires
military weapons and ordinance (i.s.,
ground-based air defense missiles), that
rightfully belong to the Dapartment of
Defenss. Thus, the airborns threat is one
which is beyond what a private security
force can ressonably be expected to
defond against. Second, licensess have
been directed to implement cortain
mitigative measuras to limit the effects
of an aircraft strike. Thersfore, the
Cominissicn has denied the request of
tha petition PRM~73-12 regarding the
inclusion of the airborne threat in the
DBTS, as well as beamhengs as physical
sacurity measures. More detailed
information in support of the
Commission’s position is provided in
the commant rasalutions for Factor §,
the potontial for watar-based and air-
based threats, and Fector 9, the potential
for firss, especially firos of long
duratian.
VII. Criminal Penalties

For the purposes of Section 223 of the
Atomic Energy Act, as amended, the
Commission is issuing the final rula to
revise 10 CFR 73.1 under Sections of
161b, 161i, or 1610 of the Atomic
Energy Act of 1954 {AEA). Criminal
penalties, as they apsly to regulations in
Part 73, are discussed in 10 GFR 73.41,

VIII. Compatibility of Agreement State
Regulations

Under the *“Policy Statoment on
Adequacy and Compatibility of

Agresment States Programs, “approved
by the Commission on June 20, 1897,
and published in the Fedoral Regisier
(82 FR 46517; September 3, 1997), this
rule is classified as compatibility o
“NRC.” Compatibility is nat required for
Category "NRC" regulations. Tha NRC
program elemanits in this category are
those that ralate directly to areas of
regulation reserved to l{e NRC by tha
AEA or the provisions of Titla 10 of tho
Coda of Fedoral Regulations, und
although an Agreement State may not
adopt program elements reserved to
NRC, it may wish to inform its licensees
of certain requirements via » mechanism
that is conslstent with the particular
State's administrative prucedues laws,
but dees not confer rgulatory authority
on the State.

IX. Availability of Documents

Some documents discussed in this
notice are nat availabla 1o the public.
The following table indicates which
decuments are availahls to the public
and how they may be obtained, Public
Document Hoom (PDR). Tha NRC Public
Document Room is located at 11555
Rockvills Pike, Rockville, Maryland
20852, Rulemuking Website (Web). The
NRC's interactive rulemaking Website is
located at: //ruleforum.linl.gov. These
documents may be viewed and
downloaded slactranically via this Web
site. NRC's Electronic Reading Room
(BAR). The NRC's electronic reading
yoom is located at http://www.nre.gov/
reading-rm.huml,

BDocument PDR Web ERR
Environmantal Assessment X X - | MLD70530261
Regulatory Analysis -... . X X || MLO70530183
. Publlc Comments on PRM-73-12 . X X MLD53040081
Radiological Sabotage Adversary Characterislics document no no no '
Theft ar diversion Adversary Characteristics document no no no
Technical Basls Document no no no
RG 5.69 on Radiological Sabolage no no ne’
RG -5.70 on Theft or Diverslon ' no no no -
Mamorandum: Status of Securily-Related Rulemaking X X ML041180532
Commisslon SRM dated Auguet 23, 2004 ........cccoivecricmiscienimisnennaminoimsssmesssionas | o s | MLO42360548
Memorandum: Schedule for Part 78 Rulemakings X X ML043060572
Letter to Pelilioner X X ML052820150
Commisslon SAM dated Oclober 27, 2005 X X ML053000448
Proposed Rulemaking daled November 7, 2005 - X X ML0E0030310
Public Comments on Proposed Rula ...... X X ML0B2130575
. Commission SAM dated January 28, 2007 .......uesiiemnniminimissa s s X X MLO70200286
Final Rulemaking b 4 X MLO70520602

X, Plain Language

The Presidential memorandum deted
June 1, 1998, entitled “Plain Language
in Gavernment Writing,” published on
June 10, 1998 (63 FR 31883) directad

that the Government’s documents be in
plain, clear, and accessible language.
The NRC requested commaents on the
propased rule specifically with respect

-to the clarity and sffactiveness of the

language used. No specific comnants
were received on the proposed rale
related to this jssue. -
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XI. Voluntary Consensus Standards

The National Technalogy Transfer
and Advancement Act of 1995, Pub. L.
104-113, requirés that Federal agencies
use technical standards that are
developed or adopted by voluntary
consensus standards bodies unless
using such a standard is inconsistent
with applicablo law or is otherwise
impractical. The NRC is not aware of
any voluntary consensus standard that
could be used instead of the proposed
Government-unigue standards. Tha NRC
will consider using a voluntary
consensus standard if an appropriate
standard is identified. .

X1I. Finding of No Significant
Environmental Lmpact: Environmoental
Assessment; Availability

The Commission has detarmined
under the National Environmental
* Policy Act of 1969, as amended, and the
- Commission’s regulations in Subpart A

of 10 CFR Part 51, that this rule is not
a major Federal action significantly
affecting (he quallty of the human
environment and, therefore, an
senvironmentsl impact statement is not
required, '

The determination of this
environmental assessment is that there
will be no significant off-site impact to

~ the public from this action.

The NRC sant a copy of the
environmental assessment and the
proposed rule to every State Liaison
Officer and requested their comments
on the enviranmental assessment. No
‘comments were received from the State
Liaison Officer on the environmental
assessment.

X1, Paperwork Reduction Act
Statement

This final rule doses nat contain new
or amended information callection
requirements and, therefors is not
subjact to the Paperwork Reduction Act
of 1995 (44 U.5.C. 3501 st seq.). Existing
information collection requirements
were approved by the Office of
Management and Budgat, appraval
number 3150~0002. The burden for all
future licensess will be covered under
10 CFR Part 52 (3150-0151) as part of
ths combined operator license
applications.

Public Protection Notification

The NRC may not conduct or sponsor,
and a person is not required to respond
to, a request for information or an
information callection requirement
unless the requesting document
displays a currently valid OMB cantrol
number,

XI1V. Regulatary Analysis

The Commission has prepared a
.rogulatory analysis on this regulation. -
The analysis examines the costs and
benefits of the alternatives considered
by the Commission. The Commijssion
requested public comment an the draft
analysis. Cornments an tha
draft analysis have been addressed in
-Section II of this document. Availability
of the regulatory analysis is provided in
. Section VI of this document.
XV. Regulatory Flexibilily Certification
Undor thu Regulatory Flexibility Act
(5 U.S.C. 805(b)), the Commission
certifies that this rule doss not have a
significant sconomic impact on a
substantial number of smell entities.
This fina) rule affecta only the licensing
and operation of nuclear powsr plants
and Category I fuel cyclo facilities, The
t own these plants do not
fall within the scopeé of the definition of
“small entities" set forth in the
Regulatory Flexibility Act or the size
standards esteblished by the NRC (10

XVI. Backfit Analysis

The NRC has determined, pursuant to
the exception in 10 CFR 50.108(a)(4)(iil)
and 10 CFR 70.76(a}(4)(lv), that a backfit
analysis is unnecessary for this final
rule, Sections 50.109 and 70.76(a)(4)(iv)
state, in pertinent part, that a backfit
analysis is not required if the
Commission finds and declares with
appropriata documented evaluation for
its finding that a “regulatory action
involves defining ar redefining what
level of protection to the public health
and safety or common defense and
sacurity should ba regarded as
adequata.” Tha final rule incraases the
requirements currently
prescribed in NRC regulations, and is
nacessary ta protact nuclear facilities
against potential terrorjsts. When tha
Commission imposed security
enhancements by orderin A
did so in response to an esc
domestic threat level. Since that tirae,
the Commission has continued to
monitor intelligence reports regarding
plausible threats from terrarists
currently facing the U.S. The
Commission has also gained experience
fram implamenting the ordec
requirements and reviewing revised -
licensee security plans. The
Commission has considered oll of this
information and finds that security
requirements similar to those previously
imposed by the DBT Orders, which
applied anly to existing licenseas,
should bs made generically applicable.
The Commisgion furthar finds that the

final rule would redefine the sacurity
raquirements staied in existing NRC
regulations, and is nocessary to ensure
that the public health and safety and
common defense and security are
adequately protected in the current,
post-September 11, 2001 environmeant.

XVII. Congressional Review Act

Under the Congrassions! Revisw Act
of 1896, NRC has determined that this
action is not 8 ““major rule” and has
verified this determination with the
Office of Information and Regulatory
Affairs of OMB.

List of Subjects in 10 CFR Part 73

Criminal penaijties, Export, Hazardous
materials transportation, Iinport,
Nuclear materials, Nuclear pawer plaots
and reactors, Reporting and
recordkeeping requirements, and
Securily measures.

» For the reasans set out in the

preamble and under the autharity of the
Atomic Energy Act of 1854, as amended;
the Energy Reorgenization Act of 1974,
as amended; and 5 U.S.C. 552 and 553;
the NRC is adopting the following
amendments to 10 CFR part 73.

PART 73—PHYSICAL PROTECTION OF
PLANTS AND MATERIALS |

o 1. The authority citation for part 73
continuss to read as follows:

. Authority: Secs, 53, 161, G8 Stal. 030, 048,
as amended, sec. 147, 94 Stat. 780 (42 U.S.C.
2078, 2167, 2201}); sac. 201, s amandud, 204,
a8 Stat. 1242, as amended, 1245. sec. 1707,
106 Stat. 2851. 2852, 2053 (42 U.8.C. 5841,
5844, 22971); suc. 1704, 112 Stal. 2750 (44

- U.8.C. 3504 note). Section 73.1 also issued

under sers, 135, 141, Pub. L. 97—425, B6 Star.
2232, 2241 (42 U.S.C, 10155, 10161). Saction
73.37(f) alsa issuod under sec. 301, Pub, L,
96-205, 94 Stat. 789 (42 U.S.C. 5841 nate),
Section 73.57 1s iesued undsr sec, 606, Pub.
L. 99~-389, 100 Stat. 876 (42 U.S.C. 2169).

®2.In §73.1, paragraph {a) is revised to
read as follows:

§73.1 Purpose and scope.

{a) Purpase. This part prescribes
requirements for the establishment and
maintenance of a thslcal protaction
system which will hava capabilities for
tha protection of spacial nuclear
material at fixed sites and {n transit and
of plants in which special nuclear
material is uaed. The following design
basis threats, where refsrenced in
snsuing sections of this part, shall be

‘usad 10 dasign safeguards systems to

protect against acts of radiclogical
sabotage and to pravont the thaft ar
diversion of special nuclear material.
Licensass subject to the provisions of
§73.20 (except far fuel cyclo liconsees -
authorized under Part 70 of this chapter’
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to receive, acquire, possess, transfer,
uss, or deliver for transportation
formula quantities of strategic special
nuclear material), §§ 73.50, and 73.60
are exempt from §§ 73.1(a)(1)(1)(E},
73.1(a)(1)(iii), 73.1(a)(1)(iv),
73.1(n)(2)(iit), and 73.1(a)(2)(iv).
Licensess subject to the provisions of
§72.212 are exempt from
§73.1(a)(1)(iv).

(1) Radiological_sabotage. (iA
determined violent external agsault,
attack by stealth, or deceptive actions,
including diversionary actions, by an
advarsary force capable of operating in
each of the following modes: A single
group attacking thraugh one eniry point,
multiple groups attacking through
multiple antry points, a combinstioa of
On@ ar more groups énd one ar more
individuals attecking through multiple
entry peints, or individuals attacking
through separate entry points, with the
following atiributes, assistance and

equipmsent:

{A) Well-trained (including military
training and skills) and dedicated
individuals, willing to kill or be killed,
with sufficient knowledge to identify
specific equipment or locations
necessary for a successful attack:

(B) Active {e.g., facilitate sntrance and
exit, disable alarms and
comununications, participats in violent
attack) ar passive (e.g., provide
information), or both, knowledgsable
inside assistance;

(C) Suitable weapons, including hand-
hsld automatic weapans, equipped with
silencers and having effactive long rangs
accuracy; '

(D) Hand-carried equipment,
including incapacitating agents and
explosives for uss as tools of entry or for
otherwise dostroying reactor, facility,
transporter, or container integrity or
features of the safeguards s¥stam' and

(E} Land and water vehicles, which
could be used for transporting personnal
and their hand-carried equipment to the
proximity of vital areas; and

(ii} An internal threat; and

{iii) A land vehicle bomb assault,
which may be coordinated with an
external assaunlt; and

(iv) A waterborne vehicla bomh
assault, which may be coordinated with
an external assault; and

[v A cyber attack.

2) Theft ar diversion of formula
quantities of strategic special nuclear
material. (i) A determined violent
external assault, attack by stealth, or
deceptive actions, including
dlverslonarr actons, by an adversary
force capable of operating in sach of the
following modes: a single grou
attacking through one entry point,

_ multiple groups attacking through

" throu

multiple entry points, a combination of
one or more groups and one or
Individuals attacking through multiple
entry points, or individuals atiacking
saparate entry points, with the
following attributes, sssistance and
equipment:

(A} Wall-trained (including military.
taining and skills) end dedicuted
individuals, willing to kill or be killed,
with sufficient knowledge to identify
specific equipment or locationa

* necessary for a successful attack;

(B) Active (e.g., facilitate entrance and
exit, disable ularms end .
communications, participate in viglent
attack) or passive (a.g., provide
infarmation), or both, knowledgeshle
inside assistance; :

(C) Suitable weapans, including hand-
held automatic weapons, equipped with
silencera and having effective long-
range accuracy;

(D) Hand-carried equipment,
including incapacitating agents and
explosives for use as tools of entry or for
otherwiso destraying reactor, facility,
transporter, or container integrity or
features of the safe-guards alyatem:

(E) Land and watsr vehicles, which
could be used for transparting personnel
and their hand-cazried equipment; and

(ii} An internal threat; an

(iii) A land vehicle bomb assault,
which may be coordinated with an
extornal asssult; and

(iv) A waterborne vehicle bomb
assault, which may be coordinated with
an external assault; and

{v) A cyber attack,
1 ] L] L] L

Dated at Rockville, Maryland thig 13th day
of March 2007. .
Por tho Nucloar Regulatory Commission.

Annetto L. Viotti-Cook,
Sacratary af tho Cammission.

" [FR Dac. 07-1317 Filed 3-16-07; 8:45 am]

BILLING CODE 7890~01-P :

DEPARTMENT OF TRANSPORTATION

Federal Aviatlon Administration

14 CFR Part 39

[Dackat Na. FAA-2006-25085; Direclorate
idenlifler 2006-SW-02-AD; Amandmenl 39~
14998; AD 2007-06-15)

RIN 2120-AAG4

Alrworthiness Directives; Eurccopter
France Modsl AS3508, AS3I50B1,
AS350B2, AS350B3, AS350BA,
AS350C, AS350D, and AS350D1
Hellcopters

* AGENCY: Federal Aviation

Administration, DOT.

ACTION: Final mle.

SUMMARY: This amendment adopts a
new airwarthinsss directive (AD) for the
specified Eurocopter France
(Eurocopter) model holicopters that
requires replacing a cartain hydraulic
drive belt (drive belt). Also required is
reducing the lnbrication time interval
for a certain hydraulic pump drive shaft
(driva shaft). This amendment is
prompted by in-flight Failures of the
drive belt and the drive shaft. The
actions specified by this AD are
intended to pravent in-flight (silure of
the drive belt or drive shaft, loss of
hydraulic power to the fight control
yystem, and subsequent loss of control
of the halicopter.
pates: Effective April 23, 2007,
ADDRESSES! You mey get the sorvice
information identified in this AD from
American Eurocopter Corporation, 2701
Forum Drive, Grand Prairie, Texas
75053-4005, telephane (972) 6413460,
fax (972) 641-3527.

Examining the Dacket: You may
examine the docket that contains this

- AD, any comments, and other

information on the wternst at Attp://
dms.dot.gov, or at the Docket
Management System (DMS), U.S.
Department of Transportation, 400
Seventh Straet, SW., Room PL—401, on
the plaza level of the Nassif Building,
Washington, DC.

FOR FURTHER INFORMATION CONTACT: Gary

. Rouch, Aviation Safety Enginoer, FAA,

Rotorcraft Directorate, Regulstions and
Guidance Group, Fort Worth, Texas
76193-0111, telephone (817} 222-5130,
fax (817) 2225061, _
SUPPLEMENTARY INFORMATION: A
proposal to amend 14 CFR part 39 to
includse an AD for the spacified model
helicoptars was published in the
Federal Registar on June 30, 2006 (71
FR 37515). That action proposed to
require the following; -

» At or before the next 500-hour time-
in-service (TIS) inspection, replacing
the drive balt with an alrworthy drive
belt that {8 not included in the '
applicability of this AD, and

o Within 110 hours TIS or al the naxt
scheduled lubrication interval far the
drive shaft splines, and thereafter at
intervals not to exceed 110 hours TIS or
6 months, whichever occurs first,
lubricating the drive shaft splines.

Eurocopter has issued tho following:

*» Sarvice Bulletin No. 63.00.08, dated
May 27, 2002, which specifiss installing
o poly-v typa drive balt on the driving
hydraulic pump; end

* Service Buletin No. 29.00.04,
Revision 1, dated January 27, 2004,
which spetifies reducing the Jubricstion
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CERTIFICATE OF SERVICE
I hereby certify that, this 11th day of May, 2007, 1 cansed a copy of the foregoing Petition
for Review to be served by facsimile and by first-class mail, postage prepaid, on:

Karen Cyr, General Counsel
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

‘Fax: (301) 415-3200

Attomey General Alberto R. Gonzales
U.S. Department of Justice

950 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Fax: (202) 307-6777
YA A

Adina H. Rosenbaum




