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 13.  CONDUCT OF OPERATIONS

13.1 Organizational Structure of Applicant

In the Economic Simplified Boiling Water Reactor (ESBWR) design control document (DCD)
Tier 2, Section 13.1, “Organizational Structure of Applicant,” the applicant stated that the
organizational structure is the responsibility of the combined license (COL) applicant.  The
applicant also stated that the organizational structure should be consistent with the human
system interface.  The staff discusses its evaluation of this matter in Chapter 18 of this report. 
In DCD Tier 2, Section 13.1.1, “Combined License Information,” the applicant stated that a COL
applicant, referencing the ESBWR certified design, will address the consistency of its
organizational structure with the ESBWR human factors engineering (HFE) design
requirements.  The staff finds this to be acceptable.  The requirement that a COL applicant,
referencing the ESBWR certified design, address the consistency of its organizational structure
with the ESBWR human factors engineering (HFE) design requirements was identified as COL
Information Item 13.1-1 as addressed in DCD Tier 2, Section 13.1.1. 

13.2 Training

In DCD Tier 2, Section 13.2, “Training,” the applicant stated the following:

• Reactor Operator training is described in Section 18.10, “Training Program Development.”

• Non-Licensed plant staff training and plant staff involved in preoperational testing and
low-power operation (in accordance with NUREG-0737, “Clarification of TMI Action Plan
Requirements,” Item I.G.I, “Training for Low-Power Testing”) is described in
Section 18.10, “Training Program Development.”

• Monitoring of the licensed operator and non-licensed plant staff training programs is
described in Section 18.13, “Human Performance Monitoring.”

• Validation of baseline training documentation in the full scope simulator is described in
Section 18.12, “Design Implementation.“

• In accordance with NUREG-0737, Item I.C.5, “Procedures for Feedback of Operating
Experience to Plant Staff,” operating experience will be incorporated into training and
retraining programs and is described in Section 18.3 “Operating Experience Review.”

The staff discusses its evaluation of these items in Chapter 18, “Human Factors Engineering,”
of this report.  The staff reviewed the items listed above and associated descriptions in Chapter
18 of the DCD, and verified that the applicant has established an approach for developing plant
staff training.  The staff concluded the approach incorporates the elements of a systems
approach to training, evaluates the knowledge and skill requirements of personnel, coordinates
training program development with the other elements of the HFE design process, and
implements the training in an effective manner consistent with NUREG-0800, “Standard Review
Plan,” Section 13.2.1, “Reactor Operator Training” and Section 13.2.2, “Training for
Nonlicensed Plant Staff”. 
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The training program development plan is coordinated with the ESBWR Human Factors
Training Development Implementation Plan with additional discussion regarding the applicant’s
training program in Chapter 18.0, “Human Factors Engineering,” Section 18.2, “Operating
Experience Review (OER),” Section 18.8, “Training Development,” Section 18.11, “Design
Implementation,” and Section 18.12, “Human Performance Monitoring.”

Based on the above, the staff finds the approach to training program development acceptable. 
Development of the actual training program is identified as COL Information Item 13.2-1 in
DCD Tier 2, Section 13.2, and will be addressed by the COL applicant.

13.3 Emergency Planning

13.3.1 Regulatory Criteria

The staff reviewed DCD, Tier 2, Section 13.3, “Emergency Planning,” in accordance with
Section 13.3, NUREG-0800, “Standard Review Plan for the Review of Safety Analysis Reports
for Nuclear Power Plants,” issued March, 2007 (hereafter referred to as the SRP), and the
requirements of Title 10, Section 52.48, “Standards for the Review of Applications,” of the Code
of Federal Regulations (10 CFR 52.48).  The staff only addressed those design features,
facilities, functions, and equipment that are technically relevant to the design, and are not site
specific, and which affect some aspect of emergency planning or the capability of a licensee to
cope with plant emergencies.

The onsite and, except as provided in 10 CFR 50.47(d), offsite emergency response plans for
nuclear power reactors must meet the standards established in 10 CFR 50.47(b), and the
applicable requirements of Appendix E, “Emergency Planning and Preparedness for Production
and Utilization Facilities,” to 10 CFR Part 50, “Domestic Licensing of Production and Utilization
Facilities.”  Compliance with these regulations is determined by using the guidance in
Regulatory Guide (RG) 1.101, Revision 2, “Emergency Planning and Preparedness for Nuclear
Power Reactors,” issued October, 1981, which endorses NUREG-0654/FEMA-REP-1, 
Revision 1, “Criteria for Preparation and Evaluation of Radiological Emergency Response Plans
and Preparedness in Support of Nuclear Power Plants,” published November, 1980.  This
document, which is a joint publication with the Federal Emergency Management Agency,
endorses NUREG-0396 and NUREG-0696.  NUREG-0654/FEMA-REP-1, Revision 1,
establishes an acceptable basis for U.S. Nuclear Regulatory Commission (NRC), licensees and
State, tribal, and local governments to develop radiological emergency plans and procedures,
and to improve their overall state of emergency preparedness.  NUREG-0696 discusses the
facilities and systems that nuclear power plant licensees need to provide to aid their response
to emergency situations.  NUREG-0718; NUREG-0737; Supplement 1 to NUREG-0737;
NUREG-0814; and Supplement 3 to NUREG-0654/FEMA-REP-1, Revision 1 provide additional
guidance.

13.3.2 Summary of Technical Information

DCD, Tier 2, Revision 3, Section 13.3, states that emergency planning is not within the scope of
the ESBWR design.  The applicant stated, however, that the design basis of the standard plant
considers design features, facilities, functions, and equipment necessary for emergency
planning.
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The applicant stated that the ESBWR standard plant complies with the technical support center
(TSC) design requirements.  Specifically, the applicant described the following:

• The TSC is of sufficient size to support 26 people, and is located in the electrical building
(EB).

• Display capability in the TSC will include a workstation that, at a minimum, is capable of
displaying the parameters that are required of a Safety Parameter Display System (SPDS).

• The TSC is environmentally controlled to provide room air temperature, humidity, and
cleanliness appropriate for personnel and equipment.

• The TSC is provided with radiological protection, and monitoring equipment necessary to
ensure that radiation exposure to any person working in the TSC would not exceed 
0.05 Sievert (Sv), equivalent to 5 Rem, Total Effective Dose Equivalent (TEDE), as defined
in 10 CFR 50.2, for the duration of the accident.  The level of protection is similar to the
Main Control Room (MCR).

• The TSC is provided with reliable voice and data communications with the MCR and
Emergency Operations Facility (EOF), and reliable voice communications with the
Operational Support Center (OSC), NRC Operations Centers, and State and local
Operations Centers.  Control room data communication of Emergency Response Dat
System (ERDS) data with the NRC Operations Centers will also be provided as appropriate.

13.3.3 Staff Evaluation

The staff reviewed DCD, Tier 2, Revision 3, Section 13.3, against the standards of
10 CFR 50.47(b), and applicable requirements of 10 CFR Part 50, Appendix E, as well as
endorsed guidance from RG 1.101.  The applicant stated, in DCD Tier 2, Revision 3, that the
following information is to be provided by the COL applicant.  The staff has reviewed these COL
Information  Items, and finds them acceptable:

• COL Information Item 13.3-1:  The COL applicant is responsible for providing an
Emergency Plan.

• COL Information Item 13.3-2:  The COL applicant will identify the operational support
center (OSC), and the communication interfaces for inclusion in the detailed design of the
control room and the TSC.

• COL Information Item 13.3-3:  The COL applicant will identify the emergency operations
facility (EOF), and the communication interfaces for inclusion in the detailed design of the
TSC and control room.

• COL Information Item 13.3-4:  The COL applicant will provide decontamination facilities,
and supplies at the site for decontamination of on-site individuals.
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The applicant provided and the staff reviewed design features and functions of the TSC. 
Clarification of several design features were requested via the Request for Additional
Information (RAI) process.  The applicant responded to these RAIs by letter dated 
October 20, 2006.  The RAIs, the applicant’s response to the RAIs, and the NRC staff
evaluations of the RAI responses are as follows:

In RAI 13.3-1, the staff asked the applicant to provide more detail relating to how the TSC
staffing size was determined.  In response to RAI 13.3-1, the applicant provided additional
information related to the physical size of the TSC, and the anticipated number of emergency
response personnel expected in the TSC.  The staff concluded that the information provided by
the applicant pertaining to the TSC size, and anticipated staffing, is consistent with guidance
identified in RG 1.101.  Specifically, the size conforms to the criteria specified in NUREG-0696,
and is sufficient to accommodate and support NRC and licensee pre-designated personnel,
equipment, and documentation.  As such, the staff has found that the information provided by
the applicant meets the applicable requirements of 10 CFR 50.47(b)(8), and Appendix E,
Subsection IV.E.8 of 10 CFR Part 50, and RAI 13.3-1 was resolved.

In RAI 13.3-2, the staffed asked the applicant to provide more detail as to the proximity of the
TSC to the Control Room, and if any security barriers existed between the two facilities.  In
response to RAI 13.3-2, the applicant explained that the TSC is housed in the Electrical
Building (EB), at grade elevation.  Access to the TSC from the Main Control Room (MCR) is via
an underground personnel tunnel.  It is approximately 120 meters walking distance from the
MCR to the entrance to the TSC, including a 6.65 meter stair climb.  Along this pathway, there
are no security control points, other than card reader controlled doors.  Further, the applicant
stated, any person employed in the day-to-day operation of an ESBWR can easily cover this
distance in less than 2 minutes.  The staff concluded that the information provided by the
applicant pertaining to the location of the TSC is consistent with guidance identified in 
RG 1.101, and RAI 13.3-2 was resolved.

In RAI 13.3-3, the staff asked the applicant to provide more detail as to the displays and
instrumentation to be made available in the TSC.  In response to RAI 13.3-3, the applicant
provided additional information which explained that plant parameters are collected by the
Essential Distributed Control and Information System (E-DCIS), and Non-Essential Distributed
Control and Information System (NE-DCIS).  Additionally, the applicant stated that any
computer within the plant can access data from NE-DCIS.  Further, computers with connection
to the plant NE-DCIS network are provided in the TSC; permitting TSC personnel to access
data available on the DCIS network.  The staff concluded that the information provided by the
applicant pertaining to the TSC displays and instrumentation is consistent with guidance
identified in RG 1.101, and RAI 13.3-3 was resolved.

In RAI 13.3-4, the staff asked the applicant to provide more detail as to the backup power
capabilities of the TSC.  In response to RAI 13.3-4, the applicant confirmed that sufficient
alternate or backup power sources would be provided in order to maintain continuity of TSC
functions; thus ensuring the capability to immediately resume data acquisition, storage, and
display of TSC data if loss of the primary TSC power sources occurs.  It was explained that the
TSC is provided power via two hour uninterruptible power supply (UPS) feeds from both trains
A and B.  The UPS feeds are provided for emergency lighting and informational display. 
Further, the UPS sources can be powered, and re-charged by either offsite power or either of
the two non-safety on-site diesels.  The staff concluded that the information provided by the
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applicant pertaining to backup power for the TSC is consistent with guidance identified in 
RG 1.101, and RAI 13.3-4 was resolved.

In RAI 13.3-5, the staff asked the applicant to provide more detail as to the level of radiological
protection provided by the TSC ventilation system.  In response to RAI 13.3-5, the applicant
stated that each of the 100 percent capacity redundant HVAC trains is provided with a 100
percent capacity filter train consisting of HEPA, and charcoal filtration to provide radiological
protection to the occupants of the TSC.  Further, it was stated that the TSC HVAC subsystem
automatically transfers from its normal operation mode to its radiological mode upon detection
of radioactivity at the outside air intakes to limit the introduction of airborne radiation into the
TSC.  The staff concluded that the information provided by the applicant pertaining to the
habitability of the TSC is consistent with guidance identified in RG 1.101.  However, in response
to RAI 13.3-1, discussed above, the applicant identified that the communications personnel are
part of the TSC staff, yet did not address whether they are afforded the same (or comparable)
radiological protection that is provided for personnel located in the TSC (Room 5189 of the
electrical building as discussed in the DCD submittal); consistent with the applicable regulations
and guidance.  RAI 13.3-5 Supplement 1 was issued asking the applicant to provide this
information.  Resolution of RAI 13.3-5, Supplement 1 is being tracked as an open item.

In RAI 13.3-6, the staff asked the applicant to provide details as to the applicability of RG 1.101 
Emergency Action Level (EAL) schemes to the ESBWR design.  In response to RAI 13.3-6, the
applicant replied that Revision 4 of Regulatory Guide 1.101 endorsed the guidance in 
Revision 4 of NEI 99-01 as acceptable to the NRC staff as an alternative to the method
described in Appendix 1 to NUREG-0654/FEMA REP-1, and NUMARC/NESP-007 for
developing EALs required in Section IV.B of Appendix E to 10 CFR Part 50 and 10 CFR 50.47
(b)(4).  The applicant acknowledged that the existing EAL schemes addressed in the applicable
guidance documents will need to be adapted to accommodate the passive safety systems
associated with the ESBWR design.  The applicant explained the process that will be followed
in developing an EAL scheme for the ESBWR design.  The staff has evaluated the information
provided by the applicant pertaining to the applicability of RG 1.101 EAL schemes to the
ESBWR design, and is in agreement with the proposed actions to determine an appropriate set
of EALs and Initiating Conditions that would be applicable to the ESBWR design, and 
RAI 13.3-6 was resolved.  Further, COL Information Item 13.3-1 documents the responsibility of
a COL applicant for providing an emergency plan, which would include EALs and initiating
conditions.  

During the staff’s review, it was found that the applicant had inappropriately included
information in Section 13.3.3.2 of the DCD concerning the backup power supply for non-
portable communication equipment associated with requirements in 10 CFR 73.55(e) and (f).  It
was the staff’s determination that this information would more appropriately be addressed in
Section 13.6 of the DCD.  RAI 13.3-7 was issued asking the applicant to revise the DCD
accordingly.  Resolution of RAI 13.3-7 is being tracked as an open item.

Additionally, in response to RAI 13.3-1, the applicant stated that the TSC for the ESBWR is
housed in the Electrical Building (EB) at grade elevation.  It was also explained that the EB is
constructed of reinforced concrete, and is classified as nonsafety-related and Seismic Category
NS.  Nevertheless, the applicant did not address the structural characteristics of the EB with
regard to winds and floods with a 100-year-recurrence frequency.  The staff issued RAI 13.3-8
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to ask the applicant to provide this information.  Resolution of RAI 13.3-8 is being tracked as
an open item.

Also, in accordance with the requirements in 10 CFR 52.47 (a)(1)(vi) [proposed 10 CFR 52.47
(b)(1)], the design certification application is to contain the proposed inspections, tests,
analyses, and acceptance criteria (ITAAC) that are necessary and sufficient to provide
reasonable assurance that if inspections, tests, and analyses are performed, and the
acceptance criteria met, a plant that incorporates the design certification is built and will operate
in accordance with the design certification.  During the staff’s evaluation of the applicant’s
response to RAIs, it was found the applicant had not provided ITAAC associated with the
design features, facilities, functions, and equipment necessary for emergency planning
discussed above, for which the applicant is seeking design certification.  RAI 14.3-150 was
issued asking the applicant to provide ITAAC with those design features, facilities, functions,
and equipment necessary for emergency planning for which the applicant is seeking design
certification.  Resolution of RAI 14.3-150 is being tracked as an open item.

The issues discussed in NRC Bulletin 2005-02, “Emergency Preparedness and Response
Actions for Security-Related Events,” were identified by GEH as being site specific, therefore,
not within the scope of the ESBWR design.  The staff agrees and finds this approach
acceptable.

13.3.4 Conclusion

As set forth above in Sections 13.3.2 and 13.3.3 of this report, the applicant has satisfied the
criteria for TSC size, TSC location, TSC displays and instrumentation, and TSC backup power
in accordance with established regulatory guidance (i.e., RG1.101).  In addition, the applicant
recognizes that the ESBWR design will require emergency action levels and initiating
conditions, which utilize an alternate approach to that which is currently endorsed in applicable
guidance documents.  The COL applicant is responsible for providing these emergency action
levels and initiating conditions as part of their emergency plan submittal.

The staff has identified four open items that the applicant needs to address.  One of these
deals with the requirements in 10 CFR 52.47(a)(1)(vi) [proposed 10 CFR 52.47(b)(1)]. In
accordance with this regulation,  the design certification application is to contain the proposed
inspections, tests, analyses, and acceptance criteria (ITAAC) that are necessary and sufficient
to provide reasonable assurance that, if the inspections, tests, and analyses are performed and
the acceptance criteria met, a plant that incorporates the design certification is built and will
operate in accordance with the design certification.  The applicant has not provided ITAAC
associated with the design features, facilities, functions, and equipment necessary for
emergency planning discussed above, for which the applicant is seeking design certification.

Due to the open items that remain to be resolved for this section, the staff was unable to finalize
its conclusions regarding acceptability.

13.4 Operational Program Implementation

In DCD Tier 2, Section 13.4, the applicant stated that the COL applicant is responsible for
operational programs.  In DCD Tier 2, Section 13.4.1, the applicant included a statement that a
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COL applicant referencing the ESBWR certified design will address each operational program. 
Each operational program should be “fully described”, as defined in SECY-05-0197, “Review of
Operational Programs in a Combined License Application and Generic Emergency Planning
Inspections, Tests, Analyses, and Acceptance Criteria,” dated October 28, 2005, and
RG 1.206, “Combined License Applications for Nuclear Power Plants (LWR Edition),” issued
June, 2007, in a COL application.  The COL applicant will provide implementation milestones
for all operational programs that are required by the NRC regulation.  The staff finds this to be
acceptable.  The requirement that the COL applicant referencing the ESBWR certified design
will address each operational program and provide their respective implementation milestones
as required by the NRC regulation is identified as a COL Information Item 13.4-1 in DCD 
Tier 2, Section 13.4.

13.5 Plant Procedures

13.5.1 Administrative Procedures

In DCD Tier 2, Section 13.5.1, “Administrative Procedures,” the applicant stated Section 18.9,
“Procedure Development,” describes the development of administrative procedures.

13.5.2 Operating and Maintenance Procedures

In DCD Tier 2, Section 13.5.2, “Operating and Maintenance Procedures,” the applicant stated
Section 18.9 describes the development of maintenance procedures.

13.5.3 COL Information

In DCD Tier 2, Section 13.5.3.1, the applicant stated that the COL applicant will generate a
Plant Operating Procedures Development Plan to establish the development process for
procedures that direct operator actions during normal, abnormal and emergency operations,
and during periods when plant systems/equipment are undergoing testing, maintenance, or
inspection.  The plan will describe the methods and criteria for the development, verification and
validation (V&V), implementation, maintenance, and revision of the procedures.

In DCD Tier 2, Section 13.5.3.2, the applicant stated that the COL Applicant will develop and
implement an emergency procedure writer's guide to define the process for developing
emergency procedures.  The form and content of the documentation describing the emergency
procedure development will include, but will not be limited to, the objectives of the emergency
procedure development process, methods employed during emergency procedure
development, deviations from generic technical guidelines approved by the NRC, and a
discussion of any design change recommendations and/or negative implications that the current
design may have on safe operation as a result of emergency procedures development plan
implementation.

In DCD Tier 2, Section 13.5.3.3, the applicant discussed implementation of the Plant Operating
Procedures Development Plan which will establish the following:

• Procedures consistent with the requirements of 10 CFR Part 50 and the Three Mile
Island (TMI) requirements described in NUREG-0737, “Clarification of TMI Action Plan
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Requirements” and Supplement 1 to NUREG-0737, “Requirements for Emergency
Response Capability;”

• Procedures that include the elements described in RG 1.33, “Quality Assurance
Program Requirements (Operation),” Revision 2;

• Operator actions identified in the task analysis and probabilistic risk assessment (PRA),
which will be used as a basis for specifying plant operating procedures;

• Methods by which operator skills and training needs that are considered necessary for
reliable execution of the procedures, will be identified and documented;

• Procedures for the purpose of procedure V&V as described in GEH Report
NEDO-33276, "ESBWR HFE Verification and Validation Implementation Plan;" and

• A procedure for incorporation of operating experience and feedback into plant
procedures

In DCD Tier 2, Section 13.5.3.4, the applicant stated that the following procedures will be
included in the scope of the Plant Operating Procedures Development Plan:

• Systems
• Off-normal or alarm condition operation
• Integrated operations
• Emergency operation
• Maintenance and modification
• Radiation control
• Calibration, inspection, and testing

The staff concludes the Plant Operating Procedures Development Plan incorporates
appropriate human factors elements in an effective manner consistent with Section 13.5.2.1,
“Operating and Emergency Operating Procedures,” of NUREG-0800, “Standard Review Plan.”
The staff finds the approach to procedure development, as described in Section 13.5 to be
acceptable.  The plant operating procedure development plan is identified as COL Information
Item 13.5-1 in DCD Tier 2, Section 13.5, and will be addressed by the COL applicant.

Review of the Plant Operating Procedures Development Plan is coordinated with the ESBWR
Human Factors Engineering Procedures Development Implementation Plan, with additional
discussion regarding the applicant’s procedure development program in Chapter 18.0, “Human
Factors Engineering.” 

13.6 Physical Security

13.6.1 Regulatory Criteria

The staff evaluated the security features of the ESBWR design as described in (1) ESBWR
DCD Tier 2, Rev. 0, Chapter 13.6, August 2005, “Physical Security,” (2) GE-Hitachi Nuclear
Americas, LLC (GEH) Application for Final Design Approval and Design Certification of ESBWR
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Standard Plant Design - Safeguards Submittal, October 12, 2005, and (3) Response to Portion
of NRC Request for Additional Information Letter No. 39 Related to ESBWR Design
Certification Application - Conduct of Operations - RAI Numbers 13.6-1 and 13.6-2,
October 11, 2006.  The staff reviewed the application against the following requirements and
guidance:

1. 10 CFR 73.55, “Requirements for Physical Protection of Licensed Activities in Nuclear
Power Reactors Against Radiological Sabotage,” and Appendices B, “General Criteria
for Security Personnel,” C, “Licensee Safeguards Contingency Plans,” G, “Reportable
Safeguards Events, and H, “Weapons Qualification Criteria.”

2. 10 CFR 73.1 (a)(1), “Radiological Sabotage.”

3. 10 CFR Part 74, “Material Control and Accounting of Special Nuclear Material.”

4. 10 CFR 73.70, “Records.”

5. RG 1.91, “Evaluations of Explosions Postulated to Occur on Transportation Routes Near
Nuclear Power Plants,” February 1978.

6. RG 4.7, “General Site Suitability Criteria for Nuclear Power Stations,” April 1998.

7. RG 5.12, “General Use of Locks in the Protection and Control of Facilities and Special
Nuclear Materials,” November 1973.

8. RG 5.65, “Vital Area Access Controls, Protection of Physical Security Equipment and
Key and Lock Controls,” September 1986.

9. RG 5.7, “Entry/Exit Control for Protected Areas, Vital Areas, and Material Access
Areas,” Revision 1, May 1980.

10. RG 5.44, “Perimeter Intrusion Alarm Systems,” Revision 3, October 1997.

11. Information Notice 86-83: “Underground Pathways into Protected Areas, Material
Access Areas, Vital Areas, and Controlled Access Areas,” September 19, 1986.

12. Regulatory Information Summary (RIS) 2005-04, “Guidance on the Protection of
Unattended Openings that Intersect a Security Boundary or Area,” April 14, 2005.

13. American National Standards Institute (ANSI) N15.8, “Nuclear Material Control Systems
for Nuclear Power Plants,” 1974.

13.6.2 Summary of Technical Information

DCD Tier 2, Section 13.6.1, “Preliminary Planning,” states that the comprehensive security plan
is the responsibility of the COL applicant and that the ESBWR design supports compliance with
portions of 10 CFR Part 73, “Physical Protection of Plants and Materials,” because all vital
equipment is located in vital areas.
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DCD Tier 2, Section 13.6.1.1, “Site Physical Security,” describes the composition of a site’s
physical protection program.

DCD Tier 2, Section 13.6.1.1.1, “Security Organization,” states that establishment of the
security organization is the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.1.1.2, “Physical Barriers,” states that the design of site physical
barriers is the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.1.1.3, “Detection Aids,” states that the design of detection aids is the
responsibility of the COL applicant.

DCD Tier 2, Section 13.6.1.1.4, “Communications,” states that the design of security
communications system is the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.1.1.5, “Access Controls,” states that establishment of protected area
and vital area access controls are the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.1.1.6, “Security Lighting,” states that the lighting of the protected
area, as defined, by the COL applicant, would meet the requirements of Institute of Electrical
and Electronics Engineers (IEEE) 692, “IEEE Standard Criteria for Security Systems for
Nuclear Power Generating Stations,” and that the design of the lighting is the responsibility of
the COL applicant.

DCD Tier 2, Section 13.6.1.1.7, “Security Power Supply,” states that site security systems
would be powered from a reliable power supply meeting the requirements of IEEE
Standard 692 and that the design of the security power supply is the responsibility of the COL
applicant. 

DCD Tier 2, Section 13.6.1.1.8, “Testing and Maintenance of Security Systems,” states that the
COL applicant shall develop procedures for testing various security equipment.

DCD Tier 2, Section 13.6.1.2, “Security Policy and Procedures,” states that the COL applicant
shall develop security policies and procedures.

DCD Tier 2, Sections 13.6.1.3.1 through 13.6.1.3.3, “Physical Security Plan, Contingency Plan,
Guard Force Training Plan,” respectively states that the COL applicant shall provide for
development of the physical security, contingency, and guard force training plans.

DCD Tier 2, Section 13.6.1.3.4, “Physical Security Systems Design,” states that the COL
applicant shall provide for the design of the plant physical security systems to include protected
area definition, vital area definition, alarm stations, physical barriers and other security features
and security systems.

DCD Tier 2, Section 13.6.1.3.5, “Security System Testing and Maintenance,” states that the
COL applicant shall provide for development of procedures for testing and maintenance of the
physical security systems.

DCD Tier 2, Section 13.6.1.4, “References,” cites references used in the development of
Section 13.6 of the ESBWR design certification application. 
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The GEH Application for Final Design Approval and Design Certification of ESBWR Standard
Plant Design - Safeguards Submittal, October 12, 2005, contained DCD Tier 2, Chapter 13.6.2,
“Security Assessment,” which is safeguards information as described in 10 CFR 73.21,
“Requirements for the Protection of Safeguards Information.”

DCD Tier 2, Section 13.6.2, states that the ESBWR has been designed with defense-in-depth
concepts to support the physical security of the plant.  Other details of this section are
Safeguards Information and not suitable for public release.

DCD Tier 2, Section 13.6.2.1, “Design Basis,” states that 10 CFR Part 73 and current NRC
Orders related to nuclear power generating stations serve as the design basis for the ESBWR
security design elements.

DCD Tier 2, Section 13.6.2.2, “Vital Areas,” states the type and location of all vital equipment in
the ESBWR design.

DCD Tier 2, Section 13.6.2.3, “Normal Access Control Measures,” states the designed security
measures for personnel access control into and out of vital areas.

DCD Tier 2, Section 13.6.2.4, “Additional Access Control Measures,” describes the designed
security access control measures for unattended openings that cross a security boundary or
area.

DCD Tier 2, Section 13.6.2.5, “Bullet Resisting Vital Areas,” states that the MCR is designed to
be bullet resistant and that the design of the hardening of the central and secondary alarm
stations is the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.2.6, “Reduction of Vulnerability to Sabotage through ESBWR Design
Features,” describes the design features that can mitigate attempts of sabotage.  In addition,
recommended mitigation strategies for acts of sabotage that would be implemented by a COL
applicant, are provided.  Tables 13.6-1 through 13.6-3 in Section 13.6.2 depict, (1) sabotage
target criteria to cause potential core damage under specified conditions, and (2) a sabotage
targets and effects analysis.

Letter from the applicant dated October 11, 2006, and titled, “Response to Portion of NRC
Request for Additional Information Letter No. 39 Related to ESBWR Design Certification
Application - Conduct of Operations - RAI Numbers 13.6-1 and 13.6-2,” provided responses to
two questions posed to the applicant in an RAI from the NRC.  The NRC staff conveyed the
RAIs to the applicant in MFN 06-202, Letter from the U.S. Nuclear Regulatory Commission to
David Hinds, Request for Additional Information Letter No. 39 Related to ESBWR Design
Application, June 22, 2006.

In response to RAI 13.6-1, which asked for a listing of vital areas and components, including
location information and the locations of the central alarm station (CAS), secondary alarm
station and security related emergency power supplies, the applicant provided such a listing. 
The listing is safeguards information.

In response to RAI 13.6-2 which asked for the ESBWR security ITAAC, the applicant stated
that it would follow the industry recommended generic ITAAC being developed through the
industry’s New Reactor Security Task Force and approved by the NRC. 
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13.6.3 Staff Evaluation

The staff performed the security evaluation of the ESBWR application by reviewing written
submittals as cited in the first paragraph of the Regulatory Criteria paragraph above.  DCD 
Tier 2, Section 13.6.1.1, “Preliminary Planning,” states that the comprehensive security plan is
the responsibility of the COL applicant.  The staff finds this approach acceptable.  As described
in 10 CFR 50.34(c), the requirement of the physical security plan is applicable to those applying
for a license to operate a production or utilization facility, however, the fact that physical security
plans are site specific makes it appropriate for exclusion from the DCD.  A future COL applicant
referencing the ESBWR would be required to include a physical security plan in its application. 
The section also states that the COL applicant will be responsible for meeting the
comprehensive requirements of 10 CFR Parts 11, “Criteria and Procedures for Determining
Eligibility for Access to or Control Over Special Nuclear Material,” 10 CFR Part 26, “Fitness for
Duty Programs,” 10 CFR Part 73; and 10 CFR Part 75, “Safeguards on Nuclear Material -
Implementation of US/IAEA Agreement,” as well as applicable NRC Orders.  The staff finds this
approach acceptable because these regulations describe operational programs that are not
required to be designed or established during the design certification stage of the licensing
process.  In addition, NRC security Orders did not apply to a design certification applicant at the
time the applicant submitted the ESBWR design certification application, and therefore, the
development of a comprehensive security plan is the responsibility of a future COL applicant
referencing the ESBWR design.

DCD Tier 2, Section 13.6.1.1, “Site Physical Security,” describes the composition of a site’s
physical protection program.  This section does not attempt to meet a regulatory requirement
and the staff did not consider it essential to its review.

DCD Tier 2, Section 13.6.1.1.1, “Security Organization,” states that establishment of the
security organization is the responsibility of the COL applicant.  The staff finds this approach to
be acceptable because the establishment of a security organization is an operational action.  A
COL applicant will be required to establish a physical security organization as described in
10 CFR 73.55(b).

DCD Tier 2, Section 13.6.1.1.2, “Physical Barriers,” states that the design of site physical
barriers is the responsibility of the COL applicant.  The COL applicant may include the design of
any physical barriers as part of the ESBWR design.  The applicant stated that these physical
barriers include:  the protected area barrier, personnel/vehicle/material portal into the protected
area, vehicle barrier system, locked controlled access portals to vital areas within protected
areas, bullet/blast resistant barriers at certain vital areas, and strategically placed armored
defensive positions.  The staff does not agree with this approach with respect to locked and
controlled access portals to vital areas within the protected area and bullet/blast resistant
barriers at certain vital areas.  The design of the ESBWR identifies vital areas.  The staff
assumes that the applicant has designed the walls for vital areas.  Therefore, access portals to
vital areas should be designed with sufficient strength to ensure that the integrity of the wall is
not lessened by any opening.  This design will necessitate an analysis of the vital area walls to
determine the delay time they provide.  The vital area wall is defined as a physical barrier and
makes up one of the required two physical barriers described in 10 CFR 73.55(c)(1).  The locks
should also be manipulation resistant, as identified in RG 5.12, “General Use of Locks in the
Protection and Control of Facilities and Special Nuclear Material,” issued November 1973 or
equivalent guidance.  The staff has designated the analysis to determine the delay time
provided by the vital area walls and the design of the locked and controlled access portals to
vital areas within the protected area as an open item.  The design of the remainder of the site
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physical barriers will be identified and designed by the COL applicant as required by 
10 CFR 73.55(c).

DCD Tier 2, Section 13.6.1.1.3, “Detection Aids,” states that the design of detection aids
capable of detecting penetration or attempted penetration of the protected area or any vital area
is the responsibility of the COL applicant.  The staff does not agree with this approach.  The
ESBWR design identified vital areas, therefore, detection aids and positive control are required
for vital areas as described in 10 CFR 73.55 (d)(7)(i)(B) and (D), respectively.  At a minimum
the design should consider conduit pathway design or other means of accommodating fiber
optics and electric utilities for these security features.  The staff has designated the design of
vital area detection aids and positive control measures for vital area access as an open item. 
Detection aids could include such items as balanced magnetic switches on vital area doors, and
positive control could include a means of personnel and vehicle access control such as
electronic card or biometric readers at vital area doors.  By choice of the applicant, the
protected area barrier is not within the scope of the ESBWR design, therefore, the stated
approach with respect to the protected area perimeter detection aids is acceptable.

DCD Tier 2, Section 13.6.1.1.4, “Communications,” states that the design of a security
communications system that enables continuous communications between the alarm stations
and on-duty guard force personnel, and the alarm stations and local law enforcement, is the
responsibility of the COL applicant.  The staff finds this approach acceptable with the exception
of designing the location of the secondary power supply system, and the penetrations (i.e., for
cabling to convey power and electrical and/or optical signals) necessary to enable the system
itself.  The secondary power supply system and associated cabling must be in a vital area and
provide back-up power for those non-portable communications equipment located in alarm
stations as described in 10 CFR 73.55(e)(1).  The staff identifies this open item under the
evaluation of DCD Tier 2, Chapter 13.6.2.2, below.  Design of the site communications system,
minus the location of the secondary power supply system and its cable pathways, is identified
as COL Information Item 13.6-1 in DCD Tier 2, Section 13.6.1.1.4.

DCD Tier 2, Section 13.6.1.1.5, “Access Controls,” states that the means to control access of
personnel, vehicles and materials into the protected area, must be provided by the COL
applicant.  The section also states that these access control measures must ensure positive
identification and authorization, and search of personnel, vehicles and materials prior to entry
into the protected area, and must limit vital area access to only authorized personnel. 
Furthermore, the section states that protected and vital areas access controls are the
responsibility of the COL applicant.  The staff agrees with this approach with the exception of,
at a minimum, accommodating these access control features in the design of vital areas.  The
staff previously identified this concern as an open item.  Design of the remainder of the site
protected and vital area access control measures (i.e., those vital area access control
characteristics that are not included within the scope of the ESBWR design), is identified as
COL Information Item 13.6-2 in DCD Tier 2, Section 13.6.1.1.5.

DCD Tier 2, Section 13.6.1.1.6, “Security Lighting,” states that the lighting of the protected
area, as defined by the COL applicant, will meet the requirements of IEEE Standard 692 and
the design of the lighting is the responsibility of the COL applicant.  The staff does not find this
approach acceptable.  The staff is not aware of an NRC endorsement of the IEEE standard as
a means to meet the lighting requirement.  Security lighting requirements are described in
10 CFR 73.55(c)(5).  The staff has designated identification of security lighting requirements in
the design as an open item.  Meeting the security lighting requirements as described in
10 CFR 73.55(c)(5) is the responsibility of a COL applicant.
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DCD Tier 2, Section 13.6.1.1.7, “Security Power Supply,” states that site security systems will
be powered from a reliable power supply meeting the requirements of IEEE Standard 692 and
the design of the security power supply is the responsibility of the COL applicant.  The staff
does not find this approach to be acceptable.  The staff is not aware of an NRC endorsement of
the IEEE standard as a means to meet the secondary power supply requirement.  The onsite
secondary power supply systems for alarm annunciator equipment and non-portable
communications equipment must be located within vital areas as described in 
10 CFR 73.55(e)(1).  The staff has identified the preliminary design (i.e., approximate capacity
and subsequent physical size) of the secondary power supply, to ensure that it will have the
capability to enable alarm annunciator equipment and non-portable communications equipment,
has been identified as an open item.  The staff has identified the open item associated with
locating the secondary power supply in a vital area under the evaluation of DCD Tier 2, Section
13.6.2.2, below.  Final design of the secondary power supply system to enable alarm
annunciator and non-portable communications equipment, minus designing the location to be
within a vital area, is identified as COL Information Item 13.6-3 in DCD Tier 2, 
Section 13.6.1.1.7.

DCD Tier 2, Section 13.6.1.1.8, “Testing and Maintenance of Security Systems,” states that the
COL applicant will develop procedures for testing various security equipment.  The staff does
not find this approach to be acceptable with respect to those security system features identified
within the scope of the ESBWR design.  The requirement for test and maintenance of security
systems is described in 10 CFR 73.55(g), and includes physical barriers.  The staff has
designated the recommended testing and maintenance of any physical barriers and security
related features and equipment identified in the design of the ESBWR as an open item. 
Meeting the requirements of all site testing and maintenance in accordance with 
10 CFR 73.55(g), is identified as COL Information Item 13.6-4 in DCD Tier 2, Section
13.6.1.1.8. 

DCD Tier 2, Section 13.6.1.2, “Security Policy and Procedures,” states that the COL applicant
will develop security policies and procedures.  The section also provides a sample list of subject
areas (i.e., personnel access to the plant site, personnel fitness for duty).  The staff finds this
approach acceptable.  Development of security policy and procedures are operational in nature
and are not identified in the design certification phase of licensing.  Requirements for physical
protection procedures are described in 10 CFR 73.55(b)(iv)(3).  Establishment of a
management system to provide for the development, revision, implementation, and
enforcement of security procedures is the responsibility of a COL applicant. 

DCD Tier 2, Sections 13.6.1.3.1 through 13.6.1.3.3, “Physical Security Plan, Contingency Plan,
Guard Force Training Plan,” states that the COL applicant will develop the physical security,
contingency, and guard force training plans.  The staff finds this approach acceptable.  The
requirements for developing the contingency and guard training and qualification plans are
described in 10 CFR 50.34(d) and (e) and Appendices B and C to 10 CFR Part 73. 
Development of the contingency and guard training and qualification plan is the responsibility of
the COL applicant. 

DCD Tier 2, Section 13.6.1.3.4, “Physical Security Systems Design,” states that the COL
applicant will design the plant physical security systems to include protected area definition,
vital area definition, alarm stations, physical barriers, intrusion detection system, assessment
systems, communications systems, access control systems, security lighting, security power
supply systems and defensive positions.
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This section includes security features that have been evaluated in other sections of the
applicants submission, and therefore, was not evaluated by the staff.

DCD Tier 2, Section 13.6.1.3.5, “Security System Testing and Maintenance,” states that the
COL applicant will develop procedures for testing and maintaining the physical security
systems.  This section is redundant with DCD Tier 2, Section 13.6.1.1.8, and therefore, was not
evaluated by the staff.

DCD Tier 2, Section 13.6.1.4, “References,” cites references used in the development of
Section 13.6 of the ESBWR design certification application.  The staff has determined the cited
references list is incomplete, and therefore finds this approach to be unacceptable.  The staff
recommends expanding the list to include 10 CFR 50.54, “Conditions of Licenses,” which
describes the requirements associated with security plans, 10 CFR Part 74, which describes the
requirements associated with material control and accounting, the NRC acceptable list of
security engineering references, and any other reference determined to be applicable by the
applicant.  This staff has identified this as an open item.

The GEH Application for Final Design Approval and Design Certification of ESBWR Standard
Plant Design - Safeguards Submittal, October 12, 2005, contained DCD Tier 2,
Chapter 13.6.2 - “Security Assessment”, which includes Safeguards Information as defined in
10 CFR 73.21.  DCD Tier 2, Chapter 13.6.2, “Security Assessment,” is located within the
Safeguards Information submittal and states that the ESBWR design incorporates defense-in-
depth concepts to support the physical security of the plant.  This section is general in nature,
does not attempt to meet a regulatory requirement, and was not considered essential to the
staff’s review.

DCD Tier 2, Section 13.6.2.1, “Design Basis,” is located within the Safeguards Information
submittal and states that 10 CFR Part 73, and current NRC Orders related to nuclear power
generating stations serve as the design basis for the ESBWR security design elements.  The
staff finds this approach acceptable and prudent.  This approach is acceptable because 
10 CFR Part 73 contains physical protection regulatory requirements.  The approach is prudent
because the staff’s evaluation is based solely on current regulatory requirements and although
NRC Orders are not applicable to new applications, they are in the process of being codified,
and once codified, applicants must meet the requirements these Orders impose.

DCD Tier 2, Section 13.6.2.2, “Vital Areas,” is located within the Safeguards Information
submittal and identifies the type and location of all vital equipment in the ESBWR design.  The
staff finds the approach as stated in the submission unacceptable.  The vital area listing does
not include the exact location of the CAS as a vital area, which as required by
10 CFR 73.55(e)(1), must be located within a building in such a manner that the interior of the
CAS is not visible from the perimeter of the protected area.  Also, missing from the vital area list
is the location of the secondary power supply, which must be located within a vital area as
described in 10 CFR 73.55(e)(1).  The staff has identified the design of the location of the CAS
and the design of the location and cabling pathways for the secondary power supply as an
open item.  Locating vital equipment in vital areas, as specified in the ESBWR design, is
identified as COL Information Item 13.6-5 in DCD Tier 2, Section 13.6.2.2.
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DCD Tier 2, Section 13.6.2.3, “Normal Access Control Measures,” is located within the
Safeguards Information submittal and states the designed security measures for personnel
access control into and out of vital areas.  The staff finds the approach unacceptable.  The
open item previously identified in relation to detection aids covers most of the stated access
control measures described in this section with the exception of access control measures
associated with emergency egress or ingress of vital areas.  Requirements for rapid ingress or
egress for vital areas is described in 10 CFR 73.55(d)(7), and alarm requirements for all
emergency exits in the protected and vital areas are described in 10 CFR 73.55(e)(3).  The
applicant has chosen for the protected area perimeter definition to be out-of-scope of the
ESBWR design, but vital areas have been identified as within the scope of the design.  Thus,
the staff identified the design of security features related to rapid ingress, egress, and alarming
of vital area emergency exits as an open item.  Design of the emergency exits and their alarm
features for the protected area is the responsibility of the COL applicant.

DCD Tier 2, Section 13.6.2.4, “Additional Access Control Measures,” is located within the
Safeguards Information submittal and states that all openings through vital area boundaries
with an open area greater than 96 square inches with the smallest dimension being greater
than 6 inches must be fitted with a suitable physical barrier as defined in 10 CFR 73.2,
“Definitions.”  The staff finds this approach acceptable.  The requirements for physical barriers
are described in 10 CFR 73.55(c).  Vital areas are part of the ESBWR design and unattended
openings that cross a vital area boundary, with the dimensional characteristics stated, must
have designed physical features that secure the opening to prevent unauthorized personnel
access.  However, the staff notes that barriers applied to such openings are to preclude
unauthorized personnel access and that other types of barriers, with smaller final dimensions,
may be necessary if their purpose is to prevent the introduction of material that can be used for
sabotage, or can assist in the theft of nuclear material.  The staff has identified the design of
specific barriers for these unattended openings, with an open area greater than 96 square
inches with no one dimension greater than 6 inches, that traverse vital area boundaries as an
open item.  The identification or design, of the remainder of barriers, (i.e., those not within the
scope of the ESBWR design) for unattended openings that traverse or intersect a security
boundary or area (e.g., vital protected area controlled access areas), is identified as COL
Information Item 13.6-6 in DCD Tier 2, Section 13.6.2.4.  The third paragraph of this section
recommends security measures for specific security areas located within vital areas.  These
recommendations include: administrative controls, locks, and tamper alarms.  Site security
procedures, which would include the development of security administrative controls, are
required as described in 10 CFR 73.55(b)(3), tamper alarms are required as described in 
10 CFR 73.55(e)(2), key control measures are required as described in 10 CFR 73.55(d)(8),
and physical barriers are required as described in 10 CFR 73.55(c).  Identification of these
specific security areas (i.e., specific location and type of rooms and cabinets), within vital areas
for which these recommendations apply is identified as an open item.  Addressing these
recommended security measures for these specific security areas within vital areas, is identified
as COL Information Item 13.6-7 in DCD Tier 2, Section 13.6.2.4.

DCD Tier 2, Section 13.6.2.5, “Bullet Resisting Vital Areas,” is located within the Safeguards
Information submittal and states that the MCR is designed to be bullet resistant and that the
design of the hardening of the central and secondary alarm stations is the responsibility of the
COL applicant.  The staff finds this approach unacceptable.  The ESBWR design must include
four design aspects of the CAS:  (1) the location must be considered a vital area (previously
identified as an open item), (2) walls, doors, ceilings, floors, and any windows in the walls and
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doors must be bullet resisting as described in 10 CFR 73.55(e)(1), (3) the location within a
building is such that the interior of the CAS is not visible from the protected area as described in
10 CFR 73.55(e)(1), and (4) the location precludes the possibility that a single act could remove
the capability of calling for assistance or otherwise responding to an alarm as described in
10 CFR 73.55(e)(1).  The minimum bullet resistance standard specified should be Underwriters
Laboratory (UL) 652 Level IV or National Institute of Justice (NIJ) Standard 0108.01, “Ballistic
Resistant Protective Materials,” Type III.  The individual responsible for the last access control
function (controlling admission to the protected area) must be isolated within a bullet resisting
structure, as described in 10 CFR 73.55(d)(1).  Because the applicant has not defined the
protected area barrier as within the scope of the ESBWR design, the design of the bullet
resisting structure for the individual responsible for the last access control function (controlling
admission to the protected area), is identified by the staff as the responsibility of a COL
applicant referencing the ESBWR design. The staff does not expect the applicant to define a
comprehensive approach to ensure that the “single act” requirement be met at the design
stage, but the applicant should identify those design features that would enable or assist a COL
applicant to meet the requirement.  Specifying the minium level of bullet resistance for the MCR
and CAS, designing bullet resistance and bullet resistance features for the CAS, locating the
CAS so that the interior of the CAS is not visible from the protected area, and identifying design
features that would assist or enable the “single act” requirement to be met by a COL applicant
referencing an ESBWR design is an open item.  Design of a comprehensive approach to the
“single act” requirement is identified as COL Information Item 13.6-8 in DCD Tier 2, 
Section 13.6.2.5.

DCD Tier 2, Section 13.6.2.6, “Reduction of Vulnerability to Sabotage through ESBWR Design
Features”, and 13.6.2.6.1, “Discussion,” which are both located with the Safeguards Information
submittal, provide a general description of the basis used for the analyses.  The sections also
describe in general the design features that can assist in mitigating sabotage attempts.  This
section is general in nature, does not attempt to meet a regulatory requirement, and was not
considered essential to the staff’s review.

DCD Tier 2, Section 13.6.2.6.2, “Mitigation Through Early Detection,” is located within the
Safeguards Information submittal and states the functions of the reactor that would likely be
targeted by a potential saboteur and specific administrative and physical security features that
would aid to mitigate the risk of sabotage.  The staff finds the approach acceptable because the
identification of the features will assist a COL applicant referencing the ESBWR certified design
in designing a site physical protection system that meets the general performance objectives
described in 10 CFR 73.55(a).  These measures are a combination of site procedures
(administrative controls) and tamper alarms.  Site security procedures, which would include the
development of security administrative controls, are required as described in
10 CFR 73.55(b)(3), and tamper alarms (which would include line supervision alarms) are
required as described in 10 CFR 73.55(e)(2).  To ensure that these security features are carried
forward as part of the design and are retained by a future COL applicant, the staff has identified
several open items and COL action items.  Specifically, design of the line supervision alarms,
as stated in the second paragraph of this section is an open item.  Designation of the designed
line supervision alarms specified in this open item, in a site physical protection system, is
identified as COL Information Item 13.6-9 in DCD Tier 2, Section 13.6.2.6.2.  The staff has
identified specifying those components that would generate system or process alarms or that
would be regularly tested, as stated in the third paragraph of this section, and the design of
those system or process alarms as an open tem.  Identification of regular test intervals for
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those applicable components, as noted in this open item, and the description of these test
intervals and the designed process/system alarms in the site physical protection system, is
identified as COL Information Item 13.6-10 in DCD Tier 2, Section 13.6.2.6.2.

DCD Tier 2, Section 13.6.2.6.3, “Detection and Mitigation with State of the Art Electronics for
Plant Control and Instrumentation,” is located within the Safeguards Information submittal and
identifies those safety and safety-related electronic features that could be used to reduce the
risk of sabotage.  The staff finds the approach acceptable because the identification of such
features will assist a COL applicant to design a site physical protection system that meets the
general performance objectives described in 10 CFR 73.55(a).  To ensure that these features
are carried forward as part of the design and are retained by a future COL applicant the staff
has identified several open items and COL information items.  Specifically, the staff has
identified the design of the alarms generated for detected component failures, as stated in the
first paragraph of this section, as an open item.  Designation in a site physical protection
system is identified as COL Information Item 13.6-11 in DCD Tier 2, Section 13.6.2.6.3.  The
staff has identified the design of the annunciation in the MCR resulting from the condition stated
in the second paragraph of this section, as an open item.  Implementation of this annunciation
in the MCR, due to the condition as stated in the second paragraph of this section, in a site
physical protection system, is identified as COL Information Item 13.6-12 in DCD Tier 2,
Section 13.6.2.6.3.  The staff has identified the design of the alarms provided in the MCR for
the current monitors as stated in the third paragraph of this section as an open item. 
Implementation of the alarms provided in the MCR for current monitors, as stated in the third
paragraph of this section, in a site physical protection system, is identified as COL Information
Item 13.6-13 in DCD Tier 2, Section 13.6.2.6.3.  Design of the separate raceways or conduits
for the components’ wiring or other data pathway features (i.e., fiber optic lines) as described in
the fourth paragraph of this section, is an open item.  The staff has identified the design of the
procedures for the manual actuation of components, as stated in the fifth paragraph of this
section as an open item.  Design of a physical protection system, that can take credit for these
operator actions during a security incident, is identified as COL Information Item 13.6-14 in
DCD Tier 2, Section 13.6.2.6.3.  The staff notes that the assumption made in the last sentence
of the third paragraph of this section is incorrect.  Furthermore, the correction of the applicant’s
analysis with regard to this assumption, both in this section as well as other sections that have
stated this assumption is an open item.  Annex 13.6-SGI describes this open item, which fits
the description of Safeguards Information found in 10 CFR 73.21.

DCD Tier 2, Section 13.6.2.6.4, “Mitigation through Utilization of Diverse Safety System
Actuation Mechanisms,” is located within the Safeguards Information submittal and provides a
general description of the diverse safety system actuation mechanisms that can reduce the risk
of a successful radiological sabotage event.  This section is general in nature, does not attempt
to meet a regulatory requirement, and was not considered essential to the staff’s review.

DCD Tier 2, Section 13.6.2.7, “Individual Systems Vulnerability Analysis,” is located within the
Safeguards Information submittal and provides the title of Section 13.6.2.7.1.  This section does
not attempt to meet a regulatory requirement and was not considered essential to the staff’s
review.

DCD Tier 2, Section 13.6.2.7.1, “Main Control Room,” is located within the Safeguards
Information submittal and identifies the essential elements contained in the MCR and lists
recommended security administrative controls that apply to the MCR.  The staff finds the
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approach acceptable because these administrative controls will assist a COL applicant
referencing the ESBWR design in creating a site physical protection system that meets the
general performance objectives as described in 10 CFR 73.55(a), and the required site security
procedures as described in 10 CFR 73.55(b)(3).  Development of site procedures, that address
the two recommended administrative controls listed at the end of this section, is identified as
COL Information Item 13.6-15 in DCD Tier 2, Section 13.6.2.7.1.

DCD Tier 2, Section 13.6.2.7.2, “Gravity Driven Cooling System,” is located within the
Safeguards Information submittal and describes the gravity driven cooling system (GDCS) and
lists three security measures, which are a combination of physical and administrative controls,
that apply to the GDCS.  The staff finds the approach acceptable because the recommended
security measures will assist a COL applicant referencing the ESBWR design to design a site
physical protection system that meets the general performance objectives as described in
10 CFR 73.55(a).  These measures are a combination of site procedures (administrative
controls), tamper alarms, key control measures, and physical barriers.  The definition of a
physical barrier is stated in 10 CFR 73.2.  Site security procedures, which would include the
development of security administrative controls, are required as described in
10 CFR 73.55(b)(3), tamper alarms are required as described in 10 CFR 73.55(e)(2), key
control measures are required as described in 10 CFR 73.55(d)(8), and physical barriers are
required as described in 10 CFR 73.55(c).  The staff had identified the design of the cabinets,
and cabinet locks that address the first recommended security measure listed at the end of this
section of the DCD as an open item.  Establishing and implementing administrative controls for
the keys to the cabinet locks, in a site physical protection system, is identified as COL
Information Item 13.6-16 in DCD Tier 2, Section 13.6.2.7.2.  The staff has identified the
design of the cabinets, as described in the second listed security measure listed at the end of
this section, to include a tamper alarm as an open item.  Design of the alarms, as described in
the second security measure listed at the end of this section, as well as, the implementation of
those alarms into a site physical protection system, is identified as COL Information
Item 13.6-17 in DCD Tier 2, Section 13.6.2.7.2.  The development and implementation in a
site physical protection system of procedures that address the third security measure (which is
an administrative control), listed at the end of this section, is identified as COL Information
Item 13.6-18 in DCD Tier 2, Section 13.6.2.7.2.

DCD Tier 2, Section 13.6.2.7.3, “Standby Liquid Control System,” is located within the
Safeguards Information submittal and describes the standby liquid control system (SLCS) and
lists five security measures, which are a combination of physical and administrative controls,
that apply to the SLCS.  The staff finds the approach acceptable because the listed security
measures will assist a COL applicant referencing the ESBWR design in creating a site
physical protection system that meets the general performance objectives described in
10 CFR 73.55(a).  The security measures are a combination of site procedures (administrative
controls), tamper alarms, key control measures, and physical barriers.  The definition of a
physical barrier is stated in 10 CFR 73.2.  Site security procedures, which would include the
development of security administrative controls, are required by 10 CFR 73.55(b)(3),
tamper alarms are required by 10 CFR 73.55(e)(2), key control measures are required by
10 CFR 73.55(d)(8) and physical barriers are required by 10 CFR 73.55(c).  The staff has
identified the design of the cabinets, and their associated locks, that address the first
recommended security measure listed at the end of this section as an open item.  Establishing
and implementing administrative controls for the keys to the cabinet locks, in a site physical
protection system, is identified as COL Information Item 13.6-19 in DCD Tier 2, Section
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13.6.2.7.3.  Designing the cabinets, as described in the second security measure listed at the
end of this section, to contain a tamper alarm is an open item.  The design of the alarms, as
described in the second listed security measures at the end of this section, and the
implementation of those alarms in a site physical protection system, is identified as COL
Information Item 13.6-20 in DCD Tier 2, Section 13.6.2.7.3.  Development and
implementation of the administrative control, as described in the third security measure listed at
the end of this section, in a site physical protection system, is identified as COL Information
Item 13.6-21 in DCD Tier 2, Section 13.6.2.7.3.  The staff has designated the design of the
location and room (or other suitable enclosure that acts as a physical barrier) to house
components, design of the locks, and design of the room or enclosure to accommodate security
alarm devices, as described in the fourth security measure listed at the end of this section as an
open item.  Design of the alarm annunciation (i.e., from those alarms designed in accordance
with the fourth security measure described at the end of this section), and implementation of
those annunciations in the site physical protection system, is identified as COL Information
Item 13.6-22 in DCD Tier 2, Section 13.6.2.7.3.  Development of the administrative controls,
as described in the fifth security measure, listed at the end of this section, and their
implementation in a site physical protection system, is identified as COL Information Item
13.6-23 in DCD Tier 2, Section 13.6.2.7.3.

DCD Tier 2, Section 13.6.2.7.4, “Control Rod Drive System,” is located within the Safeguards
Information submittal and describes the control rod drive system (CRDS) and lists security
measures that apply to the CRDS.  The section discusses the CRDS scram function, normal
rod insertion function, and high pressure makeup function.  The staff finds the approach
acceptable because the listed security measures will assist a COL applicant referencing the
ESBWR design in creating a site physical protection system that meets the general
performance objectives described in 10 CFR 73.55(a).  These measures are a combination of
site procedures (administrative controls), key control measures and physical barriers.  The
definition of a physical barrier is stated in 10 CFR 73.2.  Site security procedures, which would
include the development of security administrative controls, as required by 10 CFR 73.55(b)(3),
and key control measures as required by 10 CFR 73.55(c).  The staff has identified the design
of the locking devices, as described in the discussion of the scram function as an open item. 
Development and implementation of the key control measures, as described at the end of the
discussion of the scram function, in a site physical protection system, is identified as COL
Information Item 13.6-24 in DCD Tier 2, Section 13.6.2.7.4.  Development and
implementation of the administrative controls, as described in the discussion of the normal rod
insertion function, in a site physical protection system, is identified as COL Information Item
13.6-25  in DCD Tier 2, Section 13.6.2.7.4.  Implementation of the status indicators in the
MCR for the two components, as described in the third paragraph of the discussion of the high
pressure makeup function in a site physical protection system, is identified as COL Information
Item 13.6-26  in DCD Tier 2, Section 13.6.2.7.4. 

DCD Tier 2, Section 13.6.2.7.5, “Automatic Depressurization System,” is located within the
Safeguards Information submittal and describes the automatic depressurization system and
lists six security measures that apply to it.  The staff finds the approach acceptable because the
listed security measures will assist a COL applicant referencing the ESBWR design in creating
a site physical protection system that meets the general performance objectives as described in
10 CFR 73.55(a).  These measures are a combination of site procedures (administrative
controls), tamper alarms, key control measures and physical barriers.  The definition of a
physical barrier is stated in 10 CFR 73.2.  Site security procedures, which include the
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development of security administrative controls, are required by 10 CFR 73.55(b)(3), tamper
alarms are required as described in 10 CFR 73.55(e)(2), key control measures are required by
10 CFR 73.55(d)(8), and physical barriers as required by 10 CFR 73.55(c).  The staff identified
the design, location, and locks for the cabinets, as described in the first security measure listed
at the end of this section as an open item.  Development and implementation of the key control
measures, as described in the first security measure listed at the end of this section, is
identified as COL Action Item 13.6-27 in DCD Tier 2, Section 13.6.2.7.5.  Designing the
cabinets to accommodate a tamper switch alarm, as described in the second security measure
listed at the end of this section, is an open item. Design of the tamper switch alarms to
annunciate in both the alarm stations and the MCR, and design of the tamper switches
themselves into the cabinets, as described in the second security measure listed at the end of
this section, and implementation of those annunciations into a site physical protection strategy,
is identified as COL Information Item 13.6-28 in DCD Tier 2, Section 13.6.2.7.5. 
Development of the administrative control, as described in the third listed security measures at
the end of this section, and its implementation in a site physical protection system, is identified
as COL Information Item 13.6-29 in DCD Tier 2, Section 13.6.2.7.5.  The staff has identified
the design of the doors themselves and the door openings to accommodate alarm devices, as
described in the fourth listed security measure at the end of this section, as an open item. 
Design of the enclosures, doors and locks to provide access control for the components, as
described in the fifth listed security measure at the end of this section, is an open item. 
Development of key control measures, as described in the fifth listed security measure at the
end of this section, and implementation of such measures in a site physical protection system,
is identified as COL Information Item 13.6-30 in DCD Tier 2, Section 13.6.2.7.5.  Description
of the administrative control, as described in the sixth listed security measure at the end of this
section, and its designation in a site physical protection system, is identified as COL
Information Item 13.6-31 in DCD Tier 2, Section 13.6.2.7.5.

DCD Tier 2, Section 13.6.2.7.6, “Fuel and Auxiliary Pools Cooling System,” is located within the
Safeguards Information submittal and describes the fuel and auxiliary pools cooling system and
lists alternate methods to maintain its functionality.  The staff finds this approach acceptable
because the alternate methods for maintaining functionality of this system will assist a COL
applicant referencing the ESBWR design to create a site physical protection system that meets
the general performance objectives as described in 10 CFR 73.55(a).  Site security procedures,
which would include the development of mitigative actions such that they could be credited
during a design basis threat attack, are required by 10 CFR 73.55(b)(3).  The staff has
identified the provisions of a specific list of the alternate methods, as described in the last
sentence of this section, as an open item.  Development of procedures that would enable the
use of these alternate methods during a design basis threat attack, as described in the last
sentence of this section, and implementation of those procedures in a site physical protection
strategy, is identified as COL Information Item 13.6-32 in DCD Tier 2, Section 13.6.2.7.6.

DCD Tier 2, Section 13.6.2.7.7, “(title of Section redacted (identified by the staff as information
related to 10 CFR 2.390, “Public Inspections, Exemptions, Requests for Withholding”)),” is
located within the Safeguards Information submittal and provides the description of the system
as stated in the title of the section and describes one security procedure that applies to it.  The
staff finds this approach acceptable because the listed security procedure will assist a COL
applicant referencing the ESBWR design to create a site physical protection system that meets
the general performance objectives described by 10 CFR 73.55(a).  Site security procedures,
which would include the development of security administrative controls, are required as
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described in 10 CFR 73.55(b)(3).  Development of a procedure for the checks, as described in
the last sentence of the second paragraph of this section, and the implementation of this
procedure into a site physical protection system, is identified as COL Information Item 13.6-33
in DCD Tier 2, Section 13.6.2.7.7.

DCD Tier 2, Section 13.6.2.7.8, “Vital System AC Power Supplies,” is located within the
Safeguards Information submittal and describes the vital system alternating current (AC) power
supplies and the annunciations that could be used for physical protection purposes.  The staff
finds this approach acceptable because the use of the described annunciations in the design of
a physical protection system will assist a COL applicant referencing the ESBWR design in
creating a site physical protection system that meets the general performance objectives
described in 10 CFR 73.55(a).  Site security procedures are required by 10 CFR 73.55(b)(3). 
Design of these annunciations, as described in the last sentence of this section, to annunciate
in both the MCR and the alarm stations, and the implementation of those annunciations in a site
physical protection strategy, is identified as COL Information Item 13.6-34 in DCD Tier 2,
Section 13.6.2.7.8.

DCD Tier 2, Section 13.6.2.7.9, “Vital System DC Power Supplies,” is located within the
Safeguards Information submittal and describes the vital system direct current (DC) power
supplies and the alarms and annunciations that could be used for physical protection purposes. 
The staff finds this approach acceptable because the use of the described annunciations and
alarms in the design of a physical protection system will assist a COL applicant referencing the
ESBWR design to create a site physical protection system that meets the general performance
objectives by 10 CFR 73.55(a).  Site security procedures are required by 10 CFR 73.55(b)(3). 
Design of these alarms and annunciations, as described in the third paragraph of this section,
to annunciate in both the MCR and the alarm stations, and the implementation of those alarms
and annunciations in a site physical protection system, is identified as COL Information Item
13.6-35 in DCD Tier 2, Section 13.6.2.7.9.

DCD Tier 2, Section 13.6.2.7.10, “Containment Integrity,” is located within the Safeguards
Information submittal and describes containment design features that provide for containment
integrity.  The staff finds this approach acceptable because the design features described may
assist a COL applicant referencing the ESBWR design in creating a site physical protection
system that meets the general performance objectives as described in 10 CFR 73.55 (a).  The
requirement for physical barriers is described in 10 CFR 73.55(c).  Site security procedures are
required by 10 CFR 73.55 (b)(3).  The staff has identified the design of the physical
construction characteristics (e.g., materials of construction, physical dimensions) to include a
design feature to accommodate security alarm devices, for containment equipment and access
portals as an open item.  The staff has identified the performance of a detailed analysis of the
potential vulnerability of the component, as described in the last sentence of the first paragraph
of this section, to the design basis threat, that provides a technical basis with respect to the
components’ potential vulnerability as an open item.  The staff notes that the component, as
described in the last sentence of the first paragraph of this section, may be able to be
prevented from performing its function from locations other than the one specified and the
analysis should take this into consideration.  The second paragraph in this section states that
the components, as described, are precluded access, but does not provide a technical basis for
this preclusion: therefore, the staff has identified the need for this technical basis as an open
item.  Developing a procedure that uses the abnormal indication or alarm that annunciates in
the MCR, as described in the fourth paragraph of this section, and implementing this procedure
in a site physical protection strategy, is identified as COL Information Item 13.6-36 in DCD
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Tier 2, Section 13.62.7.10.

DCD Tier 2, Tables 13.6-1 through 13.6-3 in Section 13.6.2, provides (1) sabotage target
criteria to cause potential core damage under specified conditions, and (2) a sabotage targets
and effects analysis.  These tables do not attempt to meet a regulatory requirement and were
not considered essential to the staff’s review.  The staff has identified Tables 13.6-1 through
Table 13.6-3 as useful to a COL applicant referencing the ESBWR design when developing
target sets.

In response to RAI 13.6-1, which asked for a listing of vital areas and components, including
the location of components the CAS, the secondary alarm station and security related
emergency power supply, the applicant provided such a listing.  The listing is Safeguards
Information.  The staff finds the approach as stated in the submission unacceptable. 
The applicant omitted the exact location of the CAS as a vital area, as required by
10 CFR 73.55(e)(1).  Also, missing from the vital area list is the location of the secondary power
supply, which must be located within a vital area as described in 10 CFR 73.55(e)(1).  The staff
has identified these omissions as an open item.

In response to RAI 13.6-2, which asked for the ESBWR security ITAAC, the applicant stated
that it would follow the industry recommended generic ITAAC being developed through Nuclear
Energy Institute  and approved by the NRC.  The staff finds this approach acceptable.  The
staff has identified the provision of a listing of ITAAC that applies to the ESBWR design as an
open item.

Because of the requirement of the Office of the Federal Register that all information
incorporated by reference in the design certification rule be publicly available, sensitive
unclassified non-safeguards information (SUNSI), and Safeguards Information that is withheld
from public disclosure cannot be included in the DCD.  However, information referenced in the
DCD that are requirements (i.e., secondary references) can contain SUNSI, and Safeguards
Information.  The staff is in discussions on this issue and has identified this item as an open
item.

Generic issues under Generic Letter, 89-007, “Power Reactors Safeguards Contingency
Planning for Surface Vehicle Bombs,” Generic Letter, 91-010, “Explosives Searches at
Protected Area Portals,” and Generic Letter, 91-003, “Reporting of Safeguards Events,” were
identified by GEH as not being within the scope of the ESBWR design.  The staff finds this
approach acceptable.

13.6.4 Conclusions

As set forth in Section 13.6 of this report, the applicant has failed to identify all required security
features and characteristics required in the design of a nuclear power plant as described in
10 CFR 73.55.  The applicant did not identify design features such as the location of the MCR
and security emergency power supply as within vital areas.  Many design features identified in
the text of the application lacked reference elsewhere in the application to the actual design of
the feature itself.  The applicant identified some design features to be COL design actions that
the staff considered to be within the scope of the ESBWR design (e.g., design of vital area
access doors).  The staff has identified 35 open items and one Safeguards Information open
item.

Due to the open items that remain to be resolved for this section, the staff was unable to finalize
its conclusions regarding acceptability.
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