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Joseph M. Farley Nuclear Plant 

Enclosure 

Licensee Event Report 



The event was caused by a worn badge that, in combination with the nonzero error rate of the bar 
code badge reader and design threshold of the biometries hand geometry reader, resulted in a false 
acceptance. Both readers have a small, but nonzero, false acceptance rate (FAR). The threshold 
of the hand readers has been lowered to reduce the FAR. The subject badge has been replaced. 
To further reduce the potential for misreads, all security badges will be changed out by September 
30, 2007, and will be changed out, yearly, until the bar code readers are replaced with readers of a 
different type having an inherently lower FAR. The bar code reader system will be replaced by a 
reader system of a different type by June 1, 2008. 
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1. FACILITY NAME 

Joseph M. Farley Nuclear Plant - Unit 1 

I 
NRC FORM 386 (6-2004) PRIMED ON RECYCLED PAPER 

Estimated burden per response to comply with this mandatory collection 
request: 50 hours. Reported leasons learned are incorporated into the 
limnsing process and fed back to industry. Send comments r arding burden 
estimate to the Records and FOINPrivacy Service Branch?-5 F52), U.S. 
Nuclear R ulatory Commission, Washington. DC 20555-0?01, or b internel 
small to i?oCollects@nrc. ov, and to the Desk Off~cer, Office of lnhnation 
and Regulatory: Affairs. ~ ~ 8 8 - 1 0 2 0 2 .  (315@0104), Offiie of Management and 
Budget. Wash~ngton. DC 20503. If a means used to Impose an information 
collection does not d~spky a currently valid,OMB contmi number, the NRC may 
not conduct or sponsor, and a person IS not requ~red to respond to, the 
information collection. 
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05000 348 

4. TITLE 
Error in Access Authorization due to Misread Badge and Biometrics Hand Reader 
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8. OTHER FACILITIES INVOLVED 
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1 00 
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20.2201(b) 20.2203(a)(3)(i) 50.73(a)(2)(i)(C) 50.73(a)(2)(vii) 
El 20.2201(d) 20.2203(a)(3)(ii) 50.73(a)(2)(ii)(A) 50.73(a)(2)(viii)(A) 

20.2203(a)(l) 20.2203(a)(4) 50.73(a)(2)(ii)(B) 50.73(a)(2)(viii)(B) 
20.2203(a)(2)(i) El =.36(c)(l )(i)(A) 50.73(a)(2)(iii) 50.73(a)(2)(ix)(A) 
20.2203(a)(2)(ii) 50.36(c)(l)(ii)(A) 50.73(a)(2)(iv)(A) 50.73(a)(2)(x) 
20.2203(a)(2)(iii) 17 50.36(~)(2) 50.73(a)(2)(v)(A) 73.71 (a)(4) 
20.2203(a)(2)(iv) U 50.46(a)(3)(ii) 50.73(a)(Z)(v)(B) 73.71 (a)(5) 
20.2203(a)(2)(v) 17 50.73(a)(2)(i)(A) 50.73(a)(2)(v)(C) OTHER 
20.2203(a)(2)(vi) El 50.73(a)(2)(i)(B) El 50.73(a)(2)(v)(D) Specify in Abstract below 

or in NRC Form 366A 

DOCKET NUMBER 

05000 364 
DOCKET NUMBER 

05000 
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2007 
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12. LICENSEE CONTACT FOR THIS LER 

NUMBER 

- 002 - 
YEAR 

2007 

YEAR 

2007 

FACILITY NAME 

J. R. Johnson - Vice President 

REV 
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00 

TELEPHONE NUMBER (Include Area Code) 

334-899-51 56 
13. COMPLETE ONE LINE FOR EACH COMPONENT FAILURE DESCRIBED IN THIS REPORT 

ABSTRACT (Limit to 1400 spaces, i.e., approximately 15 singlespaced typewritten lines) 

On July 1 1, 2007 at 19:26 an authorized SNC employee's badge and hand geometry were both 
misread at the Farley Nuclear Plant (FNP) Primary Access Point Entry Reader. The system granted 
him Protected Area access based on another authorized SNC employee's data. This error was 
detected one minute later when a badge reader at a Vital Area door read the badge correctly and 
the system alarmed. The individual did not enter any Vital Areas under the incorrect identification. 
On July 12, 2007, at 10:10, after preliminary investigation, it was determined that the event was 
reportable. A one-hour report was made at 10:50 on July 12, 2007, per 10 CFR 73.71 (a)(4). 



NRC FORM 366A U.S. NUCLEAR REGULATORY COMMISSION 
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LICENSEE EVENT REPORT (LER) 

I Plant and Svstem Identification 

FACILITY NAME (1) 

Joseph M. Farley Nuclear Plant Unit 1 

I Westinghouse -- Pressurized Water Reactor 
Energy Industry Identification Codes are identified in the text as [XX] 

I Description of Event 

NARRATIVE (If more space is required, use additional copies of NRC Form 366A) (17) 

DOCKET (2) 
NUMBER 

05000348 

On July 1 1, 2007 at 19:26, an authorized SNC employee's badge and hand geometry were both 
misread at the Farley Nuclear Plant (FNP) Primary Access Point Entry Reader. The system [IA] granted 
the individual access to the Protected Area, based on another authorized SNC employee's data. This 
error was detected one minute later when a badge reader at a Vital Area door read the badge correctly 
and the system alarmed, at 19:27. The individual did not enter any Vital Areas under the incorrect 
identification. After preliminary investigation, it was determined, on July 12, 2007 at 10: 10, that the 
event was reportable. A one-hour report was made at 1050, on July 12, 2007, per 10 CFR 73.71 (a)(4). 

I Cause of Event 

The event was caused by a worn badge that, in combination with the nonzero error rate of the bar code 
badge reader and design threshold of the biometrics hand geometry reader resulted in a false 
acceptance. Both readers have a small, but nonzero, false acceptance rate (FAR). The "threshold is 
a measure of how much variance of the hand geometry from template will be accepted by the 
biometrics hand reader. A lower threshold results in a lower false acceptance rate, but also a higher 
false rejection rate. 
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LER NUMBER (6) 

The biometrics hand reader is the industry standard. As originally installed, the expected FAR for the 
biometrics hand reader was approximately 0.1 % at a threshold of 75 (based on the vendor test data). 
As a result of this event, a study of ,the reliability of the biometrics hand geometry readers was 
conducted. Attempts were made to recreate the event with various badges, individuals, and threshold 
settings. Tests of various hand geometry readers indicated this phenomenon was the result of system 
operating characteristics and not indicative of failure of any particular reader or the system software. 
As a result of this testing the global threshold was set conservatively at 50. Specific individuals having 
unusual hand geometry had their individual thresholds set at a maximum of 90. 

YEAR 

Operating experience in recent years, subsequent to installation of the bar-code reader system, has 
indicated that other types of badge readers, notably magnetic strip or proximity, have lower misread 
rates than bar-code technology. 

I Safetv Assessment 

2007 - 002 - 00 

SEQUENTIAL 
NUMBER 

At the time of the event, the subject individual held a current, valid Unescorted Access Authorization to 
the FNP Protected Area, even though the system misread the badge and granted access based on 
another authorized individual's data. The individual did not enter any Vital Areas under the incorrect 

REVISION 
NUMBER 

I 
NRC FORM 366 (7-2001) 

I 
NRC FORM 386A (7-2001) 



NRC FORM 366A U.S. NUCLEAR REGULATORY COMMISSION 
(7-2001) 

I-ICENSEE EVENT REPORT (LER) 

identification. This is the only known instance in which a bar-code was misread as another individual's 
badge, with hand geometry similar enough between the individuals to allow a misread of the hand 
geometry as the same individual. Both conditions had to be met, simultaneously, to allow Protected 
Area access. In addition, a second card reader would have had to misread the bar code in the exact 
same manner to allow Vital Area access, based on another individual's data. 

I Therefore, Vital Area access was unaffected by this event. There was no adverse impact on the health 
and safety of the public. I 

FACILITY NAME (1) 

Joseph M. Farley Nuclear Plant Unit 1 

I Corrective Action 

NARRATIVE (If more space is required, use additional copies of NRC Form 366A) (17) 

DOCKET (2) 
NUMBER 

05000348 

Compensatory measures to manually verify identification and authorization at the Primary Access Point 
have been established. Compensatory measures will remain in place until the bar-code reader system 
at the Primary Access Point has been replaced by a reader system of a different type. 
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LER NUMBER (6) 

As a result of this investigation, the global threshold of the biometrics hand readers was lowered to 50. 
Certain individuals having unusual hand geometry may have their individual thresholds set at a 
maximum of 90. 

YEAR 

The subject badge has been replaced. To further reduce the potential for misreads, all security badges 
will be changed out by September 30, 2007, and will be changed out, yearly, until the bar code readers 
are replaced with readers of a different type having an inherently lower FAR. I 
The bar code reader system will be replaced by a reader system of a different type with a lower FAR by 
June 1,2008. 

Additional Information 

2007 - 002 - 00 

SEQUENTIAL 
NUMBER 

I Other systems affected: No systems other than those already mentioned in this report were affected by 
,this event. I 

REVISION 
NUMBER 

I As an enhancement, a monthly misread report will be generated to identify any badges that may need 
replacing. I 

I Commitment information: This report does not create any permanent licensing commitments. I 
I Previous similar events: The following LERs have been submitted in the last two years on similar 

security issues: I 
LER 2006-001 -00 Security Access Control Software Deficiency 

NHC FOHM 366 (7-2001) 
NRC FORM 386A (7-m01) 


