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Draft Interim Staff Guidance on Diversity and Defense-
in-Depth (D3) Task Working Group Problems 3, 4, 5,

and 6 in Digital Instrumentation and Control Systems

Draft Interim Staff Guidance on D3 TWG Problem 3 

Problem 3:
 
BTP-19 Position 4 Challenges: Current Commission policy addresses system-level actuation in
BTP-19, Position 4.  Further clarification is required for whether credit can be taken for
component-level verses system-level actuation of equipment.  The NRC should clarify the
rationale for applying BTP-19, Position 4 for digital system upgrades in existing plants.

Background

BTP-19, Position 4 states:

“A set of displays and controls located in the main control room should be provided for
manual system-level actuation of critical safety functions and for monitoring of
parameters that support safety functions.  The displays and controls should be
independent and diverse from the computer-based safety systems identified in Points 1
and 3.”

The intent of requiring system level actuation was to assure that the actuation, however
achieved, was possible using simple controls from within the control room, without requiring
plant operators to activate or control individual equipment at various locations within the plant. 
The exact method of actuating the protective function is not as important as that the actuation
be

a) simple,
b) possible from the control room,
c) required with sufficient time available for the operators to determine the need for

protective actions even with malfunctioning indicators,
d) appropriate for the event, and
e) supported by sufficient instrumentation that indicates that 

1) the protective function is needed,
2) the safety-related automated system did not perform the protective

function, and
3) the manual action was successful in performing the protective function.
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In the current Draft ISG on Problems 1 and 2, the staff recommended that BTP-19, Position 4
be re-written to state:

“In addition to the above, a set of displays and controls (safety or non-safety) should be
provided in the main control room for manual actuation and control of safety equipment
to manage plant critical safety functions, including reactivity control, reactor core cooling
and heat removal from the primary system, reactor coolant system integrity, radioactivity
control, and containment conditions.  The displays and controls should be independent
and diverse from the RPS discussed above.  However, these displays and controls
could be those used for manual operator action as described above.  Where they serve
as backup capabilities, the displays and controls should also be able to function
downstream of the lowest-level software-based components subject to the same
common cause failure (CCF) that necessitated the diverse backup system; one example
would be the use of hard-wired connections.”

This draft interim guidance does not specify whether the diverse displays and controls be used
for component-level or system-level actuation of equipment, as long as the criteria are met.
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Problem 4:

Effects of Common-Cause Failure: BTP-19 guidance recommends consideration of CCFs that
"disable a safety function."  Additional clarity is required regarding the effects that should be
considered (e.g., fails to actuate and/or spurious actuation).

Background

IEEE Standard 603-1991, incorporated into 10 CFR by reference in 10 CFR 50.55a(h), states in
paragraph 5.1, Single-Failure Criterion: “The safety systems shall perform all safety functions
required for a design basis event in the presence of: (1) any single detectable failure within the
safety systems concurrent with all identifiable but non-detectable failures; (2) all failures caused
by the single failure; and (3) all failures and spurious system actions that cause or are caused
by the design basis event requiring the safety functions.”

There are two inherent safety functions that safety-related trip and actuation systems provide. 
The first safety function is to provide a trip or system actuation when plant conditions
necessitate that trip or actuation.  However, in order to avoid challenges to the safety systems
and to the plant, the second function is to not trip or actuate when such a trip of actuation is not
required by plant conditions.  A simple metric would be:

Plant conditions
require a trip or

actuation

Plant conditions do
not require a trip or

actuation

Trip or
Actuation

occurs

Proper System
Operation

System Failure
(Spurious Actuation)

Trip or
Actuation
does not

occur

System Failure
(Actuation does not
occur or incomplete
activation)

Proper System
Operation

Therefore, to be in conformance with the single failure criteria, both a failure to trip and a
spurious trip are unacceptable.

Software CCF was declared a beyond design basis event by the Commission in Staff
Requirements Memorandum dated July 21, 1993, issued in response to SECY-93-087, dated
April 2, 1993.  The industry has requested additional clarification regarding the effects of
software CCF that should be considered.
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When considering the possible types of protection system failures that may occur as a result of
failure to actuate, a simple failure of the total system may not be the worst case failure,
particularly when analyzing the time required to identify and respond to the condition.  A failure
to trip may not be as limiting as a partial actuation of an emergency core cooling system, with
digital indications of a successful actuation, which may take longer to evaluate and correct than
a total failure to send any actuation signal.  For this reason, the evaluation of failure modes as a
result of software CCF should include the possibility of partial actuation and failure to actuate
with false indications, as well as a total failure to actuate.

Industry also requested that the staff determine whether spurious actuations should be
considered when performing single failure analyses associated with software CCF.  The
primary concern is that an undetected failure within the digital system could prevent proper
system operation.  A failure or fault that is detected can be repaired; however, failures that are
nondetectable may prevent a trip or actuation when required.  Consequently, nondetectable
faults are of concern.  Therefore, a diverse means to provide the required safety function, or
some other safety function that will adequately address each chapter 15 event should be
provided.

Common cause failures that cause an undesired trip or actuation are detectable because the
failure is self-announcing.  There may be circumstances in which a spurious trip or actuation
would not occur until a particular signal trajectory within the software is reached.  In these
cases, the spurious trip or actuation would not occur immediately upon system startup, but
could occur under particular plant conditions.  This circumstance is still self-announcing, even if
the annunciation did not occur on initial test or startup.  Use of design techniques (e.g., a
constant and unchanging signal trajectory within the software that is unaffected by plant
conditions), therefore, is recommended.

In general, spurious trips and actuations are lesser safety concern than failures to trip or
actuate.  There may be plant and safety system challenges and stresses; however, these
challenges are not as significant as failure to respond to a chapter 15 event.

For these reasons, beyond design basis software common cause failures, a spurious trip, or
actuation of a safety-related digital protection system does not need to be considered in the
single failure analysis.
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Problem 5:

Common-Cause Failure Applicability: Clarification is required on identification of design
attributes that are sufficient to eliminate consideration of CCFs (e.g., degree of simplicity).

Draft Interim Staff Guidance

There are two design attributes that are sufficient to eliminate consideration of CCF:

(1) Diversity - In Example 1 for Problems 1 and 2, sufficient diversity exists in the protection
system such that CCFs within the channels can be considered to be fully addressed without
further action.

Example 1: A four-channel RPS is designed so that, for each safety function, two
channels use one type of digital system and the other two channels use a diverse digital
system.  A D3 analysis performed consistent with the guidance in NUREG/CR-6303 and
BTP-19 determines that the two diverse digital systems are not subject to a CCF.  In this
case, no additional diversity would be required in the safety system.

(2) Testability - A system is sufficiently simple such that every possible combination of inputs,
internal and external initial states, and every signal path can be tested; that is, the system is
fully tested and found to produce only correct responses.

In assessing the system states, the guidance provided in IEEE Std 7-4.3.2-2003, “IEEE
Standard Criteria for Digital Computers in Safety Systems of Nuclear Power Generating
Stations,” clause 5.4.1, “Computer system [equipment qualification] testing,” should be
addressed: 

Computer system qualification testing (see 3.1.36) shall be performed with the computer
functioning with software and diagnostics that are representative of those used in actual
operation. All portions of the computer necessary to accomplish safety functions, or
those portions whose operation or failure could impair safety functions, shall be
exercised during testing. This includes, as appropriate, exercising and monitoring the
memory, the CPU, inputs and outputs, display functions, diagnostics, associated
components, communication paths, and interfaces. Testing shall demonstrate that the
performance requirements related to safety functions have been met.

Clause 5.4.1 requires the system developer/user to perform equipment qualification of the
system (i.e., hardware and software) in its operational states while the system is operating at
the limits of its equipment qualification envelope.  The software and diagnostics should be
representative of the software used in actual operation to a degree that provides assurance that
the system states produced by the actual system will be tested during the equipment
qualification process.
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Problem 6: 

Echelons of Defense: As described in NUREG-0737 Supplement 1, "Clarification of TMI Action
Plan Requirements," sufficient information shall be provided to the operators to monitor (and
thereby control) the following plant safety functions and conditions:

1. Reactivity control
2. Reactor core cooling and heat removal from the primary system
3. Reactor coolant system integrity
4. Radioactivity control
5. Containment conditions

BTP-19 guidance references the echelons of defense described in NUREG/CR-6303, “Method
for Performing Diversity and Defense-in-Depth Analyses of Reactor Protection Systems,”
(Accession No. 9501180332) for maintaining the above safety functions within safe margins for
currently operating nuclear power plants:

1. Control systems
2. Reactor Trip System (RTS)
3. Engineered Safety Features Actuation System (ESFAS)
4. Monitoring and indications

Additional clarification is desired regarding how the echelons of defense for maintaining the
above safety functions should factor into D3 analyses.  A particular concern is that the current
BTP-19 guidance does not consider plant design characteristics and operating procedures that
affect how D3 is actually used to maintain the safety functions.

Background:

SECY-91-292, "Digital Computer Systems for Advanced Light Water Reactors," described the
above four echelons of defense.  SECY-93-087, "Policy, Technical, and Licensing Issues
Pertaining to Evolutionary and Advanced Light-Water Reactor (ALWR) Designs," and the
associated Staff Requirements Memorandum addressed defense against CCFs in digital I&C
systems, among other issues.  SECY-91-292 and SECY-93-087 did not address the
consolidation of these echelons of defense-in-depth into one digital system, and neither did the
Commission address combining echelons of defense at the time it established policy on digital
system CCFs. 
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The industry is considering the use of digital I&C systems that combine all RTS and ESFAS
functions within a single digital system software program.  Combining two echelons of defense
into a single software program could introduce new common-cause digital system failure
mechanisms that do not exist in systems that use separate software programs, including
software CCFs.  These CCFs can be satisfactorily addressed if the criteria of ISG Problems 1
and 2 are met. 

Draft Interim Staff Guidance

The RTS and ESFAS functions may be combined into a single digital platform if the criteria of
the ISG addressing Problems 1 and 2 are met.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


