September 5, 2007
MEMORANDUM TO: Those on the Attached List

FROM: Luis A. Reyes /RA/
Executive Director for Operations

SUBJECT: GUIDANCE FOR PERIODIC REVIEW OF AGENCY NETWORK
DRIVES FOR THE PRESENCE OF PERSONALLY
IDENTIFIABLE INFORMATION

As a result of Office of the Inspector General (OIG) Audit OIG-06-A-14, concerning personal
privacy information found on shared network drives, each office/region was directed to review
data generated or stored on shared drives for Personally Identifiable Information (PIl). As of
April 18, 2007, these searches of agency shared drives for Pll were completed and all Pl that
was identified was either removed from the shared drives or access to it was restricted to
individuals with a “need to know.” Staff should not place PIl on agency shared drives unless
access to it is restricted to individuals with a “need to know.”

The same OIG audit also recommended the development of policies and procedures for
periodically reviewing agency network drives for the presence of Pll. Effective with the date of
this memorandum, | have approved the following guidance for reviewing agency shared drives
for PII:

. The NRC will review all agency shared drives for the purposes of identifying and
eliminating PII at least annually.

. Beginning in January of each year, the Office of Information Services (OIS) will search
all agency-shared drives for files potentially containing PIl. Search strings will be used
and identified files will be grouped by the originating office/region by OIS. No later than
January 31* of each year, the OIS will provide each office/region with its list of files that
may contain PII.

. With OIS concurrence, offices/regions may arrange with OIS for more frequent searches
(but no more than one per quarter). Based on their expressed interest in conducting
their own searches and their capability to do so, regions may perform their own searches
but must coordinate with OIS to ensure they have the current search criteria.
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. Each search will begin where the previous search finished, i.e., the cutoff date for the
previous search will serve as the beginning date of the new search. Only files placed on
the drive after the end date of the previous search, or previously existing files that were
modified after the end date of the previous search, will be reviewed.

. Offices/regions will review the files identified by the OIS and determine whether or not
each file contains PII. If a file contains PII, the office/region will determine if the file
should remain on the drive and, if so, whether adequate access controls are in place.
The office/region will restrict access to the file if adequate controls are not in place, and
will remove the file from shared drives upon determining that the file is not appropriate
for shared access or is no longer needed. Offices/regions will report to OIS no later than
March 31 that they have reviewed the files and have taken appropriate action.

This policy will be incorporated into Management Directive 12.6 when it is updated to include all
revised Sensitive Unclassified Non-Safeguards Information policy.
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Frank P. Gillespie, Executive Director, Advisory Committee on Reactor
Safeguards/Advisory Committee on Nuclear Waste and Materials
E. Roy Hawkens, Chief Administrative Judge, Atomic Safety and
Licensing Board Panel
Karen D. Cyr, General Counsel
John F. Cordes, Jr., Director, Office of Commission Appellate Adjudication
William M. McCabe, Chief Financial Officer
Hubert T. Bell, Inspector General
Margaret M. Doane, Director, Office of International Programs
Rebecca L. Schmidt, Director, Office of Congressional Affairs
Eliot B. Brenner, Director, Office of Public Affairs
Annette Vietti-Cook, Secretary of the Commission
William F. Kane, Deputy Executive Director for Reactor
and Preparedness Programs, OEDO
Martin J. Virgilio, Deputy Executive Director for Materials, Waste, Research,
State, Tribal, and Compliance Programs, OEDO
Darren B. Ash, Deputy Executive Director for Information Services
and Chief Information Officer, OEDO
Vonna L. Ordaz, Assistant for Operations, OEDO
Timothy F. Hagan, Director, Office of Administration
Cynthia A. Carpenter, Director, Office of Enforcement
Charles L. Miller, Director, Office of Federal and State Materials
and Environmental Management Programs
Guy P. Caputo, Director, Office of Investigations
Edward T. Baker, Director, Office of Information Services
James F. McDermott, Director, Office of Human Resources
R. William Borchardt, Director, Office of New Reactors
Michael F. Weber, Director, Office of Nuclear Material Safety and Safeguards
James E. Dyer, Director, Office of Nuclear Reactor Regulation
Brian W. Sheron, Director, Office of Nuclear Regulatory Research
Corenthis B. Kelley, Director, Office of Small Business and Civil Rights
Roy P. Zimmerman, Director, Office of Nuclear Security and Incident Response
Samuel J. Collins, Regional Administrator, Region |
William D. Travers, Regional Administrator, Region Il
James L. Caldwell, Regional Administrator, Region llI
Bruce S. Mallett, Regional Administrator, Region IV
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